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CONVENTION
FOR THE PROTECTION OF INDIVIDUALS WITH REGARD
TO AUTOMATIC PROCESSING OF PERSONAL DATA

Preamble

The member States of the Council of Europe, signatory hereto,

Considering that the aim of the Council of Europe is to achieve greater
unity between its members, based /in' particular on respect for the rule of
law, as well as human rights and fundamental freedoms;

Considering that it is desirable to-exiend the safeguards for everyone’s
rights and fundamental freedoms, and in particular the right to the respect
for privacy, taking-account of the increasing flow across frontiers of personal
data undergoing automatic processing;

* Reaffirming at the same time their commitment to freedom of informa-
tion regardless of frontiers;

Recognising that it is pecessary to reconcile the fundamental values of
the respect for privacy and the free flow of information between peoples,

Have agreed as follows:

CHAPTER 1

General’ Provisions

ARTICLE 1
Object and purpose

The purpose of this convention is to secure in: the territory of each
Party for every individual, whatever hiS nationality or residence, respect
for bis rights and fundamental freedoms, and in particular his right to
privacy, with regard to automatic processing of personal data relating to
him (* data protection ™).

ARTICLE/ 2
Definitions

For the purposes of this convention:

(a) * personal .data.” “means any| information relating 40 dan |identified
or identifiable individual (" data subject™);

N~

(b) “ automated data file” means any set of data undergoing automatic °

processing;

(c) “ automatic processing ™ includes the following operations if carried
out in whole or in part by automated means: storage of data,
carrying out of logical and/or arithmetical operations on those
data, their alteration, erasurec, retricval or disscmination;

3
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(d) * controller of the file” means the natural or legal person, public
authority, agency or any other body who is competent according to
the national law to decide what should be the purposc of the
automated data file, which categoriecs of personal data should be
stored and which operations should be applied to them. ’

ARTICLE .3
Scope

1. The Parties undertake to apply this convention to automated
personal data files and automatic processing of personal data in the public
and private sectoss:

2. Any Stategmay; at ‘the time of signature or when depositing its
instrument of jratification, acceptance, approval og accession, or at any
later time, give notice /by a declaration addressed to the Secretary General
of the Council of Europe:

(a) that it willinot apply this convention to certain categories of auto-
mated personal data files, a list of which will be deposited. In this
list it shall not include, however, categories of automated data files
subject under jits” domestic law to data protection provisions.
Consequently, it shall' amend this list by a new declaration whenever
additional categories of automated, personal data files are subjected

' to data protection -provisions under its domestic law;

" (b) that it will also apply this convention to information relating to
groups, of persons, associations, foundations, companies, corporations
and any other bodies consisting directly or indirectly of individuals,
whether or not such bodies possess legal personality;

(¢©) that it swill also apply this convention to personal data files which
are not processed automatically.

: 3. Any State.which has extended the scope of this convention by any

of the_declarations provided for in 'sub-paragraph 2(b) or (¢) above may
give notice in' the’said /declaration” that 'such extensions“shall apply only
to certain categories(of personalldatalfiles, a list of whichiwill be deposited.

4, Any Party which has excluded certain categories .of automated
personal data files. by..a .declaration. provided. for.in sub-paragraph 2(a)
above may“not claim the application of this convention to such-categories
by a' Party which'has not“excluded them.

5. Likewise, a Party which has not made one or other of the extensions
provided for in sub-paragraphs 2(b) and (c) above may not claim the
application of this convention on these points with respect to a Party
which has made such extensions.

6. The declarations provided for in paragraph 2 above shall take
effect from the moment of the entry into force of the convention with
regard to the State which has made them if thcy have been made at the
time of signature or dcposit of its instrument of ratification, acceptance,

4




approval or accession, or three months after their receipt by the Secretary
General of the Council of Europe if they have been made at any later
time. These declarations may be withdrawn, in whole or in part, by a
notification addressed to the Secretary General of the Council of Europe.
Such withdrawals shall take effect three months after the date of receipt

of such notification.

CHAPTER II

Basic Principles for Data Protection

ARTICLE 4
Duties of the Parties

1. Each Pamty shall take the necessary measures in its domestic law
to give effect.to the basic principles for data protection set out in this chapter.

2. These measufes shall be taken at the latest at the time of entry
into force of this convention in respect of that Party.

ARTICLE §
Quality of data

Personal data undergoing automatic. processing shall be:

(a) obtained and precessed fairly and lawfully;

(b) stored for specified and legitimate purposes and not used in a way
incompatible with those purposes;

(c) adequate, relevant and not excessive in relation to the purposes for
which~they are stored; :

(d) accurate and, where necessary, kept up to date;

(e) preserved in a form which permits identification of the data subjects
for no longer than is required for the purpose for which those data
are stored.

ARTICLE 6
Special categories of data

Personal, data revealing racial origin;, political epiniens-er religious or
other beliefs, as well as personal data concerning health or sexual life, may
not ‘be ‘processed automatically unless domestic law provides appropriate
safeguards. The same shall apply to personal data relating to criminal
convictions.

ARTICLE 7
. Data security

Appropriate security measures shall be taken for the protection of
personal data stored in automated data files against accidental or
unauthorised destruction or accidental loss as well as against unauthorised
access, alteration or dissemination,

13378 B*2
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ARTICLE 8
Additional safeguards for the data subject

Any person shall be enabled:

(a) to establish the existence of an automated personal data file, its
main purposes, as well, as) the identity and habitual residence or
principal place of business of the coatroller of the file;

(b) to obtain at reasonable intervals_and without excessive delay or
expense confirmation of whether personal data relating to him are
stored in the automated data file.as'well as communication to him
of such data in an intelligible form;

(¢) to obtain; as the.case may be, rectification or erasure of such data
if these have been processed contrary to the provisions of domestic
law giving efiect to the basic principles set out in Articles 5 and 6
of this comvention;

(d) to have a remedy if a request for confirmation or, as the case may
be, communication, rectification or erasure as referred to in para-
graphs b and c of this article is not complied with.

ARTICLE 9
Exceprions and restrictions

1. No exception to the provisions .of Articles 5, 6 and 8 of this
convention shall be allowed except within the limits defined in this article.

2. Derogaiion from the provisions of Articles -5, 6 and 8 of this
convention shall be allowed when such derogation 1s provided for by the
law of the Party and constitutes a necessary measure in a democratic
society in the interests of:

(a) protecting State security, public safety, th¢ monetary interests of

the State or'the suppression of criminal offences;

(b) protecting| the' data) subject or-the rights and“freedoms of others.

3. " Restrictions on ‘the ‘exercise 'of ‘the 'rights sbeciﬁcd in Article 8,
paragraphs (b), () and (d), .may be provided by law with respect to
automated personal data files used for stafistics or for scientific research
purposes| when, there isobviously no risk of an ‘infringement of the privacy
of data subjects:

ARTICLE 10
Sanctions and remedies

Each Party undertakes to establish appropriate sanctions and remedies
for violations of provisions of domestic law giving effect to the basic
principles for data protection set out in this chapter.

6
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ARTICLE 11
Extended protection

None of the provisions of this chapter shall be interpreted as limiting
or otherwise affecting the possibility for a Party to grant data subjects a
wider measure of protection than that stipulated in this convention.

CHAPTER 111
Transborder Data Flows

ARTICLE 12
Transborder/fiows of personal data and domestic law

1. The following provisions shall apply to the transfer across national
borders, by whatever  medium, of personal data undergoing automatic
processing or collected with al view to their being automatically processed.

2. A Party shail noi, for.ihe sole purpose of the protection of privacy,
prohibit or subject to special authorisation transborder flows of personal
data going to the territory of another Party.

3. Nevertheless, each Party shall be entitled to derogate from the
provisions of paragraph 2: .

(a) insofar as its legislation includes specific regulations for certain
categories of personal data or of automated personal data files,
because ®f the nature of those data or thosel files, except where the
regulations_of the other Party provide an equivalent protection;

(b) whenthe transfer is made from its territory to the territory of a
non-Contracting State through the intermediary of the territory of
another Party, in order to avoid such transfers resulting in circum-
vention of the legislation of the Party referred to at the beginning

of this paragraph.

CHAPTER IV

Mutual Assistance

ARTICLE 13
Co-operation between Partics

1. The Parties agrec to render each other mutual assistance in order
to implement this convention.

2. For that purpose:

(a) each Party shall designate one or more authorities, the name and
address of each of which it shall communicate to the Secretary
General of the Council of Europe;

7




(b) each Party which has designated more than one authority shall
specify in its communication referred to in the previous sub-
paragraph the competence of each authority.

3. An authority designated by a Party shall at the request of an

authority designated by another Party:

(a) furnish information on its law and administrative practice in the
field of data protection;

(b) take, in conformity with its' domestic law and for the sole purpose
of protection of privacy,, all appropriate measures for furnishing
factual information relating to specific automatic processing carried
out in itsuterritory, with the exception however of the personal data

being processed.

ARTICLE 14
Assistance to data-subjects resident abroad

1. Each Party shall assist any person resident abroad to exercise the
rights conferred by its domestic law giving effect to the principles set out
in Article 8 of this convention.

2. When such a person iesidos 1n'the territory of another Party be

shall be given the option of submitting his request through the intermediary
of the authority designated by that Party.

3. The request for assistance shall contain all the necessary particulars,
relating inter alia to:
(@) the name, address and any other relevant particulars identifying
the person making the request;
(b) the automated personal data file to which the! request pertains, or
its controller;

(¢) the purpose of the request.

ARTICLE 15
Safeguards-concerning assistance rendered-by designated authorities

1. An authority designated by a Party which has received information
fromy an, authonity~designated by ranotherParty) either+accompanying a
request for, ‘assistance or lin_.reply to its own request for assistance shall
not use that information for purposes other than those specified in the
request for assistance.

2. Each Party shali see to it that the persons belonging to or acting
on behalf of the designated authority shall be bound by appropriate
obligations of sccrecy or confidentiality with regard to that information.

3. In no case may a designated authority be allowed to make under
Article 14, paragraph 2, a request for assistance on behalf of a data subject
resident abroad, of its own accord and without the express consent of the
person concerned.
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ARTICLE 16
Refusal of requests for assistance

A designated authority to which a request for assistance is addressed
under Articles 13 or 14 of this convention may not refuse to comply
with it unless:

(a) the request is not compatible with the powers in the field of data

protection of the authorities responsible for replying;

(b) the request does not comply with _the provisions of this convention;

(c) compliance with the request would be incompatible with the

sovereignty, security or public policy (ordre public) of the Party
by which"it was designated, or with the rights and fundamental
freedoms of“persons under the jurisdiction of that Party.

ARTICLE 17
Costs jand-procedures of assistance

1. Mutual assistance  which | the Parties render each other under
Article 13 and /assistance they render to data subjects abroad under
Article 14 shall not give rise to the payment of any costs or fees other
than those incurred for experts ahd interpreters. The latter costs or fees
shall be borne by the Party which has designated the authority making
the request for assistance.

2. The data subject-may not be charged costs or fees in connection
with the steps taken on his behalf in the territory of another Party other
than those lawfully payable by residents of that Party.

3. Other details concerning the assistance relating in particular to
the forms and procedures and the languages to be used, shall be established
directly between the Parties concerned.

l CHAPTER V

Consultative Commiitee

ARTICLE 18
Compositioniof the committee

1. A Consultative’ Committee 'shall' be set' up. afterthel.entry into
force of this convention.”

2. Each Party shall appoint a representative to the committee and a
deputy represcntative. Any member State of the Council of Europe which
is not a Party to the convention shall have the right to be represented on
the committee by an observer.

3. The Consultative Committee may, by unanimous decision, invite
any non-member State of the Council of Europe which is not a Party to
the convention to be represented by an observer at a given meeting.

9




ARTICLE 19

Functions of the committee

The Consultative Committee:

(@) may make proposals with a view to facilitating or improving the
application of the convention;

(b) may make proposals for amendment of this convention in accordance
with Article 21;

(c) shall formulate its opinion on~aay proposal for amendment of this
convention which is referred to it in accordance with Article 21,

paragraph 3;
(d) may, at the request of a Party, express an opinion on any question
concerning'the application of this conveation.

ARTICLE 20
Procedure

1. The Consultative  Committee ‘shall be convened by the Secretary
General of the Council 'of Europe.  Its first meeting shall be held within
twelve months ‘of the entry into force of this convention. It shall subse.
quently meet at least once every two years and in any case when one-third
of the representatives of the Parties request its convocation.

2. A majority ‘of rtepresentatives of the Parties shall constitute a
quorum for a meeting of the Consultative Committee.

3. After each of its meetings, the Caonsaltative Committee shall submit
to the Committee of Ministers of the Council of Europe a report on its
work and on-the functioning of the convention,

4. Subjeet to the provisions of this conveation, the Consultative
Committee shall draw up its own Rules of Procedure.

CHAPTER VI
Amendments

ARTICLE. .21
Amendments
1. Amendments to this convention may be proposed by a Party, the
Committee of Ministers of the Council of Europe or the Counsultative
Committee.

2. Any proposal for amendment shall be communicated by the
Secretary General of the Council of Europe to the member States of the
Council of Europe and to’every non-member State which has acceded to
or has been invited to accede to this convention in accordance with the

provisions of Article 23.
10
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3. Moreover, any amendment proposed by a Party or the Committee
of Ministers shall be communicated to the Consultative Committee, which
shall submit to the Committee of Ministers its opinion on that proposed
amcndment.

4. The Committee of Ministers shall consider the proposed amendment
and any opinion submitted by the Consultative Committee and may approve
the amendment.

5. The text of any amendment approvediby the Committee of Ministers
in accordance with paragraph 4 of this-article shall be forwarded to the
Parties for acceptance.

6. Any amendment approved in accordance with paragraph 4 of this
article shall come"intorforce on' the thirtieth day after all Parties have
informed the Secretary General of their acceptance thereof.

CHAPTER VI
Final' Clauses

ARTICLE '22
Entry into force

1. This convention shall be open for signature by the member States
of the Council of Europe.' It is subject to ratification, acceptance or
approval. [Instruments of ratification, acceptance or approval shall be
deposited with' the Secretary General of the Council “of /| Europe.

2. This convention shall enter into force on the first day of the month
following the expiration of a period of three months after the date on
which five member States of the Council of Europe have expressed their
consent to be bound by the convention in accordance with the provisiods
of the preceding paragraph.

3. In respect of any member State which subsequently expresses its
consent _to 'be bound’ by it,“the”convention shall enter into force on the
first day'of the month following the expiration of a period of thrce months
after the date of the deposit of the instrument of ratification;” acceptance

or'approval

ARTICLE 23
Accession by non-member States

1. After the entry into force of this convention, the Committee of
Ministers of the Council of Europe may invite any State not a member
of the Council of Europe to accede to this convention by a decision taken
by the majority provided for in Article 20(d) of the Statute of the Council
of Europe and by the unanimous vote of the representatives of the Contract-
ing States entitled to sit on the committce.

11
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2. In respect of any acceding State, thc convention shall enter into
foree on the first day of the month following the expiration of a period
of three months after the date of deposit of the instrument of accession
with the Secrctary General of the Council of Europe.

ARTICLE 24
Territorial clause

1. Any State_may at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, specify the
territory or territories to_which | this convention shall apply.

2. Any State.may.at any later date, by a declaration addressed to the
Secretary General of the Council of Europe, extend the application of this
convention to any other territory specified in the declaration. In respect
of such territory the convention shall enter into force on the first day of
the month following the expiration of a period of three months after the
date of receipt of such declaration by the Secretary General.

3. Any declaration made under the two preceding paragraphs may, in
respect of any territory specified/in such declaration, be withdrawn by a
notification addressed to .the Secretary General. The withdrawal shall
become effective/on the first day of the month following the expiration of
a period of six months after the date.of receipt of such notification by the
Secretary General.

ARTICLE; 25
Reservations
No reservation may be made in respect of the provisions of this
convention.
ARTICLE 26
Denunciation

17 Any Party may at-any timé denounce this convention by means
of a  notification addressed” to the" Secretary General ‘of the Council of
Europe.

2/ Such, denunciationy shall [become effective (or sthe /firstiday of the
month following the expiration.of a period.of six months after the date of
receipt of the notification by the Secretary General.

ARTICLE 27
Notificarions

The Seccretary General of the Council of Europe shall notify the member
States of the Council and any State which has acceded to this convention
of:

(a) any signature;
’ 12
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(b) the deposit of any instrument of ratification, acceptance, approval
or accession;

(¢) any date of entry into force of this convention in accordance with
Articles 22, 23 and 24;

(d) any other act, potification or communication relating to this
convention.

In witness whereof the undersigned, bcing duly authorised thereto, have
signed this Convention.

Done at Strasbourg, the 28th day of January 1981, in English and in
French, both texts being.equally| authoritative, in a single copy which shall
remain deposited in _the archives of the Council of Europe. The Secretary
General of the Council of Europe shall transmit certified copies to each
member State of the'Council of Europe and to any State invited to accede
to this Convention!

SIGNATURES
State Date of signature
Austria ...
Denmark
France* .. o 28 Jan. 1981
Germany, Federal Republlc of*
Luxembourg X
Norway ... 13 Mar. 1981
Portugal ... 14 May 1981
Sweden ...
Turkey D 28 Jan. 1981
United ngdom‘ 14 May 1981

* FRANCE

On signing the Convention the Government of the “French Republic made the
following declaration:
*“ The Governmeént of the French Republic declares that in Article 9, paragraph
2(a)7it intefprets the, phrase t Séeurité-de1’Etat?’ jJas“meaning " Sireté de I'Etat”
and'the phrase “Sdreté publique” as meaning- * Sécurité publique ™.

* GERMANY, FEDERAL REPUBLIC OF

On signing the Convention the Government of-the Federal Republic of Germany
made the following ‘declaration:

*“ On the ‘occasion of this signature of the.Convention for the protection of
individuals " with "regard to "automatic processing of " personal data, 1" have the
honour to declare on behalf of the Federal Republic of Germany that the Federal
Republic of Germany, following upon the examination which it has commenced
will, if necessary, when depositing its instrument of ratification, make declarations
of interpretation with regard to specific provisions of the Convention and in
particular Article 8 and Anticle 12, paragraphs 2 and 3 ",

* UNITED KINGDOM

On signing the Convention the Government of the United Kingdom made the
following statement:
“The Government of the United Kingdom of Great Britain and Northern
Ireland may wish to make formal declarations at the time of raufication, in
particular in accordance with the provisions of Article 3 of the Convention ™',

13
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Data Protection Act 1984

1984' CHAPTER 35

An Act to regulate the use of automatically piocc;sscd
information relating to individuals and the provision

of services in respect of such information.
[12th July 1984]

E IT ENACTED by the Queen’s most Excellent Majesty, by and
with the advice and consent of the Lords Spiritual and
Temporal, and Cemmons, in this present Parliament

assembled, and by thé authority of the same; as follows:—

ParT 1
PRELIMINARY
1.-—(1) The following provisions shall have effect for the inter- Definition of
pretation of this‘Aect, ;.e?aat::l " and

(2) * Data™ means information recorded in a fonm in which expressions.
it can, be processed by equipment operating automatically in
response to instructions given for that puipose.

(3) *“Personal |data” means‘data |consisting of infermation
which relates to a livingindividual whoican be_identified from
that information (or from that and other information in the
possession of the data user), including any expression of opinion
about the individual but not any indication of the intentions of
the data user in respect of that individual.

(4) * Data subject ” means an individual who is the subject
of personal data.
A2




Parr1

The data
protection
principles.

c.35 , Data Protection Act 1984

(5) *“ Data user " means a person who holds data, and a per-
son “ holds ” data if—

(a) the data form part of a coliection of data processed or
intended to be processed by or on behalf of that person
as mentioned in subsection (2) above ; and

(b) that person (either alone or jointly or in common with
other persons) controls the contents and use of the data
comprised in the collection’ and

(c) the data are in the form in which they have been or
are intended-to be processed as-mentioned in paragraph
(a) above or(though not for the time being in that form)
in a form imto which they have been converted after
being sosprocessed and with a view to being further
so processed on/a subsequent occasion.

(6) A person carries on a *‘ computer bureau ™ if he provides
other persons with' services.in respect of data, and a person
provides such services if—

(@) as agent for other persons he causes data held by them
to be processed as mentioned in subsection (2) above ;
or

(b) he allows other.persons the use of equipment in his
possession for- the processing as mentioned in that
subsection of ‘data held by them.

(7) * Processing ”, in relation to data, means amending, aug-
menting, deleting or re-arranging the data or extracting the in-
formation constituting the data and, in the case of personal data,
means performing any of those operations by réference to the
data subject.

(8) Subsection (7) above shall not be construed as applying to
any operation performed only for the purpose of preparing the
text of documents:

(9) ** Disclosing ”, in relation to data, includes disclosing in-
formation ‘extracted from the data ;"and where the identification
of the individual who is the subject of personal data depends
partly on the information constituting the~data and_partly on
other ‘information in-the possession of the data ‘user, the data
shall not be regarded @s'disclased or transférred! unless thé ‘other
information is also disclosed or transferred.

2.—(1) Subject to subsection (3) below, references in this Act
to the data protection principles are to the principles set out in
Part 1 of Schedule 1 to this Act; and those principles shall be
interpreted in accordance with Part il of that Schedule.

(2) The first seven principles apply to personal data beld by
data users and the eighth applies both to such data and to per-
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sonal data in respect of which services are provided by persons
carrying on computer bureaux.

(3) The Secretary of State may by order modify or supple-
ment those principles for the purpose of providing additional
safeguards in relation to personal data consisting of information
as to—

(a) the racial origin of the data subject ;

(b) his political opinions or religiots or other beliefs ;

(c) his physical ormental health or his scxual life ; or

(d) his cnminal.convictions ;
and references#in this /Act to| the data protocuon principles
include, except where/the context otherwise requires, references
to any modified orsadditional principle having effect by virtue
of an order undeg 'this subsection.

(4) An order under subsection (3) above may modify a prin-
ciple cither by medifying the principle itself or by modifying its
interpretation ; and where an order under that subsection modi-
fies a principle ot provides for an additiopal principle it may
contain provisions for the interpretation of the modified or ad-
ditional principle.

(5) An order under subsection (3) above modifying the third
data protection principle-may, to such extent as the Secretary
of State thinks appropriate, exclude or modify in relation to that
principle any exemption from the non-disclosure provisions
which is contained in Part IV of this Act; and the exemptions
from those provisions contained in that Part shall accordingly
have effect subject to any order made by virtue of this sub-
section.

(6) An order under subsection (3) above may make different
provision in relation.to data consisting of information of differ-
ent descriptions.

3.—(1) For the purposes of this Act there shall be—

(@) an officer known as the Data Protection Registrar’ (in
this Actireferred to|as ‘t the Registrar ) ;abd

(b) a'tmbunal known as ithe Data| Protection Tribunal (in
this Act referred to as * the Tribunal ),

(2) The Registrar shall be appointed by Her Majesty by Letters
Patent.

(3) The Tribunal shall consist of —
(@) a chairman appointed by the Lord Chancellor after
consultation with the Lord Advocate ;

(b) such number of deputy chairmen appointed as aforesaid
as the Lord Chancellor may determine ; and

/2k8p 4 ;
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ParT I (c) such number of other members appointed by the Secre-
tary of State as he may determine.

(4) The members of the Tribunal appointed under subsection
(3)(a) and (b) above shall be barristers, advocates or solicitors,
in each case of not less than seven years’ standing.

(5) The members of the Tribunal appointed under subsection
(3)(c) above shall be—
(a) persons to represent the interests of data users ; and
(b) persons.to.represent the interests-of data subjects.

(6) Schedule 2 to this-Act shall have effect in relation to the
Registrar and the Trnibunal.

PArT 11
REGISTRATION AND SUPERVISION OF DATA USERS AND COMPUTER
BUREAUX
Registration
Registration 4.—(1) The Regisrat shall maintain a register of data users

:ggi‘:m“sﬁ{:r who hold, and of pemsons carrying on computer bureaux who pro-

bmmup vide services in respect of, personal'data and shall make an entry
in the register in pursuance of each application for registration
accepted by him under this Part of this Act.

(2) Each entry shall state whether it is.in respect of a data
user, of a person carrying on a computer bureau or of a data
user who also cairies on-such a bureau.

(3) Subject to the provisions of this section, an entry in
respect of a data user shall consist of the following particulars—

(@) the name and address of the data user;

(b) a description of the personal data to be held by him
and 'of ‘the! purpose or“purposes for| which, the data
are to becheld or used ;

(6)! a description of the source or sources from which he ;
intends or may wish to obtainsthe data or thevinfor-
thation'to be contaified in(the\data 3 5

(d) @ description of -any-person or{persons.to whom he
intends or may wish to disclose the data ;

(e) the names or a description of any countries or terri-
tories outside the United Kingdom to which he intends
or may wish directly or indirectly to transfer the data ;
and .

() one or more addresses for the receipt of requests from
data subjects for access to the data.
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(4) Subject to the provisions of this section, an entry in respect  Part IT
of a person carrying on a computer bureau shall consist of that
person’s name and address.

(5) Subject to the provisions of this section, an entry in respect
of a data user who also carries on a computer bureau shall con-
sist of his name and address and, as respects the personal data to
be held by him, the particulars specified in subsection (3)(b) to
"(f) above.

(6) In the case.of a registered company-the address referred to
in subsections (3)(a);(4) and (5) above is that of its registered
office, and the pasticulars to be included in the entry shall
include the company’s number in the register of companies.

(7) In the case of/a person (other than a registered company)
carrying on«a business the address referred to in subsections
(3)(a), (4) and () above is that of his principal place of business.

(8) The Secretary of State may by order vary the particulars to
be included in entries made in the register.

S.—(1) A person shall not hold personal data unless an entry Prohibition of
in respect of that person as a data user, or as a data user who l‘:glfg?‘s‘c"ted
also carries on a computer bureau, i for the time being contained ;¢ /T8 =

in the register. data,

(2) A person in respect of whom such an entry is contained in
the register shall not—

(a) hold personal data of any description ¢éther than that
specified in the entiy ;

(b) hold' any such data, or use any such data'held by him,
for "any purpose other than the purpose or purposes
described in the entry;

(c) obtain such data, or information to be contained in such
data, to‘be held by him from any source which is not
described in the'entry ;

(d) disclose such data-held by‘him to'any person who is not
described in the entry ; or

(e) directly or indirectly transfer su¢hdata held by him to
anty,'country, or territory outside 'the United | Kingdom
other than enenamed or described in the ‘entry:

(3) A servant or agent of a person to whom subsection (2)
above applies shall, as respects personal data held by that per-
son, be subject to the same restrictions on the use, disclosure or
transfer of the data as those to which that person is subject under
paragraphs (b), (d) and (e) of that subsection and, as respects
personal data to be held by that person, to the same restrictions
as those to which he is subject under paragraph (c) of that sub-
section.
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(4 A person shall not, in carrying on a computer bureau,
provide services in respect of personal data unless an entry in
respect of that person as a person carrying on such a bureau, or
as a data user who also carries on such a bureau, is for the
time being contained in the register.

(5) Any person who contravenes subsection (I) above or
knowingly or recklessly contravenes.any of the other provisions
of this section shall be guilty of an’ offence.

6.—(1) A person applying for registration shall state whether
he wishes to be'regisiered as a data uscr, as a person carrying
on a computer buréau©r as a data user who also carries on such
a bureau, and shallfumish the Registrar, in such form as he may
require, with the particulars required tc be included in the entry
to be made in pursuance of the application.

(2) Where a person intends to hold persomal data for two
or more purposes hé may make separate applications for reg-
istration in respect of any of those purposes.

(3) A registered person may at any time apply to the Registrar
for the alteration of any particulars inciuded in the entry or
entries relating to that person.

(4) Where the alteration would consist of the addition of a
purpose for which persenal data are to be held, the person may,
instead of making an application under subsection (3) above,
make a fresh application for registration in respect of the ad-
ditional purpose.

(5) A registered person shall make an application under sub-
section (3) above whenever necessary for ensurting that the entry
or entries relating to that person contain his current address;
and any person who fails to comply with this subsection shall
be guilty of an"offence.

(6’ Any person_who, in connection with an| application for
registration or for the alteration of registered particulars, know-
ingly "or recklessly furnishes the Registrar with information
which is false or misleading in a materialsrespect shall be“guilty
of an offence.

(7) Every application for registration shall be accompanied by
the prescribed fee, and every application for the alteration of
registered particulars shall be accompanied by such fee, if any, as
may be prescribed.

(8) Any application for registration or for the alteration of
registered particulars may be withdrawn by potice in writing
to the Registrar at any time before the applicant receives a noti-
fication in respect of the application under section 7(1) below.
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T.—(1) Subject to the provisions of this section, the Registrar  PArTII
shall as soon as practicable and in any case within the period Acceptance
of six months after receiving an application for registration or aod refusal of
for the alteration of registered particulars notify the applicant @PPlications.
in writing whether his application has been accepted or refused ;
and where the Registrar notifies ‘an applicant that his applica-
tion has been accepted the notificationsshall contain a statement
of—

(a) the particulars entered in the register, or the alteration
made, in pursuance of the application ; and

(b) the date omwhich the particulars were entered or the
alteration was. made.

(2) The Registrar shall not refuse an application made in
accordance with section 6 above unless—

(@) he considers that the particulars proposed for registra-
, tion_or, as the case may be, the particulars that would
result from the proposed alteration, will not give suffic-
ient information as to the matters to which they relate ;

or "
(b) he is satisfied that the applicant is likely to contravene

any of the data protection principles; or
(c) he considers that the information available to him is
insufficient to'satisfy him that the applicant is unlikely

to contravene any of those principles.

(3) Subsection (2){(a) above shall not be construed as preclu-
ding the aceeptance by the Registrar of particulars expressed in
general terms’in cases where that is appropriate,and the Regis-
trar shall accept particulars expressed in such terms in any case
in which he is satisiied that more specific particulars would be
likely to prejudice the purpose or purposes for-which the data
are to be held.

(4) ;'Where the /Registrar |refuses” an Japplication «inder this
section he/shall give his reasons and inform the applicant of the
rights of jappeal conferred by section 13 below.

(5) If in any case it appears to the Registrar that an applica-
tion needs ‘more  consideration than ‘can” bellgiven|toit in (the
period mentioned in ;subsection (1) above he shall as soon as
practicable and in any case before the end of that period notify
the applicant in writing to that effeot ; and in that event no noti-
fication need be given under that subsection until after the end
of that period.

(6) Subject to subsection (8) below, a person who has made an
application in accordance with section 6 above shall—

(a) until he receives a notification in respect of it under sub-
section (1) above or the application is withdrawn;
and

Al
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(b} if he receives a notification under that subsection of the
refusal of his application, until the end of the period
within which an appeal can be brought against the re-
fusal and, if an appeal is brought, until the determina-
tion or withdrawal of the appeal,

be treated for the purposes of section S above as if his applica-
tion had been accepted and the paruculars contained in it had
been entered in the register or, as'the.casemay be, the alteration
requested in the-application had been.made on the date on
which the application was made.

(7) If by reaspn_of special circumstances the Registrar con-
siders that a refusal pouified by him to an applicant under sub-
section (1) abovesshould take effect as a matter of urgency he
may include a statement to that effect in the notification of the
refusal ; and in that/eyent subsection (6)(b) above shall have
effect as if for the words from ““the period ” onwards there were
substituted the words * the period of seven days beginning with
the date on which that notification is received .

(8) Subsection (6) above shail mot apply to an application
made by any person if in the previous two years—

(@) an application by.that persen has been refused under
this section ; or
(b) all or any of the particulars constituting an entry con-
tained in the regisier in respect of that person have
been removed in pursuance of a de-registration notice ;
but in the case of any such application subsection’(1) above shall
apply as if for the reference to six months there were substituted
a reference tO two months and, where the Registrar gives a noti-
fication under subsection (5) above in respect of any such appli-
cation, subsection (6) above shall apply to it as if for the reference
to the date on which the application was made there were sub-
stituted ;a_ reference " to .the date on which that notification is
received.

(9) For the purposes of subsection (6) above an application
shall be treated as made or withdrawn—

(a) if .the" application or notice” of ‘withdrawal”1s sent! by
registered post orithe recorded delivery lservice,’on the
date on which it is received for dispatch by the Post
Office ;

(b) in any other case, on the date on which it is received
by the Registrar ;

and for the purposes of subsection (8)(a) above an application
shall not be treated as having been refused so long as an appeal
against the refusal can be brought, while such an appeal is
pending or if such an appeal has been allowed.
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8.—(1) No entry shall be retained in the register after the  Parv Il
cxpiration of the initial period of registration cxcept in pur- Duration and
suance of a remewal application made to the Registrar in renewal of
accordance with this section. registration.

(2) Subject to subsection (3) below, the initial period of regis-
tration and the period for which an entry is to be retained in
pursuance of a rencwal application’ (“the repewal period ™) shall
be such period (not being less than three years) as may be pro-
scribed beginning with the date ca-which the entry in question
was made or, as the case may be, the date on which that entry
would fall tosbe removed if the renewal application had not been
made.

{3) The person mzking an application for registration or a re-
newal application may in his application specify as the initial
period of registration or, as the case may be, as the renewal
period, a period shorter than that prescribed, being a period con-
sisting of one or more complete years.

(4) Where the Registrar notifies an applicant for registration
that his application bas been accepted the notification shall in-
clude a statement of the date when' the initial period of registra-
tion will expire.

(S) Every rencwal application shall be accompanied by the
prescribed fee, and no-such application shall be made except in
the period of six months ending with the expiration of—

(o) ihe initial period of registration ; or
(b); if there have been. cne or more previous renewal appli-
cations, the current renewal period.

(6 Any repewal application may be sent by post, and the
Registrar shall acknowledge its receipt and ‘motify the applicant
in writing of+the date until which the entry in question will be
retained in.the register in pursuance of the application.

«7) Without prejudice to the foregoing provisions of this sec-
tion, the Registrar may at any time remove an entry from the
register at the request of the person to whom the entry relates.

9.1 The Registrar shall provide facilities for making the Inspection etc.
information contained in the entries in the register available for of ".g"u""’d
inspection (in visible and legible form) by members of the particulars.
public at all reasonable hours and free of charge.

(2) The Registrar shall, on payment of such fee, if any, as may
be prescribed, supply any member of the public with a duly
certified copy in writing of the particulars contained in the entry
made in the register in pursuance of any application for registra-
tion.
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8.—(1) No entry shall be retained in the register after the  Part 1l
expiration of the imitial period of registration except in pur- Duration and
suance of a renewal application made to the Registrar in renewal of
accordance with this section. registratlon.

(2) Subject to subsection (3) below, the initial period of regis-
tration and the period for which an entry is to be retained in
pursuance of a rencwal application (** the renewal period ™) shall
be such period (not being less thansthree years) as may be pre-
scribed beginning with the date cn-which the entry in question
was made or, as the case may be, the-date on which that entry
would fall to be removed if the renewal-application had not been
made.

13) The persommaking an application for registration or a re-
newal application may in his application specify as the initial
period of registration ‘or, as the case may be, as the renewal
period, a period shorter than that prescribed, being a period con-
sisting of oné or,more complete 'years.

(4) Where the Registrar notifies an applicant for registration
that his application has been accepted the notification shall in-
clude a statement of the date when the initial period of registra-
tion will expire.

(5) Every renewal application shall be accompanied by the
prescribed fee, and no such application shall be made except in
the pericd of six months ending with the expiration of—

(a) the initial period of registration ; or

(b) if there have been one or more previgus/renewal appli-
cations, the current renewal period.

(6) Any renewal application may be sent by post, and the
Registrar shall acknowledge its receipt and notify the applicant
in writing of the date until which the entry in question will be
retained in the régister in pursuance’of the application.

(7) ‘Without prejudice to the foregoing provisions_of this sec-
tion, the Registrar may at any time remove an entry from the
register at the request of the person to whom the entry relates.

9.— (1) The Registrar shall provide facilities”for making the Inspection etc.
information contained in the entries in the register available for ©f "Tg’d‘“‘d
inspection (in visible and legible form) by members of the particutars.
public at all reasonable hours and free of charge.

(2) The Registrar shall, on payment of such fee, if any, as may
be prescribed, supply any member of the public with a duly
certified copy in writing of the particulars contained in the entry
made in ‘the register in pursuance of any application for registra-
tion.
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(7) If by reason of special circumstances the Registrar con-
siders that the steps required by an enforcement notice should
be taken as a matter of urgency he may include a statement to
that effect in the notice ; and in that event subsection (6) above
shall not apply but the notice shall not require the steps to be
taken before the end of the period of seven days beginning with
the date on which the notice is semved.

(8) The Registrar may cancel an enfercement notice by written
potification to the person on whom it was served.

(9) Any person.who fails to comply with an enforcement notice
shall be guilty of.an offence; but it shall be a defence for a
person charged with' an offence under this subsection to prove
that he exercised'all.due diligence to comply with the notice in

question.

11.—(1) Ifsthe Registrar is satisfied that a registered person
has contravepned: or /is contravening any of the data protection
principles he may—

(a) serve him with a notice (* a de-registration notice ) stat-
ing that he proposes, at the expiration of such period
as is specified in the notice, to remove from the register
all or any of the particulars, constituting the entry or
any of the entries contained in the register in respect
of that person ; and

(b) subject to the provisions of this section, remove those
particulars from the register at the expiration of that
period:

(2) In deciding whether to serve a deregistration notice the
Registrar shall consider whether the contravention has caused
or is likely to-cause any person damage or distress, and the Regis-
trar shall not serve such a notice unless he is satisfied that com-
pliance with the principle or principles in, question.cannot be
adequately secured by the service of an enforcement notice.

(3) ‘A de-registration notice shall contain—

(@) a statement of the principle or.principles which the
Registrar «is satisfied hdve been lor (are” being (con-
travened| and - his reasons for ;reaching thaty conclu-
sion and deciding that compliance cannot be ade-
quately secured by the service of an enforcement notice ;
and

(b) particulars of the rights of appeal conferred by section
13 below.

(4) Subject to subsection (5) below, the period specified in a
de-registration notice pursuant to subsection (1)(a) above shall
not expire beforc the end of the period within which an appeal
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can be brought against the notice and, if such an appeal is
brought, the particulars shall not be removed pending the deter-
mination or withdrawal of the appeal.

(5) If by reason of special circumstances the Registrar con-
siders that any particulars should be removed from the register
as a matter of urgency he may iaclude a statement to that effect
in the de-registration notice ; and«in_that event subsection (4)
above shall not.apply but the particulars shall not be removed
before the end-of-the period of seven-days beginning with the
date on which thenotice is served.

(6) The Registrar may cancel a de-registration notice by written
notification'to the person on whom it was served.

(7' References/in/ this section to removing any particulars
include references to restricting any description which forms
part of any particulars.

12.—(1) If it appears to the Registrar that—
(a) a persou registered as a data user or as a data user who
also carries on'a‘computer bureau ; or
(b) a person treated as so registered by virtue of section
7(6) above,
proposes to transfer personal data held by him to a place outside
the United Kingdom, the Registrar, may, if satisfied as to the
matters mentioned- in subsection (2) or (3) below, serve that
person with a notice (“a transfer prohibition motice ™) prohibit-
ing him from transferring the data either absolutely or until he
has taken such steps as are specified in the notice for protecting
the interests of the data subjects in question.

(2) Where the place to which the data are to be transferred

- is not in a State bound by the European Convention the Regis-

trar must be satisGed that the ‘transfer is likely to contravene,
or. lead to a contravention: of, any of 'the‘data protection prin-
ciples.

(3) Where the place to.which the data are to be transferred is
in a State_bound.by. the European ‘Convention the Registrar
must be satisfied either—

(@) that—

(i) the person in question intends to give instruc-
tions for the further transfer of the data to a place
which is not in such a State ; and

(ii) that the further transfer is likely to contravene,
or lead to a contravention of, any of the data pro-
tection principles ; or

(b) in the case of data to which an order under section 2(3)
above applies, that the transfer is likely to contravene
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or lead to a contravention of, any of the data protec-
tion principles as they have effect in relation to such
data.

(4) In deciding whether to serve a transfer prohibition notice
the Registrar shall consider whether the notice is required for
preventing damage or distress to/any person and shall have
regard to the general desirability/of facilitating the free transfer
of data between the United Kingdom.and other states and terri-
tories.

(5) A transfer.prohibition notice shall specify the time when it
is to take effect and contain—
(a) a statement of the principle or principles which the
Registrar is satisfied are likely to be contravened and
his'reasens for reaching that conclusion ; and

(b) particulars of the rights of appeal conferred by section
13 _below.

(6) Subject to subsection (7) below, the time specified in a
transfer prohibiticn notice pursnant to subsection (5) above
shall not be before the end of the period within which an appeal
can be brought against the notice and, if such an appeal is
brought, the notice shall not take'effect pending the determina-
tion or withdrawal of the appeal.

(7) If by reason of special eircumstances the Registrar con-
siders that the prohkibition should take effect as a matter of
urgency hé \may include a statement to that effect in the transfer
prohibition-notice ; and in that event subsection (6) above shall
not apply but the notice shall not take effect before the end of
the period of seven days beginning with the date on which the
notice is served.

(8) The Registrar may cancel a transfer prohibition notice
by written notification to the person’on whom it was served.

"(9) No.transfer- prohibition notice shall prohibit the transfer
of any data where the transfer of the information constituting
the data is required or authorised by or under any enactment
or,required by .any-convention, or other-instrument imposing an
international obligation on the United Kingdom.

(10) Any person who contravenes a transfer prohibition notice
shall be guilty of an offence; but it shall be a defence for a
person charged with an offence under this subsection to prove
that he exercised all due diligence to avoid a contravention of
the notice in question.

(11) For the purposes of this section a place shall be treated
as in a State bound by the European Convention if it is in any
territory in respect of which the State is bound.
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Appeals
13.—(1) A person may appeal to the Tribunal against—

(@) any refusal by the Registrar of an application by that
person for registration or for the alteration of regi-
stered particulars :

(b) any enforcement notice, de-registration notice or transfer
prol;igition notice with/which that person has been
served.

(2) Where a notification that an application has been refused
contains a statement-by the Registrar in accordance with section
7(7) above, then, whether or not the applicant appeals under
paragraph (a) of subsection (1) above, he may appeal against the
Registrar’s decision to'include that statement in the notification.

(3) Where any such’ notice. as is mentioned in paragraph
(b) of subsection (1) above contains a statement by the Registrar

- in accordance with section- 10(7), 11(5) or 12(7) above, then,

whether or not the person served with the notice appeals under
that paragraph, he may appeal against the Registrar’s decision
to include that siatement in the notice or against the effect of
the inclusion of the statement as respects any part of the notice.

(4) Schedule 3 to this Act shalli have effect in relation to
appeals under this'section and to the proceedings of the Tribunal
in respect of any such‘appeal.

14.—(1) _If on an-appeal under section 13(1) above the
Tribunal considers—
(@) tha{ the refusai~or-notice-against-which the appeal is
brought is not in accordance with the law ; or
(b) to the extent that the refusal or notice involved an
exercise of discretion by the Registrar;that he ought to
bave exercised his discretion differently,
the Tribunaly shall allow, the~appeal; orysubstitute such other
decision lor potice as could have been made or served by the
Registrar ; and in"any other case the Tribunal shall dismiss the
appeal.

{2) The  Tribunal-may review) any determination~of-fact: on
which the 'refusal or notice in question|was based.

(3) On an appeal under subsection (2) of section 13 above
the Tribunal may direct that the notification of the refusal shall
be treated as if it did not contain any such statement as is
mentioned in that subsection.

(4) On an appeal under subsection (3) of section 13 above the
Tribunal may direct that the notice in question shall have
effect as if it did not contain any such statement as is mentioned
in that subsection or that the inclusion of the statement shall
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not have effect in relation to any part of the notice and méy Part 11
make such modifications in the notice as may be required for
giving effect to the direction.

(5) Any party to an appeal to the Tribunal may appeal from
the decision of the Tribunal on a point of law to the appropriate
court ; and that court shall be—

(a) the High Court of Justice in England if the address of
the person who was the appellant before the Tribunal
is in England or Wales ;

(b) the Court of Session if that address is in Scotland ;
and

(c) the High Court of Justice in Northern Ireland if that
addressfis in /Northern Ireland.

(6) In subsection/(5) above references to the address of the
appellant before the Tribunal are to his address as included
or proposed/for inclusion in the register.

Miscellaneous and supplementary
15.—(1) Personal data in respect of which services are pro- Unauthorised
vided by a person carrying on a computer bureau shall not be disclosure by
disclosed by him without the prier authority of the person for ?mp‘m‘
whom those services are provided. ureau.

(2) Subsection (1) above applies also to any servant or agent of
& person carrying on-a computer bureau.

(3) Any, person who knowingly or recklessly contravenes this
section shall be guilty of an offence.

16. Schedule 4 to this Act shall have effect for the detection Powers of
of offences under this Act and contraventions of the data ¢otry and
protection principles. 1nspection.

17.—(1) No enactment or rule of law prohibiting or restricting Disclosure of
the disclosure of information shall preclude a person from furn- information.
ishing the Registrar or, the Tribunal with any information
necessary for the discharge of their functions under this Act.

(2) For ‘the purposes of section 2 of the Official Secrets Act 1911 c. 28.
1911 (wrongful communication of information)—
(a) the Registrar and his officers and servants ;
(b) the members of the Tribunal ; and

(¢) any officers or servants of the Tribunal who are not
in the service of the Crown,

shall be deecmed to hold office under Her Majesty.

(3) The said section 2 shall not be construed as precluding
the disclosure of information by any person mentioned in sub-
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~ section (2)(a) or (b) above or by any officer or servant of the

Tribunal where the disclosure is made for the purpose of dis
charging his duties under this Act or for the purpose of proceed-
ings under or arising out of this Act, including proceedings
before the Tribunal.

18.—(1) Any notice or notification authorised or required by
this Act to be served on or given to'any person by the Registrar
may—

(@) if that personis an individual, be served on him—
() bys«dclivering it to him; or
(i) by sending it to him by post addressed to him
at his usual or last-known place of residence or
business ;/or
(iil) by leaving-it-for him at that place ;
(b) if that person is a ‘body corporate or unincorporate, be
served/on that body—
() by sending it by post to the proper officer of
the body at.its principal office ; or
(i) by addressing it to the proper officer of the
body and leaving it at'that office.

(2) In subsection (1){b) above “ principal office , in relation
to a registered company, meauns its registered office and * proper
officer ¥, in relation to any body, means the secretary or other
executive officer charged with the conduct of its géneral affairs.

(3) This “section is without prejudice to any other lawful
method of serving or giving a notice or notification.

19.—(1) No proceedings for an offence under this Act shall
be instituted—

(@ in England or Wales except by the Registrar or by or
with~the” consent’ of ‘the Director of Public Prosecu-
tions ;

Ab) in Northern.Ireland except.by. the Registrar or by jor
with the consent of the| Director 'of /Public Prosecu-
tions for Northern ‘Ireland.

(2) A person guilty of an offence under any provision of this

Act other than scction 6 or paragraph 12 of Schedule 4 shall

be liable—
(a) on conviction on indictment, to a fine ; or

(b) on summary conviction, to a fine not exceeding the
statutory maximum (as defined in section 74 of the
Criminal Justice Act 1982).
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(3) A person guilty of an offence under section 6 above or the  Parr Il
said paragraph 12 shall be liable on summary conviction to a
fine not exceeding the fifth leve] on the standard scale (as defined
in section 75 of the said Act of 1982).

(4) Subject to subsection (5) below, the court by or before
which a person is convicted of an offence under section 5, 10,
12 or 15 above may order any data material appearing to the
court to be connected with the commuission of the offence to be
forfeited, destroyed or erased.

(5) The court shall-not make an order under subsection (4)
above in relation to.any material where a person (other than the
offender) claiming to'be the owner or otherwise interested in it
applies to be heard by the court unless an opportunity is given
to him to show cause why the order should not be made.

20.—(1) Where, an offerice under this Act has been com- Liability of
mitted by a'body corporate apd is proved to have been com- directors etc.
mitted with the consent or connivance of or to be attributable
to any neglect on the part of any director, manager, secretary or
similar officer of the body corporate or any person who was pur-
porting to act in any such capacity, he as well as the body cor-
porate shall be guilty of that offence and be liable to be pro-
ceeded against and punished accordingly.

(2) Where the affairs of a body corporate are managed by
its members subsection (1) above shall apply in relation to the
acts and defaults of @ member in connection with his functions
of management as if he were a director of the body corporate.

ParT IIT

RiGHTS OF DATA Sumiecrs

21.—(1) Subject to the provisions of this section, an indi- Right of

vidual shall be entitled—= access to
personal data.

(a) to be informed-by any data ‘user whethér the data
held by him include personal data of which that indi-
vidual is the data subject ; and

(b) 'to be supplied by any data user with a“copy of the in-
formation “constituting any such’ personal data held
by him ;

and where any of the information referred to in paragraph (b)
above is expressed in terms which are not intelligible without
explanation the information shall be accompanied by an explana-
tion of those terms.

(2) A data user shall not be obliged to supply any informa-
tion under subsection (1) above except in response to a request
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in writing and on payment of such fee (not exceeding the pre-
scribed maximum) as he may require ; but a request for informa-
tion under both paragraphs of that subsection shall be trcated
as a single request and a request for information under para-
graph (a) shall, in the absence of any indication to the contrary,
b; treated as extending also to information under paragraph
(b).

(3) In the case of a data user having separate entries in the
register in respect of data held for different purposes a separate
request must besmade and a separate fee paid under this section
in respect of the data to which each entry relates.

(4) A data user'shall not be obliged to comply with a request
under this section—

(@) unlessihe is supplied with such information as he may
reasonably require in order to satisfy himself as to the
identity of the person making the request and to locate
thednformation which he seeks ; and

(b) if he cannot comply with the request without disclosing
information relating to'another individual who can be
identified from that information, uniess he is satisfied
that the other individual has consented to the disclosure
of the information to the person making the request.

(5) In paragraph (8) of subsection (4) above the reference to
information relating to another individual includes a reference
to information identifying that individual as the source of the
information \sought by the request; and that paragraph shall
not be construed as excusing a data user from- supplying so
much of the information sought by the request as can be
supplied without disclosing the identity of the other individual
concerned, whether by the omission of names or other identify-
ing particulars or otherwise.

(6).A data usér shall comply with a request under this sec-
tion within forty days of receiving the request or, if later, re-
ceiving thé information referred to'in paragraph (a) ‘'of subsection
(4) above and, in a case where it is required, the consent referred
to in paragraph (b) of that'subsection.

(7) The information. to be supplied pursuant to  a. request
under this section shall be supplied by reference to the data in
question at the time when the request is received except that it
may take account of any amendment or deletion made between
that time and the time when the information is supplied, being
an amendment or deletion that would have been made regard-
less of the receipt of the request.

(8) If a court is satisfied on the application of any person who
has made a request under the foregoing provisions of this section
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that the data user in question has failed to comply with the  PparrliI
request in contravention of those provisions, the court may
order him to comply with the request; but a court shall not
make an order under this subsection if it considers that it would
in all the circumstances be unreasonable to do so, whether be- ;
cause of the frequency with which the applicant has made re- f
quests to the data user under those provisions or for any other

reason.

(9) The Secretary of State may by order provide for enabling
a request under-this section o be made-on behalf of any indi-
vidual who is incapable by reason of mental disorder of mapag-
ing his own affairs.

22.—(1) An_individual who is the subject of personal data Compensation
held by a data user and who suffers damage by reason of the for
inaccuracy of the data shall be entitled to compensation from !Paccuracy.
the data usep for /that damage and for any distress which the
individual has suffered by reason of the inaccuracy.

(2) In the gase of data which accurately record information
received or obtained by the data user from the data subject or a
third party, subsection (1) above does not apply if the following
requirements have been complied with—

(a) the data indicate that the information was received or
obtained as‘aforesaid or the information has not been
extracted from the data except in a form which includes
an indication to-that effect ;-and

(b) if the data subject has potified the data user that he
regards the information as incorrect or misleading, an
indication to that effect has been included in the data
or the information has not been extracted from the data
except in a form which includes an-indication to that ;
effect.

(3) Iniproceedingstbrought againstiany person.by virtue of this
section it.shall be a defence to prove that he had taken such
care as in all the circumstances was reasonably required to en-
sure the accuracy of the data at the material time.

(4) 'Dala .are ipaccurate for ‘the ‘purposes’of this, scation| if
incorrectior misleading as.toany matter of fact.

23.—(1) An individual who is the subject of personal data Compensation
g for loss or

held by a data user or in respect of which services are provide h
. unauthorised
by a person carrying on a computer bureau and who suffers gisiosure.

damage by reason of—
(a) the loss of the data ;
(b) the destruction of the data without the authority of the
data user or, as the case may be, of the person carry-
ing on the bureau; or
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(c) subject to subsection (2) below, the disclosure of the
data, or access having been obtained to the data, with-
out such authority as aforesaid,

shall be entitled to compensation from the data user or, as the
case may be, the person carrying on the bureau for that damage
and for any distress which the individual has suffered by reason
of the loss, destruction, disclosure.or.access.

(2) In the case of a registered data user, subsection (1){(c)
above does not apply to disclosure to, or access by, any person
falling within.a-description specified pursuant to section 4(3{d)
above in an entryin the register relating to that data user.

(3) In proceedings brought against amy person by virtue of
this section it shall be a defence to prove that he had taken
such care as in'all the circumstances was reasonably required

to prevent thedoss, destruction, disclosure or access in question.

24.—(1) If a court is satisfied on the application of a data

subject that personal data heid by a data user of which the appli-
cant is the subject are inaccurate ' within the meaning of section
22 above, the court may, order the rectification or erasure of the
data and of any data held by the'data user and containing an
expression of opiniom which appears to the court to be based
on the inaccurate data:

(2) Subsection (1) above applies whether or not the data
accurately record information received or obtained by the data
user from the-data-subject-oi-a-third-paity-but where the data
accurately record such information, then—

(a) if the requirements mentioned in section 22(2) above
have been complied with, the court' may, instead of
making an order under subsection (1) above, make an
order tequiring the data‘to be supplemented by such
statement of the true facts relating to the ‘matters dealt
with by the data as the court may approve ;and

(b) if all or any of those requirements have not been com-
plied with, the court may, instead of making an order
under that, subsection, make such' order as it thinks fit
forsecuring ‘compliance 'with those'requiremeénts.with
or without a further order requiring the data to be
supplemented by such a statement as is mentioned in
paragraph (a) above.

(3) If a court is satisfied on the application of a data subject—
(a) that he has suffered damage by reason of the disclosure
of personal data, or of access having been obtained to
personal data, in circumstances entitling him to com-
pensation under section 23 above ; and
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(b) that there is a substantial risk of further disclosure of Part I
or access to the data without such authority as is men-
tioned in that section,
the court may order the erasure of the data ; but, in the case of
data in respect of which services were being provided by a person
carrying on a computer bureau, the court shall not make such an
order unless such steps as are reasonably practicable have been
taken for notifying the person for whom those services were pro-
vided and giving him an opportunity to'be heard.

25.—(1) The junisdiction conferred by sections 21 and 24 Jurisdiction
above shall be exercisabie by the High Court or a county court aad procedure,
or, in Scotland, by the Court of Session or the sheriff.

(2) For the purpose of determining any question whether an
applicant under subsection (8) of section 21 above is entitled
to the information/which hLe seeks (including any question
. whether any relevant data.are exempt from that section by

virtue of Part I'V of this Act) a court may require the informa-
tion constituting any data held by the data user to be made
available for its own inspection but shall not, pending the deter-
mination of that question in the applicant’s favour, require the
information sought by the applicant to be disclosed to him or his
representatives whether by discovery (or, in Scotland, recovery)
or otherwise.

Part IV
EXEMPTIONS
26.—(1) Referénces in any provision of Part II or III of Prelimloary
this Act to personal data do not include referencesto data which
by virtue of this Part of this Act are exempt from that pro-
vision.
(2) In this Part-of this Act “ the/subject access provisions ”
means—
(a) section.2! @bove ; and
(b)y any provision of Part II of this Act conferring a power
on the Registrar to the extent to-which it is exercisable
by reference, to' paragraph (a) of the seventh data pro-
tection principle.
(3) In this Part of this Act “ the non-disclosure provisions *
means—
(a) sections 5(2)(d) and 15 above ; and

(b) any provision of Part II of this Act conferring a power
on the Registrar to the extent to which it is exercisable
by reference to any data protection principle inconsis-
tent with the disclosure in question.
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(4) Except as provided by this Part of this Act the subject
access provisions shall apply notwithstanding any enactment or
rule of law prohibiting or restricting the disclosure, or authoris-
ing the withholding, of information.

27.—(1) Personal data are exempt from the provisions of
Part II of this Act and of sections 21.to 24 above if the exemp-
tion is required for the purpose of safegtiarding national security.

(2) Any question whether the exemption mentioned in sub-
section (1) aboveis or at any time was required for the purpose
there mentioned in‘respect of any personal data shall be deter-
mined by a Minister'of the Crown ; and a certificaie signed by a
Minister of the Crown certifying that the exemption is or at any
time was so zéquired shall be conclusive evidenece of that fact.

(3) Personal data’ which are not exempt under subsection (1)
above are exempt from the non-disclosure provisions in any case
in which the disclosure of the data is for the purpose of safe-
guarding national security.

(4) For the purposes of subsection (3) above a certificate
signed by a Miaister of the Crown certifying that personal data
are or have been disclosed for the purpose mentioned in that
subsection shall be conclusive evidence of that fact.

(5) A document purporting to be such a certificate as is
mentioned in this section shall be received in evidence and
deemed to be such a certificate unless the contrary.is proved.

(6) The powers conferred by this section on a 'Minister of the
Crown shall not be exercisable except by a Minister who is a
member of the Cabinet or by the Attorney General or the Lord

Advocate.

28.—(1) Personal data held for any of the following pur-
poses—
(a) the prevention or detection of crime ;
(b) the apprehension or prosecution ‘of offenders ; or
(c) the\assessment or collection of any tax or duty,
are exempt from the subject access provisions in any case in

which the application of those provisions to the data would be
likely to prejudice any of the matters mentioned in this sub-

section.

(2) Personal data which—
(a) are held for the purpose of discharging statutory func-
tions ; and
(b) coasist of information obtained for such a purpose from
a person who had it in his possession for any of the
purposes mentioned in subsection (1) above,
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are exempt from the subject access provisions to the same
extent as personal data held for any of the purposes mentioned
in that subsection.

(3) Personal data are exempt from the non-disclosure pro-
visions in any case in which—

(@) the disclosure is for any of the purposes mentioned
in subsection (1) above ; and

(b) the application of those provisions in relation to the
disclosure would be likely=to prejudice any of the
matters.mentioned in-that subsection ;

and in proceedings against any person for contravening a pro-
vision mentioned in-Section 26(3)(a) above it shall be a defence
to prove thaivhe had reasonable grounds for believing that
failure to make the disclosure in question would have been likely
to prejudice any of those matters.

(4) Personal data /are exempt from the provisions of Part II
of this Act conferring powers on'the Registrar, to the extent to
which they are exercisable by reference to the first data pro-
tection principle, in any case in which the application of those
provisions to the data would be likely to prejudice any of the
matters mentioned in subsection (1) above.
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29.—(1) The Secretary of State may by order exempt from Health and
the subject access provisions; or modify those provisions in Social work.

relation to, personal data consisting of information as to the
physical or mental health of the data subject.

(2) The ‘Secretary of State may by order exempt from the
subject access-provisions, or modify those provisions in relation
to, personal data of such other descriptions as may be specified
in the order, being information—

(a)_held by government departments or local authorities or
by voluntary ‘organisdtions or other bodies designated
by or under the order ; and

(b) appearing to him to be held for, or acquired in the
course of, carrying out social work in relationto the
data‘subject or other individuals

but the Secretary of State shall'not underithis subsection' confer
any exemption or make any modification except so far as he
considers that the application to the data of those provisions (or
of those provisions without modification) would be likely to pre-
judice the carrying out of social work.

(3) An order under this section may make different provision
in relation to data consisting of information of different descrip-
tiops.

J

i
}
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Paxt IV 30.—(1) Personal data held for the purpose of discharging
Regulation of Sstatutory functions to which this section applies are exempt from
financial the subject access provisions in any case in which the application

services etC.  of those provisions to the data would be likely to prejudice the
proper discharge of those functions.

(2) This section applies to any functions designated for the
purposes of this section by an order made by the Secretary of
State, being functions conferred by or under any enactment
appearing to him to be designed forprotecting members of the
public against financial loss due to dishonesty, incompetence
or malpractice by persons concerned in the provision of banking,
insurance, investment or other financial services or in the man-
agement of companies or to the conduct of discharged or un-
discharged bankrupts. '

Judicial 31.—(1) Personal data held by a government department are
appointments exempt from the subject access provisiens if the data consist of

;ggré:-%!ual information which/has been received from a third party and is
privilege. held as information relévant to the making of judicial appoint-

ments,

(2) Personal data are exempt from the subject access pro-
visions if the data consist of information in respect of which a
claim to legal professional privilege (or, in Scotland, to confiden-
tiality as between client and professional legal adviser) could be
maintained in legal proceedings.

Payrolls and 32.—(1) Subject fo subsection (2) below, personal data held
accounts by a data user only for one or more of the fellowing purposes—

(a) calculating amounts payable by way of remuneration or
pensions in respect of service in any-employment or
office’ or making payments of, or of sums deducted
from, such remuneration or pensions ; Or

(b) keeping aceounts relating to.any business or other activ-
ity carried on'by the/data user (or keeping records of
purchases; sales or other transactions for the purpose
of ensuring that the requisite payments are made by or
to him in respect of those transactions or for the,pur-
posesof-making, financial or-management foreeasts, to
assist him in/the conduct of any such busingss-or
activity,

are exempt from the provisions of Part II of this Act and of
sections 21 to 24 above.

(2) It shall be a condition of the exemption of any data under
this section that the data are not used for any purpose other
than the purpose or purposes for which they are held and are
not disclosed except as permitted by subsections (3) and (4)
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below ; but the exemption shall not be lost by any use or dis- ParrIV
closure in breach of that condition if the data user shows that

he had taken such care to prevent it as in all the circumstances

was reasonably required.

(3) Data held only for one or more of the purposes mentioned
in subsection (1)(a) above may be disclosed—

(a) to any person, other than 'the data user, by whom the
remuneration or pensionsin-question are payable ;

(b) for the purpose of obtaining actuarial advice ;

(c) for the purpose of giving information as to the persons
in any employment or office for use in medical research
into thehealth of, or injuries suffered by, persons en-
gaged in'particular occupations or working in par-
ticulap'places ot areas;

(@) if the data subject (or a person acting on his behalf)
has requested or consented to the disclosure of the
data either generally or in the circumstances in which
the diselosure/in question 1s made ; or

(e) if the' person making the disclosure has reasonable
grounds for believing that the disclosure falls within
paragraph (d) above.

(4) Data held for any of the purposes mentioned in subsec-
tion (1) above may be disclosed—

(a) for the purpose of audit er where the disclosure is for
the purpose only of giving information about the data
user’s financial affairs ; or

(b) in any case in which disclosure would bé permitted by
any other provision of this Part of this Act if subsec-
tion (2) above were included among the non-
disclosure provisions.

(5) In this section “ remuneration.” includes remuneration in
kind and * pensions)”/includes gratuities or similar benefits.

33.-=(1) Personal data held by an individual and concerned pomestic
only with the management ©f his personal, family or household or other
affairs or heldiby-him-only for recreational, purposes are €xempt limited
from the provisions of Part II of this Act and of sections 2} Pu/Poses.
to 24 above.

(2) Subject to subsections (3) and (4) below—
(a) personal data held by an unincorporated members’ club
and relating only to the members of the club ; and
(b) personal data held by a data user only for the purpose
of distributing, or recording the distribution of, articles
or information to the data subjects and consisting only
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of their names, addresses or other particulars necessary
for effecting the distribution,

are exempt from the provisions of Part II of this Act and of sec-
tions 21 to 24 above.

(3) Neither paragraph (a) nor paragraph (b) of subsection (2)
above applies to personal data relating to any data subject unless
he has been asked by the club or data user whether he objects
to the data relating to him being held as'mentioned in that para-
graph and has not objected.

(4) It shall be-a condition of the exemption of any data
under paragraph (b)of subsection (2) above that the data are not
used for any purposeother than that for which they are held and
of the exemption of/apmy data under either paragraph of that
subsection that thedata are not disclosed except as permitted by
subsection (5) below ; but the first exemption shall not be lost by
any use, and meither exemption shall be lost by any disclosure,
in breach of‘that condition if the data user shows that he had
taken such carg to prevent it as in all the circumstances was
reasonably reguired.

(5) Data to which subsection (4) above applies may be dis-
closed—

(a) if the data subject (or a person acting on his behalf) has
requested or consented to the disclosure of the data
either generally or in the circumstances in which the
disclosure in question is made’;

(b) if the person making the disclosure -has reasonable
grounds for believing that the disclosure falls within
paragraph (a) above ; or

. {c) in any case in which disclosure would be permitted by
any other provision of this Part of this Act if subsection
(4) above were included ,among the non-disclosure
provisions.

(6) Personal data held only for—

(a) preparing statistics ; or

(b) carrying.out.research,
are exempt from the subject access provisions ; but it shall be a
condition of that exemption that the data are not used or dis-
closed for any other purpose and that the resulting statistics or
the results of the research are not made available in a form
which identifies the data subjects or any of them.

34.—(1) Personal data held by any person are exempt from
the provisions of Part 11 of this Act and of sections 21 to 24
above if the data consist of information which that person is
required by or under any enactment to make available to the
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public, whether by publishing it, making it available for inspec-
tion or otherwise and whether gratuitously or on payment of a

fee.

(2) The Secretary of State may by order exempt from the
subject access provisions personal data consisting of informa-
tion the disclosure of which is prohibited or restricted by or
under any enactment if he considers that the prohibition or
restriction ought to prevail over those 'provisions in the interests
of the data subject or of any other individual.

(3) Where all the personal data relating to a data subject
held by a data.user (or all such data in respect of which a data
user has a separate‘entry in the register) consist of information in
respect of which the data subject is entitled to make a request o
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the data user under section 158 of the Consumer Credit Act 1974 1974 c. 39.

(files of credit reference agencies)—
(@) the daia are exempt from the subject access provisions ;
and
() any request in respect of the data under section 21
aboye shall be treaied for all purposes as if it were a
request inder the said section 158.

(4) Personal 'data are exempt from the subject access pro-
visions if the data are képt only for the purpose of replacing
other data in the event of the latter being lost, destroyed or im-
paired.

(5) Personal data are exempt from the non-disclosure pro-
visions in any case in which the disclosure is—

(a) required by or under any enactment, by any rule of
faw or by the order of a court ; or

(b) made for the purpose of obtaining legal advice or for
the purposes of, or in the course of, legal proceedings
in which the person makipg the disclosure is a party
or a,witness;

(6) Personal data are exempt from the.non-disclosure provi-
sions in any case in which—

(a) the disclosure is to the data _subject or a person 4dcting
on+his behalf ; or

(b) the data ‘subject or ‘any such person has requested-or
consented to the particular disclosure in question ; or

(c) the disclosure is by a data user or a person carrying on
a computer bureau to his servant or agent for the pur-
pose of enabling the servant or agent to perform his
functions as such ; or

(d) the person making the disclosure has reasonable grounds
for believing that the disclosure falls within any of
the foregoing paragraphs of this subsection.

27
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(7) Section 4(3)(d) above does not apply to any disclosure
falling within paragraph (a), (b) or (c) of subsection (6) above ;
and that subsection shall apply to the restriction on disclosure
in section 33(6) above as it applies to the non-disclosure pro-
visions. .

(8) Personal data are exempt from the non-disclosure pro-
visions in any case in which the disclosure is urgently required
for preventing injury or other damage o the health of any person
or persons ; and in-proceedings against any-person for contraven-
ing a provision mentioned in section 26(3)(a) above it shall be
a defence to prove-that he had reasonable grounds for believing
that the disclosurc.ini guestion was urgently required for that
purpose.

(9) A person.needmot comply with a notice, request or order
under the subject access provisions if compliance would expose
him to proceedings for/any offence other than an offence under
this Act ; and information disclosed by any person in compliance
with such a notice, /request’ or ‘order shall not be admissible
against him in proceedings for an offence under this Act.

LR D LN Cu e~

35.—(1) Section 21 above shall have effect subject to the
provisions of this section in the case of personal data consisting
of marks or other information held by a data user—

(a) for the purpose of determining the results of an academic,
professional or other examination or of enabling the
results of any such examination to be determined ; or

(b) in consequence of the determination of apy such results.

(2) Where the peried-mentioned-in-subsection-(6) of section 21
begins before the results of the examination are amnounced that
period shall be extended until—

(@) the end of five months from the beginning of that
period ; or
(b) the, end of ‘forty days after the date of the announce.
ment,
whicheveris the earlier.

(3) Where by virtue of subsection (2) above a request is com-
plied with more_than forty days after"the beginning ‘of the
period mentioned in subsection (6) of section'21, the information
to be supplied pursuant toithé request shall be supplied both by
reference to the data in question at the time when the request is
received and Gf different) by reference to the data as from time
to time held in the period beginning when the request is received
and ending when it is complied with.

(4) For the purposes of this section the results of an exami-
nation shall be treated as announced when they are first pub-
lished or (if not published) when they are first made available or
communicated to the candidate in question.
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(5) In this section “ examination” includes any process for Parr 1V
determining the knowledge, intelligence, skill or ability of a
candidate by reference to his performance in any test, work or
other activity.

PART/ V.

GENERAL

36.—(1) It shall-be the duty of the Registrar so to perform his Geaeral duties
functions under-this Act as to promote the observance of the of Registrar.
data protection principles by data users and persons carrying on
computer bureaux.

(2) The Registiar may. consider any complaint that any of
the data proteetion principles or any provision of this Act has
been or is being contravened and shall do so if the complaint
appears to him/to raise a matter of substance and to have been
made without undue delay-by a person directly affected; and
where the Registrar considers any such complaint he shall notify
the complainant of the resvit of his consideration and of any
action which he propeses to take.

(3) The Registrar shall arrange for the dissemination in such
form and manner as he considers appropriate of such information
as it may appear to him expedient to give to the public about
the operation of this Act and other matters within the scope of
his functions under this Act and may give advice to any person
as to any of those matters.

(4) 1t shall be the duty of the Registrar, where he considers
it appropriate to do so, to encourage trade associations or other
bodies representing data users to prepare, and to disseminate to
their members, codes of practice for guidance in complying with
the data protection principles.

(5) The Registrar shall annually /lay before each House of
Parliament a general @eport jon, the performance of his functions
under this Act and.may from time to time Jay before each House
of Parliament such other reports with respect to those functions
as he thinks fit.

37. The| Registrar_shall'be the designated authority. in the Co-operation
United Kingdom for the purposes of Article 13 of the European between
Convention ; and the Secretary of State may by order make %:r;‘vfn't?on‘

provision as to the functions to be discharged by the Registrar
in that capacity.

38.—(1) Except as provided in subsection (2) below, a govern- Application
ment department shall be subject to the same obligations and 30 government
liabilities under this Act as a private person; and for the Seharuments

. and police.
purposes of this Act each government department shall be
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PART V treated as a person separate from any other government depart-
ment and a person in the public service of the Crown shall be
treated as a servant of the government department to which his
responsibilities or duties relate.

(2) A government department shall not be liable to prosecu-
tion under this Act but—

(a) sections 5(3) and 15(2) above (and, so far as relating to
those provisions, sectons-S(3)and 15(3) above) shall
apply to any person who by virtue of this section falls
to be treated as a Servant of the government depart-
ment iarquestion ; and

{b) section 6(6) above and paragraph 12 of Schedule 4 to
this" Actsshall apply to a person in the public service
of the/Crown/as they apply to any other person.

(3) For the purposes of ‘this Act—
(a) the constables under the'direction and control of a chief
officer of police shall be treated as his servants ; and
(b) the members of any body of constables maintained other-
wise than by a police authority shall be treated as the
servants—
(i) of the authority or person by whom that body
is maintained, and
(ii) in the ease of any members of such a body
who are under the direction and control of a chief
officer, of that officer.

(4) In thé-application—of subsection (3) abové to Scotland,
for the reference to a chief officer of police there shall be substi-
tuted a referénce to a chief constable.

(5) In the application of subsection (3) above to Northern
Ireland, for the reference to a chiefiofficer of police there shall be
substituted lareference/to/the(Chief Constableof the Royal Ulster
Constabulary and.for the reference to a police authority there
shall tbe substituted a reference to the Police Authority for

Northemn Ireland.

-Data held, 39.—(1)'Subject to the following provisions of this section, this
and services 1 Act does not apply to a data user in respect of data held, or to a
g;‘gﬁi:d- person carrying on a computer bureau in respect of services pro-
the United vided, outside the United Kingdom.

Kingdom. (2) For the purposes of subsection (1) above—

(a) data shall be treated as held where the data user exer-
cises the control referred to in subsection (5)(b) of
section 1 above in relation to the data ; and
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(b) services shall be treated as provided where the person
carrying on the computer bureau does any of the
things referred to in subsection (6)(a) or (b) of that

section.

(3) Where a person who is not resident in the United King-
dom—

(a) exercises the control meéntioned in paragraph (a) of
subsection (2) above ; or

(b) does any of the things mentioned in paragraph (b) of
that subsection,
through a servant or agent in the United Kingdom, this Act
shall apply as ifthat-control were exercised or, as the case may
be, those things.were done in the United Kingdom by the
servant or agent acting on his own account and not on behalf
of the person whose servant or agent he is.

(4) Where by wittue of subsection (3) above a servant or
agent is treated as a data user or as a person carrying on a
computer bureau he may be described for the purposes of
registration by the position or office which he holds ; and any
such description in an entry in the register shall be treated as
applying to the person for the time being holding the position
or office in question. .

(5) This Act does not apply to data processed wholly outside
the United Kingdom unless the data‘are used or intended to be
used in the United Kingdom.

(6) Sectiens_4(3)(e)-and S5(2)(e)-and subsection’ (1) of section
12 above.do not apply to the transfer of data which are already
outside the United Kingdom ; but references in the said section
12 to a contravention of the data protection principles include
references t0 anything that would constitute such contraven-
tion if it occurred in relation tosthe data when held in the
United Kingdon.

40.—(1) Any power conferred by this Act to make;regula- Re]g;ﬂ:;i:m.

orders.

tions,  rules or<ordersshallbeexercisable) by (statutory, instru-
ment.

(2) Without prejudice to sections 2(6) and 29(3) above, regula-
tions, rules or orders under this Act may make different provi-
sion for different cases or circumstances.

(3) Before making an order under any of the foregoing pro-
visions of this Act the Secretary of State shall consuit the
Registrar.
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PaRT V (4) No order shall be made under section 2(3), 4(8), 29, 30 or
34(2) above unless a draft of the order has been laid before and
approved by a resolution of each House of Parliament.

(5) A statutory instrument containing an order under section
21(9) or 37 above or rules under paragraph 4 of Schedule 3 to
this Act shall be subject to annulmentiin pursuance of a resolu-
tion of either House of Parliament.

(6) Regulations prescribing fees for the purposes of any pro- .
vision of this Act or the period mentioned 1n section 8(2) above
shall be laid before Parliament after being made.

(7) Regulations preseribing fees payable to the Registrar under
this Act or thesperiod mentioned in section 8(2) above shall be
made after consuliation with the Registrar and with the approval
of the Treasury$ and in making any such regulations the Secre-~
tary of Statesshall have regard to the desirability of securing
that those fees are sufficient to offset the expenses incurred
by the Registrar and the Tribunal in discharging their functions
under this Act and any expenses of the Secretary of State in
respect of the Tribunal.

General 41. In addition to the provisions of sections 1 and 2 above, the
interpretation. following provisions shall have effect for the interpretation of
this Act— 7

“ business " includes any trade or profession ;

“data equipment”™ means equipment for the automatic
processing of data or for recording information so that

it can be automatically processed ;

‘‘data material " means any document or other material
used 'in connection-with data equipment ;

“a de-registration notice ” means a netice under section 11
above);

* enactment ™ includes an enactment passed after this Act’;

““an enforcement notice ” means a notice under section 10
above ;

“the European Convention” means the Convention for
the Protection of Individuals with regard to Automatic
Processing of Personal Data which was opened for
signature on 28th January 1981 ;
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*government department” includes a Northern Ireland
department and any body or authority exercising statu-
tory functions on behalf of the Crown ;

* prescribed ” means prescribed by regulations made by the
Secretary of State;

‘ the Registrar ” means the Data Protection Registrar ;

““ the register ”, except where thereference is to the register
of companies, means the régister maintained under
section 4. above and (except-where the reference is to a
registered company, to the registered office of a com-
pany or . to registered post) references to registration
shall be construed accordingly ;

“ registered company”’ means a company registered under
the enactments relating to companies for the time
being in force in any part of the United Kingdom ;

* a transfer/prohibition notice’ means a notice under sec-
tion 12 above;

* the Tribunal " means the Data Protection Tribunal.

42.—(1) No application-for registration shall be made until Commence-
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PART V

such day as the Secretary of State may by order appoint, and ment and

sections 5 and 15 above shall not apply until the end of the
period of six months beginning with that day.

(2) Until the end of the period of two years beginning with the
day appointed under subsection (1) above the Registrar shall not
have power—

(a) to refuse an application made in accordance with section
6 above except on the ground mentioned in section
7(2)(a).above ; or

(b) to) servejan-enforcementrnotice; imposing, requirements to
be complied with,"a de-registration notice expiring, or a
transfer prohibition notice imposing a prohibition tak-
ing effect, before the end of that period.

(3) 'Whese the Registrar propases to serve any person with an
enforcement notice before'the end of thel period.menticned.in
subsection (2) above he shall, in determining the time by which
the requirements of the notice are to be complied with, have
regard to the probable cost to that person of complying with
those requirements.

(4) Section 21 abovec and paragraph 1(b) of Schedule 4 to
this Act shall not apply until the end of the period mentioned
in subsection (2) above.

transitional
provisions.
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Short title
_and extent,
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(5) Section 22 above shall not apply to damage suffered before
the end of the period mentioned in subsection (1) above
and in deciding whether to refuse an application or serve a
notice under Part II of this Act the Registrar shall treat the
provision about accuracy in the fifth data protection principle
as inapplicable until the end of that period and as inapplicable
thereafter to data shown to have been held by the data user
in question since before the end of that period.

(6) Sections 23 and 24(3) above shali'not apply to damage
suffered before the end of the period of two months beginning
with the date on which this Act is passed.

(7) Section 24(1) and (2) above shall not apply before the end
of the period mentionéd in subsection (1) above.

43.—(1) This Act may be cited as the Data Protection Act
1984.

(2) This Act'extends to Northem Ireland.

(3) Her Majesty may by Order in Council direct that this Act
shall extend to'any of the Channel Islands with such exceptions
and modifications as may be specified in the Order.
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4669 LOl n* 7817 du 6 janvier
1978 relative & ['Informatl.

que, aux fichiers et aux libertés (J.O.
7 janvier 1978) [Ttes Ed.]. .

CHAPITRE [°r
Piincires BT DEFINITIONS

Art, ' - Llinformalique doit étre an
service de chaque citoyen. Son dévelop-
pement doit stopérer dans le cadre de iu
coupération internationale. Elle ne doit
porter attcinte ni 4 Pidentité humaine,
ni aux droits de 'homme, ni & la vie
privée, ni aux libeetdés individuelles ou
publiques. ‘

Art, 20— Aucune décision de justice
ampliquantl upe appréciation sug un com-

«

portement humain ne pett avoir pour
fondement  un  traitement auntomatise
dlinformations  donnant _une  definition

du profil ou de la personnalité” de Pinté-
ressé, .

Aucune  décision  administeative’ ou
privée impliquant une _appréciation sur
un comportement humain e peut avoir
Cpour seul fondement un teaitement gqoto-
matis¢ d'informations dennant fune ddfi-,

nition du  profil oy de a0 personnihité
de Tintéressé,
Art, 3. — Toute personne a le droit

de connaitre et de contester les informa-
tious ol les vaisonnements ufilisés dans
les traitements  autmmalises dont’ les
résultats lui sont opposcs.

Art. 4. — Sont répuides neminatives
au sens de Ia présente loi les informa-
tions qui permettent, sous quelque for-
me que c¢e  soit, directement —ou- nou,
I'identification des personnes physiques
auxquelles  elles  slappliquent, gue je
traitement soit effectiié par une personnce
physique ou par une Jpersonne morale.

Art. 3. — Est dénommé traitement
automatisé d’informatidns nominatives
aun sens de la présente loi tout ensemble
d'opérations  réalisées  parsdes moyens
automatiques, relatif| & Jascollectey I'én=

registrement, 'élaboration, la imodifica-
tion, la conservation ‘et’ la’ destruction
d'informations ‘nominatives  ainsi _que

tout ensemble d’opérations de méme na-
ture se/tappontant=d ol'exploitation (de
fichiers u bases| de’ donuces et/ notani-
ment les Dinterconnexionsiou ‘enpproche-
ments, consultations ou communications
d'informations nominatives.

CHAPITRE 1
LA COMMISSION NATIONALE
BE LINFORMATIQUE ET DES LisEnTLs

Art. 6. Une comimission nationale
de linformatique et des libertés est ins-
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Elle est chargée de reiller au
des dispositions de la présente
informant toutes les
persvnies concerndes de leurs droits cf
obligations, en se concertant avee clles
et en controlant les applications de 1'iu-
formatique aux  traitements des infor-
mations  nominatives.  La commission
dispose & cet effet d'un pouvoir régle-
mentaire, dans les cas prévas pare la pré-
sente loi.

Art.
conymission
sement de
budget du

tituce.
respect
loi, notiamment en

7. — Les crddils néeessaires i In
nationale pour 'accomplis-
sn mission sont inscrits au
ministére de la justice. l.es
dispositions de la loi du 10 aofit 1922
relative au  contrdle financier ne sont
pastapplicables & leur gestion. Les comp-

Aesade la commission sont présentés au

contrale de la Cour des comptes,

Toutelois, les frais entrainés pur Pac-
complisscinent de certaines des formali-
tés visées unux articles 15, 16, 17 ot 24
de Ja présente loi peuvent donner dicu a
la pereeption de redevances.,

Arl. 8. — La commission nationale de
Pinformatique ¢t des libertés est une
autarité administrative indépendante.

Llle  est composcée de dix-sept mem-
bres nommdés pour cing ans ou pour la
durée de leur mandat @

~— «denx députés et deux sénateurs ¢lus,
respectivement par PAssemblée nationale
et par le Sénat

=+~ deux membres du Conseil ¢conumi-
que ot social, flus par cette assemblée ;

= deux membres ou anciens membres
du Conseil d'Etat, dont I'un d’un grade
au moeins épal 4 celui de consciller, élus
par  Passemblee  pgénédrale  du Conseil
d"Btat

— deun inembres ou anciens membres
de Ia Cour de cassation, dont I'un d*un
grade au moins égal a celui de conseil-
ler, ¢lus par Passemblée générale de la
Gour de cassation ;

— deuxanembees ou anciens membres
de aCour des comptes, dont Pun d'un
grade an moins @gal h celui de conseil-
ler-maitre, ¢lus par Passemblée générale
de la Cour des comptes ;

—"deux _personnes qualifices pour leur
conuwaissance des applications de Uinfor-
matique, nommées par déeret sur propo-
sition respectivement du  président  de
PAssemblée nationale et du président du
Sénat

~— trois personnalités désignces en rai-
son de leur autorité et de leur compé-
tence par décret en conseil des ministres.

La commission élit en son scin, pour
cing ans, un président et deux vice-
preésidents,

’



La commission établit son réglement
intéricur.

En cas de partage des voix, celle da
président est prépondéraute.

Si, en cours de mandat, le président
ou un membre de la commission cesse
d*exercer ses fonctions, le mandat de
son successeur est lmité A la période
restant a courir.

La qualité de membre de Ja commis-
sion est incompatible :

celle de du

membre

— avee Gouver-
nement ;
— uvec I’exercice de fonctions ou lIn

détention de participation dans les entre-

prises concourant a ta fabrication de
matériel utilisé en informatique ou en
télécommuanication ou a la fourniturce

de scrvices en informatigue ou en t41é-
communication, 3

l.a commission apprécie dans chaque
cas les incompatibilitéstqu’elle _peut op-
poser & ses membres.

Suafl démission, ilone peuts élre mis
fin aux fonctions de membre qu’en cas
d*cmpdchement constatd par la commis-
sion Jdans les conditions qu’elle ddétlnit,

Art. 9. — Un commissaire du Gouver-
nement, désigné par _le Premier minisire,
siége auprés de la commission.

Il peut, dans Jes dixgjousrs dune déli-
bération, provoquer une seconde délibé-
ration.

Art, 10, — La commission dispose de
services gui sont dirigés par le président
ou, sur délégation, par un viee=président
et placés sous soun autorité.

l.a commission peut charger Te l)r(-si-
dent ou Jo \'lcc-prcsident déidgud d'exer-
cer ses attributtonsten ‘ce gui concernc
Papplication des actieles 16, 17 et 21 (v,
3 et 6%,

l.es agents de In commission nationale
sont nongmdés par le président ou le vice-
préesident délégué,

Arl, 11, -—— La commission pcut deman-
der ann premiers  présidents  de  cour
dappel vu aux’ présidents™de Aribaiagix
administratifs de délémuer _un magistrat
de leur ressort, éventucllement “wssisté
d'eaperts, pour Jdes missions d’investiga-
tion ¢l de controle effectudes solis su
direction,

Art, 12, — Les ‘membres et los agents
de Ja Gommission sont  astreints au
secret professionnel pour les faits, actes
au renscignements dont ils ont pu avoir
connaissance ¢en raison de leurs fone-
tions, dans les conditions prévues & I'ar-
ticle 73 du code pénal et, sous réserve
de ce qui est nécessaire & étublisse-
ment du rapport annuel prévu ci-aprés,
a 'article 378 du code pénal.

S d'ancune

Snjoting
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Art. 13,
atlributions, les membres de la commis-
ston nationale de Pinformatique et des
libertés et
régionales

ne  regoivent  dlinstruction
autorité,

Les informaticiens appelés, soit a don-
ner les renseignements a la commission,
sort a témoigner devant clle, sont déliés
en tant que de besovin de leur obligation

de  discrdétion,
CHAPITRE 111
FORMALITES PREALAULES
. A LA MISE EN (EUVRE
DES THAITEMENTS AUTOMATISES
Art. 4. - lLa commission nationale
de Uinformatique ct des libertés veille
wwee  que les traitements aulomatisés,

publies ou privés, d’informations nomi-
natives, soient  eflfectués  conformément
aun  dispositions de la préseante Joj, .

Dans Yexercice de Jeurs |

les membres des délégations

Art. 15, ~- lormis iés ¢as ob ils doi-

vent dlree autorisés par la loi, les traite-
ments automatisés d'informations nomi-
natives opérés paur e compte de I'Etut.
d'un établissement public ou d’une col-
lectiviteé geeritoriale, ou d’une personne
maoviale de droit privé gérant un service
public, sont déeidés par une loi ou par
un acie régfementaire
de Ja commission nationale
I'informatique ot des libertés,

de

- Si Javis de la commission est défavos

rable, il ne peut étre passé outre que
par un déceret pris sur avis conforme du
Conserl J'Etat ou, suagissant d'une col-
Jectivite lerritoriale, en vertu d'une déei-
st de son organe délibérant approusée
par déecvet pris sur avis conforme du
Conscil d’Itat.

Si, au terme d’un délai de deux mois
renouvelablé une scule fois sur dévision
du président, PPavis de la commission n'est
pas notifié, il est réputé favorable.

vd

Art. 16, — lLes traitements automatisés
’informations nominatives cffectués
pour I¢' compte, dez personnes autres que
eelles qui sont soumises aux dispositions
de’ I"article 15 “doivent, préalablement a
leur mise en wuvre, faire 'objet d'unc
déclaration aupréside la commission na-
tionalel de infornmvatique ct des libertés.

Cetle déchnration’comporte Pengagement
que o ‘traitement satisfait aux exigences
de la loi.

Dés gqu'il a regu Je réeépissé déliveé
sans délai par la commission, le deman-
deur peut mettre en cuvre le traitement.
I} nest exondéré d'aucune de ses respon-
sabilités. " -

Art, 17, — Pour les citégories les plus
courantes de traitements o caractére pu-
blic ou privé, qui ne comportent manifes-

pris aprés avis !




vie privée oun

tement ‘pas d'atteinte a Ia
nationale de

aux libertés, 1o commission
Pinformatique et des libertés ¢tablit et
public des normes simplifiées inspirées
des earactéristiques mentionnées i Parti-
cle 19,

Pour les traitements répondant & ces
normes, scule une déclaration simplific¢e
de conformité a 'nne de ces normes est
déposée auprés de la commission., Sauf
décision particulicre de celle-ci, le réeé-
Ppissé  de déclaration est  déliveé sans
délai. Dés réception de ce récéplssé, le
demandeur peut mettre en auvre le trai-

tement, Il nest exonéré d’ancune de ses
responsahilités.

Art. 18. — L'utilisation duw répertoinve
national d’identification _ des  personnes

physiques en vue d’effectuer des traite-
ments nominatifs est aulorisée par deerct
cen Conseil d'Etat priscapreés _avis de la
commission.

Arl, 19, — La demande dlavis ou la
déelaration doit précisens

— la personnc quigprésente/la demande
et celle qui a pounvoir de déeiden la créa-
tinn du traitement ow, sit clle, réside a
'étranger, son représentant en Frange

— les earacléristiques, la finalité  et,
sl v a liew, ia dénomtination dn iruite-
ment

-— le service ou les sceryices ‘chargés
de meltre en «auvre celui-ci:

-~- le service auprés  Jduquel S'excrce
le droit d'aceés défini au chapitre V' ci-
dessous ainsi que les mesures prises pour
laciliter Vexcercice de ce droit ;

-— les eatépories de persaines - quoi, @
raison de leurs fonctions ou  pour les
besoins du service,ont directement acces

aun informations curepistrees—:
-- les informatiags nominatives trai-
tées, Teur orvigine ctl i durce de leur

conservation ainsi que leurs destinataires
ou catégories de destinataires habilités a
recevoir communieation, de ces informa-
liony ;

~— les rappliociicmoenthSintevconneXions
on toule antre forme de mise en relation
de ces informations ‘@insi™ qite” l'ear "ces-
sion & des tiersy

-~ les dispositions prises pour assurer
la séoitmit@ Glesyteritements dot dbes) infoes
mations et/ila pgarantie | des scecrets pro-
tégés par la loi §

-— »i le traitement est destiné & Pexpé-
dition d'informations nominatives entre
le territoire frangais et Pétranger, >ous
quelque forme que ce soil, ¥ compris fors-
quiil est Pobjet d'opérations partielle-
ment cffectucées sur Je territoire frangais
i partic d'opérations antérieuremrent réali-
sées hors de France,

AT
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Toute maodification aux mentions énu-
mérées ci-dessus, ou tonte suppression de
traitement, est portée & la connaissance
de Ia commission,

Peuvent ne pas comporter certaines des
jmentions énumérées ci-dessus les deman-
des d*avis relatives aux traitements auto-
matisés d’informations nominatives inté-
ressanl la siireté de PEtat, la défense et
Ja séenrité publique.

Art. 20, -— L'acte réglementaire prévu
pour les tiaitements régis par Particle 15
ci-tleasus précise notimment

la finalité «lu

- 1a dénomination et
Leaitement §

—— Je service anprés duquel s'exerce le
droit d’aceés défini au chapitre V oci-des-
SOus ;

TS les catégories
nalives enregistrées
taires ou catégories
lités A recevolr communication
inforations,

Des déciets en Conseil d°Etat peuvent
disposcr que  des  actes  réglementaires
relatifs & certains traitements intéressant
la stircté de Etat, la défense el la sécurité
publique ne scront pas publiés.

d’informations nomi-
ainsi que les destina-
de destinatairves habi-
de ces

Arl. 21, -~ Pour I'exercice de sa mission
de controle, Ia commission

1" Prend des décisions individuelles ou
réglementaires dans les cas prévus par
Ia présente loi g

av Peut, par décision particuliére, char-
ser un ou plusicurs de ses membres ou
de  ses apents, assistés, le cas échéant,
d’experts, de procéder, a 1"égard de tout
teaitement, & des vérificalions sur place
ct_doe se-fadre communiquer tous rensei-
gnements ¢t documents utiles & sa mis-
sion ;

3 Edicte. le eas échéant, des régle-
ments types en vue d'assurer la sccurité
des syslémes; en cas de circonstances
creeplionnelles. elle peut prescrire des
wesdanes deyséencité pouvant aller jusqu'a

Ia =destiuction’ des supports d'informa-
fions |
4 Adresse aux intéressés des avertis-

sements ¢t dénonéefau parquet les infrac-
tiomsndont ehe a~cannaissance, conforme-
menlt G Darcticle 48 dul code de procédure
penale §

3 Veille & ce que les modalités de mise
en auvee du droit dlaceés et de rectifica-
tion indigudées dans les actes et déclara-
tions prévas aus arlicles 15 et 16 n'entra-
vent pas le hibre exerciee de ce droit

i Regoit les réclamations, pétitions et

plaintes ;



70 Se tient, informée des aclivités in-
dustriclles ot de services qui concourent
4 da mise en wuvre de Pinformatique.

les ministres, autorités publiques, di-
rigeants d'entreprises, publiques ou pri-
vées, responsables de groupements divers
et plus géndéralement les détenteurs ou
ulilisatenrs de  fichiers nominatifs e
pruvent sopposer & Vaclion de la com-
mission ou de ses membres pour quelque
motif que ce soit et doivent au contraire

’

prendre  toutes  muesures utiles afin de
faciliter sa tiche.
Art. 29, — La commission met a lajdis-

position du public la liste des traitements
qui précise pour chacun deux : |

—'la loi ou I'acte réglemeniaire deci-
dant de sa ¢réation oun la date de sa dé-
claration @ ’

—= s dénomination etosafinalité

c= 1o aerviee aupres duguelsest exercd
le droit d'aceés prévaaun chapitee V oci-
dessous

— les catépories diimformations nomi-
natives enregistrees ainsit que les desti-
nata tes ou catégorics degdestinataires
habilités a4 recevoisr comauinigationde ces
nformations.

Sont lenus & la disposition du publie,
dans les conditions fincées par décrel, les
décisions, wvis ou recomgmandations de la
commission dont la connaissance est utile
a Vapplication ou & 'interprétation de la
présente loi.

Art. 230 - La commission prisente chas
que anndée au Président de v dRépublique
et au Parlement  un  rapporl—eendant
compte de exéeution de sa amission.. Ce
rapport est publiéd,

Ce rapporl dicrira inotanmment les pro-
cédures ¢l meéthodes de travail suivies
par la commission’ ¢k contiendra en an-
nexe toutes informirtions sur organisa-
tion de ln commission ot de ses services,
propres i faciliter les relations du public
avee celle-ci.

Art, 24, - _Sup, praposilion _ou  aprés
avis de Ja cammission, Ja| transmission
entre le territoire fradnga’s et 'é¢tranger,
sous quelque Tapme que ee soit, d'infor-
mations nominatives faisant Pobjet de
traitements automatisés régis par-Parti-
cle 16 citdessus péul Mressommise & antos-
risation | préalabley o réglementée selon
des modalités fixées par déeret cn Conveil
dBtat, en voe dlassurer le rvespect des
_Pprincpes posés par la présente loi.

CHAPITRE IV

Cot LECTLE, ENREGISTREMENT
L0 CONSERVATION
INPORMATIONS NOMINATIVES

DS

Art. 25, - La colleete de données opérée
par tout mesen frauwduleun, déloyal ou
dhieite est interdite.

7320

Art. 26, — Toute personne physique a
Yo droit de sopposer. pour des raisons lé-
Atimes, A ce que des iformations nomis
natives la concernant fassent PVobjet «fun
traitement,

Ce droit ne sapplique pas aux traite-
menis limitativement désignés dans Pacte
réglementaire prévu i Particle 15.

Art. 27, - les personnes auprés des-
quelles sont recueillies des informations
nominatives doivent étre informdes :

= du caractere obligatoeire on faculta-
tif des rénonses |

-— des conséquences & leur épard d'un
défant de réponse @

— des personnes phasiques ou anorales
destinataires des informations ;
e Peaxistence dlun droit

desrectification.

d'acces ot

Lorsque de telles intormations sont re-
cucilliesopar voie de questionnaires, cenx-
ci daivent porler menlion de ces prescrin-
tions.

Ces dispositions ne s'appliquent pas a la
collecte des informations nécessaires A
1a constatation des infractions.

Art. 28, — Saut dispositions législa-
tives contritires, les informations ne doi-
venl pas étre conservées sous une forme
nominative au-deld de la durée prévue
a la dentande d'avis on i ia déclaration,
& moins que leur conservation ne soit
autorisée par la commission.

At 29, -~ Toute personne ordonnant on
effectuant un traitement d'infomations no-
minatives s'engage de ce fait, vis-a-vis
dés. personnes concernées, 4 prendre ltous
tes peecautions utiles afin de préserver
Yy seeurite des informations et notamment
Jempocher qu'elles ne soient déformdes,
endommagees ou commupiquées & des
ters non _autorisés.

Art., 30. —— Sauf dispositions législatives
contrairesy les juridictions et autorvités
publ.ques agissant dans le cadre de leurs
attributions légales ainsi que, >ur avis
GO foh aeydéelatcommission nationale, les
persannes morales gérant un service pu-
hlic peuvent seulfes proceder au traitement
automatisé des informations nominatives
congernant les infractions, condamnations
oy ancesune sy dessiireté.

Jusqula Le mise/en auyvee du fichier des
conductenes=provaiparsa loi n® T0-539 dn
21 juin 1970, los entreprises d’assurances
sont aulorvisées, sous le contrdle de Ia
conunission, a teaiter elles-mémes les in-
formations mentionnées & Particle 5 de
ladite loi ¢t concernant les personnes vi-
sées au dernier alinéa dudit article.

Al 31, == 11 est interdit de mettre ou
conserver ¢n mémoire informatisée, saufl
aceord exprés de Pintéressé, des donndes
nominatives qui, dircctement on indirec-
tement, font apparaitre les origines racia-



PN

les ou les opinions politiques, philosophi-
(ques oun religicuses ou les appartenances
syidieales des personnes,

Tontefois, les, églises et les groupements
A earaelére religicux, philosophique, poli-
tiqque on syndical peuvent tenir registre
de lenvs membres ou de leurs correspon.
dants sous forme automatisée. Aucun
controle ne peut ¢tre exercé, de ce chef,
4 leur encontre.

Pour des motifs d'intérét public, il peut
aussi étre it exception 2 Vinterdiction
ci=lessuy -sur proposition oM gvis confor-
me de fL commissign par déeret en Cons
seil P’ Etat .

Art, 32, -— L’accés du fichier électoral
est ouvert dans des conditions identiques
aun  candidats et aux partis paolitiques,
sous le contrdle des commissions de pro-
pagande ¢lectorale.

Art. 33. — Les dispositions des arti-
cles 24, 230 ot 31 ne s'appliqueal pas aux
informations nominatives traitées par les
arganismes de la presse ée€rite au audio-
visuelle dans le cadre des lois qui/les ré-
gissent et dans les eas ol lenir applica-
tion-aurail pour effet de dimiter Vexercice
de la liberte d’expression.

CHAVITRE V
ExEncicE pu bDROIT D’AGCES

\rt. 34, —- Toute personne justifiant de
on identité a le droit d’intercoger les
wervices ou organismes chargés de mettre
en eenvee Jes traitements anwtomatisés
dont 1a liste est accessible au pithlic en
application de Particle 22 ci-dessus “en
vue de savoir si ces ltraitemenls portent
stir des informations . nominatives la con-
cernant el, le casteehéant, _d’en_obtenis
communication.

Arl. 33, — Le titulaire du droil d’accés
peut obtenir communication des informa-

tions le concernant. .a communication,

en langage clair, doit étre conforme au,

conteny des eprégistrements,
Une copie est délivede an litulaire d

droit  d'accés | quien=Tfait’ la | demand
contre perception d'une redevance fn:
faitaire variable sclon la catégoric ¢

traitementy dont, les montant.est. Axé, p:
décision de/ la commission ety homolog:
par arrdtél du ministre (de Véconamie
des finalices.

Toutefois, la commission saisie contr
dictorrement par le rrsponsable du fichi

peut lui accorder :

-— des délais de réponse ;

-— I"autorisation de ne¢ pas tenir comp
de  certaines  demandes  manifesteme
abusives par leur nowmbre, leur caracte
répdétitif ou svstématique.

'
I
)
'

Lorsqu’il ¥ a licu de craindre la dis
mulation ou la disparition des inform
lions mentionnées au premicr alinén ¢
présent article, et méme avant l'excerei

d'un recours juridictionncl. il peut é
demandé au juge compétent que soie

virdonndées toutes mesures de nafure & éy
ter cette dissimulation ou cetlte dispm
lion,

Art 36, — le titulaire du droit d’ace
pent exiger que soient rectifiées, compl
tées, clarifices, mises & jour ou ecffacé
les inlormations le concernant qui so
ineaactes, incomplétes, équivoques, pédr
mdées on dont la collegtle, ou atilisatio
In communicalion ou la conscervation
interdite.

lorsque P’intéressé en fait la demand
Te_service ou organisme concerné doit d.
liveer sans frais copie de I'enregisty
ment modifié.

I’'n"eas de contestation, la charge dé¢
preuve incomhe au service auprés duqu
esi cxered le droit d’accés sauf lorsqu’
es! étably que les Informations contesté
ont été communiquées par la person:
caneernée ou avec son accord.

l.orsque le titulaire du droit d'ace
obtient une modification de enregistr
ment, la redevance versée en applicatic
de 'article 35 est remboursée.

Art. 37, — Un fichler nominatif do
étre complété ou corrcigé méme d'oft)

lorsque Vorganisme qui le tienl acquie
connaissance de Pinexactitude ou du e
ractére incomplet d’une information nom
native contenue dans ce fichier,

Arl. 38. Si une information a ¢
leansmise & un tiers, sa rectification «
son annulation doit é&tre notifide &
tiers, sauf. dispenses accordées par °
cominission.

Act. 39 = Bn ce qui concernc les tra
tements intéressant la soreté de I'Ets
la défense et la séeuritd publique.
demande cst adressée A la commissiv
qui désigne I'un.de ses membres appx

lenant ou _ayant appartenu au Consc
@’Ftat,” A Ta Cour de cassation ou A
Cour_'des | comptes pour mener touts

immvestigations utiles et faire procéder ar
modiflications nécessaires. Celui-ci peut
fairer assister d'unagent de la commi
siony

Is est notifié| au’ requérant qu’il a &
procédé aux vérifications.

Art. 0. — Lorsque Pexercice du dro
d'accds s’applique & des informations
caractére mdédicnl, eelles-ci ne peuves
dtre communiquées a lintéressé que pa
Pintermédiaire d’un médecin qu'il désign
a cel effet, ’



CHAPITRE VI
DISPOSITIONS PENALES

Art. 41. — Sera puni d'un emprison-
nement e six mois & trois ans et d'une
amende de 2.000 & 200.000 francs, ou de
Puue de ces deux peines senlement, qui-
conque aura procédé ou fait procdder i
des troitements automatisés d'informa-
tion nominative, sans quaient été publids
les actes réglementaires prévus 3 1arti-
cle 15 ou faites les déclarations prévues i
I'article 16 ci-dessus.

En outre, le tribunal pourra ordonner
Pinsertion du jugement intégralement on
par extraits, dans un ou plusieurs jour-
naux, ct son affichage dans les conditions
qu'il déterminera, aux frais du condamné,

Art. 42. — Scra puni d'un emiprisonne-
ment d'un an a4 cing anscet-d’une amende
de 20,000 francs & 2.000.000 de francs, ou
de I'une de ces deux peinessenlement,
quicongue anra enregisteé ous fuit enre-
Nistrer, conserver oufait conserver des
informations nom.natives cen /vielation
des dispositions des aglicles 28, 26 et 28
ia 31.

En oulre, le tribunal pourra ordunner
Finsertion du jugement, intégralement ou
par extraits, dans un ou/plusienrs four-
naux, et son affichage dans les condijtions

qu'il déterminera, aux fraistidu condaning.

Arl. 3. — Sera puni d’un emgprisonne-
ment de deux & six moisiel d'une amende
de 2.000 2 20.000 francs, ou deunc de
ces deux  peines  seulement, cquiconque
arant recucillic & Voceasion defleur cure-
gistrement, de leur classement, de leur
transmission ou de toute antre forme de
traitement, des informations nominati-
ves dont Ja divulgation aurait pour cfiet
de porter atteinte & la-réputation—ou-i-la
considération de la. personne ou & Vinti-
mité de la vie privée, aura, sans l‘auto-
risation de Pintéressé, scienunent porté ces
informations & 1a connaissance d’une per-
sannce qui w'a pas qualité pour les rece-
vair en vertu des dispositions de la pré-
sente loi ou @hwtresadispositions [légis;
Pativ e,

Sera puni d'uneVamende de 2:000 Ta
20.000 {rancs qulconque aura, par impru-
denee on négligence, divulgué ouglaissé
divulpuer ses informations de la nature

de celles mentionnées & l'alinéa |préeé-
dent.
Art. 4. — Sera puni d'un emprisonne-

ment d'un an & cing ans el d'unc amende
de 2000060 4 2,000,000 de francs, quiconque,
Slant détentenr d'informations nomina-
tives a4 loccasion de leur enregistrement,
de leur classement, de leur transmission
ou de toute autre forme de traitement,
les siura détournédes de Jeur finalité telle
qu'elle est définic dans Pacte réglemen-

taire préva A Particle 15 ci~lessus, ou dans
tes déclarations faites en application des
articles 16 ¢t 17 on par une disposition
Tégistal ' ve.

CHAPITRE VII
DISPOSITIONS DIVEHSES

Art. 45, — l.es dispasitions des articles
23, 27, 29, 30, 31, 32 et 33 relalifs & Ia
collecte, Penregistremment et la conscrva-
tion des informations nonminatives sont
applicables aux fichiers non automatisés
ou mécanographiques autres que ceux
don! PPusage releve du striet excercice dn
dro t & la vie privée.

l.e premicr alinéa de Particle 26 est
appdicable aux mémes lichiers, -& l'exeep-
tion _des tichiers publics désignés par un
acte réglementaire.

Toute personne justifiant de son iden-
tité ade droit d'inferroger les services
ot aurganismes qui déliennent des fichiers
mentionndés au premier alinéa du présent
artiole en vite de savoir si ces fichiers
contiennent des informations nominatives
la concernant. l.c titulaire du droit d’accés
a le droit d'obtenir communication de
ces iuformations ; il peut exiger qu'il soit
fait application des trois premiers alij-
ncéas de Particle 36 de la présente loi
relatifs an droit de rectification. les dis-
positivns des articles 37, 38, 39 et 40
sont cgaltement applicables. Un déeret en
Conscil d'Etat fixe les conditions d’exer-
cice du droit d'aceés et de rectification ;
¢e déceret peut préveir la perception de
redevances pour la délivrance de copies
des informations communiguées,

i.c Gouvernement, sur proposition de la
commission. nationale de Yinformatiqne
et des libertés, peut décider, par décret
ciConscil d'Etal, que les auwtres dispo-
sitions de la présente loi peuvent, en
totalité ou cn partie, sappliquer & un
fichicr ou & des catégories de flchiers
nen  antamaltisés  on  méeanoygraphigues
qui présentent, soit par eux-mémes, soit
par la combinaison de leur cmploi avee
colud «d2un fichicr informatisé, des dan-
aers quant B Lifprotection des libertés.

Arl. 48, — Des déerets en Canseil &' )tat
finxcront les maodalités dapplication de la
présente loi. 1y devront étre pris dans
wn' délail el Six Zmois [A compler de sa
promulgation.

Ces "décrets déteravineront les  délais
dans lesquels les dispositions de la pré-
sente loi entreront en vigucur. Ces délais
ne pourront exceéder deux ans i compler
de la promuigation de ladite lok

Art. 47, -— La présente loi est appli-
ealsle A Mayolle ¢t aux tervitoires d'outre-
mer.
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Arl, 48, — .\ titre transitoire, les trai-
tements régis par Particle 15 ci-dessus, et
déja eréés, ne sont soumis qu'd une décla-
ration aupres de a commission nationale
de Pinformaliaue et des libertés duns
les conditions prévuces aun articles 16 et
17.
La commission peut toutefois, par dé-
cision spéciale, faire application des dis-
positions de ’article 15 et fixer e délai aa
terme duquel "acte réglementant le trai-

teiment doit étre pris,
A Pexpivation d'un délai de deux ans

a compler de JIa promulgation de la pré-
sente loi, tous les traitements oégis par
Farticle 15 devront répondre aux pres-
criptions de cet article.

TRAVAUX PREPARATOIRES

Assemmblée nationale :

Projet de loi (n® 2516) et _propositions de
1oi (n®* 1004 et 3092) :-RapportelcoM. Fover,
au nom de la commission des lois (n® 3125},
Discussion les 4 et S octobre 1977 ¢ Adopiion

le S5 oclobre 1977,

Seénar :

Projet de loi, adopic par 1I'Assemblée natio-
nale. n® 5 (1977-1978) ; Rapport de /M. Jucques
Thyraud, au nom de da commission des lois,
n® 72 (1977-1978) ; Discussion cf adoption' le
17 novembre 1977,

Assemblée nationale :

Projet de loi. modifié pagle Sénat (n.3226);
Rapport de M. Foyer, au nom de la €omniiss
sion des lois (n° 33S2) 5 Discussiop et adoption
le 16 décembre 1977,

Sénar ;

Projet de loi, modifié par PAsscmblée  na-
tonule, n* 195 (1977-1978) ; Rappoit de M. Jac-
ques Thyraud., au nom de la conunission des
lois, n® 199 (1977-1978)7 Discts<ion ol adop-
tion Ic 19 décembre 1977,

Assenmibice nationate ;

Rapport de M. Foyery au nom de la com-
mission mixte paritaire (n% 3432); Diwussion
et adoption le 21 décembre 1977,

Sénar :

‘R._uppnu'(lc M. Thyrauds au"nom ‘defu com-
mission - mixte  paritaire, n® 232 (1977-1978) ;
Discussion et rejet Ie 21 décembre 1977

Assenihlée Hdiiodiifer?

Projetide lti, modifig par le Sénat (n® 3284) ;
Discussiog et adaption le 21 décembre 1977,

Sénar ;
CProjet de loi. adopté par I'Assemblée na-
Honale, n° 240 (1977-1978) ; Discussion et adop-
non le 21 décembre 1977

et L e N

~323°



REPUBLIQUE FRANCAISE -

Commission Nationale
de I'Informatique et des Libertés
~CNIL —
21, rue Saint-Guillaume 75006 PARIS
tél 544 40 65
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relative aun

DEMANDE D'AVIS

DECLARATION ORDINAIRE
DECLARATION SIMPLIFIEE
DECLARATION DE MODIFICATION,
OECLARATION DE SUPPRESSION

Cadre reserve ala CNIL

TRAITEMENT AUTOMATISE D’INFORMATIONS NOMINATIVES

{(APPLICATION DE LA LOIN® 78-17 DU 6 JANVIER 1978)

° Le traitement releve-t-1l 4 votre avis o
de I'article 15 de la Lol du 6-1-78 ?

N°SIREN, o - & ¢

ou demande d avss

N°* d'enregistrement du traitement :
» alfecte par 1a CNIL en cus O Ceclaration

*a raprmer par | utihisaleur e Cus de
Qul 1 Code APE T modilication ou suppressiun
NON 2 -
ORGANISME DECLARANT
Nom ou raison sociale : . N
Noms usuels, ou sigle : L )
Adresse campléte : L J
0‘ SERVICE CHARGE OE LA MISE EN OEUVRE DU TRAITEMENT
Nom ¢ s
Adresse compléte - L )
! i ; Téléphone Yo o

DENOMINATION DU TRAITEMENT (ARPPLICATION)

(sily aheu)

POPULATION CONCERNEE

; (nombreapproximatif) 0,

* FINALITE PRINCIPALE
du TRAITEMENT

Nom : I
Adresse compléte : L

o’ SERVICE AUPRES DUQUEL S'EXERCE LE'DROIT'D'ACCES

v ) e

s Téléphone ( ) J—

Eventueliement non générique
des etablissements decentralisés « ‘
Ll
o N* de la norme simplifiée @
de retérence (Art. 17) LU Le traitement dopne=<t«il lieu a des
N°* de la déclaration transmissions/d’intormations entre oul 1
du modéle type de référence '« —— leiterritowre frangais'et |I'étranger ? NON 2

0 En cas de déclaration simplifiée

ou de déclaration de suppression 089
Nom du signataire : ! 4 SRoptuTg
Fonction du signataire : [ s

# En cas de déclaration ordinaire ou de demande d’avizces rubriques sont complétées par des anncxes

## Silaréponse est oul, celte rubrique est complétée par une annexe

CERFA N* 99001



POUR YOUS PERMETTRE DE MIEUX CONNAITRE
YOS DROITS ET OBLIGATIONS :

Yous trouverez ci-aprés, les extraits de la loi n® 78-17 du 6 janvier 1978
relative a I'informatique, aux fichiers et aux libertés, auxquels se réfere
le présent bordereau.

Art. 15, — Hormis les cas o ils doivent étre autorisés par la lon,
les traitements automatisés d'informations nominatives opéres pour le
compte de I'Etat, d'un établissement public ou d'une collectivité terri-
toriale, ou d'une personne morale de droit privé gérant un service public,
sont décidés par une loi ou par un acte réglementasre pris aprés avis motivé
de la commission nationale de l'informatique et des libertés.

Si I'avis de la commission est défavorable, il ne peut étrc passé
outre que par un décret pris sur avis conforme du Conseil d’Etat ou,
s’agissant d'une collectivité terntoriale, en vertu d'une décision de son
organe délibérant approuvée par décretl prissur avis conforme du Conseil
d'Etat.

Si. au terme d'un délai de deux moisirenouvelable une scule fois
sur décision du présideant, 1*avis de la commission n'est pas noufié, il est
réputé favorable.

Art. 16. — Les traitements automatisés d'informations nominatives
effectués pour le comptede pcrsonnes autres que celles qui sont soumises
aux dispositions de |’articte 15 doivent, préalablement a leur mise en
ceuvre faire 'objet d'ine déclarauon auprés de la commission nationale
de 'informatique'et des liberiés,

Cette déclaration’ comporte 1'engagement que le traitement satisfait
aux exigences dec laloi.

Dés qu'ila regu le réeépissé déliveé sans délai par la commission,
le demandeur peut meftre jen ceuvic-le ‘traitcment. 1l n'est exonéré
d’aucune de ses responsabilités.

Art. 17. — Pour les catégories'les plus courantes de traitements a
caractére public oulprivé, qui ne comportent manifestement pas d'atteinte
i la vie privée ou aux libertes, ta commission nationale de Finformatique
et des hibertés ctablit et/ public, des normes simphifices inspirées des
caractéristiques mentionnées a 1'article 19,

Pour les traitements répondant 4 ces nermes, scule une déclaration
simplifiée de conformité a 'une de ces normes est déposée auprés de la
commission. Sauf décision particuhére de celle-ci, le récépissé de décla-
ration est délivré sans délai. Des réception de ce récépissé, le demandeur
peut mettre en a:uvre le traitement. H n'est exonéré d'aucune de ses
responsabilités.

Le non-respect des articles ci-dessus entraine notamment application des
disposttions pénales suivanies :

Art. 41, — Sera puni d'un emprisonnement de six mois i trois ans
et d'une amende de 2°000 a 200 000 francs, ou'de }'une de ces decux peines
seulement, quiconque auta procédé ou fait procéder a des traitements
automatisés d'information nominative, sans_qu’aicnt été publiés les actes
réglementaires iprévusia l'article-15/ou faites 'les déclarations 'prévues
a l'article 16 ci-dessus.

En outre, le tribunal pourra ordonner l'insertion du jugement inté:
gralement ou par extraits, dans un ou plusieurs journaux, et son affichage
dans'les conditions qu’il détermincra, aux frais du/condamné.



Art. 19. — La demande d’avis ou la déclaration doit préciser :

— la personne qui présente la demande et celle gu o pouveir de
décider la création du traitement ou, st elle réside a I'¢tranger, son repré-
sentant cn France ;

— le service ou les services chargés de mettre en aecuvre celui-ci g

— le service auprés dugucel sexerce le droit d”acees défine au chapitre
V ci-dessous ainsi que les mesures prises pour lactliter 'exereice de
ce drott ;

— les catégories de personnes qui, A raison de leurs fonctions ou
pour les besoins du scrvice, ont directement aceés aux mmformanions
enregistrées ; ’

— les informations nominatives traitées, leur ongine et la durée de
leur conservation ainst que leurs destinataires ou catégones de destina-
taires habuités i recevoir communication de ces mformations ;

— les rapprochements, interconnexions ou toute autre torme de mise
eh relation de ces informations ainsi que leur cession a des tiers ;

— les dispositions prises pour assurer la séeurité des traitements
et des informations et la garantie des secrets protégés par lalot ;

— si le traitement est desuné a 'expédition d'mformations nomu-
natives entre le territoire frangais et 1'étranger, sous quelque forme que
ce soit, y compris lorsqu'tl est I'objet d'opérations particllement effectuces
sur l¢ territoire frangais a partir d'opérations antéricurement réalisées
hors de France.

Toute modification_aux mentions énumceées _ci-dessus, ou toute
suppresston de tratement, est portée a la connaissance de la commisston.

Peuvent ne pas comporter certaines des mentions énumérées ci-
dessus les demandes diavis relatives aux traitements automatisés d'in-
formations nomnatives intéressant la sireté de "Etatg la défense et la
séeurité publique.

Art. 30. — Sauf dispositions iégisiatives coniraires, les juridictions
et autorités publiques agissant dans le cadre de leurs attributions 1égales
ainsi que, sur avis conforme de la comiission nationale, les personnes
morales gérant un segvice public pcuvent seules procéder au traitcement
automatisé des informationsy nomunatives concernant les intractions,
condamnations ou mesures de siircté.

Jusqu’a la mise en ceuvre du fichier des conducteurs prévu par la
loi n® 70-539 du 24 juin 1970, les-entreprises d'assurances sont autorisées,
sous le controle de la commiission. a traiter elles:mémes les inlormations
mentionnées 3 'article S detfadiie lor et concernant les personnes visées
au dernier alinéa dudit article.

Art. 31, — Nl est interdit de mettre ou conserver en mémoire infor-
matisée, sauf accord exprés de l'intéressé, des données nominatives
qui, directement ou indircctement, font apparaitre les ongines raciales
ou les opinions politiques, philosophiques ou'rehgicuses ou les apparte-
nances syndicales des personnes.

Toutefois, fcs églises ot les groupements & caractere religicux. philo-
sophique, politique ou“syndical ‘peuvent tenir registre“de leurs membres
ou de'leurs correspondants sous forme automatisée. Aucun contrile ne
peut étre exercé, de ce chef, a leur@ncontre.

Pour des motifs.d’intérét,public, il speut aussiycre Aaity exception
2 linterdictionici-dessus sur proposition ou, avis conforme de 'la commis®
ston par décret en Conscild’Etat.
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PRIVACY ACT 1974

§ 552a. Records maintained on individuals

(a) Definitions. For purposes of this section—
(1) the term “‘agency’ means agency as defined in section 552(e) of this’
title [S USCS § 552(e)];
(2) the term “individual” means a citizen of the United States or an
alien lawfully admitted for permanent residence;
(3) the term “maintain” includes maintain, collect, use, or diseminate;
(4) the term ‘‘record” means any _atem, collection, or grouping of
information aboutan.individual (hat is-maintained by an agency,
including, but not limited to, his education, financial transactions,
medical history,.and crimmal or employment history and that contains
his name, or the adentifying number, symbol, or other identif)ing
particular assigned testhe individual, such as a finger or voice print or a
photograph;
(5) the term “system of records’ means a group of any records under
the contro! of any ageney, from which information is retrieved by the
name of the individual or by some identifying number, symbol, or other
identifying particular assigned to the indiwvidual;
(6) the term *‘statistical record’ means a record in a system of records
maintained for statsstical .research or wreporting purposes only and not
used in whole or in part.in-making any determination about an
identifiable individual, except as provided by section 8 of title 13; and
(7) the term ‘“‘routinc use’. means, with respect to the disclosure of a
record, the use of such record for a purpose which is compatible with
the purpose for which it was collected. '

(b) Conditions of, Disclosure. No agency shall disclose any record which is
contained in a'systeni-of records by any-means-of communication to any
person, or to angther agency, except pursuant to a written request by, or
with the prior written consent of, the individual’ to whom the record
pertains, unless disclosure of the record would be—
(1) to those officers and employees of the agency which maintains the
record who have a need for the record in the performance of their
duties;
(2) required under section' 552 of this title' [5-USCS § 552];
(3) for a"routine use as defined in subsection (a)(7) of this section and
described under_subsection. (e)(4)(D) of this Section;
{4) ta the Bureau of the Census for purposes of planning Or carrying out
a_census orsurvey or related activity pursuant to the provisions of title
13 [13 USCS §§ 1 et seq.]:
(5) to a recipient who has provided the agency with advance adequate
written assurance that the record will be used solely as a statistical
research or reporting record, and the record is to be transferred in a
form that 1 not mdividually 1dentifiable;
(6) to the National Archives of the United States as a record which has
sufficient historical or other value to warrant its continued preservation
by the United States Gevernment, or for evaluation by the Administra-
tor ol Gieneral Services or his designee to determine whether the record
has such value;
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(7) 1o another agency or to an instrumentality of any governmental
jurisdiction withm or under the control of the United States for a civil
or criminal law enforcement activity if the acnivity is authorized by law,
and f the head of the agoncy or instrumentality has made a wntten
request to the agency which maintains the record specifying the particu-
lar portion desired and the law enforcement activity for which the
record 1s sought;

(8) to a person pursuant to a showing of compelling circumstances
affecting the health or safety of an individual 1if upon such disclosure
notification is transmitted to the last known address of such individual;
(9) to either House of Congress, or, to the extent of matter within its
jurisdiction, any committee or subcommittee thereof, any joint commit-
tee of Congress or subcommittee of any such joint commuttee;

(10) to the Comptroller General, orsany of his authorized representa-
tives, in the course of the performance of the duties of the General
Accounting Office; or

(11) pursuant to the order of a c.virt of competent jurisdiction.

(c) Accounting of Cegtain Disclosures. Each agency, with respect to each
system of recordssindesitscontrol, shall—
(1) except for diselosures made under subsections (b)(1) or (b)(2) of this
section, keep an acegurate accounting of —
(A) the date, mature, and purpose of each disclosure of a record to
any personor to anothervagency made under subsection (b) of this
section; and 4 .
(B) the nameé and address of the person or agency to whom the
disclosure is made;
(2) retain the aceounting made under paragraph (1) of this subsection
for at least five years or the life of the record, whichever 1s longer, after
the disclosure for which/the accountingis made;
(3) except for disclosures made under subsection (b)(7) of this section,
make the accounting made under paragraph (1) of this subsection
available to the individual named in the record at his request; and
(4) inform aiy-person-or-other-ageney-aboul-any correction or notation
of dispute made by the agency in accordance with-Subsection (d) of this
section of any record that has been disclosed to the person or agency if
an accounting-of the disclosure was made.

(d) Access to Records. Each agencygthat maintains a sysiem of records
shall—
(1) upon request byrany individual to gain access to his record or to any
information pertaining to him which is contained in the system, permit
him and upon his request, @ person of his,.own choosinggte accompany
hiin; 16 reviewithe) récord) and hdve 4 copy miade of all“orany portion
thereof ina form comprehensible to himy except that the agency may
require the individual to furnish a written statement authorizing discus-
sion of that individual's record in the accompanying person’s presence;
(2) permit the individual to request amendment of a record pertaining to
him and—
(A) not later than 10 days (excluding Saturdays. Sundays, and legal
public holidays) after the date of receipt of such request, achnowledge
in writing such receipt; and
(B) promptly, either—
(i) make any correction of any portion thercof which the mndividual
beliéves is not accurate, relevant, timely, or complete; or



(i) inform the individual of its refusal to amend the record in
accordance with his request, the reason for the refusal, the proce-
dures established by the agency for the individual to request a
review of that refusal by the head of the agency or an officer
designated by the head of the agency, and the name and business
address of that official;
(3) permit the individual who disagrees with the refusal of the agency to
amend his record to request a review of such refusal, and not later than
30 days (excluding Saturdays, Sundays, and legal public holidays) from
the date on which the individual requests such review, complete such
review and make a final determination, unless, for good cause shown, the
head of the agency extends such 30-day period; and if, after his review,
the reviewing official also refuses to amend the record in accordance
with the request, permit the individual to_file_ with the agency a concise
statement setting forth the reasons for his'disagreement with the refusal
of the agency, and netify the individual of the provisions for judicial
review of the reviewing official’'s determination under subsection
(g)(1)}(A) of this section;
(4) in any disclosure] containing information about which the individual
has filed a statement of disagreement, occurring after the filing of the
statement under paraggaph (3) of this subsection, clearly note any
portion of the record which /is disputed and provide copies of the
statement and, if the agency deems it* appropriate, copies of a concise
statement of the reasons of theiagency for not making the amendments
requested, to persons/or other agencies to whom the disputed record has
been disclosed; and
(5) nothing in this section “shall allow an individual access to any
information compiled in reasonable anticipation of a civil action or
proceeding. 2
(e) Agency Requirements. Each-agency that maintains a system of records
shall—
(1) maintain in its records only such information about-an individual as
is relevant and necessary to accomplish a purpose of the agency required
to be accomplished by statute or by executive order of the President;
(2) collect information to the greatest extent practicable directly from
the subject individual when the information may result in adverse
determinations about an individual's rights, benefits, and privileges under
Federal programs;
(3) inform each individual i(whomy it jasks' to)supply information, on the
form which 1t uses to collect the information or on a scparate form that -
can be retained by the individual—
(A) the authority (whether granted by statute, or by executive order
ofsthe iPressdent) pwhicheauthorizes) the soliettation ofjthe information
and whether . disclosure of such information. is mandatory. or volun-
tary:
(B) the principal purpose or purposes for which the information s
intended to be used;
(C) the routine uses which may be made of the information, as
published pursuant to paragraph (4)}(D) of this subsection; and
(D) the effects on him, if any, of not providing all or any party of the
requested information,
(4) subject to the provisions of paragraph (11) of this subsection, publish
in the Federal Register at least annually a notice of the eaistence and
character of the system of records, which notice shall include—



332

(A) the name and location of the system,

(B) the categories of individuals on whom records are maintained in

the system;

(C) the categories of records mamntained in the system

(D) each routine use of the records contained 1n the system, including

the categories of users and the purpose of such use;

(E) the policies and practices of the agency regarding storage, retriev-

ability, access controls, retention, and disposal of the records;

(F) the title and business address of the agency official who IS

responsible for the system of records;

(G) the agency procedures whereby an individual can be notified at

his request if the system of records contains a record pertaining to
~ him;

(H) the agency procedures whereby am'individual can be notified at

his request how he can gain access 1o any record pertaining to him

contained in the system of records, and how he can contest its

content; and

(D) the categories of sources or records i the system;
(5) maintain all reeords which are used by the agency in making any
determination _about’ any,/ individual with such accuracy, relevance,
timeliness, and completeness as-is reasonably necessary to assure fairness
to the individualiin the determination;
(6) prior to disseminating any record about an individual to any person
other than an agency, unless the dissemination is made pursuant to
subsection (b)(2) of this section, make reasonable efforts to assure that
such records are accurate, complete, timely, and relevant for agency
purposes;
(7) maintain no record, describing how/any individual exercises rights
guaranteed by the First-Amendment unless expressly authorized by
statute or by the individual about whom the record is maintained or
unless pertinent to and within the scope of an authorized law enforce-
ment activity;
(8) make reasgnable efforts to serve notice on an individual when any
record on such individual is made available -to any person under
compulsory legal process when such process becomes a matter of public
record,;
(9) establish rules“of conduct for'-persons involved in the design,
development, operation, or ‘maintenance of ‘any system of records, or in
maintainingany.recérd, and.instruct each isuch iperson’ with respect to
such rules and the requirements of this section, including any other rules
and procedures adopted purSuant to this<Section and the“penalties for
noncompliance;
(10) establish' appropriate’ adniinistrative, technical; and'physical safe-
guards to insure the security and confidentiality of records and to
protect against any anticipated threats or hazards to their security or
integnity which could result in substantial harm, embarrassment, incon-
venience, or unfairness to any individual on whom information is
maintamed; and
(11) at least 30 days prior to publication of mformation under paragraph
(4)(D) of this subsection, publish 1n the Federal Register notice of any
new use or intended use of the information in the system, and provide
an opportunity for interested persons to submit written data, views, or
arguments to the agency.



(%

() Agency Rules In order to carry out the provisions of this section, each
agency that mamtains a system of records shall promulgate rules, n
accordance with the requirements (including general notice) of section 553
of this title [5 USCS § 553], which shall—
(1) estabhish procedures whereby an individual can be noutied 1n
re  ase to s request if any system of records named by the individual
contains a record pertaining to him;
(2) define reasonable times, places, and requirements for idenufying an
individual who requests his record or information pertaining to him
before the agency shall muke the record or information available to the
individual;
(3) estabhish procedures for the diselosure to an individual upon his
request of his record or information’ pétiaining to him, including special -
procedure, if deemed necessary, forothesdisclosure to an individual of
medical records, mcluding psychologieal récords, pertaining to him;
(4) establish procedures for reviewing a request from an individual
concerning the amendment of any record or information pertaining to
the individual, for'making a determination on the request, for an appeal
within the agencysof an imitial adverse ageney determination, and for
whatever additional /means may be necessary for each individual to be
able to exercise fully his rights under this section; and
(5) establish fees to'be charged, if any, to any individual for making
copies of his recosd, excluding the cost of any search for and review of
the record.

The Office of the Federal Register shall annually compile and publish the
rules promulgated uinder this' subsection and agency notices published
under subsection (e)(4) of this section in.a form available to the public at
low cost..

(g)(1) Civil Remedies. Whenever any agency—
(A) makes.a determination under subsection (d){3) of this section not
to amend an individual's record 1n accordance with his request, or
fails to make such review in conformity with that subsection;
(B) refuses {0 comply with an individual request under subsection
(d)(1) of this section;
(C) fails to mamntain any record concerning any individual with such
accuracy, relevance, timehiness, and completeness as 1s necessary to
assure fairness in) any detérminaton | relating 1o “the qualifications,
characteryinghts, or opportunitiestof, or benefits 10 the individual that
may ‘be made on the basis of such record, und consequently a
determination is made which 1s adverseto the individualy or
(12} faild. fo, comply-with any other prowvision of this Scction, or any
tule promulgated thereunder;in such 4 way as' to have an adverse
effect on an individual,

the individual may bring a civil action against the agency, and the

district courts of the United States shall have jurisdiction 1n the matters

under the provisions of this subsection.

(2)(A) In any sunt brought under the provisions of subsection (g)(1)(A)
of this section, the court may order the agency to amend the
individual’s record 1n accordance with his request of i such other
way as the couri vy direct. In such a case the court shall determine
the matter de nov
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(B) The court may assess against the United States reasonable
attorney fees and other hitigation costs reasonably incurred i any case
under this paragraph in which the complamant has substantally
prevailed.

(3)(A) In any suit brought under the provisions of subsection (g)(3)(B)
of this scction, the court may emjoin the agency from withholding the
records and order the production to the complamant of any agency
records improperly withheld from him. In such a case the court shall
determine the matter de novo, and may examine the contents of any
agency records in camera to determine whether the records or any
portion thereof may be withheld under any of the exemptions set
forth in subsection (k) of this section, and the burden is on the agency
to sustain its action. L
(B) The court may assess againstothe. United States reasonable
attorney fees and other htigation cosis reuasonably mcurred 1n any case
under this paragraph-n which the complainant has substanually
prevailed.

(4) In any suit brought under the provisions of subsection (g)(1)(C) or

(D) of this sectiont in.which the court determines that the agency acted

in a manner which#Wwas‘intentional or willful, the United States shall be

liable to the individual 1n'an amount equal to the sum of—
(A) actual damages sustained by the individual as a result of the
refusal or failure, but in no case shall a person entitled to recovery
receive less than the sum of $1,000; and
(B) the costs of the action together with reasonable attorney fees as
determined by the court.

(5) An action to enfor¢e any liability created under this section may be

brought in the district court of the United States in the district in which

the complamant residesy 1or<has- lus principal place of business, or n

‘which the agency records-are situated, or i the District of Columbia,

without regard to the amount in controversy, within two years from the

date on whichuthe cause of action arises, except that where an agency
has matenally “and willfully misrepresented any anformation required
under this seetion to be disclosed to an individual and the information
so musrepresented 1S matenal to estabhshment of the habihty of the
agency to the individual under this section, the action may be brought at
any time within two years after discovery by the individual of the
misrepresentation.fNothing i this séetion shall be construed to autho-
rize any/ Civil dction/dy ireason| of fanyiijhry sistiuned «as the result of a
disclosure ofla recordgprior to September 27,01975.

(h) Rights of Legal Guardians. For the purposes of this section, the parent
of uuy_nunor, or the legal guarchan of any™ individual whe has been
deCliréd 1o be meompetent, due to"physical or mental aincapdeity'or age by
a courtiof competent junsdiction, may act on behalflofithe individual.

(1) Crimimal Penalties. Any officer of employee of an agency, who by
virtue of his employment or official postiion, has possession of, or access
to, apency records which contamin individually dentihable iformation
the diselosure of which s prohibited by this section or by rules or
regulations estabhshed thereunder, and who knowing that disclosure of
the specific matenal s so prolnbited, witlfully discloses the material
any manner to any person or agency not entitled to receive it, shall be
gutlty of a misdemeanor and fined not more than $5,000
(2) Any ofticer or employee of any agency who willtully” mamntains a
system of records without meeting the notice requirements of subsection
(e)4) of this section shall be guilty of ¢ misdemeanor and fined not
more than $5,000
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(3) Any person who knowmgly and willfully requests or obtamy any
record concerning an idividual from an agency under false pretenses
shall be guilty of a misdemeanor and fined not more than $5,000.

() General Exemptions. The head of any agency may promulgate rules, in
accordance with the requirements (ncluding general notice) of sections
553(b)(1), (2), and (3), (¢), and (e) of this utle [S USCS §§ 553(b)} 1)-(3),
(¢), and (¢)], to exempt any system of records within the agency from any
part of this section except subsections (b). (¢)(1) and (2), (eX4)A) through
(F), (e)(6), (7), (9), (10), and (11), and (1) 1f the system of records 15—
(1) maintained by the Central Intelligence Agency, or
(2) maintained by an agency or component thereof which performs as its
principal function any activily pertauing to the enforcement of criminal
laws, including police efforts to preveniy control, or redurz ~rime or to
apprehend criminals, and the activaiticssof prosecutors, courts, correc-
tional, probation, pardon, or parole authorities, and which consists of
(A) information compiled for the purpose of identifying individual
crimnal offenders and.alleged offenders and consisting only of identify-
ing data and notaséns 0 arrests, the nature and disposition of criminal
charges, senténcingy confinement, release, and parole and probation
status; (B) infosmation ¢ompiled for the purpose of a criminal investiga-
tion, including reports of suformants and investigators, and associated
with an idenufiable individual; or (C) reports identifiable to an individ-
ual compiled 4t any stage of the process of enforcement of the criminal
laws from arrest or indietment through release from supervision.

At the time rulés are adopted under this subsection, the agency shall
mclude in the statement required under section §53(¢) of this title [5 USCS
§ 553(c)], the reasons why the system of records 1s to be exempted from a
provision of this section.

(k) Specific Exemptions. The head of any agency may promulgate rules, in
accordance with the requirements (meluding general notice) of sections
553(b)(1), (2),7and (3), (¢). and (¢) of this ntle |5 HSCS § 553(b)(1), (2),
(3), (c), and (&)}, to exempt any system of records within the agency from
subsections (e)(3), (d), (e)(1), (e)(@)NG). (H), and (1) and (f) of this section
if the system of records 15—
(1) subject to the provisions of section 552(b)(1) of this title [S USCS
§ 552(b)(1)};
(2) investigatory material compiled®or law enforcement purposes, other
than ‘material within® fhe ' scope “of ‘subsection ()2) of this section:
Provided, however, (That|if_any individualliy denied any nght, privilége,
or benétit that he would otherwise be entitled by Federal law, of for
which he would otherwise Be eligible, asea, result of the maintenance of
such matetial, Such) matérial shalltbe provided/tofsuchyndividyal, except
to the extent “that! the disclosure’ of such matenial would reveal the
identity of a source who furmshed information to the Government under
an express promise that the identity of the source would be held
confidence, or, prior to the effective date of this section, under an
implied promuse that the identity of the source would be held in
confidence; .
(3) mamtained in connectton with providing protectinve services to the
President of the United States or other individuals pursuant to section
3056 of tuile 18 [18 USCS § 3056]),
(4) required by statute to be mamntamned and used solely as statistical
records; .



(5) investigatory material compiled solely for the purpose of determining
suttability, ehgiblity, or quahfications for Federal civihan employment,
mulitary service, Federal contracts, or access to classified information,
but only to the extent that the disclosure of such matenal would reveal
the 1dentity of a source who furnished information 1o the Government
under an express promise that the identity of the source would be held
in confidence, or, prior to the effective date of this section, under an
implied promise that the identity of the source would be held in
confidence;

(6) testing or examination material used solely to determine individual
quabfications for appointment or, promotion in the Federal service the
disclosure of which would compromise the objectivity or fairness of the
testing or examination process; or

(7) evaluation material used to determine potential for promotion in the
armed services, but-only to the exiemt~that the disclosure of such
material would reveal the identity of a source who furnished information
to the Government under an express promise that the idenuty of the
source would be held in'confidence, or, prior to the effective date of this
section, under'an imphed promise that the identity of the source would
be held in confidence.

At the time rules are adopted under this subsection, the agency shall
include 1n the statément required under section 553(c) of this title [S USCS
§ 553(c)], the reasons why the system of records is to be exempted from a
provision of this section.

(1) (1) Archival Records. Each agency record which is accepted by the
Administrator of General Services for storage, processing, and servicing
m accordance with section 3103 ofititle 44 [44 USCS § 3103] shall, for
the purposes of this section, be considered to be maintained by the
agency which deposited the record and shall be subject to the provisions
of this section. The Admumstrator of General Services shall not disclose
the record eacept w the agency which mamiains-the record, or under
rules cstablished by that agency which are not inconsistent with the
provistons of this section. ‘

(2) Each ageney record pertaming to an adcenbitiable individual which
was transferred to the National Archives of the United States as a
record which has sufficient historical or other value to warrant its
continued presefvation by the United States Government, prior to the
effective date of this Section, shall; for the purposes~of this section, be
considered 40 be maintained by the National Archives and shall not be
subject “tb the provisions of this section, except that a statement gener-
ally describing such records’ (modeled after the requiremeénts relating to
recdrds subject 10 subsecnons {e)(4)A) through (G) of this section) shall
be published invthe Federab Régster,
(3) Each agency record pertaining to an idenufiable individual which 1s
transferred to the National Archives of the Umted States as a recoid
which has sufficient histonical or other value to warrant its continued
preservation by the Umited States Government, on or after the effecuve
date of this section [eflective 270 days followmg Dec. 31, 1974], shall,
for the purposes of this section, be constdered 1o be mamtained by the
" National Archives and shall be exempt from the requirements of this
section  except subsections (¢)(4)(A) through (G) and (e}9) of this
section.

(m) Government Contractors. When an agency provides by a contract for
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the operation by or on behall of the agency of a system of records to
accomphsh an agency function, the agency shull, consistent with its
authority, cause the requirements of ihis section 10 be apphed to such
system. For purposes of subsection (1) of this section any such contractor
and any employee of such contractor, if such contract 1s agreed to on or
after the effective date of this section, shall be considered 10 be an
employee of an agency.

(n) Matling Lists. An individual’s name and address may not be sold or
rented by an agency unless such action 1s spectfically authorized by law.
This provision shall not be construed to require the withholding of names
and addresses otherwise permitted to be made public.

(o) Report on New Systems. Each agency shall provide adequate advance
notice to Congress and the Office/0f#Management and Budget of any
proposal to establish or alter any sysiem of records 1in order 1o permit an
evaluation of the probable or) potential effect of such proposal on the
privacy and other personal or properiy rights of individuals or the
disclosure of information relating to such individuals, and its effect on the
preservation of.the consitunionai principles of federalism and separation of
powers.

{p) Annual Reports The President shall submit to the Speaker of the House
and the President of the Senate, by June 30 of each calendar year, a
consolidated seport, separately listing for each Federal agency the number
of records contained in any system of records which were exempted from
the applhicationsof this section under the provisions of subsections (j) and
(k) of this section/during the preceding calendar year, and the reasons for
the exemptions, and such other mformation as indicates efforts to adminis-
ter fully this section.

(q) Effect of Other Laws. No agency shall rely on any eaxemption contained
in section 552 of this wtle {5 USCS § 552] 1o withhold from an individual
any record which 1§ otherwise accessible to such individual under the
provistons of this section.

(Added Dec~31, 1974, P. L. 93-579, § 3, 88 Star 15897, Dec. 31, 1975, P
L. 94-183, §2¢2), 89 Stat 1057.)

HISTORY; ANCILLARY LAWS AND DIRECTIVES

Explanatory notes:
A former [STUSC § 552a ‘was'transferred by Act S¢pt’ 6, 1906, which
enacted STUSCS §§ 101 let.seq | andinow appears as TIUSCS § 2244

Effective date of section: '
Secuon (8 of, Aet BPec 3, pl 974, aprovided pthar thesy seeyom 'shall
become effective 270 days followsng the day on” whichthis "Act 18
enacted [enacted Dec. 31, 1974]) ™" see the Other provisions note to this
section.

Amendments:

1982, Act Oct 25, 1982, 1n subsec. (b), 1n para (10), deleted “or" following “Office.”, in
para (11). substituted ™, or™ for a concluding penod, and added para (12), and, 1n subsec
(m). designated the exisuing provisions as para (1), and added para. (2)

Act Dec 21, 1982, in subsec (e)(4), in the introductory matter, substituted *“‘upon
ostablishment or revision™ for “at least annually™; and substituted subsec (p) for one
which read “Annual Report The President shall submit 1o the Speaker of the House and
the President of the Senate, by June 30 of each calendar year, a consolidated report,
separately lisung for each Federal agency the number of records contained in any system
of records which were exempted from the application of this section under the provisions
of subsections () and (k) of this se¢uion dunng the preceding calendar year, and the
reasons for the exempuions, and such other informaunon as indicates efforts to administer

fully this section ™
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1983, Act Jan 12, 1983, in subsecs. (b)(12) and (m)(2) substituted “section 371 () of utle
31” for “'section 3(d) of the Federal Claims Collection Act of 1966 (31 US C. 952(d))".

1984, Act Oct 15, 1984, in subsec. (q), designated the existing provisions as para. (1), and
added para (2)

Act Oct 19, 1984 (cflective 4/1/85, as provided by § 301 of such Act, which appears as 44
USCS §2102 note), 1n subsec. (b), substituted para (6) for one which read: “to the
National Archives of the United States as a record which has sufficient histoncal or other
value to warrant ns continued preservation by the United States Government, or for
cvaluation by the Administrator of General Services or his designee 10 determine whether
the record has such value,”; and in subsec. (I)(1), substituted *“Archivist of the United
«States” for “Administrator of General Services” in two places.

’

§ 552a. Records maintained on individuals
(a) [Unchanged]
(b) Condition of Disclosure. [Introductory matter unchanged)
(1)«5) [Unchanged]} .
(6) to the Nationa} Archives and Records Administration as a record which has sufficient
historical or other value to warrant its continued preservation by the United States
Government, or for evaluation by the Archivist of the United States or the designee of the
Archivist to determine whether the record has such value;
(7)~(9) [Unchanged] RS - —— - . e
(10) to the Comptroller General, or any of his‘authorized representatives, in the course of
the performance of the duties of the General Accounting Office;

" (11) pursuant 1o the order of a court of competent jurisdiction; or
(12) to a consumer reporting agency in accordance with section 3711(f) of title 31 {31
USCS § 3711(D)].

(c), (d) [Unchanged}

(e) Agency Requirements. [Introductary matter unchanged]

(1)—(3) [Unchanged] . )
(4) subject to the provisions of paragraph (11) of this subsection, publish in the Federal
Register upon establishment or revision a notice of the existence and character of the
system of records, which notice shall include— H

(A)XI) [Unchanged] ;
(5)<11) [Unchanged] ;

(f)~ (k) [Unchanged}

()(1) Archival Records: Each agency record which is accepted by the Archivist of the United
States for storage, processing, and servicing in accordance with section 3103 of title 44 [44
USCS § 3103] shall, for the purposes of this section, be considered to be maintained by the
agency which deposited the record and shall be subject to the provisions of this section.
The Archivist of the United-States shall not disclose the record except to the agency
which mamtains the record, or under rules established by that agency which are not,
inconsistent with the provisions of this section.

(2), (3) [Unchanged]

(m)(1) Governmient-Contractors—When-an-agency-provides-by.a contract for the operation by
or on behalf ofithe agency of a system of records 1o accomplish an agency function, the
agency shall, consistent with its authority, cause the requirements of this section to be
apphed to such system. For purposes of subsection (i) of this section any such contractos
and any employee of such contractor, 1f such contract isdgreed to on or after the effective
date of this section,:shall be considered to_be an employee of an agency.

(2) A consumer reporting agency to which'a record s disclosed under section 3711(f) of
title 314[31 USCS § 3711(f)) shall not be“considered a contractor for the purposes of this
section. .

(n), (o) [Unchanged]

(p) Annual-Report. The President shall annually submit to the Speaker of the House of

Representatives.and.the-President, pro tempore of the.Senate a report—

(1) describing “the jactions of the Director of the Office of Management and Budgd!
pursuant. to. section 6 'of ‘the-Prvacy"Act of 1974.during the preceding.year [note to ths
section};

(2) describing the exercise of individual nghts of access and amendment under this sectiod
dunng such year,

(3) 1dentifying changes in or additions to systems of records,

(4) containing such other information concerning administration of this section as may x
necessary ar useful to the Congress in reviewing the effectiveness of this sectuon ¥
carrying out the purposes of the Privacy Act of 1974 [note 10 this section)

{Q)(1) Effect of Other Laws No agency shall rely on any exemption contained in section 5.52
of this ntle [5 USCS § 552) to withhold from an individual any record which is otherwisf
accessible to such individual under the provisions of this section.

(2) No agency shall rely on any exemption in this section to withhold from an individu
any record which is otherwise accessible 10 such individual under the provisions of sect1o”
552 of this tule {5 USCS § 552)

(As amended Oct 25, 1982, P. L 97-365, §2. 96 Stat 1749, Dec. 2}, 1982, P L 97-37%

Tule 11, § 201(a). (b), 96 Stat 1821; Jan 12, 1983. P L 97-452. § 2(a)1). 96 Stat 2478, 0"“

15, 1984, P L 98-477. § 2(c), 98 Stat 2211, Oct. 19, 1984, P L 98-497, Tule 1, § 107(g), ¥

Stat 2292
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