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## 5070528021 : MAJOR SOFTWARE ENGINEERING
KEYWORDS : Requirements Engineering / Security Requirements / Information Storage

and Retrieval

AKARIN JANTARAROUNGTONG : SECURITY REQUIREMENTS STORAGE AND
RETRIEVAL USING SECURITY PATTERNS. THESIS ADVISOR : ASST.PROF.
NAKORNTHIP PROMPOON, 139 pp.

Security requirement is one of importanissystem requirements. It specifies any
requirements regarding security, integ’fity, or privacy issues. It has impact in different
phases of software develepmentlife cycle. Thus, itis very important to define security
requirements with compéless charag.teristic at the beginning a project. However, it is

r

not easy to define sinc’:yﬂ' requires"inter-isﬁ/e experience and a broad range of securify
knowledge. Therefore, Ugihg app}yir?g iroSPormation retrieval principle in order to retrieve
the security requirements from previous i}gpjgcts that are similar to the new project is
used to define security requirements for égucing costs, efforts and time of the software
development process. re= 7 :":"

—
—

This thesis proposes a-approach anbL-toal for the stores and retrieves security
requirements and sepu&ty_pattems_basedeLmatLOD:re’trleval principle and security
patterns. There are 4 retrieval methods as follows 1) securlty requirements retrieval
without patterns in ugéd, 2) security requirements retrieval with patterns in used, 3)
security patterns fetriéval/by keywords and.4) security patterns retrieval by structure. All
are methods based on vector space model. Recall, precision and harmonic mean are
used tojevaluate the performance;of thel proposedimethods

The experimental results indicate that precCision and harmoniC mean of security
requirements retrieval with patterns in used are better than security requirements

retrieval without patterns in used and security patterns retrieval by structure give

precision and harmonic mean more than security patterns retrieval by keywords.
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U7 2 4 pfcudunailundsnadranssnmAaanFiasnig [9]

i L = ’: v
AN 2.4 NIZaAugAT BgNTMAAAGNI INARINEENNN TH AT LTENEINTELAWNNIAIT

L A%

9, 10] | /)

o i = N - & >
1) Anmau il ld (Feasibility studies) WunnsAnsnamdullifaes
akd v ol
|d| o o dl [- o ey -. 9 a d” % =

sruvTuinazian e F9evianasteaeIaiaanvmiegsnailiesiu Maaziaanlag
$196srLL uazasienszuulifdliaiuginaaeastadion fudouses@eindn Gaadng
annsdnanthtedre TRl iF et lave e lidingnszuounis
N9IAINTINANNGBINIFa 1 |

2)  NMTNUEIESINANNFDINE (Requirements Elicitation) Wunszuqunig
dl o 14 A a I 4 1
Naiinn1999UsIn MG KA IN8 TR alE AR AN N ssaL AN A NFeINITidun g
Aunmal nasgqsaMenals vizama iaaw ayiasdTlunaadesduiltisruuinenss Tnad
qatlsyasd lunnsiidayanazian g lunisituuasdss iulilaaNAsTRow Avugnsias
w9504 1MUAANNABINIT

3) N199LATIZIANARINNT (Requirements  Analysis)  Lilunssuaunng

AAziANFBINIINTELUNHRIN RENUNTUE AN alesiuRaadedlasting sz

sL ¥ A P dl A b % = o a Qr ! LA
ating vise gnldilels gnldlnelas Tnaenaasfiaadinnanivun@ngsine] lunisldaussuy



15
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(Agreed Requirements) FaNINUALRITZLL (System Specification) WAZLLLANABNTZUL

(System Model)

2.1.3. AMNABINITANUANNNUAY (Security Requirements)
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Ref-Monitor - Subject , Authorized-Roles | Protection-Object  “."
Subject =  Subject-hlame . *, who acquires’, Role-Mzme |, “rolz, ";
Subject-Name = 7 The name of subjact sUCh 25 PErson or arocess 7 ;
Role-MName =  7The cefined role in organization based on i's policy 7 ;
Authorized-Roles = “is authorized 1o | Right-List ;

Rignht-List = Right , [*," Right] ;

Right = [“read” | “write” | “modify” | User-Define-Right ]

(* users can define a new right by themselves.
This feature is supported by the prototyping tool *)
User-Define-Rignt = 7 AREW rgnt wWicnoenned by user 7 |

Protection-Object

7 The name of 23Sz hieh subject attempt to access 7 ;
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Somsak, who acqlifes doclasfolelis authorized 1o read, modify paticnt records.

Somsri, who acquiesS nurserolel 3 authonzed to read the medieal orders.
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threats), NalaALANNNNWAY (Security solutions) WAEN1TIARINNNUAY (Security metrics)
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GM61 GM62 GM63 GM64 GMB5 GMB6 GMB7 GM6& GM71 CMr? GM73 GM74 GM82 GMm83 GM84 GM85 GM121 GM122 GM123
GM61
GM62 AssetName
GME3 AssetName
GM64 ThreatName
GM65 AssetName | AssetValue | LikelihoodScale| SeverityScale
GMBE AssetName RiskValue Included
GM6T AssetName
GMe8 AssetName 14Serivce
GM71 include Include Include
GM72 IA Sérvice
GM73 14 Senvige + sword
GMT74 IA Servicet,Biometric|
GMB81 AssetName
GM82 AssetName AuthorizedRole|
GM83 AssetName
GM84 AssetName Include
GMB5 AssetName
GM121 AssetName Include Include
GM122 AssetName
GM123 AssetName
GM8&1 rmﬁ:ym’uﬁw'mmiﬂqwsJ:fuﬂ«ﬁwu%ﬂ?uw%’wa’mm’ni (Security Needs Identification for Enterprise Assets) 6M73  nseanuunussldeusiacinu (Password Design and Use)
GME2 AsiuUALA ANAUNTNE (Asset Valuation) GM74  YNSLABNANTEANULLINIIA (Biometric Design Alternativa)
GMB3 Asilsuiiiuiagnans (Threat Assessment) GMg1 msl#§nuna (Authorization)
GMe4 nmssdienasdes (Vulnerability Assessment) GME2  nrauRuNN T e TN (Role-Based Access Control)
GM65 RSP ALARINANA IR (Risk Determination) VB3 | ik g d o2t MultileVel Securityy
GME6 wnAamwsTuRtesdng (Enterprise Security Approaches) GMed  niLihdsin s e 198 (Reference Menitan)
GM67 Winsanusiuaseadng (Enterprise Security Services) GMBS  mstienaAnE L Run (Role Rights Definition)
GME3 rmfﬁ'ﬂﬁ'ﬁﬂum@ﬁﬁuﬁwﬂaﬁw (Enterprise Partner Communication) GM121  IWafisinTaauniaing (Packet Filter Figewall)
GMT1 audasmsmesruuaEn1sigailFnny (18A Requirements) GIf9? 6 B i [Proftn 888 ralE)
GMT2 mMaRanmreanuuunsrzyuAznNTRasFEIRU (Automated 18A Design Altemative) oMiZs |UlidhasadidEtandus (Stateful Firewall)
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1

Computer (or server), Network devige, Printer,"CCTV camera, and
Office facilitate requires confidentially, integrity, availability and
accountability under the auspices of laws or regulation and

business process.

GM61

Personal data requires confidentially, integrity and availability

under the auspices of business process.

GM61

SE laboratory member requires confidentially, integrity and

availability under the auspices of mission and goals and business

process.

GM61
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4

The asset valuation of Computer (or server) is Extreme in security
requirements rating, High in financial value rating and Extreme in

business impact rating. So, the overall impact value is high

GM62

The asset valuation of Thesis File is High in security requirements

rating, Low in financial value rating and Low in business impact
Fi
. y T,
rating. So, the overall impact value is low_

-

The asset valuation—of Office, facilitate=is“Medium in security
requirements_rating;, Medium in financial value rating and Medium

in business impé’él;aﬁ'hg. S0, théeh overall impactvalue is low

The asset vayéﬁ) yOf eritical Iabljratory data is Extreme in security

requirements r. lng,."High iﬁjfiﬂar{cia value rating and Very high in

— i

business impac at|r.fg Soﬁ the ovée)rau impact value is high

The asset va‘ra' n of Pefsona|fﬂata is Very high in security
1-4 "
requirements T mg, Low in ﬂnancual “value rating and Low in

I
o

business impact ra'tlng.,_S_o,,the ove-ra_l[;ajpﬁact value is low

The asset valuation of??E !aboratory‘member is Very high in
-'s_:__

security reqwrements ratlng, Low in %lnanmal value r?tmg and Low

in busmesj‘jmpact rating. So, the overal impact va ue l$ low

10

The asset Tvaluation of CCTV camera is Extreme in security
requirementg rating, High in financial value ratin_g and High in

businless impactrating #Saj theroverall impactivalue isthigh

"

The, ‘asset valuation “of Network device"is=Extreme "in “security
requirements rating, Medium in financial value rating and Extreme

in business impact rating. So, the overall impactivalue is high

12

The asset valuation of Printer is Negligible in security requirements
rating, Medium in financial value rating and High in business

impact rating. So, the overall impact value is low

GM62

13

The likelihood of lost or damaged for critical laboratory data is

Low. The consequence of this threat is attacker monitoring failure.

14

The likelihood of unauthorized modification for SE laboratory

member is Medium. The consequence of this threat is attacker can

GM63
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enter the SE laboratory room, and real SE member cannot enter the
SE laboratory room.
GM63
15 The likelihood of lost or damaged for CCTV camera is Low. The
consequence of this threat is attacker monitoring failure.
16 The likelihood of communication pro.blem for Network device is
Medium. The conseguence of ' ihis ':threat is communication
problem. 2
17 The likelihoodwof™error for Network devieewis. Medium. The
consequenceof tli;-threat 5 cor'@munication problem.
18 The likelihogd™of packed /(in c‘gse of server) for Computer (or
server) is M’e;*ﬂ?ﬂ. The cdhéeqée?'%ce of this threat is denial of
J —_ GM63
service. ' Y '15 "
19 The Iikelihoot‘nrla of* lost fo_r;lCo;gc_Jter (or server) is Low. The
consequence of this threat is chgo;:; |n the laboratory, such as,
contacting to a pdicq,-! a}m.__(i)wner dlf;’t:t;?'itﬁomputer cannot work at
all.. ) = ?
20 The |ikelihoiod of Ios-t_fa_r-i\l:etwork dé\‘;iée i;_ow. Thejconsequence
of this ’[h-l’:?.éj iS-communication failure. jJ
21 The cause E)f lost or damaged is attacker want to att:ack, or want to
steal a devigé which has Extreme severity level. -
22 The“cause of unauthorized accésstis @ nottwell"pretection policy
which has Extreme severity‘level.
23 The cause of lost or damaged for CCTV cafiiera is attacker want'to
reduce the ‘security level of the 'SE'laboratory which has Extreme
severity level. GM64
24 The cause of unauthorized modification is be pretending of
someone external or internal which has Very high severity level.
25 The cause of lost is unexpectedlyevent which has Extreme severity
level.
26 The cause of lost is an attacker want to attack, or want to steal a

device which has Extreme severity level.
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27 The qualitative risk for SE laboratory member is Medium.
28 The qualitative risk for Network device is High.
29 The qualitative risk for critical laboratory data is Very high. GM65
30 The qualitative risk for Computer (or server) is High.
31 The qualitative risk for CCTV. camera LS{ Extreme.
32 Protect Availability of Computer (or s€iver) require high level of
detection, high level of prevention ana high level of response with GM66, GM67
following servieesAccouniing and Access Control.
33 Protect Avaua'f:')'i’l—i;t of Networ\i device require. high level of
detection, hiwﬂe/vfyof prevention and high level of response with
following sery/;ecunty Management
34 Protect Confle/\( ali of entlcal Ié}boratory data require high level
of detections/and lgh Ievel of pré?ienﬂon with following services: GM®66, GM67
& .f-* L
Accounting, Aceess Control end Secyrlty Management.
35 Protect Conﬂdentléhty of &F: Iaborateryxpember require high level
of detection and h|gh level of preveT-'mon with following services:
-
Accountlng and Access Control J,f
36 SE Iaboratg.ry admin with admin role can access ontlt‘gl laboratory
data by usmg through HTTP/ HTTPS protocal ThIS require 1&A GM68
service named, I&APassword Laboratory . N
37 The' service | named, ) I&APassword (1 Laboratory,« service for
Laberatory data. by use'username and password, should minimize
GM71, GM72,
risks to user safety by ‘using identifier=and password. “Fhe
GMT73
specification,ofl password should beé length range is 4215/ lifetime
is Forever,
38 The service named, biometric authentication should accurately
GM71, GM72,
recognize legitimate actors by using biometric. The biometric
GM74
should be finger.
39 SE member who acquired admin role can modify SE laboratory
GM81,GM82,
member.
GMm84
40 SE member who acquired admin role can modify critical laboratory
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data.
41 SE member who acquired member role can access Thesis File.
42 SE member who acquired member role can modify Personal data. GM83
43 SE laboratory member has a medium classification level.
44 Member role can perform following tasks: download thesis file and
read thesis file.
GM85
45 Admin role can perform following tasks. access thesis file, delete
thesis file, download thesis'file and modify. thesis file.
46 The requestffromthe external host is denined to access critical
laboratory daté"through P/ HETPSRRIRL BIR S Relit. .
- - — GM121,
a7 The request gffoms P2P package  is permited to access Office
4 B T GM122, GM123
facilitate through P2P Port. the bandwidth can noet more than limit
50 KB/s. = 4
48 GM121,

The request from 161.200.><xx.xx>é-:'i_?i_ permited to access internet

L N

el

laboratory services.

GM122, GM123

A19719% N.3 mmﬁmmimwﬁi—m&i{mi:uu’ﬂfﬁh}iﬂmimwgmm

lrsens | szuudprassesisanganan———n |
o — 3 7 ul by
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1 Hospital  information  requires integrity, availability —and
accountability underithe auspices“of mission arid:goals;=financial
health, business process and enterprise location.
2 out_patient department _card (OPD .Card)‘requires_confidentially,
integrityy T availabilityf and «accountability, under the_auspices of
mission and goals.
GM61
3 Computer of hospital requires integrity and accountability under
the auspices of mission and goals, financial health and business
process.
4 Server system requires integrity and accountability under the

auspices of mission and goals, financial health and business

process.
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5

patient profile requires confidentially, integrity, availability and

accountability under the auspices of mission and goals.

Laboratory requires confidentially, integrity, availability and
accountability under the auspices of mission and goals and

enterprise location. J
J'

Dispensary requires confldent!ally, lmegnty availability and
accountability under ihe aus_@ces ofmission and goals and

enterprise location:

Hospital mana@'g { system | requires confidentially, integrity,
availability agCountapility Lnder the auspices of partner

4 . 4 o+ =
relations, mission nc_j goals; business process and sensitive
— et
business event. -

.f-* *
accountability under he ausplces of‘r;ussmn and goals.

Laboratory {/‘ atlem requﬁ'es confidentially, integrity and

10

B )

Doctor personal dbta requwes con‘ﬁdé'mjlally integrity, availability

and accountabmty under the auspmes of laws or regulation,
partner relatlons mission and goa{s f|nanC|a| he?ith business

-

process aig enterprise tocation. L J

1"

Patient personal data requires confidentially, inte@rity, availability
and accou_ﬁ’tability under the auspices of laws or regulation,

partrerrelations sfinancial jhealthrand-enterprise loeation.

12

staff personaldata requires confidentially, ‘integrity, availability and
accountability under the auspices of laws=er regulation, paftner
relations, mission and 'goals, financial health,|business precess

and enterprise location.

13

Nurse personal data requires confidentially, integrity, availability
and accountability under the auspices of laws or regulation,
partner relations, mission and goals, financial health, business

process and enterprise location.

14

Pharmacist personal data requires confidentially, integrity,

availability and accountability under the auspices of laws or

GM61
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regulation, partner relations, mission and goals, financial health,

business process and enterprise location.

15

Medicine Information requires integrity, availability and
accountability under the auspices of laws or regulation, partner

relations, mission and goals and financial health.
Fd

16

Medicine requires integrity, availapility .and accountability under
the auspices of laws or regula_’Ei‘pn, partner relations, mission and

goals and financial*healih:

17

Adverse drugrﬂ‘s'fr Uires conﬂjentially, integrity, availability and
accountabilit nd r'the auspices of mission and goals.

GM61

18

The asset val tion of doctor personal data is Low in security

requirements r. ?LOW in fln cial value rating and Low in

business impact rating. So the ove?all impact value is low

19

The asset va[ﬂon of netvvork.r dewce is Low in security

14 I'

requirements ratmg HLgh m ﬂnanaaﬂ'\falue rating and High in

- o

business impact ratmg SO‘ the overEI:Tr'npact value is medium

20

-..F‘"

r
The asset yaluanon of patlent personal data is Medjprm in security

reqwremez}s rating, Low in financial value ratlng* and Low in
L

business impact rating. So, the overall impact value'is low

GM62

21

The asset valuation of laboratory result of patient is Low in security
requirements: rating, fHighy in (financialpvalue ratinggandszHigh in

business impact rating. So;the'overall impactvalue is medium

22

The asset valuation of laboratory result of patient is Low in security
requirements rating, HighLin financial value rating and Medium in

business impact rating. So, the overall impact value is low

23

The asset valuation of out patient department card (OPD Card) is
Medium in security requirements rating, Medium in financial value
rating and Medium in business impact rating. So, the overall

impact value is low

24

The asset valuation of Hospital information is Low in security

requirements rating, Negligible in financial value rating and Low in

GM62
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business impact rating. So, the overall impact value is low

25

The asset valuation of staff personal data is Low in security
requirements rating, Low in financial value rating and Low in

business impact rating. So, the overall impact value is low

26

The asset valuation of "~medicine: is Extreme in security
requirements rating, Extreme in financial'value rating and High in

business impact rating. So, the gverallimpact value is high

27

The asset valuation of«léboratory is High in security requirements
rating, Highwin finaacialivalue rajtling and High inbusiness impact

rating. So, the'overall impact value is medium

28

The asset \%tion of furse pE;[s'onaI data is Low in security

requirements r_afing_, LOWA in ﬂné_yoi*al value rating and Low in

. . r f ) |
business impact rating. So, the overall impact value is low

S A A

29

The asset valuation of phar_macistxﬁ-?gsonal data is Low in security
requirements rating, J'_!Qw_ in finan?zj,q_f:fyalue rating and Low in

business impact rating: S_(;the overalfimpact value is low

30

The assetvaluation of adverse drug list is Medium in security

L -l

requiremeriis rating, High in financial value fating” and High in

business im:p‘act rating. So, the overall impact value is medium

31

The asset valuation of Hospital management system is High in
security’ requirements [rating, "High=in ‘financial value rating and
High jin business impact rating. So, the overall impact value is

medium

32

The asset valuation of Rispensary is High inisecurity_requirements
rating, High in financial value rating and High in business impact

rating. So, the overall impact value is medium

33

The asset valuation of medicine Information is High in security
requirements rating, Low in financial value rating and Low in

business impact rating. So, the overall impact value is low

34

The asset valuation of patient profile is Low in security

requirements rating, Medium in financial value rating and Medium

GM62
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in business impact rating. So, the overall impact value is low

35

The asset valuation of Server system is Extreme in security
requirements rating, Very high in financial value rating and High in

business impact rating. So, the overall impact value is high

36

The asset valuation of Computer offhgspital is Medium in security
requirements rating, Medium in finan€ial*value rating and High in

business impact rating. So, the overall impact value is medium

GM62

37

The likelihoed®of losi*medicine for medicine™is Extreme. The
consequence’ Of _this #sthreat is pharmacist camnot administer

medicine to patienwand hospital loss money.

38

The likelihood#or not enough me‘giéine for medicine is High. The

consequence of this /threat is II}pf]'armacist cannot administer

medicine to patient. -

FRAd ¥

39

The likelihood" of S unautherized ;jap__cess and modification for

ald v ol

laboratory result of patient.is High. 'Ep_gj_j_gonsequence of this threat

is Misappropriation, incapacitation, misuse, exposure, corruption of
T o e

informationy

.
4

40

The |ike|ib_o:bd of lost for network device is Low. Thef_c__onsequence

of this threat is communication failure. All staff cannot use system.

41

The likelihood of theft of information for patient profile is High. The
conhsequence of this (threat fis' Misapproptiation, inCapacitation,

misuse, exposure, corruption of patient information.

GM63

42

The likelihood of lost.or unavailable for laboratory.is Very high. The
consequence of |this threat (is, laboratory{Staff| cannot| access

laboratory. Doctor cannot diagnose patient.

43

The likelihood of Unauthorized access of informational for staff
personal data is High. The consequence of this threat is Exposure,

falsification, incapacitation, misappropriation of information.

44

The likelihood of lost or unavailable data for patient personal data
is Medium. The consequence of this threat is lost personal data

.doctor maybe mistake drug to patient.

GM63
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45

The likelihood of Unauthorized access to informational for patient
personal data is High. The consequence of this threat is Exposure,
falsification, incapacitation, misappropriation of informational

assets.

46

The likelihood of lost laboratory ©r; unavailable for Dispensary is
F

Very high. The conseguence of this tt‘;reat is phamacist cannot

access dispensary. Pharmacie} cannot-administer medicine to

patient..

47

The ||keI|hoo;:oyt server or rror for Server system is Extreme.

The consequence of this threat All Staff cannot access system.
All staff do not orknng 5

48

The Iikelihocyof flost-, or un%va;table system for Hospital

="y

managemenisys em is Extreme The consequence of this threat is
_)"1 l
all staff cannot access the system o 0

49

The likelihood of access Iest proflle forpj,anent profile is Very high.

The consequence of thlsTﬁreat IS EFStaff cannot access patient
-
profile. Maybe doctor mlstake drug to patfent [

50

The I|ke|| od—of lost for patient proflt'e_‘_VeT'y;t high. The

consequence of this threat is All Staff cannot access patient profile.

Maybe doctor mistake drug to patient..

51

The+likelihoad ofy lostyor unavailabley for radverse=drug: list is
Extreme. The~Consequence~of this threat is Maybe doctor‘mistake

drug to patient.

52

The likelihood af lost.orjunavailable for out patient department.card
(OPD Card) is Extreme. The consequence of this threat is Maybe

doctor mistake drug to patient.

GM63

53

The likelihood of lost or unavailable data for pharmacist personal
data is Medium. The consequence of this threat is lost personal

data.

54

The likelihood of lost or unavailable data for Hospital information is

Medium. The consequence of this threat is lost personal data.

GM63
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55

The likelihood of lost or unavailable data for nurse personal data is

Medium. The consequence of this threat is lost personal data.

56

The likelihood of lost or unavailable data for staff personal data is

Medium. The consequence of this threat is lost personal data.

57

The likelihood of lost or unavailablefdata for doctor personal data

is Medium. The consequence of this thre':at'isrlost personal data.

GM63

58

The cause of lost Or unavailable, system-for Hospital management
system is senverdown..By administrator turnteff server or lack of
surge proteciion, gninterruptiblql power system (UPS) which has

Very high severity levels

59

o " T 4
The cause of/,vﬁ'authorized"access and modification for laboratory

— !

result of patlent [ not well prd)teotlon policy. which has High

severity level 4 L. “_ '

60

The cause of g8t server or error fo.r erver system is power down
- e _i

ort theft is steal sefver . WhiCh has Extrem? severity level.

61

The cause of lost Iaboratory or emavallable for Dispensary is
-‘-—_‘;-;

o
Identlflcatron and Authentlcat|on system is failed. whlch has Very

o

high seve__rrgy fevel. _, }

62

The cause of not enough medicine for medicine is Hospital
Managemer?t- System do not alert with number of medicine lower
limited jor pharmagcistide not ardersmedicines which J41as Mery high

severitylevel:

63

The cause of Unauthorizeéd access of#informational for 'staff
personal’ data | is Weak Linformation security [controls enabling

unauthorized access which has High severity level.

64

The cause of access lost profile for patient profile is developer

programming fail. which has High severity level.

65

The cause of lost or unavailable for adverse drug list is server
down. By administrator or lack of surge protection, uninterruptible

power system (UPS) which has Very high severity level.

GMo64

66

The cause of lost for patient profile is server down. By

GMo64
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administrator turn off server or lack of surge protection,
uninterruptible power system (UPS) which has High severity level.
The cause of lost for network device is power down. which has oMo
o Medium severity level.
68 The qualitative risk for laboratory result.of patient is Low.
69 The qualitative risk for Dispensary. is‘Medium.
70 The qualiitative riskforHespital management system is Extreme.
71 The qualitativessisk for medicineis Medium.
72 The qualitative risk jor network d?vice is Negligible: GM65
73 The qualitativ,e"'r%sk for patient préfile is Medium.
74 The qualitativfe«-ﬁsk for Servér_systir’ﬁ is Very high.
75 The qualitative gisk for staff personal data is Negligible.
76 The qualitative risk for adverée dru'ig‘;lilstai_s Medium.
Protect Availability of Serl/_edr'syster';j'j,‘@guire high level of detection,
high level of prevéntiop: and. high Ie\:/@_ng response with following
o services: I1&A Service, A&ounting,?iéc::gss Control and Security
Management. - i |
Protect (I‘-J__o:r,’iﬂdentiality of patient personal data requ[F_ed;low level of
78 detection and moderate level of prevention with folldwing services:
Aocounting;nd Security Management. N
Protect Accountability [of imedicine™require high*level of‘detection
79 andghigh level of response with following services: 1&A Service,
GM66, GM67
Accounting, Access_Control.and Security Management,
Rrotect Availability (of Jadverse. drug list frequire _low level of
80 detection, moderate level of prevention and high level of response
with following services: Accounting and Security Management.
Protect Accountability of laboratory result of patient require high
level of detection and high level of response with following
o services: Accounting, Access Control and Security Management.
Protect Availability of Hospital management system require low
82 level of detection, moderate level of prevention and moderate level
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of response with following services: I&A Service, Access Control

and Security Management.

83

Patient with patient role can read patient profile by using through
HTTP /HTTPs protocal .This require I&A service named,

hospitalPassword.

GM68

84

The service named, hospitalPassword,'ﬁ%pEaIPassword is service
to identification user.; should ac_&urately de;[eot imposters, minimize
mismatch with.usercharacieristics, minimize time and effort to use,
minimize risKs-va'-" "if-safety nd minimize changes needed to
existing infry&i by usi:g identifier .and. password. The
specification offpassward sﬁoﬁldzbJe; composit is character (a-z) or
number (0= /th‘ range F 35,,l|fet1me is 90 day, source is
user, owners yéwdual storagé—-ls legitimately read only by the
J'-* L

log-on process and encrypt passwords entry is keyborad,

authenticate penogj Is 60 second of ﬂme",j,

GM71, GM72,
GMT73

85

The service named, I&A aecessRooa:&: I&A accessRoom is service
¢ P
for identification and authentlcatlon to entry Jrl,oom, should
4 e
accurately— i —minimi i en | with user
_‘jf} _'LJ
characteristics, minimize time and effort to use, minimize risks to

user safety, minimize changes needed to existing infrastructure
and=minimize caosis of smaintenances-management, and .overhead

bylusing“biometric. The biometricishould be finger.

GM71, GM72,
GM74

86

Limited user who acquired®laboratory staffsean modify laboratory

result of, patient.

87

Limited user who acquired doctor can access laboratory result of

patient.

88

Limited user who acquired doctor can modify adverse drug list.

89

Limited user who acquired pharmacist role can modify adverse

drug list.

90

Limited user who acquired nurse can access adverse drug list.

91

Limited user who acquired nurse can access patient profile.

GM81, GM82,
GM84
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92 Administrator who acquired Administrator can modify Hospital
management system.
93 Administrator who acquired Administrator can modify staff
personal data.
94 Staff member who acquired Iaboratory staff can access laboratory.
The requirements /condition Joonstraiis are ldentification and
GM81, GM82,
Authentication by fingerprint. 2
GMm84
95 staff member.who acqguired pharmacist role.can access Drug
Room. The requirgments /eondition /constraints are Identification
and Authentigaﬂo/n_ by finger prinl
96 Limited user/wﬁ’g acquired"édéctéraf::an modify patient profile. The
requirements /_E_;_.o'hqition -_/co?lstraEts-_- are after doctor diagnose
patient. ’ _ i “
97 patient profile has a med|um class'rﬁcjgti(‘)n level.
98 Server system has a e}x!trg_;f;e classiﬁ;;%:pﬂ level.
— == GM83
99 patient personal data hasg’a_ mediurg_:gla_slsi_fication level.
100 Adverse d_r4ug list has.é__rr-]e'dium cla-égif-ic‘a?o-n level. f
101 Nurse rd]__e{(;ﬁan perform following tasks: access labo?lfajbry result of
patient, acczé‘ss adverse drug list and access patienf profile.
102 Laboratorywstaff role can perform following _-tasks: access
laboratory resdltofipatient and modify laboratory result ofpatient.
103 Pharmacist role can perform following tasks: access adverse drug
list, access_patient profile, administer “medicine and modify MBS
adverseydrug list.
104 Doctor role can perform following tasks: access laboratory result of
patient, access adverse drug list, access patient profile, modify
adverse drug list, modify patient profile and prescribe medicine.
105 The request from External host is permited to access Hospital
information through HTTP Port. External can access by website by GM121,
internet. GM122, GM123
106 The request from 192.168.xxx.xxx is permited to access Hospital
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management system through 10550 Port. All staff can access
system by intranet.
[5]’1?’1\‘]17‘; n.4 V’YJ’]QJ[;’II‘Nﬂ’]?ﬁQWNﬁuﬂ\iﬂﬂﬁﬁ‘ﬁﬁUU"ﬁ/@ﬂ’ﬁﬁ‘N@H@
Tasenns | szuudpnnsiiedayn ;/:{g
Yai = mmﬁmmmdm Tnennsaiild

1 book, CD—ROI\P/IT,F_Thesis bookTand magazinerrequires integrity,
availability arg.aﬁé—b fabiity uﬁder the auspices. of mission and
goals, financW’:nd enter;lﬂse location.

2 book infor%a i CD ROM mf@rmanon and Thesis book
information# re 'prid—enti Ily,'_ integrity, availability and
accountabilit e rau,'sp!ces;pf mission and goals, financial GM61
health and entegpris lo"C’aﬁ-'o:h. $ 5

3 university ||brary)(ysterﬁ ahd umvér%aty library server requires
integrity, availability andﬂee-ountab#_&y-uﬂr:der the auspices of laws
or regulation, mission ahd 'goals, buéihes's“process and enterprise
Iocation:'l—'% -

4 The ass;f:'valuation of Thesis book information;EJ Medium in
security requirements rating, Medium in financial value rating and
Medium in business impact rating. So, the averall impact value is
low

5 The asset valuation of ngtwork device is Medium in security
requirements rating, Medium in financial value rating-and Medium
in business impact rating. So, the overall impact value is low

GM62

6 The asset valuation of university library server is Extreme in
security requirements rating, Extreme in financial value rating and
Extreme in business impact rating. So, the overall impact value is

very high

7 The asset valuation of university library system is Extreme in
security requirements rating, Extreme in financial value rating and

Extreme in business impact rating. So, the overall impact value is
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high

The asset valuation of CD-ROM is Medium in security
requirements rating, High in financial value rating and High in

business impact rating. So, the overall impact value is medium

The asset valuation of Thesis' Pook is Medium in security
requirements rating, Very high in fih@alue rating and Very
high in business impact ratings So, the ovel‘fa,ll impact value is

medium g— !
_ S

10

The asset vafﬁ'a”df Q_f book isiMedium in- security. requirements

manmal value ratlng and Very high in business

rating, Very

impact rating..80, t e}qv?’rall |mpact value is medium

1"

7
The asset \yﬁo o) book lnf rmation is Medium in security
requirements rating, edlum in flnamlal value rating and Medium
ok .-‘J-i ¥

in business impact n tmg So the o.v?’all impact value is low

12

The asset valuatleﬁ of,GD—ROM m.fonmaj'rpn is Medium in security

requirements rating, Medlum in ﬂnanpal value rating and Medium
i -

in busmessympact rating. So the overall impact valug s low

13

—

The asset},yaluanon of magazine is Low in securltx'_giqmrements

rating, I\/Iedlum in financial value rating and Medium in business

s g AF
S —

impact rating. So, the overall impact value is low

GM62

14

The. likelihood of Theft for bookK is“Extiteme. The cohseduence of
thisgthreat is Misappropriation, incapacitation, misuse, exposure,

corruption of of book. other User cannot bofrow book,.

15

The likelihood of Theft forsmagazine is Highi The cansequence of
this threat is Misappropriation, incapacitation, misuse, exposure,

corruption of of magazine. other user cannot borrow magazine.

16

The likelihood of Theft for CD-ROM is Extreme. The consequence
of this threat is Misappropriation, incapacitation, misuse, exposure

of CD-ROM. other user cannot borrow CD-ROM..

17

The likelihood of Theft for Thesis book information is High. The

consequence of this threat is Misappropriation, incapacitation,

GM63
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misuse, exposure, corruption of thesis book.

18

The likelihood of Theft for Thesis book is Extreme. The
consequence of this threat is Misappropriation, incapacitation,

misuse, exposure, corruption of thesis.

19

The likelihood of Theft of informati-o/r} for magazine is Low. The
consequence of this threat is Misapp”rf;ﬁﬁgﬁon, incapacitation of

magazine. 3

20

The IiKeIihood"G’r"Iheft: of information for Beek: information is

"

Medium. The“g:, quence of this threat is Misappropriation,

incapacitati

, Misdsey exposure, corruption of thesis information.

21

The likelihood#of Thefti f,imzqr'maﬁ_‘o’r; for Thesis book information is
Medium. The nseq e'r.rce_of &is’.‘threat is Misappropriation,
incapacitation, misuse, exposure, 56Eruption of thesis information.

H R A
*

22

The likelihood Jse er down ‘or eﬁg for university library system

Al

is High. The con qu@_nge'_of this:_‘rgﬁfq'gg is user cannot access

system. user do not working,do nofﬁbrrow, do not give back, do
e T, ™

e ]

not searcﬁ_jnformation. ' J.-f'

23

The likellbi56d of blacKout for University library server is High. The

consequence of this threat is user cannot access system. user do

s -
L -

not working,do, not borrow, do not give back, do not search

information.,

24

Theslikelihood of lost server or error for university library server is
Extreme. The consequence of this threat‘is*user cannot access
systemjuser do notgwarking,do.not borrowdolnot lgive back, do

not search information..

25

The likelihood of Theft of information for CD-ROM information is
Medium. The consequence of this threat is Misappropriation,

incapacitation, misuse, exposure of CD-ROM information.

GM63

26

The cause of lost server or error for university library server is Lack
of proper physical controls for university library server

localtion.And not well protection policy to manage security. which

GMo64
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has Very high severity level.
27 The cause of server down or error for university library system is
Lack of surge protection, uninterruptible power system (UPS)
which has Extreme severity level.
28 The cause of Theft for book is Laékfof proper physical controls for
book storage which has Extreme se\)eﬁ{kfea\@l.
29 The cause of blackoutfor univessity library. ser‘ver is Lack of surge
protection, uniﬂ'l@??bptib_!e powér system (UPS)"which has Very
high severitydlevel.
30 The causef for The3|s book is Lack of proper physical
controls for thesis }l{s‘];brage W?uch has Extreme severity level.
31 The cause ?e for: *maga2| eis Lack of proper physical
controls for €D-ROM torage WhI06 l}as- Medium severity level.
32 The cause of Tl’fgft r CD ROI\/I is E k of proper physical controls
for CD-ROM storage Wh1ch has Veny: ﬁ_gfﬂseverlty level.
33 The qualitative risk for boo}s is Medlujr}T
o e
34 The quahta:hve risk for CD-ROM is Low. f
L ot GM65
35 The qualitative risk for magazine is Negligible. s
36 The qualita}i‘v,e risk for Thesis book is Medium. u
37 The qualitativerrisk for university library,server is Extreme.
GM65
38 Thé gualitative risk foruniversity library system is Medium.
39 Protect Availability of CD-ROM require high level of detection,
moderate, level«of. prevention and moderate“levelrof response with
following 'services! Accounting‘and Access Control.
40 Protect Integrity of Thesis book require high level of detection,
high level of prevention and high level of response with following
GM66, GM67
services: Accounting and Security Management.
41 Protect Availability of magazine require high level of detection,
moderate level of prevention and moderate level of response with
following services: Access Control.
42 Protect Integrity of university library server require high level of
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detection, high level of prevention and high level of response with
following services: I&A Service, Accounting, Access Control and

Security Management.

43

Protect Accountability of university library server require high level
of detection and high level of response,with following services: 1&A

Service, Accounting, Access Control arﬁsecurity Management.
_al

44

Protect Accountability-of bookr‘equire h'igh le\'/el of detection and

high level of Jesponse- with ffollowing senvices: 1&A Service,

Accounting apd’gmﬂ Manag&iment

45

Protect ACC ta rty of umve‘;isrty library system require high
level of detecti w levei of-response with following services:

Accounting, Ac ss 0 trol and Securrty Management.

46

Protect Availabilj i boek req'ﬂrre high level of detection,
E L .-‘J-i i
moderate level of p ventlora and moderate level of response with

ccquntmg and%e?s Control.

following services:

GM66, GM67

47

staff with staff Irbrary role-can read *aeport university library system
i |__

by using+ ?SL through HTTP protocal for this re‘?{urrement for

manager n read report to check ev ing 4r9|m external

host.This requrre I&A service named, I&APassword.™

48

>

Limited user with student role can retrieve information university
library psystem by, usingSSls rthrough s HFTR sprotoealefor this
requirement=for student ‘ean "retrieve ‘information from “external

host.This require I&A service named, |&APassword.

GM68

49

The 'service. named, |I&ABorrowAsset, service for borrow 'asset
library, book, CD-ROM, thesis book., should accurately detect
imposters, minimize time and effort to use, minimize risks to user
safety, minimize costs of maintenance, management, and

overhead and protect I&A assets by using hardware token.

GM71, GM72

50

The service named, I&APassword, service for user can login for
access system, should accurately detect imposters, minimize

mismatch with user characteristics, minimize time and effort to

GM71, GM72,
GM73
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use, minimize risks to user safety and minimize costs of
maintenance, management, and overhead by using identifier and
password. The specification of password should be composit is
character (a-z) or number (0-9), length range is 4-15, lifetime is 1
years, source is user, storageis [egitimately read only by the log-
on process and -encrypt pass ra(gsf entry is keybroad,
authenticate period is-on sessio& - " 4

51 Administrator wh&ecqgired Aqiministrator can. modify university
library systeﬁz requirem nts. /conditions./constraints are
Identification dzﬁ;enticationiy |&APassword.

52 staff who a tafF Hbrary role. can modify CD-ROM
information: /

53 staff who acq(e ?zrrlrbra-rﬁy role*'ean modify book information.

54 staff who acquired ?[ff I|bra.ry role{%n:)rder book.

55 Limited user whdr aoqulred te;CLd;r;Jcan borrow book. The
requirements /condltlonT /constran;f;‘ are Identification and
Authentrca&on by I&ABorrowAsset 'Feallerrer can ’ta)orrow on 14 VBT GME2
days- ?j d*" GM84

56 Limited user who acquired student can borrow CD-ROM. The
requirements /condition  /constraints are Identification and
Authéntication] bys, I&ABorrowAssetr Student) can derrew on 7
days..

57 Limited user who acquired student cafs borrow book. “The
requirements! /condition | s/constraints lare Identification s 'and
Authentication by I&ABorrowAsset. Student can borrow on 7 days.

58 Limited user who acquired student can borrow Thesis book. The
requirements /condition /constraints are Identification and
Authentication by [&ABorrowAsset. Student can borrow on 7 days.

59 Limited user who acquired student can retrieve Thesis book GM81,GM82,
information. The requirements /condition /constraints are GM84
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Identification and Authentication by I&APassword.
60 Limited user who acquired student can retrieve book information.
The requirements /condition /constraints are Identification and
Authentication by I&APassword.
61 staff who acquired staff Iibrary'l gi& can modify Thesis book
information. 4 /’:‘i_
62 Administrator who acquired Administrator can. modify university
library serven®The requirembnts /condition /constraints are
Ident|ﬂcatlonM enhcaﬂon\by |&APassword:
63 staff who quir d staff I|bra'ry role can. report book. The
requirements /condition / onstralnts are staff can make report of
book.. /
64 Limited use( o] cqu|red s{gc_igrlt can retrieve CD-ROM
information. reqwrements v Ji)ﬂdltlon /constraints  are
Identification and uthq,*nncanon by ’r’&%ﬁassword
65 university library system hg;ls a extrefzr;e c|233|f|cat|on level.
66 un|ver5|ty I_lprary server has a medlum CIaSS|flcatht1 fvgl
67 CD-ROI\L)§ a medium classification level. :_,.l GM83
68 Thesis bookat:was a very high classification level. J
69 book has a high classification level.
70 staff library ‘role ‘can ‘perform following tasks: borrow baok;yborrow
CD4ROM, borrow thesis book, create book information, create
CD-ROM. information,.create .thesis . information,.end, Book,.lend
CD-ROM?Y, lend thesis book; Modify book information, Modify! CD=
ROM information, reserve book, reserve CD-ROM book, reserve
thesis book, retrieve book information, retrieve CD-ROM GM85
information and retrieve thesis information.
71 student role can perform following tasks: borrow book, borrow CD-

ROM, borrow thesis book, reserve book, reserve CD-ROM book,
reserve thesis book, retrieve book information, retrieve CD-ROM

information and retrieve thesis information.
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72

teacher role can perform following tasks: borrow book, borrow CD-
ROM, borrow thesis book, reserve book, reserve CD-ROM book,
reserve thesis book, retrieve book information, retrieve CD-ROM

information and retrieve thesis information.

73

Administrator role can perform following tasks: authorize other
role, borrow book, borrow CD-ROM; Efn:row thesis book, create
book information, create CD__—FOM infermation, create thesis

information, lend«Book, lend CD-ROM ,
book inforrrgaﬁb"'r'i,‘ 'ddify CD-ROM information, reserve book,
reserve CD- Ab0ok| rese:l/e thesis book, retrieve book

information,yﬁév_,e‘ CD-RbM %anC')rmation and retrieve thesis

information: 'y E #

lend-thesis book, Modify

74

The request ﬂ{rm xternal |s perm’ﬂed to access university library
.f-* L
TTP /HTTPs Port,r}h|s session can only retrieve
I

Fry f’f,

system throug

information and regerve bOQK

75

The request from 192 168:T28 XXX |s:ﬁerm|ted to access university
'ﬁ. l__

library system through HTTP /HTTPs Port this sectlor} ecan working

Kuthenﬂcatlon
.’LJ

everythmg

service is I&APassword..

GM121,
GM122, GM123
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s o o o ey
AN AITNPBNNTTABTNR AN Taensndn
1 Mobile phone specification requires integrity and availability under
the auspices of partner relations.
2 Mobile phone store online system and Mobile phone store online
server requires  confidentially, integrity, availability and
GM61
accountability under the auspices of laws or regulation, partner
relations and business process.
3 promotion requires integrity and accountability under the auspices

of partner relations, mission and goals and business process.
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4

Mobile phone categories requires integrity and availability under
the auspices of partner relations, mission and goals and business

process.

Order list requires integrity and accountability under the auspices

of partner relations, mission and goals and business process.
o

GM61

i
The asset valuation of member profileris Extreme in security
requirements rating, Extreme in_jinancial value rating and Extreme

in business impaetrating: So, the overall impaet.value is very high

The asset val:il},of Mobile p one categories is Low in security

requirementsgratingy” Lows in flna cial value rating and Medium in

business impa ratnng S0, the overéll impact value is low

g
The asset vael?on of Mobile pho'Sne store online server is Extreme

in security uwgfnents rat-mg, Extreme in financial value rating
-"‘_I:" l
and Extreme in ,busmess |mpact rating. So the overall impact value

i
PPy = a‘-l

is high F — Jj,‘

Pl ke

The asset valuation of Mobﬂe phoneﬁore online system is Extreme

-
'\.ﬂ

f
in securlty reqwrements ratlng, Extreme in flnanc%} value rating
and Extrer?“_b———rln usiness impact rating. So, the over: overa# mnpact value
w i Sl

is high

10

The asset valuation of order list is Medium in securi_tgf requirements
rating, (Highmin finaneial values rating and Yenyshigh=ingbusiness

impact rating=So, the ‘overall impact'value is medium

11

The asset valuation of Mobile phone speg€ification is Medium+in
securitysrequirements rating, Medium in financial value rating ‘and
Medium in business impact rating. So, the overall impact value is

low

12

The asset valuation of promotion is Medium in security
requirements rating, Very high in financial value rating and Extreme

in business impact rating. So, the overall impact value is high

GM62

13

The likelihood of Unauthorized modify order for order list is

Extreme. The consequence of this threat is incapacitation, misuse,

GM63
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corruption of mobile phone specification. unauthorize maybe

destroy opportunity in business process.

14

The likelihood of Unauthorized modify specification for Mobile
phone specification is Extreme. The consequence of this threat is
Misappropriation, incapacitation, misuse, exposure, corruption of
mobile  phone  specification. uha’(thoi_ze maybe  modify

specification to false.. 2

15

The likelihood. efsUnautherized modify information for promotion is
Extreme. The,er)"ﬁ’s: gnce of trSs threat is incapacitation, misuse,
corruption of motiont. dnauth rize maybe destroy opportunity in

business procgss. aybe member ‘rmsunderstand in promotion, it

to recede relian /Aember ¥

16

The likelihood of blackout fe)r I\/Iokévle phone store online server is
.f-* *

Very high. The co sequen.oe of- ;thls “threat is Not service for
.Ir‘

,f’*ﬁ

everybody. not sel,li not serwce

17

The likelihood of Unau I% ized ace.ess server for Mobile phone
.'\__'J_'_

4’
store onhmi server |s Extreme The consequence of.r this threat is
M|sapprq = itation, mi : ,dgprruptlon of
- '-\.;'_

server. lose’Server, lose business, lose money..

18

The likelihood of error or lost for Mobile phone stofg online system
is Meryshighs Thesconsequeneerofsthisythreat isslose~server, lose

business,lose’'money..

19

The likelihood of Theft of information for memiber profile is Extrénie.
The cohsequence of.this threat.is Misappropriation, incapacitation,
misuse, exposure, corruption of member profile. or theft to

scramble member in business process.

20

The likelihood of Theft of information for Mobile phone specification
is Extreme. The consequence of this threat is Misappropriation,
incapacitation, misuse, exposure, corruption of mobile phone

specification.

GM63
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21 The cause of blackout for Mobile phone store online server is
server down. By administrator or lack of surge protection,
uninterruptible power system (UPS) which has Extreme severity
level.
22 The cause of Unauthorized modify specification for Mobile phone
specification is not well security policy 6t manage user. which has
Extreme severity level. 2
23 The cause of Theft'of infermation for Mobile phene specification is
Lack of proper prlysical oontro\s for storage which has Extreme
severity Ievel/
# TR GM64
24 The cause of Wnauthorized access server for Mobile phone store
online server is not well secuaty p@lcy of manage user. which has
Extreme seveﬁty Vel ff 4 44
25 The cause of Theft of mformatron;§rfmember profile is Lack of
proper physical C.ontrols r"or storage w.lf’},xch has Extreme severity
level. _ %J
26 The caysgy of Unauthorlzed modlfy order for order |rrst is not well
security Eof}cy of manage user. which has Extreme sie\jerlty level.
27 The cause br Unauthorized modify information for p:romotion is not
well securiti/"--policy of manage user. which has Ié_;treme severity
level
28 The qualitative risk for orderlist is Medium.
29 The qualitative risk for member profile is Vefyshigh.
30 The qualitative risk for Mobile phone specification is High. GM65
31 The qualitative risk for Mobile phone store online server is Extreme.
32 The qualitative risk for promotion is Medium.
Protect Availability of Mobile phone store online system require low
33 level of detection, moderate level of prevention and moderate level
of response with following services: I&A Service, Accounting, GM66, GM67
Access Control and Security Management.
34 Protect Availability of Mobile phone store online server require high
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level of detection, high level of prevention and high level of
response with following services: Accounting and Security

Management.

35

Protect Availability of member profile require high level of

detection, moderate level of prevention and moderate level of
F

F
response with following services: Accounting, Access Control and

Security Management. 2

36

Limited user_withememper role can access Mobile phone store

online systemeby using.SSL thr‘iugh HTTP /HTTPs protocal .This
require 1&A Sy(e___::med, [&APassword.

GM68

37

The service n ed I&APé;swoﬁJ': service for identification and
— -4

authenhcaﬂoyér shauld accuréf‘tely recognize legitimate actors,

minimize tim 9 effort to use, minimize costs of per-user setup
_)"1 l

and minimize qmsts of mam.tenance management and overhead

by using |dent|f|er,rand péssword The' ?pecmcatlon of password

should be composﬁ is nﬁoer (0- Q’P;e'ngth range is 4-10, lifetime

'\.l'

.|'
is foreverysourcé is User, storage is encrypt passJ\lzvord entry is
.l

keyborad v -

|

o

GM71, GM72,
GM73

38

Limited user who acquired member can order Mabile phone. The
requirements /condition /constraints are order mobile phone to

capt:

39

Administratorswhoracquired”Administrator role‘can’ create"; modify

and delete promotion.

40

Administrater who acquired Administratar role €an modify Mabile

phone specification.

41

Limited user who acquired member can check out order list. The

requirements /condition /constraints are check out order in cart.

42

Limited user who acquired member can view, retrieve Mobile

phone specification.

43

Limited user who acquired member can retrieve Mobile phone

categories.

GM81, GM82,
GM84
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44 Everybody who acquired anonymous can register member.

45 member group who acquired member role can payment Mobile
phone. The requirements /condition /constraints are payment pass

bank , Internet Banking, ATM..

46 Administrator who acquired Administrator role can modify Mobile
F

phone categories.

>

47 Mobile phone specification has_g medium-classification level.

GM83
48 Promotion has.a high classification level.

49 Anonymous :jfan perform Yfollowing tasks:“register, retrieve

4

mobile phonegrspegification, view mabile phone specification and

view promotiogt” e

il

F 3 F
50 member rolejaﬁ per‘form foI|0W| gaiasks check out cart, order

mobile phon re‘jneve moblle pﬁﬂne specification, view mobile

f _)"1 l
phone specification and V|evv prom@tPn

51 Administrator rolefcan perform followx.r}g tasks: check out cart, GM85

e_p..‘,

create promotion, modn‘y moblle—?hone specification, modify

- ‘I g

promot|or1,J order mob||e phone, retrieve meblle phone

specificé?ig-’p, view mobile phone specification and v‘rév\j promotion.
Y o

52 staff role can perform following tasks: check out cart, create
promotion, _r_ﬁodify mobile phone specification, mc;dify promotion,
order mobile Jphoney retrieve’ maobile fphone | specification, view

mobile phone“specification“and view promotion.

53 The request from Every host is permited t6-access Mobile phone
store. onliney system through/ HTTP /HTTRs Port. | member, can GM121,
access system pass internet and identification and authentication | GM122, GM123

user by I&APassword.
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1 CCTV camegarisk ! identify risk
2 services of sg'laboratory _‘ security services
3 biometric authénti¢ation” ,s biometric authentication
4 role modify thesis file Role Task
5 critical data port *"F* ! packet filter
6 bandwidth limit of se” = packet limit
7 valuation asset pr valuation asset
8 threat asséssment SE ihrea( assessment
9 developer programming vulnerability
10 personal dataicensequence threat asset
11 authentication by-finger biometrig authentication
12 role access adverse drug role right
13 misappropriation information.py theft threat
14 pharmacist role Task
15 dispensary pharmacist threat asset
16 hospital Password design password
17 authentication user service authentication
18 port access hospital system port filter
19 retrieve book information role Task
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20 borrow book in library right define
21 library order book. right
22 administrator right in library role right
23 protection blackout vulnerability
24 retrieve mobile specification task
25 check out cart role right
26 create promotion; 2 role right
27 proxy accessidiprary proxy firewall
28 lost medicine \ threat
29 firewall of SE ij P filewall Filter
30 thesis book.information - role access asset
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Enterprisg.asset ;gja name 3

" asset security _ 4 " context
< asset = p({)blem 3
1.2 |-enterprise asset context 5
1 ‘Enterprise asset solution 3
asset problem 3
18 enterprise security solution 4
security'management centext 3
Enterprise asset name 4
- identify asset problem 4
asset context 3
2 2.2 factor identify problem 4
identify asset solution 3
identify asset name 3

2.3

identify enterprise asset context 5
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enterprise partner solution 3
> transport between enterprise problem 3
Communication name 5
3.2 Enterprise Partner
3 problem 3
Communication
Identify and protect
solution 4
3.3 comimunication cjannels.
paiineraceess asset context 3
likeliheodOffasset context 5
4.1 — +
likelihtod h 4 problem 3
4 4.2 jd'éntify ihréat « :T name 3
identifyy threét;asse‘?; ' example 5
49 threat asset™ ; 4 problem 3
vulnerapilitgz'_éf threé{tf;'_r . name 4
> threat ‘- 7 ? context 3
5 _ '_t.VuInerc;:lbiIit-y:assess P exér_pple 1
> '-:F,}/ulnerability assess e;amme Resolved 4
5.3 “ldentify vulnerability solution 3
6.1 risk name 3
risk threat example 4
6.2
6 threat impact structure 3
determinerisk asset example 4
o risk asset implementation 3
enterprise security example 4
a security approache imp 3
7 security name 3
7.2 approache implemention 3
protect asset context 3
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security approache context 4
= Prevention asset implemention
access Control Model context 3
8.1 role problem 3
control model implementation 3
8 Access Control example Resolved 2
o access control problem 5
Aceess Control Models structure 4
o role \ context 3
authent identify ’ P context 3
> authent identify d solution 4
9 authent identify "J example resolved 3
- authent idénftify ; example 5
9.3 authent ide!ri_t”ify J‘ 7l example 3
10.1 passwo_rd _design : . name 3
“} identify passWord p example 3
10 102 T3 ==
- password design struCture 3
10.3 -password example 3
Authentication example 2
Pl finger example resolved 5
11 biometrics context 3
11.2
Authentication preblem 3
11.3 Biometrics design variants 3
12.1 monitor asset dynamics 3
check access asset example resolved 3
12 1e2 monitor problem 3
reference monitor structure 3
12.3
monitor dynamics 5
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firewall problem 4
13.1
filter network context
13
13.2 filter network dynamics 3
13.3 traffic filter problem 3
packet 17 context 3
14.1
filter fire ~. \\M// solution 4
s
\::: | implementation 3
14.2
14 i j ontext 5
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151 ‘ T ‘
fire ﬂ d\\ structure 3
pfo ilte ‘ﬂ.- dynamics 3
15 15.2
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:_r_ L name 4
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SaAnnnud R P H R P H
1 110000 | 1 0.0175 | 10,0345 f 10000 1} 0.0345 | 0.0667
2 1.0000 | 0.0313- | 0.0606 | 1.0000 | .0,0588 | 0.1111
3 {0000 7| ‘00952 | | 011739 | 105600 ||M0.074 | 0.1250
4 1.0000 | 0.0128 | 0.0253 | 1.0000 | 0.0169 | 0.0333
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6 1.0000 | 0.0294 | 0.0571 1.0000 | 0.0435 | 0.0833
7 1.0000 | 02261 | 03689 | 1.0000 | 02273 | 0.3704
8 1.0000 | 0.0452 | 0.0865 | 1.0000 | 0.0755 | 0.1404

9 1.0000 0.1667 0.2857 1.0000 0.1667 0.2857
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12 1.0000 | 0.0203 |, 0.0397 | 1.0000 | 0.0405 | 0.0779
13 1.0000 | 0.0784 | 04485, | 1.0000 | 02105 | 0.3478
14 1.0000 401250 | 022224+ 1.0000 | 0.3333 | 0.5000
15 1.0000,p00071, || 0.0141 1.0000 | 0.0130 | 0.0256
16 1.0000%] 400435/ | 0.0833 | 40000 | 02500 | 0.4000
17 1.0000"° | #£00714 0.1883 | 10000 | 0.2593 | 04118
18 1.0000 | £ 075 %@.0149 1.0000 | 0.0250 | 0.0488
19 1.0000 0.05;;3-6:-- 01053 |, 10000 | 00968 | 0.1765
20 1.0000 4 0.0339 fq’_.’?es‘Ses 0.5000 0.0476 0.0870
21 1.0000 |/ o).g1f5’§ o“o§113 1.0000 | 0.0400 | 0.0769
22 1.0000 o_‘.oéfs_*a (rﬁbrs 1.0000 | 0.1000 | 0.1818
23 1,0000 00625 | 01176 | 1 0000 | 01250 | 0.2222
24 10000 | 00610 | 04149 | 10060 | 01087 | 0.1961
25 1.0000 | 0.0952 | 0.1739 | 10000 | 0.0952 | 0.1739
26 1.0000 5402308, | . 08750, | 1.0000 .| 0.3750 | 0.5455
27 110000/ |© 0:0606" | ! 0f1143' {10000 O 0.1439 | 0.2500
28 1.0000 | 0.0227 | 0.04444% 1.0000 | %0244 | 0.0476
29 120000 | || 02000 ¢ 0.3338 ¢ [1.0000 1[9'0.8383 | 0.5000
30 1.0000 | 0.0561 | 0.1062 | 1.0000 | 0.0612 | 0.1154




120

A oy A o P ¥ A aal Al o
ANTINN A.2 LL@@\?N@T‘ﬂ\?ﬂq?ﬂuﬂu%ﬂugﬂﬂ’)qNNuV’NLﬁﬂULWﬂUﬂq?ﬂuﬂuLLUUQﬁVI 3Ny 4

FBNN9AUAY 3 4
SR | Hesnnnudi R P H R P H
1 1.1 1.0000 | 0.4000 | 0.5714 | 1.0000 | 0.7273 | 0.8421
2 1.2 1.0000 | 0.8000 | 0.8889 | 1.0000 | 0.8889 | 0.9412
3 1.3 1.0000 | 0.4000 | 0.5714 | 1.0000 | 0.5000 | 0.6667
4 2.1 1.0000 | 0.0667 | 0.1250 | 1.0000 | 0.1000 | 0.1818
5 2.2 1.0000 | 0.0625 #l 40.4176 | 1.0000 | 0.1250 | 0.2222
6 2.3 1:0000-| 0.0667 404260 | 1.0000 | 0.1111 | 0.2000
7 3.1 #0000.£0.0909 | 0.1667.4. 1.0000 | 0.1000 | 0.1818
8 3.2 10000700825 | 0.1761%1.0000 | 00833 | 0.1538
9 3.3 10000 /0.0500. | 0.0952 |41.0000 | 0.0769 | 0.1429
10 4.1 1.0000 4 04444 | 0.2000 |.1.0000 | 0.1667 | 0.2857
11 4.2 1.0000 0.066?7_ 0.1260 |, 1.0000 | 1.0000 | 1.0000
12 4.3 1£0000 '0.0667_;':' 70.1250 | 1.0000 | 0.0833 | 0.1538
13 5.1 1.0000 A4=0.1117 J}' 10,2000 | 1.0000 | 0.5000 | 0.6667
14 5.2 1.0000 10,1111 | 0.2000 | 1.0000 | 0.1667 | 0.2857
15 53 1.0000 | 0.0667 | 0.1250 1.0000 | 0.1250 | 0.2222
16 6.1 4| 1.0000 | 0.0909 | 0.1667 | 40000 | 1.0000 | 1.0000
17 6.2 1.0000 | 0.1000 | 0.1818 {-1.0000 | 0.2000 | 0.3333
18 6:3 140000, |,,0.0625°f 0.1176 .| 1.0000 | 0.1250 | 0.2222
19 71 1.6000 ' [-0.0500¢| '0.0962 | 1.0000 | 0.0667 | 0.1250
20 7.2 1.0000 | 0.0500 | 0.6962 | 1.0000 4+0.0714 | 0.1333
21 73 1.0000 9|0.0500" || 0.0952 | L1.0000| 0.0833 | 0.1538
22 8.1 1.0000 | 0.2500 | 0.4000 | 0.8000 | 0.2667 | 0.4000
23 8.2 1.0000 | 0.2941 | 0.4545 | 1.0000 | 0.2941 | 0.4545
24 8.3 1.0000 | 0.2500 | 0.4000 | 0.8000 | 0.4444 | 0.5714
25 9.1 1.0000 | 0.1250 | 0.2222 | 1.0000 | 0.1667 | 0.2857
26 9.2 1.0000 | 0.1333 | 0.2353 | 1.0000 | 0.1667 | 0.2857
27 9.3 1.0000 | 0.1333 | 0.2353 | 1.0000 | 0.2222 | 0.3636




121

A oy A o P ¥ A aal Al o
ANT1NN A.2 LL@@\?N@m‘ﬂ\?ﬂq?ﬂuﬂu%ﬂﬂgﬂﬂquNuV’NLﬁﬂULWﬂUﬂq?ﬂuﬂuLLUUQﬁVI 3Ny 4

(n9)
ATNTAUAY 3 4
SR | FeAnnnud R P H R P H
28 10.1 1.0000 | 0.0909 | 0.1667 | 1.0000 | 0.3333 | 0.5000
29 10.2 1.0000 | 0.0625 | 0.1176 | 1.0000 | 0.0909 | 0.1667
30 10.3 1.0000 | 0.2500 | 0.4000 | 1.0000 | 0.3333 | 0.5000
31 11.1 1.0000 | 0.1000 4 0.1818 | 1.0000 | 0.3333 | 0.5000
32 1.2 10000 0.1000 “=0.i848 | 1.0000 | 0.3333 | 0.5000
33 11.3 140000 4 0.0909 - | 0.1667. 0.0000 | 0.0000 | 0.0000
34 12.1 1000041700769 | 0.14294.1.0000 | 0.1667 | 0.2857
35 12.2 1.0000 9.053_)0’, 0.0952 | 1.0000 | 0.0769 | 0.1429
36 12.3 1.0000 ’a.omfg 0.1429 | .1.0000 | 0.5000 | 0.6667
37 13.1 T ododf || o.23ofél 0.3750 | 1.0000 | 1.0000 | 1.0000
38 13.2 10000 * 50.2500;‘1' “0.4000 | 1.0000 | 1.0000 | 1.0000
39 13.3 1.0000. '_”o.aoodfj;gﬂjesoo 0.6667 | 1.0000 | 0.8000
40 14.1 1.0000 _0.2857;T‘QL4444 1.0000 | 0.6667 | 0.8000
41 142 ) 10000 | 02857 | 04444 A.0000 | 0.6667 | 0.8000
42 14.3 «/| 1.0000 | 0.1538 | 0.2667 fd—.’oooo 0.6667 | 0.8000
43 15.1 </ 1.0000 | 0.1429 | 0.2500 {-1.0000 | 0.3333 | 0.5000
44 15.2 149000 | 0.14294" 0.2500 .| 1.0000 | 0.2500 | 0.4000
45 15.3 1.6000 ' |~0.0769%| 01420 | 1.0000 | 0.3333 | 0.5000




MNMARNUIN 3

=~ v a o v @ [
iqﬂﬂglﬂﬂﬂiﬂ‘iﬂﬂ?qﬂ rmi"NVWl’m'l'iqmn‘l_lulug’m“uﬂga

9/ v

122

rmi'}q@ﬁmﬂimqmwufamlumu“ FeURT9RN 63 A alpaiuazidne

TAASTBIUARTANT A wanse T

7113197 4.1 IA39a319993a10961379 sedurityPatternsCategories

AIUAN WY At wWe | A
- _J -
spCategories|D NUEA T U AN EHNITIAR N LA Int PK
spCategoriesName Taaailig agasles Text
13199 9.2 Tmmgéwgﬁmg}m RAIAYsecurltyPatterns
AMANEIUY o /// .,lL ANRELE e | A
spID 4 ummmavmmmﬂmmuum Int PK
a’
spCategoriesID / vm'mL@mvmmjuumﬂmmuum Int
spName %meﬂmmuumﬂ Text
spDescription m@fﬁmmuj ‘IJ@}&L@J‘I‘JJWJ’IN:MW Memo
spAlsoKnownAs o | fieisan i 1sanan m@mmmmmuuu Memo
w i \,__a
gﬂmmuum
ot o 1 d‘d o gl

spExample piateresiloymninisiuiiglaay Memo

Nup gl g
spContext naniNan NI ATEuLLg AN Memo

iaganana bl

3 Ea Y10 &

spProblem eyt gl A usiupasInaTyesnas Memo

whila
spSolution AR RN TP E LR PR Memo
spStructure asUNIuaziasnlANATNaeLULzAIN | Memo

PN
spDynamics BILNEMBNTITBING ANTINTULNT1E Memo

NQIT NI TS L FEGRTER




£11319% 4.2 IAs9ain9diay 10461974 securityPatterns (519)

123

ATUAN BT ANBBLINY e | A
splmplementation g liaunuuglaonusiuas Taaldld | Memo
TSIV VTP SEP N
o 1 % 1%
spExampleResolved q@m\‘imﬂmhﬁagmmmmugﬂmw Memo
Jupg
) o a e =, A | =
spVariants ANBILNEALT INAIUNUANAN U708 Memo
a a
MUAZLANLA R3]
spKnowUses ﬁqﬂﬂ'ﬁqm@%ﬂﬂ%sﬂmLmugﬂm’mﬁumﬂu Memo
a} % V a
TP 1A
spConsequence -f*ﬁiﬂ"nﬁmgﬁ?ﬁﬂﬁ?mmz U e aNaLA L Memo
o Fuguunzl”
o e AN .
spSeeAlso }ﬂ’]ﬂ’)’im\m\‘iLLj.I.ﬂ.Ig‘]JmWNNumﬂuVlLmvlfﬂ Memo
F’I‘ f = Q. ‘;
/ ﬁﬁ&luﬂLEHQﬂu-B_.
i & oLl
i ] =P
N e Y
. f ; 7
al v I iy g e q
MTWNN 4.3 Immmwwwmmmmq reIations‘_f_:[bngecuntyPatterns
- Less il ~ -
ADAANTDY —— 1in | A
—_—— v'._',}v; S
ID | MuNEaYIv AN NAN LSRN Int PK
spID1 LY wnnenarszuusgtlanluasi 10 Int
splD2 B LI e NG el [ PR ECRIT R Int
-dl 2 v i
M99 4.4 Tngeaswdiata1adm 1729 security@rammers
ATUANBTUY ANBBLINE e | A
grammeriD ylntigadzubeiansnino JusilAg Int PK
splD UNAUTTYHUUZUANNNUAY Int PK
;1137197 4.5 1A398519993a109611379 project
ATUANHTUY ANRBLINY | Al
projID uNeLaaseylasanIg Int PK
projName CRIGEN D Memo




F113719% 4.5 IAs9a319dia3aa0461974 project (sia)

124

ATUAN BT ANBBLINY e | A
projDescription ANRELNEANIATINNT Memo
projPurpose ngUszavArasingenis Memo
projScope PALLLALDIIATING Memo
projReferences 918n1381989289lATINTg Memo
projOwner unneLavszydeadlasanig Int

r
A3 9.6 Trsaainadinyarednisns SecrquityRequire’ments
ATUANHTUY A ANRBTINY e | A
o A > =
er? ;;E)mmuqm‘lmmmmimmmum Int PK
projiD [t @97 TAsgn 23 Int
srDescription /fﬂfﬂﬁmﬂmmmmm?mmuum Memo
grammer|D /ﬂﬁl’}ﬂ L@m'a‘.vu%m%mmmmum Int
reflD ‘vyﬁ'mmeqmL'aﬂmﬂmLLqummmmm Int
Rares | N
g e Sl
createBy ‘vm'mLam?”ut’gﬁmuﬁmmmmm@mmuum Int
createDate A Funanlunisinaun i Text
a} xJ
P1997 4.7 Iﬂmmwm@mmmmiw memberOfProject -

ATUAN BT, ARAB1INY | Al
ID NIRRT TEY Int PK
projID uNneLavselansanig Int
stafflD haneadsst i Int
projPosition I;‘loﬁLL‘I)i‘Li\‘l\‘l’]u“ﬂ‘ﬂ\‘]Lgﬁ’i’mﬁﬂﬁsluim\m’]ﬁfuj Text
19797 4.8 Tnseasnediasauaannsne memberUser

ARMANHIUY ANRELNY e | A
staffiD mneaszydtng Int PK
username Faiflerinisszysn Text




F11319% 4.8 1A39a519983a 199611319 memberUser (5i)

125

ATUAN BT ANBBLINY e | A
password IWANIU Text
fullName TRURURNTNDN Text

. . o a % v tﬂl
userDescription ANBATUNUABILRTNUUIN Memo
userPermission FLALNNIAYIYIA WLEN DY Int
A1379% 4.9 1A99a319TaNaT097797

ADAAN LY 1a | A
TermID Int PK
Term Text
A15197 9.10 TAgeased

ATUAN BT e | A
TermID Int PK
splD Int PK
frequency Int
weight CA Double

Y
L
R399 9.11 ‘Emamw%&gmmmmq splinvertedFile

ATUAN BT, | Al
TermID ﬁ I J d Int PK
splD ummmmﬁuumﬂmmmm o/ Int PK

Fal:l- Wl K wl =~ D1~ ™ D
spF.em% ARE E&&L&Nmﬂmlmdwlel jldsnal) mt | PK
Jumg
e "
frequency ANDNUIINgeiNALl Int
weight ANNUIENTB9TENATT Double




;113197 4.12 TAsea’1adiaya1e9nnse projinvertedFile

126

ATUAN BT ANBBLINY e | A
TermID NNELaTsEY A Int PK
projID EGQEIL AT CENRE Int PK

A a -
frequency ANDINLI N resinal Int
weight ANINULENTBHENATT Double
;113797 4.13 Tnseainadiasyanes ﬂ-:ﬁ%\ﬁl,

ADAAN LY 1a | A
TermID Int PK
projlD Int PK
sriD Int PK
frequency Int
weight Double
A1379% 2.14 Tageasediaya

ATUAN LY 1iin Al
ID Int PK

T
splD NUNLAYIEL LY 5 Int
spDecsTag wﬁmmum@mmm ANTHNNUAY L'j Text
. z&%ﬂ@ﬁﬂ&ﬂi%ﬂ mn39
ﬂﬁ@ﬁu:l o | i Al
il | 1~ ™ D
spip ulweﬂw&w&igmmhﬂdmﬂ TNE e |~
| T T
maxFreq ANNDIZIgATBsLLLgU AN AsLLIL sy Int

TA794519




;119797 9.16 TA99a319983a189A1919 maxFreqSP

127

ATUAN BT ANBBLINY e | A
splD mnEasT uLLgLAY LA Int PK
spFieldID Rt A T T TN BN iR TN (S TR B L LI EY Int PK

fung
maxFreq ANRgegATeuLILgLIAN TR Int
[GESGESS
,-"'r_;_”
NI .17 Tsaa319layauedr979 majFreqProj" :

AIWANIHLE _,-—: “A ANE DI 1M Ag
projiD m’i}m@m uima\qmi Int PK
maxFreq {@ﬂﬁgmm?mf@gqmi Int

7/ =
! I/ -4 ¥
A137199 9.18 Tageasnadie ?Gmiﬁ\a maxF}JedSR

ATUANHTUY / / - "%ﬁﬁﬂ’%mﬁ | Al
projiD wgmm? Utﬂ?\‘mﬁﬁ‘_—;ﬁ Int PK
sriD umams‘“ummmnm@mmuum Int PK
maxFreq b ANDgeEATRs mmmmm?mwﬁum Int

Z 0
P59 9.19 Imqmﬁwﬂmsﬂmmmq stoplist {

ATUAN BT ARAT1INY | Al
stopwordID R e Int PK
stopword ﬁﬁ‘ﬁmm:ffiu Text
P97 4.20 TAsanadiayarednang symbol

ADAAN LY ANBBLNE wWe | A
symbollD Gl fnenifasii Int PK
symbol zﬁ“mgzﬁ“ﬂwmiﬁ@u%u Text




;19797 9.21 TA9easadiayaednnsne Asset

128

ATUAN BT ANBBLINY e | A
assetlD UNNILALITLRUNTNET Int PK
assetName TaRunineg Text
assetTypelD UNNEALITYU ST naea@uning Int
classificationLevellD | UNIHAYITYIEALAINNEIADYIBIRUNTNET Int
projID VGRIGEERATIES Tk Int

,-";_Jf‘,

= Yy v o
M19197 .22 Taseainedinyaaednisns toGM6!1

ADAAN LY _—- AT LM e | A

: _ et :
reqiD ol 'Mi:qm‘\mﬁmmimmﬁum Int PK

o :
projiD | uymmm.ﬂmqmga* Int
confidential /ﬁyﬁilﬂumwﬁﬂe Int
'3 i l} i
integrity A’it}éﬁ’}w e Int
availability %w-w%és&‘l?ﬁ - A Int
i A g
F. _alX L
accountability AN TURNPTELE = 1_,—;-",‘ Int
context AN NATTHFEINITARANN A int
EFASTEN
( £)
; T ~u
F19797 9.23 Tsea’edasaa8dn919 tbGM6E1Asset "

AIANHOLE o AIBBLNE L wn | Al
ID RN LT, Int PK
tbGM61ID UNELATIELR I FBINNTARANIILIR N 1 Int

lagnnsnd GM61
asset|D NN LA LSRN SN Int
d‘ a o Le
assetName TARAUNTN Text
;13197 9.24 TA39aT19diaya18961979 tbGM61BusinessDriver

ARMANHIUY ANRELNY e | A
ID UNELATIEY Int PK
tbGM611D UNHLATTEY AN FABINITANNN WA 1 Int




F113719% 4.241A398519883ya 19971319 tbGM61BusinessDriver (5ia)

129

ATUAN BT ANBBLINY e | A
laen3nl GM61

businessDriverlD wmﬂL@m:qﬁﬁumﬁ@umq@iﬁ@ Int
businessDriverName %‘ﬂﬁ'ﬁmﬂéﬂuﬁ;?ﬁ@ Text
AN9197 9.25 Tns9ai19die3ar29n1979 thGMB?2 (Asset Value)

ATUAN BT @ﬂ e | A
reqlD umﬂmmmmgmmmammﬁum Int
assetlD kAR dazy Auning Int
FVValue W%w&ﬁ N384 Int
SRValue a/yf/@umwmm%;&@muﬁum Int
BlValue }/N/?{!E?W%Lﬂ’\%?ﬁ@ Int
OveralValue /t{m/{%( Hq?@uw%‘}vff' Double
context }ﬁ%mmm fj mmuum Text

,é,-_; : =,

m'mw 4.26 qumqw@mmmmim classme:anIrJLevel

ATUANTOLY | ) { FneFUNg Vi 1iip el

N Y ———
classificationLvID ;:’i MN’]?;ILM?‘”‘LIWJ’]NWW\&I%\? ;‘fg' Int PK
classificationLvName | %mmﬁﬂﬁmmmauﬁm L Text
ANIT 4,27 Trs 9839403 a 129815 tbEM66

ADAAN LY ANBDLAE wwe | A
reqID umﬂLammmwﬁmm@mmﬁum Int PK
assetiD UNNLAUITURUNTNET Int
property|D ummmi:uumﬁmmmﬁum Int
detection TLAUNTTATIANL Int




F11319% 4.27 TA39a51993ya199,1319 tbGM66 (5ie)

130

ATUAN BT ANBBLINY e | A
Prevention srAUN3Ll e Int
response TLAUNTADUALA Int
context YA UANNLEBIN1ZANNTLAY Text
P9 9.28 Tnsesinedioyatedmnang thaMe6Service

ATUAN BT | gyf;ﬁ' a8l e | A
ID UNAELATIEL] = Int PK
tbGM661D umm@msumwﬁ@qmimwﬁummfﬁ Int

A7) L)mm GMbo\
servicelD (fwmmvummimmuum Int
AN3197 9.29 Iﬂﬁ‘dzﬁ’]\i?ﬂ'ﬂ%@ﬁ-ﬁﬂﬁ‘% asset ;y;e

ATUANHTUY ! / . "ﬁfﬁﬂ%mﬂ wa | Ad
assetTypelD MN}EL@‘?J? Uﬂ? Lm/m@»}@umwsl Int PK
assetTypeName m@ﬂivmmﬂmuwm Text
assetTypeDescriptiqri_J m'aﬁmﬂﬂ@”mmmmumwa L) Text

7 X
AN9197 9.30 TA99a519995a199A1974 securityApproach

AIUAN BT, ARAT1INY | Ad
approached Mmmmmi.qmmﬁmmmﬁum Int PK
approachName %LLmﬁmmwﬁum Text
NI4T 4,31 TA39a319903a199A1979 securityProperty

AIWANIHLE ANBBLNE e | g
propertylD umm:mm@uu"ﬁmmﬁum Int PK
propertyName ?ﬁl@ m@uummwuum Text




;119797 9.32 Ta9easnadiasyaednn919 securityService

131

ATUAN BT ANBBLINY e | A
servicelD NNELATTLYLINNTANNUAY Int PK
serviceName FaLTNIIANTUAS Text
;13199 9.33 TAs9ai19diaya18461979 businessDriver

ADAAN LY ANBBLNE e | A
driverlD wHEALsTYAATLIRRaTY g Int PK
driverName %@ﬁﬁumﬁ@mpmﬁ@ Text
19797 9.34 Imm’éw%mﬁﬁjgﬁmm GusinessProiarity

ATUANBUY /'/ R n | A

q @ il ‘Z/J"j J{'L L JIE
businessPriority|D ‘/@ 'Lmifzuquw‘i"mmm?ﬁﬁfyL.Luf;ﬁmmm Int PK

£, rr )
Al e
. Z{ f i .
businessPriorityName %ﬁéfmﬁm@wﬁfyﬁtmﬁmmmﬁum Text
. S
businessPriorityValue myaQix@TuWJﬂuz%&'F:@_l}Luqﬁmmmﬁum Int
o il o s
. . . . o a — o "oa‘l:; a o
businessPriorityDescri | AMRTUNETEALIAITHNANALL LLIAAAITNNUAY Text
' Aol -
ption A £
Y, )
51137197 .35 TA99a319885a 1991999 tbGME5 (Risk) '

ATUANHTUY ANPBLINY e | A
reqlD UNIBATTEUANHABINE AR TN NLA Int PK
context IBAINANNABINITAIINI LAY Text

-dl v ¥ .

A19799 4136 TAsaaT192a3a189m194 riskScale

ATUAN BT ANBBLNY e | A
riskScalelD UHNELATTEYAIAIHIALN Int PK
riskScaleName TRAIANNLALY Text
riskScaleRange PAULIAATAINNIREN Text
riskScaleDescription ANRBLNEANAINNIREI Text




F113719% 4.37 TA39a519803ya 19971319 tbGM64 (Vulnerability)

132

ATUAN BT ANBBLINY e | A
reqiD vmfmmmzqmmﬁmm?m’mﬁum Int PK
valnerabilityName %'ﬂ ABAULBNLANATNIDIRUNTNE Text
threatlD UNNELALITUAEANAIN Int
assetlD UNIELATITYRUNTNE Int
projiD EEIRLEATNGES gk Int
vulScale ?:ﬁumm@umwm‘-{m’;@u Int
context faAAINA NS g@ﬂqimm;um Text
N34T .38 ‘Emm’éw’ﬂmﬂj&ﬂﬁfiw sev?rityScale

AIANTIUY ,//[/L{, " '_ mfaﬁuw TR Asl
severityScalelD )/@/ﬁé F‘IJ‘IJLL%@]J@Q’WNLL?\‘]‘H’ﬂ\i’QWﬂ@u Int PK
severityScaleName @ﬁg}{m’]mm&%wm@@u Text
severityScaleNumber ﬁf{'ﬂmmm‘ﬂfdﬂm%u Int
severityScaleDescripti mfgfmﬂ?""mumm?m}ﬁ‘wm@mﬂu Text
on ) T_- %’

. ==z T .
. 2 £
;13197 .39 Tnsea’ifinaauesnisIs tbGMes (Threat) 1

AANEYE | ANanLNE | win | A
threatlD NuagaTsT YA tAN ALK Int PK
threatAction %‘ﬂﬁ'ﬂﬂ'ﬂmu Text
threatConsequence NANTENUAMALANAH Text
assetlD RNEUADILURWN TS Int
likehoodID Mmmammmmﬁl ANAIN Int
projiD EGQEIRL AT EENRE Int
context HaprnuaaEaInNIAINTLAY Text




;119797 .40 TA9ea319diaya184n1919 threatLikelinood

133

ATUAN BT ANBBLINY e | A
threatLikelihoodID ummammmm'ﬁ' ANAN Int PK
threatLikelihoodName | Fapanai wANAIN Text
threatLikelihoodValue ﬂ'wmmm‘ﬁl Vf;lﬂﬂmu Int
threatLikelihoodDescri ﬁﬁﬂ%mﬂmmﬁ wANAIN Text
ption

,-"'r_;f
P97 9.41 TaseasnediayaLBamI39a tGMOE

ATAANILY ——, | AM0BLAY 1a | Ad
reqlD A mzumguﬁmm@mwﬁum Int PK
context ‘ﬁfﬂ%mmmmgmimmmum Text
projiD / //( Qmmnvu‘llmﬁm Int
subjectID y{fmm%%mé&m* Int
rolelD jéﬂmmauuwmm* # Int
Predicate mmimamﬂ?”m i . Text

- = .’ "]
Right Zw§ — ?’ Text
servicel&AID o mmLmsxumﬂ’]ir{ﬁ;i:ﬂuqu IA261 Int
serviceRCC ;:j ArestNaANEeInIs Rewla ﬂ-:"jj BN Text
"l s lifLEnng |

messageFormate gﬂLL‘LI‘LI"}J@\‘I?‘ﬁ@qu Text
assetlD NHAELATT LA UNSWE Int
exchangeMethodID umaL@mzﬁdﬁmﬂmﬂLﬂ?ﬂlﬂﬂumﬁmﬁi@ Int
exchangeMethodText Tennniuanulaelunisrase Text
purposeOfReq Qmﬂizmﬁmmmwﬁmmaﬁ Text
P99 9.42 Tnsadinediayaessnge ExchangeMethod

ATUAN BT ANBBLINY e | A
exchangelD ‘1)134’1?]L@“]J’a‘:ﬁ‘i_ﬁ%ﬂ’]ﬂmﬂLﬂ?ﬂlﬂusluﬂ’]?aﬂlﬁi‘ﬂ Int PK
exchangeName %'ﬂ ﬂﬁiLL@ﬂLﬁ@ﬂlﬂummmm Text




5119797 .43 TA9ea19diaya1e9a1979 tbGM71 (I8A Service)

134

ATUAN BT ANBBLINY e | A
I&AID UNELATIELLINITYUATRGAFIMY Int PK
I&AName Ta1FN9IT AT RgAIFImAY Text
I&ADescription ANBTLNELINNIITY AT gAMLY Text
;19797 9.44 TA99a319983a18901919 thGM7 1ServiceReqIA

o k- = =

ADWANI AL @@a}mﬂ e | A
ID UNAELATIEL] Int PK
tbGM71ID URAETALIZ AN RN TAANELA T 1 Int

Aeaadad N7 1\
il
. Y "Fa a g
I&AService Frafineandsuadtianaslundsssiuazigadl Text
M?{mu )
9197 9.45 TAsaaBadiasaile 011894 thGM72 (I8A Technique)
o iy P .‘-T.dr:".ha a a ¢
AIWANIHLE / = ANBFLNE e | Al
J_f’-c--‘ = '.-ai-.-a_j
techniquelD v dEETvATARA L T RgAdsamL Int PK
techniqueName ) | @iBWANANSIZLLAT NGRS, [ Text
Y L/
;137197 4.46 TA39a3519908a199A1319 tDGMT73 (Password). -

ATUAN BT ARAT1INY | Al
passwordID ummmmﬁmmu Int PK
tbGM71ID UNELATITHANFAAINN28 N WA 1 Int

Taenngol GMT71
Instance NIUARBENITBITRANL Text
et o dl A o 1
composition wuLENeeN 1 lusiarinu Text
lengthRange AYNENITRITVAN U Text
Source UWMASNNNTRsWARNY Text
Entry 38NNINIINTANIRALIY Text
Distribution AEN9AALAUIANY Text




F1137197 4.46 TA39a519303y8 19971319 tbGM73 (Password) (618

)

135

ATUAN BT ANBBLINY e | A
Storage NN9AALALITANY Text
Transmission Aanislunnsonaleausiacnu Text
authenticationPeriod | svaiziianlunsigaulsiany Text
P399 .47 TAs9aT1adiayaad61979 thGM74 (Biometric)

ADAAN LY Fabatng wWe | A

] v S
biometricApproachlD | MaAEAGIE TN Int PK
tbGM711D VAN AN HNFaINIPAaNETIA 1 Int

Clghtiyie Vgl
" N
bioMechanismName _{#odan 197193435 Text
.f‘; — S
ai v 4 k F .
A1999 9.48 TATaaT 19123 @1adm 1999 bsom%trlcl\/lechamsm
ATUANHTUY / / : xﬂ-"]‘ﬂﬁ‘i_lq‘?;l Tim Al
bioMechanismID umamﬂj?vmﬁmm’wmﬁﬁ Int PK
T F] L _J:J
bioMechanismName 799 %'ma*vmmum = Text
al' ¥ 91 JI- /
ANTNN 1.49 Tmmﬁa%ﬂgmmﬁﬁfrbicmetﬁceharacteﬁsﬁc’

AUANEIE 1| ABsLNY e | A
bioCharacteristiclD PHORIATITYAN UL TN Int PK
bioMechanismid UH B YT LATNN TN Int
techniqueFactoriD wnneaaseyiladalunisldeumioia Int
bioCh4sdcteristicvaide, || 3=fimeslastinaNainiiniTs Int
;13199 .50 1A3945199193a18961199 techniqueFactor

ADAAN LY ANBBLNE wwe | A
techniqueFactor|D wnneausTade lunns i uaois Int PK
techniqueFactorName | @atfaqelunisldeudafim Text
techniqueDescription | Areguneifadelunsldeudanm Text




F11319% 4.51 TAsea’adiaya1eanns1e subjectCategory

136

ATUAN BT ANBBLINY e | A
categorylD UNELATTEYLTLNNUBIENILA Int PK
categoryName %@ﬂiumﬂmﬁﬂ?:ﬁﬂ Text
P19 4.52 Tnsadinedieyaessngs subject

ATUAN BT ‘ ANBBLINY e | A
subjectID UNELAIZURNIEN I 4 Int PK
subjectName %’M’mﬁﬂ?zﬁ’l . = Text
projiD ummmmzuim;@mi Int
categorylD .xmll}—tmjﬁ‘”uﬂ‘i:’immmm:ﬂ‘izﬁﬂ Int
clearanceLevellD yﬁnﬂmm mvﬁjumqmmmﬁnmmmm Int

/ [/ =
AN1aT 9.53 Imm’éw%wmmﬂh clear%néeLevel
ATUANHTUY / / ;ﬂh'ﬂﬁ‘i_l’l‘?;l wwe | A
clearancelevellD umaLma‘wmvmuﬂé%mmmmmmmvm Int PK
==,
clearancelLevelName %@?”ﬂﬂﬂ%ﬂd@’]ﬂﬂﬂé@ﬂﬂ?”mﬂ Text
== T
P19 9.54 ‘Emm’éﬁﬁ% : 1
J

ADAN LY -:': e 1in | A
reqlD ) m«mL@m:qmmﬁmmimmsﬂm Int PK
subjectType wl e tals SRRy Anasia Int
subjectD UNNAUTTUHNIEN Int
rolelD HnEaTsE Lt 4 Int
predicaté ANLITLNEIENTTNN Text
Right avs Text
RCC AreduntAdufieaniy Mewly dediaves Text

n1gldiianng
assetlD UNIELATITYRUNTNE Int
projID uNeLavseylasanig Int
context HaprnuaadaINIAINTLAY Text




;119797 4.55 TA9ea31adiayae4a1979 Role

137

ATUAN BT ANBBLINY e | A
rolelD UNELAUITYLNLN Int PK
roleName %@ummm Text
p1997 456 lnseanadieyazeanisne Right

ARMANEIUY ANRELNY e | A
rightlD umam?:uﬁmé /. Int PK
rightName Sedvn ~ Text

3
P97 457 Tnseasedionf@lauanEad thGMe3

ADIANH Y *% 3 ANRDUTE 1a | A
reqlD 'fyﬁéLamizumﬁ%’gfmm?mmﬁum int PK
objectTypelD "’r mpqaqwmmﬂqﬁvu (@UNZNE/ cmafa,‘vn) Int
objectID ujél meﬁmmmﬁ”u (@ IWel/ fnszin) Int
projiD wﬁmlang‘ﬁmmﬂ} . Int
secLevel s ALARIRATTI 109 'ﬁjﬂé AunIne Int
context 1a ﬂf;_’].sj_@{;{mﬁmﬂg;z@q_‘mmum Text

> S
P97 4.58 Tnsa5 i ToaaTan19e tbGMES x)

AUANEINE Aerie | | Al
reqID a8 LAT921ANHBRINIPINTLAY Int PK
rolelD %mmu‘wmw Int
projID unneavselnsanig Int
context R e Text
P19 1.59 Tnseainedioyazedmnang tGM8sTask

ATUAN BT ANBBLNY e | A
ID UNELATUTTY Int PK
tbGM85ID MANEATTEANERIN AT LASTIVE Int

lagnnsnl GM85
taskiD UNENAUITLY Int




;119797 .60 TA9easnadiaya8dnn919 Task

138

ATUAN BT ANBBLINY e | A
taskiD UNELATTEUIY Int PK
taskName TRURI9NU Text
taskDescription ANBELNE TR Text
7119797 .61 TA9ea19diaya10901979 thGM12

i &

ATUANBUY -Q\\‘ ’ /}Q ¢l wn | A

: NN\ I 7
reqiD A7 Int PK

. 7 TTTT—————
projlD Int
\‘._

accessor Text
rulelD Int
ruleName Text
target Text
contraint Text
port Text
context Text

a a o

: 17ip Al

rulelD JaufmLam”ungmﬂmm’mm@m Int PK
ueName (5] 9 ) F@W?*FW’TPW Ml Text

Tin A

servicelD UNELATIEYLINIIVRIRIANT Int PK
serviceName T013N1920909ANT Text




139

UszIRgiiauInendwusg

WILLANTUNT AUNT929Mad INAEaTURN 14 lusnau W.a. 2526 §115aN19ANENTZAL
By iugia @a1113119nen12AauRRes A nAuInaAIans anianataaAaling Tul
n19ANEI 2548 uazidnAnmsie lunangmnIinaAIanIuuITUdn a121313AanssnTa N3

NARTNRANITNABNNIAET AMEAAINITNANERT Qriasnsninmanende Tullnnsfnm 2550

v o

pruvnudim fadauazanie 185unns

a

“N1ALAL LA AUALAINNABINT

ANTuAalne lHuu Ut Ao nsiues iflty Requi ‘Storage and Retrieval Using Security

Patterns)” 73T gNITINNTNINENIT

ABNNILADTLALIAINITUABNNILAE ational Computer Science and
Engineering Conference: {an1eu A.A. 2009 U 199UTH

NOWIT Fa Tl NFUNNEIIY

ﬂﬁﬂ?ﬂﬂﬂﬁﬂﬂﬂﬂ‘i
QW']ENﬂ‘iELJ UAIINYAY



	ปกภาษาไทย 
	ปกภาษาอังกฤษ 
	หน้าอนุมัติ 
	บทคัดย่อภาษาไทย 
	บทคัดย่อภาษาอังกฤษ 
	กิตติกรรมประกาศ 
	สารบัญ
	บทที่ 1 บทนำ
	1.1 ที่มาและความสำคัญของงานวิจัย
	1.2 วัตถุประสงค์ของงานวิจัย
	1.3 ขอบเขตของงานวิจัย
	1.4 ประโยชน์ของงานวิจัย
	1.5. ขั้นตอนและวิธีการวิจัย

	บทที่ 2 ทฤษฎีและงานวิจัยที่เกี่ยวข้อง
	2.1. ทฤษฎีที่เกี่ยวข้อง
	2.2. งานวิจัยที่เกี่ยวข้อง

	บทที่ 3 การวิเคราะห์ และการออกแบบระบบ
	3.1. การวิเคราะห์ทฤษฎีที่เกี่ยวข้อง
	3.2. วิเคราะห์และออกแบบวิธีการ

	บทที่ 4 การพัฒนาเครื่องมือ
	4.1. สถาปัตยกรรมของเครื่องมือ
	4.2. สภาพแวดล้อมที่ใช้ในการพัฒนาเครื่องมือ
	4.3. โครงสร้างของเครื่องมือ

	บทที่ 5 การทดสอบระบบและการประเมินผลการทำงานของระบบ
	5.1. การทดสอบความครบถ้วนของฟังก์ชันการทำงานของเครื่องมือต้นแบบ
	5.2. การทดลองเพื่อเปรียบเทียบผลจากการค้นคืน

	บทที่ 6 สรุปผลงานวิจัย
	6.1. สรุปผลงานวิจัย
	6.2. งานวิจัยในอนาคต
	6.3. บทความวิชาการที่ตีพิมพ์

	รายการอ้างอิง
	ภาคผนวก
	ประวัติผู้เขียน

	Button3: 
	Button4: 


