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16:34:50.602112 192.168.97.81.53613 > 192.168.97.113.346: S 1540627498:1540627498(0) 
win 3072 
16:34:50.602209 192.168.97.81.53613 > 192.168.97.113.4672: S 1540627498:1540627498(0) 
win 3072 
16:34:50.602312 192.168.97.81.53613 > 192.168.97.113.49400: S 1540627498:1540627498(0) 
win 3072 
16:34:50.602361 192.168.97.81.53613 > 192.168.97.113.1517: S 1540627498:1540627498(0) 
win 3072 

00:22:22.542560 192.168.97.81.4982 > 192.168.97.113.837: S 2198837618:2198837618(0)  
win 5840 <mss 1460,sackOK,timestamp 4781298 0,nop,wscale 0> (DF) 
00:22:22.542659 192.168.97.81.4983 > 192.168.97.113.2038: S 
2192554354:2192554354(0) 
win 5840 <mss 1460,sackOK,timestamp 4781298 0,nop,wscale 0> (DF) 
00:22:22.542724 192.168.97.81.4984 > 192.168.97.113.squid: S 
2204737681:2204737681(0) 
win 5840 <mss 1460,sackOK,timestamp 4781298 0,nop,wscale 0> (DF) 
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22:56:43.365785 192.168.97.81.55948 > 192.168.97.113.13711: F 0:0(0) win 4096 
22:56:43.365942 192.168.97.81.55948 > 192.168.97.113.1499: F 0:0(0) win 4096 
22:56:43.366041 192.168.97.81.55948 > 192.168.97.113.511: F 0:0(0) win 4096 
22:56:43.366133 192.168.97.81.55948 > 192.168.97.113.1366: F 0:0(0) win 4096 
22:56:43.366229 192.168.97.81.55948 > 192.168.97.113.633: F 0:0(0) win 4096 

23:44:18.565647 192.168.97.81.54169 > 192.168.97.113.1987: FP 0:0(0) win 2048 urg 0 
23:44:18.565742 192.168.97.81.54169 > 192.168.97.113.704: FP 0:0(0) win 2048 urg 0 
23:44:18.565796 192.168.97.81.54169 > 192.168.97.113.1348: FP 0:0(0) win 2048 urg 0 
23:44:18.565845 192.168.97.81.54169 > 192.168.97.113.1496: FP 0:0(0) win 2048 urg 0 
23:44:18.565894 192.168.97.81.54169 > 192.168.97.113.1407: FP 0:0(0) win 2048 urg 0 
23:44:18.565942 192.168.97.81.54169 > 192.168.97.113.1432: FP 0:0(0) win 2048 urg 0 
23:44:18.565990 192.168.97.81.54169 > 192.168.97.113.720: FP 0:0(0) win 2048 urg 0 

23:52:42.155569 192.168.97.81.53717 > 192.168.97.113.3052: . win 4096 
23:52:42.155771 192.168.97.81.53717 > 192.168.97.113.3900: . win 4096 
23:52:42.155906 192.168.97.81.53717 > 192.168.97.113.695: . win 4096 
23:52:42.156028 192.168.97.81.53717 > 192.168.97.113.589: . win 4096 
23:52:42.156153 192.168.97.81.53717 > 192.168.97.113.853: . win 4096 
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00:37:02.907732 192.168.97.81.63983 > 192.168.97.113.1496: . ack 3333408271 win 2048 
00:37:02.907784 192.168.97.81.63983 > 192.168.97.113.2006: . ack 3333408271 win 2048 
00:37:02.907855 192.168.97.81.63983 > 192.168.97.113.967: . ack 3333408271 win 2048 
00:37:02.907904 192.168.97.81.63983 > 192.168.97.113.223: . ack 3333408271 win 2048 
00:37:02.908018 192.168.97.81.63983 > 192.168.97.113.7010: . ack 3333408271 win 2048 

00:54:05.927433 192.168.97.81.33252 > 192.168.97.113.675: . ack 616330702 win 1024 
00:54:05.927523 192.168.97.81.33252 > 192.168.97.113.3049: . ack 616330702 win 1024 
00:54:05.927613 192.168.97.81.33252 > 192.168.97.113.668: . ack 616330702 win 1024 
00:54:05.927702 192.168.97.81.33252 > 192.168.97.113.672: . ack 616330702 win 1024 
00:54:05.927792 192.168.97.81.33252 > 192.168.97.113.224: . ack 616330702 win 1024 
00:54:05.927891 192.168.97.81.33252 > 192.168.97.113.725: . ack 616330702 win 1024�
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alert ip $EXTERNAL_NET any -> $HOME_NET any (msg: "BLEEDING-EDGE SCAN NMAP 
-sO"; dsize: 0; ip_proto: 21; reference:arachnids,162; classtype: 
attempted-recon; sid: 2000536; rev:3; ) 
 
alert tcp $EXTERNAL_NET any -> $HOME_NET any (msg: "BLEEDING-EDGE SCAN NMAP 
-sS"; fragbits: !D; dsize: 0; flags: S,12; ack: 0; window: 2048; 
reference:arachnids,162; classtype: attempted-recon; sid: 2000537; rev:3; ) 
 
alert tcp $EXTERNAL_NET any -> $HOME_NET any (msg: "BLEEDING-EDGE SCAN NMAP 
-sA (1)"; fragbits: !D; dsize: 0; flags: A,12; window: 1024; 
reference:arachnids,162; classtype: attempted-recon; sid: 2000538; rev:4; ) 
 
alert tcp $EXTERNAL_NET any -> $HOME_NET any (msg: "BLEEDING-EDGE SCAN NMAP 
-sA (2)"; fragbits: !D; dsize: 0; flags: A,12; window: 3072; 
reference:arachnids,162; classtype: attempted-recon; sid: 2000540; rev:4; ) 
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