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ABSTRAET

At present ghe utilization of computer aystems in
data processing applicatcion is increasing dramatically both
in government and busifecd seetidn. The effecta of thp computer
are the cause of changg in method and 6tep in data processing

from manual method.

The objective of this thesis ig to demonstrate that
computer fraud can bé perpetrated for a variety of réasons and
in a variecty of waye, by exploiting inadequate or nonexisting
safeguards, and that a reasonavle system of countermeasures can

be established to providesrcasonable protection.

Records,of computer crimes contain a number of instances
in which the, computer has“been an obfject of, Physical ‘dttack to
computer fraud. The nature of the problem in the typical computer

environment arises from the following propertics :

l. Concentration of information. Computer systems tend



to centralize and integrate data file and computer facilities,
making it easier for somecone to sabotage the system or obtain

all the information needed to support a fraudulent scheme.

2. Programs and data can bo'altercd without 2 trace,
Whereas manual manipulations of aceounting records would often

show evidence of tamperingg“which might be further iﬁvestigatedo

3. Complexity. Even fairly simple systems are quite

complex in terms of time apnd skill needed to understand.

4, Lack of control-oriented approach in systems
design. The majority of computer, eystem designers and programmers
are not knowledgable about agcounting controls and general

principles of control.

5. Technical personnel can circumvent kej controls.
Even wherc a system design has built in feature to highlight
exception condition thatican indicate @a fraud, it is possible

for somecnec to make everything appear mormadl.

This, thosis provides.with methods, techniques ;y and

approaches uge to reduce fraud risks and eXpoaures.,



The methods which are used in control the online
computer systems consist of
1,'fhe control in data security to prevent
unauthorized access of confidential data,
20 the control in Telé Commumiecation to protect
data that sent to remoge destination,
3o the orgamfizational control that emphésize in
sepération of dutiesfamong the staff in computer center,
4o the contyol/in system details documentation
5 the contrgl in system design to provide adeguate
audit trails, )
6. the control in program developmeﬁt to ensure that
évery application program is properly tested before and

7. the procesging control to.provide the proper

working environment.

Althotigh the use of online computer [systems tend
to need special safeguard against fraud and data destruction
but thepeffects of \the online computer 4in providing fast and
reliable data processing make the utilization of the computer

system in data processing application increasing dramatically,
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