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CHAPTER 2

THEORETICAL FOUNDATIONS

In this chapter, the theoretical foundations related to the Enterprise Risk
Management System and its framework is discussed.

ENTERPRISE RISK MANAGEMENT SYSTEM

2.1.1. Definition and Features
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management, such as tracking progress objectives, regularly review by
management, measurement activity, significant differentiators are also apparent
from the literature reviews as well as from the case studies. While strategic control
uses performance management frameworks such as Balanced Scorecard to identify
and monitor what should happen risk management frameworks initially focus on the
identification of what should not happen.
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Successful companies have a global, enterprise way of looking at risk. They do not
consider risks separately. They put all their risks together and look at the company's
total risk exposure. They view the company as a whole and aggregate the risks at a



total company level. They have also found ways of measuring all risks in portfolios in
a proper way, and a way to quickly assemble data from different trading systems
around the world. Companies have changed their way of looking at their business.
They have left the vertical model, i.e. broken down by business lines, for the
horizontal way of thinking.

Risk management plays a vital role in a business's competitive strategy and secondly
to explore related risk assessment techniques and applications.

The fundamental understanding of risk management in the areas of competitive and
risk assessment are discussed in this section.
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2.1.2. Integrating Risk Manage

Risk management should b&e

red as the corporate strategy that is
diffused down to an op@l a inmf: all aspects of the business
to ensure it is recognise e iness.

A risk management str: ' yl arm o develop a risk management

e Who is responsible for _
e The support/expertise availa _ ; e responsible for managing risks;
e The level of documentatlorr‘—ﬂaﬁ’d-’;“ w ’r« -

e The plan for revi rd to the policy.

The leading business:ﬂ =serving and creating value,
for example, excelling’ at developing products, mee customers expectations,
entering new markets, réducing costs and jngreasing shareholder value. On each of
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and cre ing value can utilise risk management as a competitive advantage. This
effective risk control on the basics enables a business to manage overall risk more
effectively this enables these businesses to take advantage of opportunities that their
competition considers threats (Galloway and Funston 2000).



2.1.3. Integrating Risk Management to Organisational Cultures

The most important goal of the integration into the culture is achieving a common
understanding of risk across all functions and business units, as in general risks are
not specific to one function or business unit. For example the risk of a financial
downturn has flow on effects on to recruitment.

The culture of a business is determined by the senior management s commitment to
promoting the desired outcome. Senior management must focus on the culture,
believe in the corporate strategy and be determined to be involved in the strategies
fulfilments. Enhancing competence and integrity in a business culture is critical to
the development and maintenance a risk management culture. Effective
communication of risk ensures |nt "7( wledge; mistakes are forgiven while
covering up is not.

In a highly competitive bt nvn?ﬂnmemses encourage each business
unit to develop bold

for en chin t:tlve advantage, they are
also encouraged to asse : tive strategies if the original

plan does not eventuategsThi a usmess at is resilient to risk and takes
advantages of oppo i or planning and anticipation
(Galloway and Funston

Attracting, developin }f : ps}!@tional staff will enhance
competitiveness and red ' _ culture focuses on supporting
competency developme i '* Jand4n g risk knowledge.

2.1.4. Nature of Risks
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Accordlﬂg to Keey (2000), Technical Risk is a major factor but not the sole
component of engineering risk, which include other aspects such as commercial,
organisational, political and social factors. It arises because of the likelihood of
failure in the design, construction and operation of engineering systems and their
components. The responsibility of engineers is to reduce the impact of failure to
acceptable level.

Technical risk is becoming more complex as there are few technical staff to cope with
the work. Number of workers has been reduced to look after and operate
increasingly sophisticated equipments. Engineers may have difficulty in keeping



abreast of the technical literature in their speciality, and managers must be aware of
developments over an even wider field. The technical risks will be realised in practice
depends upon various human factors, accuracy of specification, quality of fabrication,
care of installation, maintenance and operation, etc.

A better understanding of engineering fundamentals with enhanced and more precise
design methods have enhanced engineers to work within ever closer tolerance.
Failures are than more likely to be happened.

Computer-related Risks:
Computer-related risks produce particular kinds of technical risk. Engineers rely on

computer software to undertake their , such as design, forecasting, inventory

control, etc. Computer aided {N\ %trol and monitoring are almost

universal. Such system ma olve work arrangement and remote
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Kletz (1999) suggests thatsmemory of orgapisation may be improved by using formal
information s rﬂtﬂﬂﬂﬁuﬁﬁ jm Eje‘hrf‘[-ﬁrd in their work and
to record theﬁs i f 3 erability for th nefit of maintenance
crews. To warn operators the problems, the Ioszhof organisational memory means
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safety controls insist on minimal risk to the environment and to people.

e built up over a long period. The
at has not been entirely

Environmental and Ecological Risk:

Environmental risk refers to threat to the world surrounding a particular activity or
facility. Ecological risk refers to threats to particular ecosystems. When
developments were small, ill effects were only local in impact. There was always an
escape to an unsullied environment. There are now worries that increasing worldwide
industrial activity may even causing significant climate changes with far reaching
consequence for life itself on earth. '
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Since environmental impacts may be wide-ranging and long lasting, some authorities
prefer to speak of ecological risk in which the effects on whole ecosystems are
considered, rather than the impact on aspects of the built environment or particular
parts of the nature world that are prized by people.

Modern concepts of inherently safe plants and cleaner processes imply that the
environmental risk is much diminished if these principles are embodies in actual
facilities. Loss prevention and waste management require corporate commitment,
but this policy can bring rewards in greater profitability and easier acceptance of
development plans by consent authorities.

management of legal sanctnons

Environmental risk is sometimes u e in the narrower sense of the risks to
statutory requirements under }1

e to meet and/or contraventions of
atlon
Engineering services

S. wﬁ‘!!i'ﬁees are undertaken within a
commercial framewo \a : success but it can be a

commercial failure, suc it is highly eessful in technical aspect, but
it is a great failure ' sts is very high and low
demands of super-soni

Multipurpose facilities
to changing market requi i Y_, 3, 4 multipurpose production unit have
lower business risks bu ital-c Wi igher the plant designed for one
product. - -

l.gain as there is a concept of high

Most business risk eventually—.ce&&fts I? N (¢
nm ?lffer from technical risks

expected return, hlgl risk. In this sense, fi

that are sought to DE € 3 e

2.1.5. Classification qg'

The table 2. 1%“1—2;' ’g m}g nitwtsglva/ﬂ ‘ich risks are assessed.

Risk asgtTmed voluntarily Risk imposed involuntarily

Risk assumed at work Risk caused by work

Effect delayed Effect immediate

Effect temporary and reversible Effect long-lasting and irreversible
Effect known and minor Effect uncertain and life-threatening
Exposure deemed necessary Exposure unnecessary

Common hazard Dread uncommon hazard

Affects all people Affects sensitive people

Likely to be used as intended Likely to be misused

Source: Keey (2000); Lowrance (1976)
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This difference of regard has led many observers to comment that risks involuntarily
thrust upon us should be treated as being more serious than those of our own
choosing. This line of reasoning can support the view that pursuing one’s trade will
almost invariably bring a peculiar set of risks and that such risks may be allowably
greater than those outside the workplace. This is a dangerous argument.

2.1.6. Sources of Risks

Different definitions and classifications can be used in managerial practice. A general
classification may use physical, social and economic sources. But an in-depth
investigation of the problem of risk identification may need classification that can
cover all types of risk in more det Therefore the sources of risk can be
represented depending on thg ‘i |n which they arise as follows
(Tchankova, 2002):

/

\

Physical environment
The physical environ
earthquakes, storms
environmental influenc

risk. Natura! disasters like
to serious losses. The
influences on the environment

nfpst—-eqcna :
importance of the socnal enV|r5fwnent as—a=So '
and loyalty to the orgamsattdﬁ’i‘&étéryﬁ e toi-a large extent the success of the
organisation. The~,ciifference in social valm‘ ﬁl ure, for example, the
businessman from 2 “high level of uncertainty. At
the same time the changes of culture ies. For example, in many
countries the equal ogortumtles of minorities lead to faster development.

Political enwrﬂn%l EI lg Y] n‘j uﬁj I'J ﬂ j
The political ir k countries. The ruling

party can affe organisations in dlﬁerent ways, for example by cuttlng aid to some
indus g p ing strict rules
abouﬁ%ﬁﬁﬁﬁfmmmv 4TI 04 i
|mporta t source of risk in an international aspect. The difference in the ruling
system raises different attitudes and policies toward business. For example, foreign
investment might be confiscated, or taxation systems might change significantly,
which will hurt the investor's interests. The political environment can present

opportunities as well, for example the change in the political system and transfer to
the market economy in Bulgaria.
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Operational environment

Operational activities of the organisation create risk and uncertainty. For example,
damage in installation or production processes might result in fiscal injuries of
workers. Unfavourable working conditions can threaten both the physical and mental
health of the workers. The formal procedures of hiring or firing employees may
generate a legal problem. The manufacturing processes may produce harm to the
environment. In this case the organisation is a source of risk. The international
business can suffer from risks in the transport system. The operational environment
also provides opportunities, because the results of organisational activities improve
the level of life and work of the people.

Economic environment , ]

The economic environment usually is h i nced by the political environment

in a single country, but‘ﬂh:a' i éarket creates a market that is
S

greater than a single marke&-anc 7 onsidered separately. Although a

control of the marke
risk generated from

ent. Examples of sources of
a global aspect, economic

Legal environment P
The legal environmengfcreates risk and- tainty.in business. This opinion is valid
for all countries, but is vafy ifmpo At ia during the last ten years. The legal
system creates risk by disparity.ofc
international domain, coMpléxify - in
standards in different countu}%;ﬁﬁ
legal system creates oppertunities also &
organisations know ' i €

protection of rightsy s ithor's 1employment protection.

Cognitive environmeg :LI‘J

The risk managers' abifitysto reveal, undefstand and assess risk is not perfect. The
difference b ﬂﬁe@o%ﬂﬂ%%ﬁﬁ?ﬂ)@s an important source
of risk for an @rganisation.” The nitive ‘envir ent'i challenge to the risk
manager. The questions of how go assess the, effect of theﬁpcertainty on the
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carelessness and human factors are clear examples of the risk arising from the
cognitive environment.
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2.2. MANAGEMENT OF ENGINEERING RISKS*

*based on original text by Keey (2000)

identify analyse
criteria setling
SHFCHOR consequence
determination

treat evaluate

Figure 2.1: Engineering RISk
Source: Keey (2000)

Engineering risks arsefi ’k; incomplete knowledge or
understanding, to a | that may be of commercial,
political or social origin, or to an inability to control ! developing situation. Such

events, if they happeng ELay result in I or harm to people, property and the
environment. ﬂm;'m cﬁ 81 ﬁiierred, there is always
some residu EI w :I ly badly wrong.

Keey fi pecific hazard
being ﬁﬁr&bﬁﬁﬁm Iﬂlv n Er lace practices,

managément priorities, constraints and pressure. Takmg rlsks may lead to gain, and
this anticipated gain is normally the incentive for undertaking risky ventures.

Engineering risk management is concerned with mechanisms of recognising and
facing threats to a technology-based organisation before they have a chance to inflict
expensive and possibly irreparable damage. These threats may have a technical
origin, but normally the prime cause is poor management of engineering processes
and facilities.

Engineering activities involve uncertainties of various kinds. Risk management is
concerned with coping with these future uncertainties by planning for the unintended
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outcome, through avoidance or mitigation should it happen, thereby reducing future
losses. ‘Loss Prevention’ is sometimes called risk management.

Keey (2000) distinguishes between management of risk and the management with
risk. Management of risk is concerned with the reducing the risk faced by an
organisation and maintaining them within acceptable limits. Engineering organisation
must understand methods of risk reduction, risks may not need to be quantified, but
ranked in priority for treatments. Management with risk is associated with business
risks. For a company to grow, investment must be made, and there always is a risk
associated with them. Proper management quantifies this risk as precisely as
possible so that the venture can pro TF}wth confidence. Engineering risks normally

encompass both kinds of risk n;‘:?\

There are many reas& lea | g organisations to adopt risk
management. There is an increasing war%beneﬂts as means of reducing
future losses while ac?ﬁﬁgga‘5 ] sk of failure and the reward of
success. Managers i in plex and global environment
under rapidly changi usiness activity is a central

All those in positions B ‘; g u%litatlve risk based judgment
everyday. Without fo _ ) ‘ ost of these decisions will be
skewed towards avoidapCe fofincite equence or those likely to be

organisations as ma » ;
political issues, nee be consudered

Risk manag ﬂﬁgﬁﬂﬁﬁ%ﬁﬁ’ﬂment and needs to be
integrated ir k management takes
contmua! effort in developing a culture in whlch&aople are trams}to think about nsk

mammm Ol 7 2 2
eed d cyla en need to be put
in plac An organisation’s risk profile will change over time, so risk management

needs to be live, ongoing and aware of developments, often under guidance of a risk
committee.

chﬂcal, financial, insurance, and

In western countries, ‘Health and Safety in Employment Act’ requires organisations
to sure that there are effective methods of systematically identifying, assessing and
reducing hazards in the workplace. Moreover ‘Resource Management Act’ requires
that organisations put in place good environmental practices which demand the
identification and treatment of risks.
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RISK MANAGEMENT STANDARDS

Risk management is recognised by the Standard as an integral part of good
management practice. It is an iterative process consisting of steps, which enable a
continual improvement in decision-making to take place. Beer (1998) describes the
whole process of risk management as risk identification, analysis, evaluation and
treatment, as shown below:

There are a number of international standards and guides (Keey, 2000):

1. The British Standard BS8800 gives a guide to occupational health and safety
management systems. It builds rlier standards such as BS5750:1987 on
the principles of quality. as BS7750:1992 ‘Specification for
Environmental Manage z

2. The joint Australian stz
Association’s publica‘-'——.'f
CAN/CSAQ850:1997.

3. International Sta with the application of risk analysis in the
management of m LA NN

4. Australian/New Zeal

systems’ which is

rpart in Canadian Standards
Guideline for Decision Makers'

Analysis of technological
‘electing and implementing

Identify risks:
Identify whatﬁ ﬁnd ﬁomthings can arigé.as the basis for further analysis.

ety B8 S NEVTIWEINT

Determine the existing controls ahd analyse gisks in terms (i,consequence and

e W 13 I A W 4 e

Consequence and likelihood may be combined to produce an estimated level of risk.

Evaluate risks:

Compare estimated levels of risk against the pre-established criteria. These enables
risk elements to be ranked so as to identify management priorities. If the levels of
risk established are low, then risks may fall into an acceptable category and
treatment may not be required.

Treat risks:
Accept and monitor low-priority risks. For other risks, develop and implement a
specific management plan, which includes consideration of funding.



16

Monitor and review:
Monitor and review the performance of the risk management system and changes,
which might affect it.

Communicate and consult:
Communicate and consult with internal and external stakeholders as appropriate at
each stage of the risk management process and concerning the process as a whole.

FAILURE MODE AND EFFECTS ANALYSIS (FMEA)

The failure mode and effect a ineering techniques used to define,

identify and eliminate know , : s, problems, errors from system,
design process, and/or sewhp' re t‘t)ey r& customer (Omdahl, 1988).
/1C

nto four types.
.ik 1d ‘-,‘, <

Failure Mode and Effec 815 m
Table 2.2: Types of F d

’ ally.
_e

FMEA ! AN - )
I’le’ alysis N Cause of Failure
Types V4 “- » \
Analyse systems and subsystems in early.concept
System ¥ , 4 :‘f,, \ 8 System deficiencies
and design stage o A % '
g il [ = St
Analyse prodlicts before, releasing to
Design YSEp ! i'?" - f Design deficiencies
manufacturing L
4 2,47 k ‘Process or assembly
Process TN
‘deficiencies
System or process
Service y” . B
deficiencies

The failure mode ang effec fungtion and cannot be done on
individual basis. The team must be defined as appropriate for a specific project and
cannot serve : § F  alllc ledge_that is required for a
specific problﬁ ﬁﬁﬁ%ﬁ%g Wﬂggﬁtﬁi@up of them must be

cross-functiondlland multidiscipline of each FMEA (Stamatis, 1 91).
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engineering team as a mean to assure that des and their
associated causes have been considered and addressed. (Chrysler; Ford and GM,
1995). The Process FMEA is a summary of the team’s thoughts, including an analysis
of items that could go wrong based on experience and past concerns, as a process
developed. This systematic approach parallels and formalised the mental discipline
that an engineer normally goes through in any engineering activities.

The Process potential FMEA:
« Identifies potential product related process failure modes;
o Assess the potential customer effects of failures;
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« Identifies the potential manufacturing/assembly/maintenance process causes and
identifies process reduction variables on which to focus controls for occurrence
reduction or detection of the failure conditions;

o Develops a ranked list of potential failure modes, thus establishing a priority
system for corrective action considerations;

e Documents the results of the manufacturing/assembly/maintenance process.

The definition of ‘customer”’ for a Process potential FMEA should normally be seen as
the end user. However customer can also be a subsequence or downstream

operation.
During the initial Process FMEA i B3P e manager is expected to directly and
actively involve represent s fro _ d areas. The FMEA should be a

catalyst to stimulate th@%ﬁng&of een the functions affected and

T —
thus promote a tea -‘ﬁ‘
i \ame initiated before or at the

ma
The Process FMEA /
1ainte ce operations, from individual

feasibility stage and e i:
components to assembly. Garly ysis of new or revised processes is
t t?ai&rocess concerns during the

promoted to anticip | Ofsi ‘
maintenance planning rnew m )r component programme.

A Process FMEA shou he
process. This flowch houldiiden intenance process characteristics

associated with each ope tio}}{{-}-,f s

The Australian/New Zealand Stand: : 2 sesﬂvat risk management is an
ongoing aspect of an organisation’s operations. Appropriate risk management is
concerned wit ijverfi future loss. La@k'of such management can lead to failure.
Risk management'i

B AN A NEINDS o

in techniques. Risk Managementfis exercisedgat all levels ingan organisation. All

o w (013 9B I 57 W 0 i 2 Wit

risks. Consideration of risk to be a natural part of the decision making process. It
should become instinctive.

Hence the management of risks needs to be planned, proactive and permanent,
whether there exists a specific committee with particular responsibility or these are
incorporated in other management grouping.

The integration of risk management into the decision making process can generate
more informed decisions. Risk management provides a greater understanding of the
decision s inputs/outputs likelihood and consequences and if utilised effectively a
more advantageous decision will be made.
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Understanding how to control decision making to ensure it is best utilised in
accordance with the business objectives and risk boundaries is a key component of
risk management. Effective risk management will lower risk management costs such
as insurance cover and budget over runs. A risk management system identifies and
mitigates situations before they arise to ensure a more beneficial outcome is
achieved. Physical risks of safety and site conditions are improved. Financial risks are
reduced because more sound decisions are made regarding future market changes.

Effective implementation of a risk management system can also add value to a
s market s confidence of the company. In
areholder values can be considered
ment team of these companies.
a high trust company because
decision making process and act
{ safeguards for businesses that
utilise risk manageme a fu ation and strategies can be
put in place and altern@ 1sidered k re the ation arises. Risks are not
only negative but als gppesent_ ! portunities as well. Traditional

approaches to risk fg@ : : ‘ ﬂmncual loss, fraud, lawsuits,
environmental contaminatio ' . iury) an . ut approaching risk as also

positive businesses ca g ] e increase the business value. This new
perspective acknowledges
opportunity in another.

Group decision making is any. deq%?o ‘making, process that is performed by several
individuals is group ecision mﬁkl’n’é Usin ' ke decisions has been both
strongly endorsed ‘ahd_s estioned b ioural scientist and managers.

From early studies*e jroup dynamiw appears to be that people are
t

more likely to accept hew ideas fror i co gue_?_ nd leader in the course of
discussion than from leader telling them what to do. Itis believed that the individual
sees a clearer ﬁg £he situation andjfas a consequence, feels involved in the

o LB S BB

The involvement is considered effeétive when thesfocus is on ovegcoming resistant to

AR NAG
or abilities of members. It pro s“acceptability o isio cause people have

had the opportunity to raise their anxieties or concerns in connection with the
problems under discussion. Also, it is considered a democratic way of going about
things, although this could be somewhat invalidated chosen selectively. Several
specific group decision making techniques can be employed by organisations.

2.5.1. Interacting group technique

An interacting group is a decision making group in which members openly and freely
discuss, argue about, or agree on the best alternative. It is the least structured of
the group techniques. These groups are widely used and involve members
interacting in the process of generating ideas about ways of tackling a problem,
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leading eventually to a group decision majority voting if necessary. These group
suffer from the deficiencies associated with group functioning discussed elsewhere in
this chapter.

2.5.2. Nominal group technique

More structured than the interacting group is the nominal group. Group members do
not talk freely with one another. A group leader facilitates the decision process by
describing the decision situation and asking for input from the participants.
Alternatives are ranked, and a decision is chosen. The procedure adopted after

presenting the problem to the gr ' ollows:
\ /ber writes on paper his or her ideas
ew.

e Before discussion take
s of'1dea to the group, using a flipchart or

about the problem 1
blackboard. This. i 7
¢ Next, the group di he lideas d, with emphasis on clarity and

« Then each member ifi ttrn pregent
evaluation. N,
\ce “an ks independently the ideas

e Finally, each : ,
already present Fou : idea" .the highest aggregate ranking

nominal group techniques. T\ﬁ&‘;;i‘aft‘lcu ant roles are the devil's advocate
and the group facilitator. The responsibility ofithe group facilitator is to ensure that

every group members_feels free to e‘kfp“i'esm?en controversial ones, and
that no one perso“ _ j
2.5.4. Delphi grougec-l;'m

This techniqu is someti ed fi ev. ing_a consens of expert opinion. The
Delphi proceﬁeﬁl i sﬁiﬂ%ﬂfﬂ%@ Q?ﬁsﬁuﬁmntribute individually.
Their opinionsjjare combined and "averaged." These results are fed back to the
experts and the process continue$ until a solutien is reached.%Fhis group bears a
smidghy 4 Porfmeng" k10 Y o e ot et e
face. The following procedures ‘may be used: ‘

e Member are told what the problem is and asked to provide a solution. This is
down through a structured questionnaire approach.

e The questionnaire is completed independently by each member whose
anonymity is maintained.

e The responses of all members are tabulated and each member receives a
copy of use the set of results covering all responses.

e After having an opportunity to see the range and types of answers, each
member is asked again to provide an answer to the original problem. At this
stage an individual could change his or her solution.

e The last two steps could be repeated until a consequence position is arrived
at.
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Advantages of group decision making is the amount of information and experience
available can be increased by including more individuals in the decision making
process. Group decision making tends to generate more alternatives, possibly
allowing the organisation to optimise more. Communication and understanding are
also increased when group decision making is used. This, in turn, increases the
likelihood of the decision's being accepted and supported.

Disadvantages of group decision making are the amount of time needed for making a
group decision is a big drawback. Group decision making can also force compromises
when strong, decisive actions might ded. Finally, group decision making can
encourage groupthink, which i ng» ‘I’ that emerges in a group when the
group members' desire for i )n outweighs their desire to make
the best possible decision.

LITERATURES REVI/

Smallman (1996) define ‘ ; that is used to investigate a part
of the relationship , A' +t @anagement strategy and

reactive approach to ) I actor of risk perception in
managers and its impact i ;Si‘éﬁ;gn;a ion strategy is considered. The types of risk
strategy an organisation fol ﬁ' 5 efined using various measures

of distinct factors. By establishifig-the nature a use of relationships between the
measures and factors, the re,lattqnshlp N en orgamsatlonal approaches to risk

positions. Acknowledges nsk-based I its' formative stages and so
identification of best.?ractl € : ce but there are three important
trends from control-Dased to risk- based auditing, use of scenario planning and

understanding that risk ﬁly to soft asse&%wpenberger 1999).
u %J ’L to help them improve their

Carey (2000) Mes guidance to companies in
internal controls and identify risks €hat are significant to the fulfilment of corporate
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The above five stages include the following activities

1. Identity: application of various tools, potentially including scenario analyses,
internal audit reviews, business process analyses, independent reviews,
interviews round table risk debates/workshops, checklist/questionnaires,
brainstorms.

2. Source: Analysis of underlying root-causes of identified top level risks to facilitate
measurement and mitigation activities.

3. Measure: evaluation of likelihood and impact of identified risks.
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4. Mitigate: development of plans to reduce or eliminate risk, based on the
organisation's risk appetite/ability to cope with risk, and cost benefit analysis of
mitigation, implementation of these plans.

5. Monitor: review of plan implementation and effectiveness of control processes,
continued identification of changes to risk profile and implementation of new
actions to address.

Over the last several years, many countries have seen significant changes to
regulators' expectations of what constitutes effective corporate governance, including
raising pressure for improved risk reporting and for better integrated and more
comprehensive risk management, pr s. From the Simon (1995) encourages
managers to establish effecti e_ﬁepw anage implementation of strategy as
well as the inherent risks jated wi ic choices. Moreover Simon (2000)
describes 'strategic risks"“as--an @int' ent or set of conditions that

significantly reduces the managg implement their intended business
trategi ices made by a management team
ofile 'of the a tion, this providing a logical

strategy. He therefore a
strategic control/performance

may impact on the
argument for the v
measurement. This ar|
identifying the failur
organisations (McCraig

Despite the similarities,
performance management is sthe
development of risk managéfient- tools has
industry, to allow better management of the
= AN
credit and market E]jk (Lawrieet al., 2003).
(.

isk management and corporate
to which analysis is applied. The

Hoffman (2002) -si anagement systems for
assessing the impac?f uncon . asset price movements tend to have
a strong statically dfiven, predictive orientation, thotgh these risk types may be
special cases arisingffm the mechdahictal characteristics of financial market

transactions %ﬂ(%ﬂ ﬂ?tﬁﬂﬂnﬂﬁent requires ongoing
identification, gvaluation and projéction base ternal ‘and external data and that

it necessitates preservative actioh. Management also impliesgtotal organisational

rxs’%ﬂk@ﬁﬂﬁmﬁmwﬂﬂm ELLE

line of business level.

Similarities between the 'top level risks' that related to operational management
issues and the actively objectives on the corporate balanced scorecard were
discussed by Lawrie et al. (2003). To evaluate this, cross check between the two
independently developed lists was carried out. The linkages between objectives and
risks are illustrated below, which the grey dell indicating Strategic Objective for
which a comparable entry in the risk register was identified.
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Top Level Risks
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Figure 2.2: Stratedic objec gpdﬁd‘_e tified, top-| el Fisks
Source: Lawrie et al. 0 ;.f};‘j q
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All Strategic Objective maﬂ,‘héﬁi isk register entries. In fact this mapping
suggests that some 40% ftlje-‘—'ﬁb]e dentified by the management as being
critical to the achievement ---f;—?" re not recognised as being critical by

those preparing the risk regxsggg,-_ "‘ A - “ /A

manager identify thedactions to re He likelihood of organisational
objectives being achﬂved It is an integral part of their approach to strategic control
and corporate perfoamgwce managemssp: since well before the phase 'risk
manageme ent systems that are
being imple ﬁﬁgﬁﬁﬁmwﬂwﬂ ﬁ“ common with systems

designed to n?dnage orgamsatnona&,strateglc performance

e ) AT HBVIRIA B ot o

stratedic control process, as the starting points for risk management.
Recommendations outlining risk mitigation activities and initiatives evaluated against
existing business plans are reported back to the management team for evaluation
and prioritisations. The result of this prioritisation process feeds back into the
strategic control process in the form of 1) additional activities included in business
plans and 2) as additional performance indicators used to monitor development in
residual.

Cobbold (2002) propose the 3™ generation Balanced Scorecard which provides a
good example of a proven framework for strategic control into which risk
management sub-process can readily be incorporated. The components of the 3rd



23

generation Balanced Scorecard design process match components 1 - 3 of the
Strategic Control process as show below:

« Destination Statement: long-term goals describing in some degree of detail
what the organisation should look at some point of time in the future.

o Strategic Objective: activities and their expected outcomes defining what
needs to happen to ensure achievement of the long-term goals and
intermediate goals on the way to the long-term destination.

e Balanced Scorecard Performance Measures and Targets: measures for each
strategic objective are chosen to inform management of progress in achieving

the strategic objectives, targets are set for each measure to enable
performance evaluation. ;

identify Risk-
Related Actions
Required

Galloway and Funstoﬂlz :ut}edding a risk management
capability across a whole enterprise. They give particular consideration to the
creation of such a cultlge, outlining four factors characterising this environment

o o TR TN ARG oo o
RIANIUNNINYIAE




	Chapter 2. Theoretical Foundations
	2.1. Enterprise Risk Management System
	2.2. Management of Engineering Risk
	2.3. Risk Management Standards
	2.4. Failure Mode and Effects Analysis
	2.5. Group Decision Making
	2.6. Literature Reviews


