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Prospective cloud consumers consider several quality attributes of cloud
providers when selecting a cloud service. Security is a major quality attribute that
is often used to differentiate between service offers from different cloud
providers. Cloud Security Alliance has published the Cloud Controls Matrix (CCM)
which contains security best practices and principles where cloud providers can
follow to provide secure cloud services. This research presents a semantic search
prototype for discovering cloud services which conform to the security controls in
the CCM. In this prototype a security ontology is constructed from the CCM. Based
on this security ontology, provider profiles can be built. A provider profile which
presents relevant evidence of conformance to CCM security controls is then
searched and ranked against a cloud consumer’s query. Cloud consumers can
then determine and compare the degree of conformance of the cloud services to
the CCM. From the experiment, the semantic search gives the search results that

are more useful to the consumers than normal text search.
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aunAurng 9 lnediingUsvasdiioatuayuiuinieujiana dmsunisadeanuiediuly

AUANY 9 pespNfeInsldladmihnlunisliuinisaana laglalianudiamiunisin

wnsguaNutiuagniinlagesansniiunnsgrusasiedalanwialul uuszynaldiv

U3N15AaNe [2]

1. 1SO (International Organization for Standardization) lé’muammgwwﬁa
AfAnudfsenatsesdng fie 1SO 27001 insedymuaraudeduiFosainissalua
maﬁagaﬁﬁmmﬁwﬁm MR deunsng 9 ausnunnune wunsdedSounianisan Wudy
Feifu 150 Fdlfvinnstinuaansgiuituu Welduuudiassnisinuaulouis
nsrUIUMIALTuNS M15U13e3nen wazmsUSuUTIsTUUTAnisAusuRsansauLme
(Information Security Management System: ISMS) %ﬂmmgﬂuﬁlﬁummgmﬁLﬁuiﬂﬁmi
VTR Feanansaihludrsdaielflumsussiiuazvesumsiusennasgudeluls

2. ISACA (Information Systems Audit and Control Association) Huosdngd
An91nn155NdaveInguuIYnentulaedaliudesnissiudeyalimilugudnans
(Centralized) waglviuwaniglusun1sAIVANNITNTIRERUTEULABNTIWES UaqUu ISACA
WLAUBRUIMLAENTBUMUAS 9 lussuuansauma Wy nsmiuguawmaluladasaune
mMsmuauiaglimuidesiuiuaiuiung ISACA Yiaus COBIT (Control Objectives for
Information and Related Technology) 675@LﬁUﬂi@UﬂﬁﬁﬁU@LLaLwﬂIuIaﬁaﬂiauLwﬁimsﬁ
yaazeailodmiunguiuimaiiioenloserinsseninemsmunuauieans Useiiunis
wmadauarAuAEmIagIAa uenanilfiiaueulevisuasuumisujuaiindmiunis
muaumaluladansaumaiietisifiuyarmegsaliiiosdng

3. Payment Card Industry (PCl) Security Standards Council \Junlasuta

[V}
v =

yalngngndanadulul a.a 2006 1einguszasAlun1siaun 3nn1s aiugineiu

ANLTuAd loaladnyiunsgiumnuduasnaedn PCl DSS (Payment Card Industry Data



Security Standard) Safiusnasguiniusuanudeansililddaehiidunmsdanisa
ffuas ulewne dunou andnenssueiedis nsvenuuuTeNdnag wazeudesnsiilly
Fanididudu qitetaelvieadnsifinafudeya nieUszutanatoyanisingiasin
a1unsadesiunislasnssudeyanistnsiasin lnanisaruaudeyaiasyedninig o 1Al
ATISANIIINTY

4. NIST (National Institute of Standards and Technology) Humibeaunia

(%
(v 1 Y

YBINTENTNMIYTansgs nedslul a.a. 1901 Ingn15Aaves NIST fe Msatiuayunis

<9

[
Y

auLuayasIANANITaN A MINTTHTBIAVSgaINENY Bnvhedtlddadansgiuludiy
4 9 Tudenasgunnsiuasresraddel ingUszadlil eadannsgiuanasundLas
wlgurganududiuidmnsunisidaunannaisisaus

5. HIPAA (Health Information Portability and Accountability Act) Fadu

s A

ammm%’mﬁm‘lamammL‘ﬁuﬁauﬁwaﬁa%aﬁﬂw (Personal Health Information) lawn

' '
IS = 1

Fonegnueavlnsdninunaiarinsdsenyudseiin1sivtienanisn s wasdeyadu o

Y

A

o a DA = vaa a P o A ao a Y% 1 =
lanuneitesivgtie Funddiuneitesvindundansaiunisivteyasgraduluay
wnsgu edeatunisiilvavestoya wu nisdedeyaniuniadua Nezdesdng sidnsia
1 . I ¥
voya (Encryption) 1uau
S 13 Y v awv ¢ oA = v
31n9NE1IU1 BeANTTRUITRgUsEasAREItuAe Weaswunsgulunisatuay
Y a vV & v a9 1A Y oy ! o & [
NTEUIUNTVINITIUINT Tdulumuanudesnisildla@aninidiusng 9 el o3dns
AUTUAIYRIAAIANIBTOALE LATRienaITumIngAIUANAATIA (Cloud  Controls
Matrix) [2] fun1stduuugeununisuszdiuiluiimiiuiosdiosiu (Consensus Assessments
Initiative Questionnaire) [3] fan15199 2.1 wag 2.2 tetunldlunisussdiuglausnis
¢ & & a ¢ I3 v s o &~ ]
AaNIR Matllnanswmindauaunandn Jagtudunesdy 3.0 Fulnmun 16 vuIn usaz

! < 1 o &
NUIALUIDDNLUUNNINE DY AL

1. Application & Interface Security

Audit Assurance & Compliance

Business Continuity Management & Operational Resilience
Change Control & Configuration Management

Data Security & Information Lifecycle Management
Datacenter Security

Encryption & Key Management

©® N o kR WL

Governance and Risk Management



9. Human Resources

10. Identity & Access Management

11. Infrastructure & Virtualization Security

12. Interoperability & Portability

13. Mobile Security

14. Security Incident Management, E-Discovery & Cloud Forensics
15. Supply Chain Management, Transparency, and Accountability
16. Threat and Vulnerability Management

lonanssEndmuANAaIRazeUIETdNMI IwIATIETLAY WelAuuzuA Y
Uinsmandnagliuinisrandidanusiunsuaziisgnilunsyssiiuaandswiuaiig
funslagsauveadliuinisnand drunuvasuaiunisusuidufiduiiiuiesdostu 1y
lenansiimugiiuenanssindmuauaandasidunguvesianufgiunsufiaiiels

U U

gonndedfiulenansunsndaIuANAaTIf YariiuuudeununisUsaiuiiluiiiuiossien

i
IS4

felalldusunmimaindaiuauaandiiestu 3.0 Tnsdfsnadunesdu 1.1 egdeiivianma 11
e widiannsoldauldegimmandomluusindaiuaunandineidu 1.1 dnlvajdng
aglunestu 3.0 Tudgdudliuimsaaniavalese loviinisimeunsseaunsusedy
MUY (Self-Assessment)  asluadadoyavesdioats Pfidorans (Security, Trust &
Assurance Registry (STAR) [d] titetaelvigléusnmsaandfiindsdumilsuinsaas
annsavhmsiansangliuinmsneleldufifnaumnasgusuaiuiunwesesdnsemm
funsvesnandviodieate Tngldnsnoudanulunuvasunumsussiduiiduiiiiuios

#997UlUNTNIITUN HIFe819lumMI$199 2.3

M13NN 2.1 08 19UBINRTNGAIUANARIN

Control Domain Control ID Control Specification
Application & AlS-01 Applications and interfaces (APIs) shall be
Interface Security designed, developed, and deployed in

accordance with industry acceptable standards
Application Security
and adhere to applicable legal, statutory, or

regulatory compliance obligations.




A5197 2.2 19819 wUUaRUaUNTISUSLER LU iuR IR

Control Domain

CGID

CID

Consensus Assessment Question

Audit Planning

CO-01

CO-01.1

Do you produce audit assertions using a
structured, industry accepted format (ex.
CloudAudit/A6 URI Ontology, CloudTrust,
SCAP/CYBEX, GRC XML, ISACA's Cloud
Computing Management Audit/Assurance

Program, etc.)?

Independent

Audits

CO-02

CO-02.1

Do you allow tenants to view your
SAST0 Type II/SSAE 16 SOC2/ISAE3402 or
similar third party audit reports?

C0O-02.2

Do you conduct network penetration
tests of your cloud service infrastructure
regularly as prescribed by industry best

practices and guidance?

C0O-02.3

Do you conduct regular application
penetration tests of your cloud
infrastructure as prescribed by industry

best practices and guidance?

CO-02.4

Do you conduct internal audits regularly
as prescribed by industry best practices

and guidance?

C0O-02.5

Do you conduct external audits regularly
as prescribed by industry best practices

and guidance?




AT 2.3 FI9E19UBINIsRULUUABUAINNSUTE I U D uAiuN o ed ey

Control CAIQ Question Provider’s Response
Domain
Audit Do you produce audit | The Statement on Auditing Standards No. 70

Assurance & | assertions  using  a | (SAS 70) is an auditing standard issued by the
Compliance | structured, industry | Auditing Standards Board of the American
Audit accepted format (ex. | Institute of Certified Public Accountants
Planning CloudAudit/A6 URI | (AICPA) and provides guidance to auditors
Ontology, CloudTrust, | whom assess the internal controls of a
SCAP/CYBEX, GRC XML, | service provider in order to produce an
ISACA's Cloud | independent audit report. SAS70 has been
Computing replaced by the Statements on Standards for
Management Attestation Engagements No. 16 (SSAE16) as
Audit/Assurance of 2011.
Program, etc.)?
Acquia has completed its first SSAE16 SOC 1
Type | audit in June, 2012 covering its
corporate controls and its Acquia Managed
Cloud PaaS platform and will complete its
first SOC 1 Type Il audit in early 2013 which
will cover the last half of the 2012 calendar
year. Acquia will continue to conduct annual
SSAE16 SOC 1 Type II audits annually going
forward. Acquia is happy to provide the audit
reports to our customers and prospective
customers.
Audit Do you conduct | Yes. Acquia utilizes Qualys Web Application
Assurance & | regular application | Scanning platform to conduct vulnerability
Compliance | penetration tests of | scans on Acquia sites as well customer sites
Independent | your cloud [on an ad hoc basis. Note that web
Audits infrastructure as | application  vulnerability scans are not

prescribed by industry
best

guidance?

practices and

inclusive as part of Acquia Cloud service but
we do offer ad hoc scans to assist customers
as well as a Professional Services security
audit.
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2.1.2 99uUlnlad

2aulnlad (Ontology) [5] AD WUUTIADIWBMUIAAUTOBIAAINSIAITULALIU

(Domain) s q salufisanuduiusiulawuwmaiusiieg lnenaluseulnladasgnualuly

Usglovilunisimue Tideu wislvaidndnninuvedamutu 9 ssulnlaidesausznau

(Components) #dn ¢ A9l

(%

dudinia (Individuals) Wuesiusznauiiugiuvesesulvlad wunedisdeutand

(Object) nils 9 voslawu 1y AU dn Fweenneg Wudu

] [ [ 1

NerUIEINTIUAUY @NUNS0TN LY

Y

[

= i < sala
Aad (Classes) PABNANUVDIDOULINANA
aelupanaifeaiule
aa 6 3 I [ [ =
wWoAnNIUIN (Attributes) LUUANWEMLUIZTA1VDIAANE 9 KUS
[ v 6 4 4 = d' v (Y] | < I3
AMUENNUS (Relationships) MuefsauneItasiusznIedouandnielu

aulnlad

nsesuILesAmNilusUvetesulnladinfenlutagiuilalaenisldnivieeu

lad 1y Mwie1she Aweisaenaiul wazn1weia Janmuad lagnussendsn

NN ENELEULDA (XML)  Ain1sAmuanunuieliidusg19d n1swauioaulnlad

Usznaulumie 6 Tunaunadl

1.

A T

A1SASIVADULALANNUAVDULYAVDIL ALY

nsiasannsiinguintdlnivesesulnlainies
1 =

NISUANLARTONFNY °) Tussulnlad

ANSANNUARAE

ANSAMUUAANUAUNUS

NFAS19DUALAUD

2.2 lNEITHAZIUIY NIV

2.2.1  An Ontology-Enhanced Cloud Service Discovery System [6]

NudsiladausAIewloNFein “Cloud Service Discovery System” #3o

13en3158UU CSDS Aan i 2.1 Ieedignsfsvsngiiedielvidldusnisaainaiunsanum

UINsAaTannssiuanuseInsvedliusnsaanfuiniian Inenuideiliiniseenuuy

wazimutgaulnladvesnadn Jausenaulumenuinvy wasuoulngantnNnIunannIs

(3 1 ! [ wa a J
YDITLUUAATIN LYY ﬂ']iLL“U\‘WlI’Jﬂ%Q;IJLUu laasS, PaasS ey Saas LLﬁS@mﬁQJ‘UWU@QUiﬂ'ﬁIULLG}

agnuIany Mo Inureuinig ninens anmwindeun1sliuinis Wusiu ez

TunrsmanudunusszninausnIsAaInle
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a

iegldvinn1sAUMIUINITAANIALAL SEUAINABIN ST IR LYABINTS SUU

Y

Y
CsDs  aglvinaansnlnalAgsiuaiunein1sveslduniganasnaansnuugiiagiing

[

T R AR TR PRSI R el

Cloud systems in the world

Cloud keywords for searching
(a service name, requirements)

Web search engine . .Q“H‘T pp— &
rocessing | | g0 e
Filtering Agent Agent (a service

I [ e

Cloud Ontology

A cloud term
m each pages

Cloud Service Reasoning Agent

il ] :l Reasoning |
Smilanfy score Aggregated each] Service
of each term imilarity score

| Rating |

Rated relevant
providers

for the requested
service

Cloud Service Discovery System

AT 2.1 S¥UU CSDS

2.2.2 Toward Agents and Ontology for Cloud Service Discovery [7]
- oA v o 1Y Y a %
MAeildunusierlienn [6] ngladnaueszuumsdunmdliusnisaaninuuy
Agent-Based uwazlnsluasadnsun1sinnedoanssening Agent @u38n11 “Agent-Based
Cloud Service Discovery Protocol” 1u3delmiesulnladdseneulusmenuianyuay
VBULUALTINTNTNAIUNENNITVDITEUUAAIAUNUTEENALTNDNTAUNUTIAIUNNY SEUY
Agent-Based iUsznaulusig Agent 3 UszinnfAe User Agent, Provider Agent Wag Broker

Agent 1nai1 Broker Agent JTUAOUAITVINGIU 4 Tunoudall

1. Selection Stage ludumeuil Broker Agent awvims3suiiieusywinemny
éfaqﬂ’maﬂrzﬁ%ﬂ%ﬂ’ﬁ%ﬂamamu User Agent ﬁ’uﬁﬂmwmwm;ﬂﬁu%mie?}qamia
{1y Provider  Agent tilesinisdagliuinisiiliifiaauanansansaniuning
é’aqmsi‘?uﬁ?ﬂﬁuaqrzﬂ%ﬁmiaaﬂ

2. Evaluation Stage 1u555umau‘ﬁ%w‘hmﬁmﬁﬁu@ﬁu’%mﬂmsJﬁmizmmm
Aa1eAAS (Similarity Reasoning) sw'mmmmmiaL%wﬁflﬁéuaq;ﬂﬁu%msﬁ’u
ANUABINTTVRIRLTUTNNT UAETANTUITINLALLIAIYRINITINUINNT (Price and

Timeslot Utilities Matching)
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3. Filtering Stage lutumauillavinsAnglrusnmsniazuuuiinitailanalioen
4. Recommendation Stage ynlaififliusnisinsatuauien1sveldusinig
188 Broker Agent 3¥¥1N13AUNN Broker Agent duat1vziivoyanliusnissng

aued uazwuzthgldusnisivRasie Broker Agent snedutusialy

NAANGYBIUITBUNAIINED Broker Agent laldeaulnladvesraninniy aul
UszandSninlunisAumuinisranaiunizauninniile Broker Agent lulaldpaulnlad
YIAANIN AININT 2.2 2819L5AMINaUINLAINLTTINAIDIANILAINUAILI T NVD

dliusniseanasidundn

# of user agents : 100
# of provider agents : 100

R

A==
=
Aofirmmopeaap

[ Success Rate ]
1

e o B o
O N 0w

Success Rate
o o
Hon

© o o
N W

o

1 10 20 30 40 50
Number of broker agents
empun +C0 +R wsjgee +CO0-R =w= -CO-R

AN 2.2 HAANFIINNSLYaUlMIATVRIAAIN UNITAUN

2.2.3  An Ontology-Based System for Cloud Infrastructure Service’ Discovery [8]
mideilfdnausssulvladifiefiereiuredeyannuannsnimiig uaglily
Fewihiives laas Services Tnglaifiansan Paas uay Saas seulnlasiesuiednuvarveinis
Iiusnslunuiany Compute, Storage Wwag Network LLaza%msJﬂmamﬁ’aL%wﬁﬁﬁ L
Foyaninens dertmunlasauuy (Configuration)  uavauansATlalGmiind W Jof
Tusms s1a1 Anleted (QoS) dusussaus uenanieddeildiosulnladfildadetuld

Uszgnaldiussuunisendt CloudRecommender iialdlunisiuzinuinisaanalseay

1%
[y [

laaS Services waluaAdeilagyinisaiiduauaudlaenudeyaatiy MySQL uazldmds

saL lumsdugseninmaudeyauazAasuigu3nis (Service Description) Fedalallynns

(%
v v

AumBaaune Snnsdaliaseunauussinuinuausiuag
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2.2.4  Semantic Security Policy Matching in Service Oriented Architectures [9]
miAdsilldinaueiBnsfugideeamanesninalevisausiuag (Security
Policy) vesliusnsiiuwesiufuulousnusiuasesglduing ulsuisaiuiiunsazgn
muualagldeaulnlaiuleus (Policy Ontology) %ﬁszuqmﬂm’faqm'iLLazmmmmméfm
ausiups Tnededeeaulnladninutuag (Security Ontology) Bnsawils saulnladay
sSunsazAmuan e URlaev LU 1y Objective, Algorithm, Protocol wag Credential kuu
19 9 Tulammanasiung ulsuiganusiuasildasduenarsignesfarunisldan ws-

Policy @mwuauinuinsgiuildlunisseyulevisla q Mfeidesiuivwesislunisdue

Wemumang uddeilagldnisdud 4 wuu laun Perfect Match, Close Match, Possible

Match tag No Match

2.2.5 An Assessment of Security Requirements Compliance of Cloud Providers [10]
mAtedldiiaueisnmsdsaidudliuinisaand lagldisdmne o die

(Goal Question Metric) WiadAudu et iausuuUS A0S AU UL nd My
Usziiugliuinisrandlusnumsufiaauanudesmssuanusiuas Taeiidmunedy
mmﬁumLLasﬁﬂmmﬁaxﬁauﬁqmwﬁqLﬂmmaﬁ?uﬁmwmLm'%ﬂeﬁmummanéuaz
wuvaeununsUsuiuiduiiiuiesesiudaldmvunlilngasdnsmnutiupswainanis
Imaﬁl,wuaaummfu%gﬂLL‘UENL“ﬁluﬁwmuﬁamﬁam%uLﬁaiﬁawuﬂiaﬁwwumﬁﬁmL%w%mm
dnsuiivgnousniumatuld danmd 2.3 ArinazeglusuremangiumsuiUianiuniny

Aosn1sauAuiuasiutseandu Product uaz Activity IUfURMuAINRDINISUY 9

GQM Definition \\ /o Implemented GOM N
Adopted CSA Initiatives

1. Compliance (CO)

Goal ol Cloud Controls Matrix (CCM). 2. Data Govemance (DG)
08 ks | 11 control groups 3. Facility Security (FS)
4. Human Resources Secunty (HR)
5. Information Security (I1S)
l 6. Legal (LG)
7. Operations Management {OP)
Consensus Assessments 8. Risk Management (RI)
Question 1 Question 2 fe || Initiative Questionnaire (CAIQ) 9 Release Management (RM)
(that acdresses the CCM) 10. Resibency (RS)
11. Securily Architecture (SA)
Defined by this mm‘
Metric 1.1 Metric 1.2 | Metric2.1 = || o raiN

(that answer the ransformed CAIQ questions)

/\

PN v o ¢ a I3 A A& A& v
AN 2.3 ﬂ'ﬂ']llallWUﬁﬁfJ@QLiJG]iﬂ‘?fﬂ’J'U@llﬁaTJ@LLagLLUUﬁ@UﬂqNﬂqﬁﬂigﬁLﬂJUWLUU‘WLVUW@Q

foafuiuIsaALou



14

2.2.6  Matchmaking and Ranking of Semantic Web Services Using Integrated
Service Profile [11]

miAdsiiiausuvudaesesuisiuge Nudsmuminaieni wesielus

Wd521 (integrated Service Profile) dsefunsarmanunsnlunisliuinsvoasesinlusy

Y83lA59a319n15liUsNI5 weAnssuvetwesiswuuiing suluisauanuneag1viteuay

Ia [ o

AANEUBLTIRMIMINEYBIYeTIY kavtauedanesiulunisiuduinisiuaiiudenis

VI UTNIT Inenan1sAuMILarIUATUINNNAREIAU (Ranking)  AdulnalAesiuay

#99N159728 Ineasivlusiidsinusenaunie 2 d@iufe

2

1. anvaumnaliawenn3Uan (Attribute-Based Information) fie NguvadwanvsUan
flfosueiueHefiauladadudoyasgisie wu deyaglsing
2. @1vauweLTNAINaINTe (Capability-Based Information) Ao anwazveLiu
e Sufidudoui neudsoondu 3 woavitng dil
- 1A59a319989UINIT (Service Structure) wanalasaasnandius (Knowledge
Structure) esiiulwesin Fegldusnsamainazideunisinaulelduinig
WU HERSTIVRIVTNIT TILALBUANITVIY WAZNITAIUDS
- NWHANTIUVBIUINNG (Service  Behaviour) LaAIANTAUMATIAEIAY
nginssuveaiumesie 1wy fesnstoyadusesnaiiodstodud
- (oulvesudnig (Service Constraint) uansiteulvwesuinislugvesng

(%

danesnunlelunsivaty agiarsanseninagesiglusinasuiuteniaiu (Query)

Y

v
Y

YR lHUIN3 Ingazlinsdugnamumiu 6 wuuldun

- ms%’uv-jmuwﬂﬁ@ammwma (Matching Ontological Concepts)

- nsyugReulugadiuay (Matching Numerical Constraints)

- N1TAUANALYDIANTIAINUNUIE (Matching Sets of Ontological Values)

q

[

- ns3uAkoulvwesu3n1g (Matching Service Constraints)

Y

- mMsdueluslidngFingsu (Matching Behaviour Profiles)

- ns3uguannIUIneg 19418 (Matching Simple Attributes)
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W99 UsTLAuauIfe WUIARIIUINE AALANAIGIN
NUVBIFIRY
An Ontology- ansadelidlduinis | eanuuukazian STUURTAUN
Enhanced Cloud | ARMR@INSOAUN paulnladuesnana | lWIZAILABINTS
Service U3N15AAATINSARU Fausznauluse Banthiivesszuy
Discovery ANFDINITVD VIANY ULATBULNA | AN
System [6] HlEuIn1sAanInun Bt fimnumdnnis
i VYDITTUUAATIA LTU

UETNINE BN R

laasS, PaaStay Saas
Toward Agents | 1usuideseain eoulnlaids SPUUEIAINDITUN
and Ontology NUITEADUNIN Usenoulunie RWIZAUABINTS
for Cloud VAN UATVBULUA Fanihiivesszuy
Service Bt Aimumdnnis AANIADE
Discovery [7] VYDITTUUAATINLN

Usggnaldiitens

AUNNTIAUNUNY

Tnelgszuu Agent-
Based Fausynouly
A8 Agent 3 UszLAy
Ao User Agent,
Provider Agent LLag
Broker Agent
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W99 UseiAuauive WUIARINLITE AULANFINDIN
NUVBIEIY
An Ontology- #5193 U as1voaulnladonae | asduaunudlay
Based System for | UsMsAaMAUsEIAN | BFUIEYRYA \utoyaadly
Cloud laaS Services ANNANTODNTA | MySQL wagly

Infrastructure
Service’ Discovery

8]

wazliludantinnves

laaS Services lag/la
N84 PaaSiay
SaaS

fds saL uns
FUATENINAIAY
RHGIREL AL TEH
U313 (Service

Description)

Semantic Security | YlauaIsnsTuade | dnaueTBnsduaids | seulvladaniy
Policy Matching in | AUNUIYTZNIN ANUNUETEWIN sfupsazinue
Service Oriented | ulgunemnusiung Weurenuiuag Ao URIlY
Architectures [9] (Security Policy) 494

Alusnisiviesiv

funlgurennusiuag

UBNAIRATRT N
An Assessment of | Usgiliugliusnig msUsziliumuang | lladauessu
Security Aand 1nelt383Audy | sunslaesinglir N1SAUNIE LA

Requirements

(Goal Question

AZLUUNANGIY B9

a s
UTIN1IIAATITIAN

Compliance of Metric) WATUINAUAN GREGICERERY
Cloud Providers ILEATRHRIVRIIN, WasndAluAy
[10] WANgIU ABTIIALUULY
ANRLNY

Matchmaking and | W1l@ualuudnany asramesiglusivg wosiglusluald
Ranking of ABSUNEIUWESINTY | 59U wavtEue dnsuivwesia
Semantic Web ANRLNY danesidlumsdug | wagldlaRansun
Services Using U3nsiumnudiasns | suausiueg
Integrated Service YIITUINIS

Profile [11]




17

v o

19897114798 An Ontology-Enhanced Cloud Service Discovery System [6] @ ]
Fiud wunAevesnuidedudannsaduuuamslunisaiaeiesdionsdumgliuinig
AaNA finseruaudesnmsvesdlduinisnannd uigidvasiansanamzannudeanisilaily
Fanthishueusiunsvesiliuiniseandmumnindmuguaand lagldndnnisesulnla
3 wuduuamslumsiann fedfitearliunaansesnuuuuleuisnnusiunaninmuise
Semantic Security Policy Matching in Service Oriented Architectures [9] unlelunis
oonuuulusiidanusiuasosdliuinsaans suvislduumaiensunisiue druseu
Tnladsunnusiunsiivsauetinsdumnuioisuanuiunmuueindaiuaunand unu
nsisunesAruiTuauiuaddaemly  waginsuszgndldunindauaunaniduas
wuvdeuaunsUsEui Ui iuiosdeetudieuide An  Assessment of Security
Requirements Compliance of Cloud Providers [10] #hunUssendivaaulnlad laguiun
afsesdrudmsinumiuasenas teldlunsdunidannumine Tnodeyauesy
THusnisnandaziiansaunaindeyamdameuuniniv wazadsdoyaanisvesdioate
(Security, Trust & Assurance Registry (STAR)) [4] Lﬁaﬁﬁa;&amimuﬁwmﬂmwuaaumu
mMavssduiifuiidiuiesdestulunisfarsandidwilunsatsooulnled  dadsdlduun
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O |0 | N | O

gudumsidon Activity 3 Product aufiseylidwmsu
Tslwid
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3.7 YUNBUNISNAFDU

FupaunIsnaaaukULty 2 d1ums n1snaaauluswnsy Provider Profile Builder

waglusunsy Semantic Search Fawansnageuiluluognsgnsies s1eazdunaall

3.7.1 Provider Profile Builder

Tudhuilanifumsmageuinlusunsuanansaadslusindauiidonldvdelsl Tnonm
71 3.15 uansliifiuinileviinisiden Control Group wag Control Domain u&WiANIAAYL
OK gLlany Activity ey Product ﬁwuﬂiu Control Group Wag Control Domain fiden

|£:| Provider Profile Builder = |8 PS
Control Group : | Audit_Assurance_and_Compliance 7]
y OK
Control Domain | Audit_Planning "J
Type | Activity / Product | check | oK
Activity Guideline_by_AICPA (]
Activity Independent_audit (]
Activity SSAE16_audit (]
Activity Guideline_by_30C2 LJ
Activity SS5AET1650C1 Type1_audit J
Activity SSAE1650C1 Type2_audit O
Activity SAST0 O
Product Industry_certification (]
Product 15020000_certification (]
Product 1S027001_certification (]
Product SSAE16_report L]
Product SSAE1650C1Type2_report (]
Product SSAE1630CType1_report (]
Product SSAE1630C2Type2_report L
Product Independent_audit_report L
File Name : Save

AN 3.17 Junaun1siden Control Group tag Control Domain

NN 3.18 Uag 3.19 U Lilevin1siaen Activity uag Product gluIN1SiaN
S NYo A VY awa Y o YR A o o I3 Y a o cav yva
Hulmvhvseldujuiniuudinisdudin iwevnisaselusliauesiiiuinig wadwsnlame
luslndanudunsvasliuinisnania Nillaseaiie Control Group, Control Domain,
Activity, Product mu#ilaiaeanienld faniwi 3.20



|£:| Provider Profile Builder | = |5 2 |
Control Group : [ﬁu dit_Assurance_and_Compliance | '] S
OK
Control Domain : [Audit_Planning |']
Type | Activity / Product Check ' . '
Activity Guideline_by_AICPA U
Activity Independent_audit ]
Activity SSAE16_audit [
Activity Guideline_by_S0C2 O
Activity SSAE1650C1Type1_audit ]
Activity SSAE1650C1 Type2_audit )
Activity SASTO 0
Product Industry_cerification ]
Product 1S020000_certification @
Product 15027001_certification D
Product AE16_report V]
Product SSAE16S0CType2_report [l
Product SSAE16S0C1Type1_report D
Product SSAE16S0C2Type2_report D
Product Independent_audit_report ]
File Name : M

AT 3.18 TuRDUAISIADN Activity Wag Product

|£| Provider Profile Builder | = = P |
Control Group : [Audit_Assurance_and_CompIiance | ']
. N - OK
Control Domain : | Audit_Planning |v]

Audit_Assurance_and_Compliance # Audit_Planning # Activity # SSAE16_audit
Audit_Assurance_and_Compliance # Audit_Planning # Activity # Independent_audit
Audit_Assurance_and_Compliance # Audit_Planning # Activity # SSAE1650C 1 Type1_audit

Type | Activity / Product | check | ok |

f InfoBox | RS

6 Save Complete

File Mame: Test Save

i 3.19 Tuneulunistuiindiead1alusindmnuduasasliuinisaanin
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@ SSAE16_audit

)

@ Control_Group

",
",

@ Control_Domain

@ SSAE16SOC1Typet
_audit

@ SSAE16S0C1 Type?2
_audit

@ 1S020000_certif
ication

v

A 3.20 Tslwdanuduasasliuinisaandn fasranniusunsy

3.7.2 Semantic Search

Tudnidumsdumdeyanuiildidenanly anamd 321 andtuinBunisdum
ALUINISAAT9A ﬁﬁmiﬂﬁﬁamu Control Group %831 Audit Assurance and
Compliance lunuangay Control Domain #1831 Audit Planning Tae@umaiy Activity
uaz Product Aiszylunmil 3.21 Wevhmsnalu Search agyhmsfumdeyanmiidenudn
tuuandludiues Result Ranking wazidieviinisadnludiu Result Ranking awuand

Twazdearensiuginatanuduiusveglruinisseiy

|2 Semantic Search (=)

Control Group LAud\lﬁAssurancsjndﬁCumpl\ancs \'] oK Result Ranking
. '] 2

Control Domain : {Aud\LF‘\anniﬂg
FireHost Score = 56

Audit_Assurance_and_Compliance # Audit_Planning # Activity # Independent_au & EvolvelP Scare =53
Audit_Assurance_and_Compliance # Audit_Planning # Activity # SSAE16_audit ~ | | AcerCyberCenter Score = 52
Audit_Assurance_and_Compliance # Audit_Planning # Activity # SAST0 Search DigitalenseHosting Score = 52

Audit_Assurance_and_Compliance # Audit_Planning # Product # Industry_certific v IntraCom Score = 52
[ ¥ AriaSystem Score = 51
Egnyte Score = 49

Type | Activity i Product | Check

Activity Guideline_by_AICPA [}

Activity Independent_audit e Detail

Activity SSAE16_audit [e7]

Activity Guideline_by_s0C2 (] Provider : Acquia K M
Activity SSAE16S0C1Type2_audit O Query Word : Audit_Assurance_and_Compliance # Audit_Planning # Activity # Independent_audit
Activity SSAE16S0C1Type1_audit O - Audit_Assurance_and_Compliance =>> subResult=3

Activity SASTO [ - Audit_Planning === subResult=3

Product Industry_certification &) -Independent_audit === subResult =2

Product Independent_audit_report (0] subResult=8

Product SSAE16_report D Query Word . Audit_Assurance_and_Compliance # Audit_Planning # Activity # SSAE16_audit
Product SSAE1650C1Type2_rep... &) - Audit_Assurance_and_Compliance === subResult=3

Product SSAE1650C1Typel_rep. O - Audit_Planning =>> subResult =3

Product Type2_rep... V] - 8SAE16_audit > subResult= 3

Product 18020000_certification (] subResult=9

Product 1S027001_certification &) Query Word : Audit_Assurance_and_Compliance # Audit_Planning # Activity # SAS70

- Audit_Assurance_and_Compliance >>> subResult=3
- Audit_Planning === subResult= 3
- BAS70 ==> subResult=3
subResult=8
Query Word : Audit_Assurance_and_Compliance # Audit_Planning # Product # Industry_certification
- Audit_Assurance_and_Compliance === subResult=3
- Audit_Planning === subResult=3
- Industry_certification === subResult=1
subResult=7
Query Word : Audit_Assurance_and_Compliance # Audit_Planning # Product #
AE16S0C1Type2 repornt

OK

Pl

AN 3.21 fegransaunlaglelusensy Semantic Search
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N15UsZUNAN1SIAY

lunsuszsliunaniside agrhnsnaaeunisAumgliuinisranidlaewiaidu 2
WU Ao N13AUMITaANULUUUNR (Normal Text Search) Way NISAUNMTIAIUNLUNY
(Semantic  Search) lunsAumtenukuulnd TUstndvesglvuinsasiUTeumilou

Fonuund ilveeulnlad dsluyninadauduius () Tulusliddedany aggninly

A v oo v Aao o ¢

duauiudeanululusiuduesilviuinig Inenlustdvesdliusnis nddnwindualaeeng

o

anAes (Exact Match) fusgstios 1 Anavmnudusius g luluslnadedany aviiodndu

¥ o 14 =

Y
{liusnisaunsadugiutadniuls wasdnisAmulInaAsLuLAIINARI8ATIVBINITTUA

Y

1 1 £

psim (Profile Similarity) 1% Tunsaifiluslndvesiluinshianansndugesgnaesliiu g

Y Y

109 1ae ziiodnmziuy psim (Profile Similarity) v liuinissetudu 0 lunmsfunds

[y

Auve dnaveuduius py szlureusudluesulnladngniugidsnnnumneiuiing
d
Y

ANNFNITUS g vedlusinaderau Tnen1sdurgasiluniswuudugediagnées dugedis

Y

239 karduanily waziinsAuiazku psim (Profile Similarity) Wilwituessieniu

Va b4 ¥ Y a s -dl o a %4 1
Q'Jf\]EJbLﬂi’J‘Ui’JiJ“UE]Z%Iaﬁﬂwlliﬂ’ﬁﬂa’]’m 12 318 LWE)‘IJ']&I’W]@&E]‘ULLﬁ%U’i%L@JNNﬁI@LLﬂ
AcerCyberCenter, Acquia, ArialSystem, Box, DigitalSenseHosting, Egnyte, EvovelP,
FireHost, IntraCom, Krescendo, Mimecast lag Netskope Msnadaurinlaelddamaiy 10

WUU S188%LDUAYDIUBAIDINLASHANISAULAIH
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4.1 YaAauaniz Control Group

Yooty Control Group Wumshumniies Control Group fiaulawhtu
wﬂaa‘uiﬂaﬁuw’wjﬂﬁﬁmimﬁﬁmm Control Group Audit Assurance and Compliance,
Datacenter Security Wag Encryption and Key Management NANIIAUNTDAULUUUNR
WATHANTSAUMLEIAINIANNG WARIRININT 4.1

10 75— 9 9 9 9 9 9
9
T8
s 7
I3
= 6
(]
= 5
o
a 4
= B Normal Text Search
£ 3
g 2 Semantic Search
1
0
I\
)
«&o
)
?S.;

AMA 4.1 MsiUSEuiguRan1IAUAETaRInILaNIE Control Group




38

4.2 ¥8A101URW1E Control Domain

Jafauenig Control Domain tun1sAumLites Control Domain faulawinuuy
FanaaoulnuAuMIUINISNAIeIL Control Domain Audit Planning, Audit Tools
Access, Clock Synchronization W& Incident Management HaN1SAUNITEAINLUUUNG

WASNANTISAUNUTIAMUNLNY UAAIAININA 4.2

30
— 25 24 24 24 24 24 24
Z 21 21
E 20 2 8 8 8 =
7 0 1 0 0
) i8
= 15 - -
e
[-%
E 10 - —  mNormal Text Search
a 5 | i Semantic Search
0 .
X @ F & 2 R X o & @
ceé@ (p‘?\ \\90@ P o‘;é‘%oé&” o\&\ éz\o"’ &o@&ob ec,'b"’ ‘}oQ
&
R A A R R
(‘Q}Q .\"z}(,)e
e Q\QS

AN 4.2 NMSUSHUMIBUNANISAUMPIEUAI0NURNIE Control Domain
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4.3 YaA101ULANIE Activity

Jamanuaniy Activity unisAuriieaua Activity faulamintu fanegeulng
AUMELAUINN37ALEYN Activity Physical Separation, Vulnerability Scan, Physical Security
Control, Temper Audit Wag Recovery Data WaNIIAUNITDAULUVUARLAZNANITAUNN

a L lﬂ'
PUINAIHNUNY LLEAIANNINN 4.3

14

12

10

B Normal Text Search

Semantic Search

psim (Profile Similarity)

AMA 4.3 MIUSHULIBURANISAUAEUDAIN AN Activity
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4.4 ¥8A101URW1E Product

JaMa1uaniy Product 1un1sAUrLiNealA Product Raulawinty fanaasulae

ﬁuméﬂﬁﬁmiﬁlﬁﬁﬂ Product Document describes ISMP, Business continuity plan,
SSAE16 Report, 1SO27001 Certification wag 1SO20000 Certification WANISAUNITOAIIY

WUUUNR LagNaNIIAUNILTIAMNRLNY WARSAININT 4.4

12 11 11

B Nomal Text Search

Semantic Search

psim (Profile Similarity)

AN 4.4 NSUSHUIBUNANISAUMPIEUBAIDNMRNIE Product
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4.5 YaA10TULUUNELN Activity waz Product

Torauwuunauil \Wunsdumdsdendeyaannvate Activity waz Product 117
N15AUNT NMInadeuylagAuEliuINTNlavin Activity ek Logical — Separation,
Security Awareness Training uWagAccess Control way Product leA 1SO27001

Requirement HANTSAUMITDAMULUUUNR UAZHANITAUNITIAIILANNY UAAIAINING 4.5

B Normal Text Search

Semantic Search

psim (Profile Similarity)

AT 4.5 MIUTBUTBUNANITAUMMETOAININLUUNEN Activity Way Product
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4.6 ToANNUWUUNEY Control Domain A181é Control Group

fosnnuuuunand [Hun1sdumBadendeyaann Control Domain A18lé Control
Group %8 9 1¥nSEWM mimaauﬁwimaﬁum;ﬁﬁu’%miﬁlﬁﬁw Control Domain
Quality Testing A18l@ Control Group : Change Control and Configuration Management
uwag Control Domain : Vulnerability and Patch Management nnglé Control Group :
Threat and Vulnerability Management HanN1SAUMITOAINNLUUUNG LaZNaNITAUNILTS

AUNUNY WARSAININA 4.6

14
12 12 12 12 12 12

12

10 10 10

10

B Normal Text Search

Semantic Search

psim (Profile Similarity)

AN 4.6 NMSUSIULTREUNANISAUMIAMIETAIDIULUUNEL Control Domain Angld
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4.7 YoANDUUUUNEN Activity 310 Control Domain

fofamuuunaui Wumsdumdadendoua Activity 910 Control Domain il 1
uwinsAum msnaaeusinlaedumgliusnsdildvia Activity 91 Control  Domain
Controlled Access Points LéiA Physical Security Control, Monitor Access Control Wag
Electronic Access Card HANSAUNITBAULUUUNR WASKNANITAUNITIANUMINY UaAAIGS

A 4.7
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18
17 17 17
16 16
15 15 5
14 14

[EEY
0o

[ S S
o N b O
1 1 1

—13

® Normal Text Search

Semantic Search

psim (Profile Similarity)
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AT 4.7 MIUTUTIBUNANITAUMAIEUDAINLWUUNEN Activity 290 Control Domain




aq

4.8 YaA1NULUUKNEN Product 310 Control Domain

Toauwuunauil Wunsdumdadeandeya Product 90 Control Domain 1l 9
WWINISANM NsnegeuvilagAurdliusn1silavia Product 91 Control  Domain
Business Continuity Testing kA Business Continuity Plan, Regular recovery drill,

1SO27001 certified HANITAUMTBAMULUUUNG LATNANITAUNUTIAIIUNNNY LAAIAININ

n4.8
z
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£
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2
=
e
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E ® Normal Text Search
g Semantic Search
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&
©

ANT 4.8 NSLUSHUMIBUNANISAUMPIEUAINNLUUREL Product 910 Control Domain
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4.9 YoANNMULUUNEN Activity waz Product 21n Control Domain

fosnnuuuunand (umsdumdadendaya Product wag Activity 370 Control
Domain 14 9 11¥N15AWIIN MsmageuYilaeRuElUIAsAlevin Product 910 Control
Domain Anti Virus and Malicious l@wn Antivirus Software Wag Activity 310 Control
Domain Mobile Code 1@uA Mobile Code Authorized wag Code Configuration Check Wa

ANSAUNNIVDANMULUUUNG WAZNANITAUNTIANUNUY LARIAINING 4.9

18
16
14

® Normal Text Search

Semantic Search

psim (Profile Similarity)

AN 4.9 MSUSHUT—UNENSAUMMETeAI0INLUUNEN Activity tag Product 310

Control Domain
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4.10 UoANNLUUNEN Activity waz Product 91n Control Domain A1gl@ Control

Group

fosnnuuuunand (umsdumdadendaya Product wag Activity 370 Control
Domain n8ld Control Group ikt 9 WwhnsAuw mimaauﬁﬂmaﬁum;:ﬂﬁu%miﬁiﬁ
i1 Activity ey Product 21n Control Domain Product Changes ngl# Control Group
Change Control and Configuration Management loiln Activity Notify Customer uag
Product Document of Production Change WNan15AUMITOANNLULUNG LazNan1TAUM

a L lﬂ'
LYIAHUNRUNY LLFPIANNINN 4.10
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4.11 wan15useily

nMIneaelsEnaume 10 UwuuMsAu ntuslnavesdiuinig 12 51 avuuu
youfliusnsidudineu daildn psim (Profile Similarity) g9gnInNsAUMT wansianIwd
4.11 wazAzuuY psim (Profile Similarity) wasvesliuinsfiiumney wansdsnini 4.12
wilganlunsdundeninuwuuun® aswuu psim (Profile Similarity) #1n31n156un1L3
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Wu 1 (ﬂﬁﬁU@j%W) W31z Control Domain “Information System Regulatory Mapping”

agjmsﬂéf Control Group “Audit Assurance and Compliance”
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(Information Retrieval) Ingunsinviaaasiiteny As

Number of relevant data retrieved

Precision = -
Number of data retrieved
_ Number of retrieved provider profiles that match query profile
Number of retrieved provider profiles
Number of relevant data retrieved
Recall =

Number of relevant data
_ Number of retrieved provider profiles that match query profile

Number of provider profiles that match query profile
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A15199 n.1 Ardnilueeulnladvesinudunsniu Application & Interface Security

Adnsilueauinlaa
Control Domain Activity Product
Application_Security Utilize_industry_standard

Automated_sourceCode_analysis
Detect_code_defect
Design_review

Code_review
Detect_vulnerability

Vulnerability scan

Customer_Access_Requi | Granting_customers_access Regulatory_requirement

rements

Data_Integrity

Data_Security_and_Integ | Designed using_industry_standard FedRAMP_requirement
rity




P59 n.2 Adnlussulnladuesnuliuainiu Audit Assurance & Compliance

56

AAnsilusauiniaa
Control Domain Activity Product
Audit_Planning SSAE16_audit Industry_certification
SSAE16S0C1Typel audit ISO20000_certification
SSAE16S0OC1Type2 audit ISO27001_certification
Independent_audit Independent_audit_report
SASTO SSAE16 report
Guideline_by AICPA SSAE1650C1Typel report
Guideline_by SOC2 SSAE16S0C1Type2 report
SSAE1650C2Type2 report
Independent_Audits Vulnerability scan SSAE16 report
WebApplication_vulnerability scan Internal_audit_plan
AdHoc_scan External_audit_plan
Internal_audit Result_of penetration_test
External_audit Result_of network penetration_test
SSAE16SOC1Typel audit Result_of application_penetration_test
Penetration_test ISO27001 audit_report
Network_penetration_test Third_party_audit_report
Application_penetration_test Audit_report
Information_System Regu | Logical_separation
latory Mapping Granular_recovery
Recovery data
Recovery image
Data_encryption
Fully_encrypted
Physical_separation
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M5 n.3 ArdnilueeulnladuesnnutuAIniy Business Continuity Management &

Operational Resilience

Afniluaauiniaa

Control Domain

Activity

Product

Business_Continuity Pla

nning

Geographically_resilient

MultiSite_operation_plan

Infrastructure_service failaver

Business_Continuity Tes

ting

Disaster_recovery test

Business_continuity _plan
Regular_recovery drill
ISO27001_certified

Datacenter_Utilities_and
_Environmental_Contitio

ns

Legal jurisdiction

Documentation

Environmental_Risks

Physical_protection_against_damage

Equipment_Location

High_impact_environmental risk
Designed resist_earthquakes

Physical_and_environmental_security

Equipment_Maintenanc

e

Equipment_Power Failu

res

Protect _equipment
Separate_power_substation

Datacenter_location

Impact_Analysis

SLA data_report
Security_metric

Visibility_and_reporting

Management Program

Defining_business_continuity

Disaster recovery

Disaster_recovery plan
ISO27001 certified

Policy

Policies_and_Procedure

Retention_Policy

Data_rentation_policy

Response to requir_for data




P59 .4 Adnilueulnladuesniuiiuainiu Change Control & Configuration

Management

58

Afniluaauiniaa

Control Domain

Activity

Product

New Development_and

_Acquisition

Management_authorization

Extensive_testing

ISO27001 requirement

Outsourced_Developme

nt

Detect_source code security defects
Source_code_review

Vulnerability scan

Test_plan

Quality Testing

QA process

Document_of quality assurance
1ISO20000_certified
ISO9001_certified

Unauthorized_Software_

Installations

Restrict_and_monitor_installation

1ISO20000_certified
ISO27001_certified

Production_Changes

Notiify _customer

Document_of production_change
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A15199 1.5 mdnilupaulnlalvesinusiuasm1y Data Security & Information Lifecycle

Management
AAnsluaauiniaa
Control Domain Activity Product
Classification Tag
Metadata

Geographic_location
Built_on_Amazon AWS

Data_Inventory and_Flows

eCommerce Transactions

Open_encryption_methodology

Handling_and_Labeling_an
d_Security Policy

Labeling
Handing
Security_policy

Information_Leakage

DLD

Prevent data_leakage

Non-Production_Data

Data_replication
Follow_1SO27001

Ownership_and_Stewardshi

p

Follow 1SO15489
Follow_Oasis XML
Follow_CSA
Follow_1SO27001
Follow_data_label standard

Data_classification

Secure_Disposal

Degauss_HardDisk
Cryptographic_wiping
Multiple_pass_data_wiping
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A1519% n.6 Adnilueeulnladvesanulumsinu Datacenter Security

Afniluaauiniaa

Control Domain

Activity

Product

Asset Management

Maintain_inventory of critical_asset

Maintain_inventory of critical supplier

Controlled_Access_Point

S

Physical_security_control
Biometric_scan

Electronic_access_card

Equipment _Identificatio

n

Connection_authentication

Automation_network_analysis

Off-Site_Authorization

Snapshots_of storage
Document_describes_scenarios
Document_for_application_service
SSAE1650C1Type2 report

Off-Site_Equipment

Document_describes_policy and_procedu

res

Policy

OHSAS18001
SA8000

Maintaining_a_secure_work_outline
ISO27001_certification

Human_safety and_security

Secure_Area_Authorizati

on

Geographic_location

Legal jurisdiction

Unauthorized Persons_E

ntry

Physical_security_control
Biometric_scan
Electronic_access_card
7x24guards

CCTV_cameras
Unauthorized personel
Two_factor_authentication
24x7x365

Monitor_access_control

User_Access

Background_verification




P59 N.7 Adndilussulnladuesnuiuainiu Encryption & Key Management

61

Afniluaauiniaa

Control Domain

Activity

Product

Entitlement

Key Generation

Manage_encryption_keys
Leverage encryption

Maintain_key management

Public keys
Private keys

revocation

Sensitive_Data_Protectio

n

Generated_encryption_keys
Creation_unique_encryption_keys
Data_encryption

Manage_encryption

Public keys
Private keys

revocation

Storage _and_Access
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A151991 N.8 AdnlueulnladuesnuLiuAInIL Governance and Risk Management

Afniluaauiniaa

Control Domain

Activity

Product

Baseline_Requirements

Vulnerability scan
Continuous_monitor_and _report

Virtual_machine_image

Document_of information_security baseli

ne

Data_Focus_Risk Assess

ments

Internal_monitoring
Nagios_monitoring
Continuous_monitoring
Infrastructure_monitoring
Amazon_monitoring

Healt_monitoring

SIM_and_SEM _service

Management_Oversight

Maintain_awareness_security policy

Management_Program

Document_describes ISMP

Management_Supportan

dinvolvement

Verification_of assignment

Action_to support_information_security
Review security management status
Streeing_committee

Management commitment

Policy

Continuously update_control_mapping_d

ocument

Security_policy
NIST

ISO27001

CoBit

1SO20000

Policy_Enforcement

Review violation

Disciplinary_action_for_violation

Policy Impact_on_Risk

Assessments

Review policies and_procedures

Change_policies_and_procedures

Policy Reviews

Notify material_change

Risk_Assessments

Formal risk _assessment

Likelihood _and_impact

Risk_Management Fram

ework

Remumerateted SLA

Professional_Lliability_policy

Risk_Mitigation_and Acc

eptance

Risk_mitigated
Risk_review
Risk_identified

Risk categorized




AN519% N.9 AFnilueaulnladvesnuiuAIfnIL Human Resources

63

Afnilueauiniaa

Control Domain

Activity

Product

Asset Returns

Background_Screening

Background_verification

Employment_Agreemen

ts

Tracked and_audited_training

Information_security_training

Employment_Terminatio

n

Employee_termination

Audited_employee_exit

Industry _Knowledge an

d_Benchmarking

Benchmark_security control
Participate_in_industrygroup

Mobile_Device_Manage

ment

Non-

Disclosure_Agreements

Non_disclosure_agreement

Roles_and_Responsibiliti

es

Responsibility_role

Technology Acceptable

_Use

No_access_customer_data

Inspection_technologies
Acceptable_policy

Training_and_Awareness

Security_awareness_training
Staff _receive_training

Third_party_training

User_Responsibility

Maintain_awareness_security policy

Workspace

Follow SLA Standard
Temper_audit
Track log for_audit

Unauthorize access data




M15199 N.10 mdnsilueoulnlaldvesninusiuasiu Identity & Access Management

Afnilueauiniaa

Control Domain

Activity

Product

Audit_Tools_Access

Restrict_log_and_monitor_access

Credential_Lifecycle and Pro

vision_Management

Tracked_employee_exit
Audited_employee_exit

Timely removal _of user access

Diagnostic_and_Configuration

_Ports_Access

Dedicated_network

Policies_and_Procedures

Segregation_of Duties

Segregation_of duty documentation

Source_Code Access_Restricti

on

Prevent_unauthorize_access

Third_Party_Access

Multi_failure_disaster_recovery
Disaster_recovery
Monitor_service_continuity
Access_operational_redundancy

Share_business_continuity

Trusted Sources

Approve_access_data
Data_classification
Access_control
Benchmark_security _control

Participate_in_industrygroup

User_Access_Authorization

Approve_access_data
Data_classification

Access_control

User_Access_Reviews

Access_right_check
Review_of _certification
Remediction_action_record

Certification_action_record

Certification_report
SSAE1650C1Typel report
SSAE1650C1Type2 report

User_Access Revocation

Modification_of user_access
Revocation of user access

Termination_of employment

User_ID_Credentials

Single_sign_on
Delegate_authentication
Support_ SAML
Support_identity federation

Policy enforment_point capability

Identity_management_system

Utility _Programs_Access

Prevent_unauthorize_access
Detect_attack

Virtualization_management
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A15199 n.11 Adnsluesulnladvesninutiuasiu Infrastructure & Virtualization Security

Afnilueauiniaa

Control Domain

Activity

Product

Audit_Logging and_Intru

sion_Detection

Physical_and_logical useraccess

Audit_log_restrict

Network_infrusion_detection

Mapping_of regulation

Change Detection

Clock_Synchronization

Synchrozization_time_service

Information_System Do

cumentation

Restrict_use_memory
Capacity_management
Capacity planning

Management_Vulnerabili

ty Management

Network_Security

Guildline_to_create_layer_security archite

cture

OS Hardening and Base

_Conrols

Production_and_Non-
Production_Environment

S

Logical_separation

Segmentation

Logical_separation

VM _Security vMotion D

ata_Protection

VMM _Security Hypervis

or_Hardening

Wireless_Security




st n.12 edwiilueeulnlaivesnnudunsiny Interoperability & Portability

66

Afnilueauiniaa

Control Domain

Activity

Product

APIs

Data_Request

Policy_and_Legal

Standardized_Network_

Protocols

Virtualization




A15199 n.13 Adnyluesulnladvesninutuasiu Mobile Security

67

Afnilueauiniaa

Control Domain

Activity

Product

Anti-Malware

Application_Stores

Approved_Applications

Approved_Software for
BYOD

Awareness_and_Training

Cloud_Based_Services

Compatibility

Device_Eligibility

Device_Inventory

Device_Management

Encryption

Jailbreaking_and_Rootin

8

Legal

Lockout_Screen

Operating_Systems

Passwords

Policy

Remote Wipe

Security Patches

Users
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M5 n.14 Ardwsiluosulnladvesninuiiuniniu Security Incident Management, E-

Discovery & Cloud Forensics

Afnilueauiniaa

Control Domain

Activity

Product

Contact_and_Authority

Maintenance

Incident_Management

Incident_management_plan

Incident_response_plan

Incident_Reporting

Logging and_monitoring

Event_management

Incident_Response_Lega

L Preparation

Support_legal _hold

Incident_response_plan

Incident_Response_Metr

ics

Statical_informaton_incident_data

Quantify_and_monitoring




M1599 N.15 mdnsilueeulnlaldvesniusiiuaseiu Supply Chain Management,

Transparency and Accountability

AdnsTluaauiniaa
Control Domain Activity Product
Data_Quality and_Integr
ity
Incident_Reporting
Network_and_Infrastruct Capacity_plan
ure_Services Utilization_report

Provider Internal_Assess

ments

Supply_Chain_Agreeme | Review_third party agreement

nts

Supply _Chain_Governan

ce_Reviews

Supply_Chain_Metrics

Third_Party Assessment

Third_Party_Audits




A15199 n.16 Adnyluesulnladvesniusiuan1y Threat and Vulnerability

Management

70

Afnilueauiniaa

Control Domain

Activity

Product

Anti-
Virus_and_Malicious_Sof

tware

Security_treat_detection_system
AntiVirus_software

AntiMalware_software

Vulnerability and_Patch

Network_vulnerability_scan

Result_of vulnerability scan

~Management Application_vulnerability scan Patch_timeframe
System_vulnerability scan
Mobile_Code Mobile_code_authorized

Code_configuration_check
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AARYIN U, AFNIluAand Activity wag Product

AN597 0.1 Adnsiluaana Activity lneuvadumaiades

AAniluaauiniad aana Activity

Main Class Sub Class Lv.1

Sub Class Lv.2

Independent_audit

SSAE1650C1Typel audit
SSAE1650C1Type2_audit

Independent_audit

SASTO

Guideline_by AICPA

Guideline_by SOC2

Vulnerability scan

WebApplication_vulnerability scan
Network_vulnerability scan
Application_vulnerability scan

System_vulnerability_scan

AdHoc scan

Internal_audit

External_audit

Penetration_test

Network_penetration_test

Application_penetration_test

Logical_separation

Physical_separation

Granular_recovery

Recovery data

Recovery image

Data_encryption

Fully_encrypted
Manage_encryption
Generated_encryption_keys
Manage_encryption_keys
Leverage encryption
Maintain_key management
Creation_unique_encryption_keys

Open_encryption_methodology

Data_classification

Follow_standard

Follow_1SO15489
Follow_Oasis_XML
Follow_CSA
Follow_1SO27001
Follow_data_label standard

Follow SLA Standard

Degauss_HardDisk

Cryptographic_wiping

Multiple_pass_data_wiping




A15797 2.1 Ardnsiluaana Activity Tneuvadunanades (se)

72

AdnsTlueauinlaa Aana Activity

Main Class

Sub Class Lv.1

Sub Class Lv.2

Data_replication

DLD

Prevent _data_leakage

Internal_monitoring

Nagios_monitoring

Continuous_monitoring

Infrastructure_monitoring

Amazon_monitoring

Healt_monitoring

OHSAS18001

SA8000

Background_verification

Physical_security _control

Biometric_scan
Electronic_access card
Tx24guards

CCTV_cameras
Unauthorized_personel
Two_factor authentication
24x7x365

Monitor_access_control

Maintain_inventory of critical_asset

Maintain_inventory of critical _supplier

Information_security training

Tracked and audited_training

Employee_termination

Tracked _employee_exit

Audited_employee_exit

Verification_of assignment

Action_to_support_information_security

Review_security management_status

Streeing_committee

Management_commitment

Continuously update control_mapping_

document

Information_security baseline

Continuous_monitor_and_report

Virtual_machine_image

Notify _material_change

Review violation

Disciplinary_action_for_violation




A15797 2.1 Ardnsiluaana Activity Tneuvadunanades (se)

73

AdnsTlueauinlaa Aana Activity

Main Class

Sub Class Lv.1

Sub Class Lv.2

Access_control

Timely removal of user access
Approve_access_data
Termination_of employment
Modification of user access
Revocation_of user_access

Unauthorize access data

Certification_action_record

Access_right check

Review of certification

Remediction_action_record

Security _awareness_training

Staff receive_training

Third_party_training

Benchmark_security_control

Participate_in_industrygroup

Maintain_awareness_security policy

Temper_audit

Regulatory compliance

Logging_and_monitoring

Track log for audit

Quantify_and_monitoring

Event_management

Support_legal_hold

No_access_customer_data

Statical_informaton_incident_data

Restrict_log_and_monitor_access

Dedicated network

Prevent_unauthorize_access

Detect _attack

Virtualization_management

Review third party agreement

Restrict_use_memory

Capacity_management

Capacity_planning

Remumerateted SLA

Formal risk_assessment

Likelihood_and_impact

Risk _mitigated

Risk review

Risk_identified




A15797 2.1 Ardnsiluaana Activity Tneuvadunanades (se)

74

Adnsilueauinlad Aana Activity

Main Class

Sub Class Lv.1

Sub Class Lv.2

Risk_categorized

Review policies_and_procedures

Change policies_and_procedures

Monitor_service_continuity

Access_operational_redundancy

Share_business_continuity

Disaster_recovery

Multi_failure_disaster recovery

Disaster_recovery test

Management_authorization

Extensive_testing

Notiify_customer

QA _process

Detect _source code security defects

Source_code_review

Restrict_and_monitor_installation

Defining_business_continuity

Physical_protection_against damage

High_impact_environmental_risk

Designed _resist_earthquakes

Physical_and_environmental_security

Protect_equipment

Separate_power_substation

Datacenter_location

Legal_jurisdiction

Granting_customers_access

Single_sign_on

Delegate authentication

Support SAML

Support_identity federation

Designed_using_industry standard

Utilize_industry standard

Automated_sourceCode_analysis

Detect_code_defect

Design_review

Code_review

Detect_vulnerability

Connection_authentication

Automation_network_analysis




A15797 2.1 Ardnsiluaana Activity Tneuvadunanades (se)

75

Adnsilueauinlad Aana Activity

Main Class

Sub Class Lv.1

Sub Class Lv.2

Physical_and_logical useraccess

Audit_log_restrict

Mobile_code authorized

Code_configuration_check




A7 0.2 AFnluAana Product Tnsuuadunanagos

76

Afwilueauiniaa Aaa Product

Main Class

Sub Class Lv.1

Sub Class Lv.2

Industry_certification

1SO20000_certification
1SO27001_certification

Audit_report

Independent_audit_report
ISO27001_audit_report
Third_party audit_report

SSAE16_report

SSAE16S0C1Typel report
SSAE1650C1Type2 report
SSAE1650C2Type2 report

Audit_plan

Internal_audit_plan

External_audit_plan

Result_of penetration_test

Result_of network penetration test

Result of application_penetration test]

Tag

Metadata

Geographic_location

Built_on_Amazon_AWS

Labeling

Handing

SIM_and_SEM _service

Legal_jurisdiction

Policies_and_Procedure

Security policy

Data_rentation_policy
NIST

1SO27001

CoBit

1SO20000

Maintaining_a_secure_work_outline
Response to requir_for_data
Acceptable policy
Professional_liability_policy

Policy _enforment_point_capability

Human_safety and_security

Snapshots_of storage

Document_describes_ISMP

Document_describes_policy and_proce

dures

Document_describes_scenarios

Document_for_application_service

Document_of information_security base

line




P399 2.2 Afsiluaana Product Tnsnuadunanadas (sa)

14

AAnslueauiniaa Aana Product

Main Class

Sub Class Lv.1

Sub Class Lv.2

Certification_report

Responsibility_role

Segregation_of duty documentation

Result_of vulnerability scan

Patch_timeframe

Security treat_detection_system

AntiVirus_software

AntiMalware_software

Incident_management_plan

Incident_response_plan

Inspection_technologies

Capacity plan

Utilization_report

Non_disclosure_agreement

Document_of production_change

Document_of quality assurance

Industry_certified

ISO20000_certified
ISO9001_certified
ISO27001_certified

ISO27001 requirement

Test_plan

Disaster_recovery plan

SLA data_report

Security_metric

Visibility _and_reporting

Business_continuity _plan

MultiSite_operation_plan

Geographically resilient

Regular_recovery drill

Infrastructure_service failaver

Regulatory requirement

Identity_ management_system

FedRAMP_requirment

Guildline_to_create layer security archit

ecture

Synchrozization_time_service

Network_infrusion_detection

Mapping_of regulation
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M13799 A.1 081NV UUNINGAIUANAATIA

Control Domain Control ID Control Specification
Audit Assurance & AAC-01 Audit plans, activities, and operational action
Compliance items focusing on data duplication, access, and
data boundary limitations shall be designed to
Audit Planning
minimize the risk of business process
disruption. Audit activities must be planned
and agreed upon in advance by stakeholders.
Business Continuity BCR-01 A consistent unified framework for business
Management & continuity planning and plan development
Operational Resilience shall be established, documented and
adopted to ensure all business continuity
Business Continuity
plans are consistent in addressing priorities for
Planning
testing, maintenance, and information security
requirements. Requirements for business
continuity plans include the following:
Change Control & CCC-01 Policies and procedures shall be established,
Configuration and supporting business  processes and
Management technical measures implemented, to ensure
the development and/or acquisition of new
New Development /
data, physical or virtual applications,
Acquisition
infrastructure network and systems
components, or any corporate, operations
and/or datacenter facilities have been pre-
authorized by the organization's business
leadership or other accountable business role
or function.
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M3N A.1 FIBE19TBRUASNFAIUANAATIA (FB)

Control Domain

Control ID

Control Specification

Data Security
&Information
Lifecycle

Management

Classification

DSI-01

Data and objects containing data shall be
assigned a classification based on data type,
jurisdiction of origin, jurisdiction domiciled,
context, legal constraints, contractual
constraints, value, sensitivity, criticality to the
organization,  third-party  obligation  for
retention, and prevention of unauthorized

disclosure or misuse.

Datacenter Security

Asset Management

DCS-01

Assets must be classified in terms of business
criticality in support of dynamic and distributed
physical and virtual computing environments,
service-level expectations, and operational
continuity requirements. A complete inventory
of business-critical assets located at all sites
and/or geographical locations and their usage
over time shall be maintained and updated
regularly (or in real-time), and assigned
ownership supported by defined roles and
responsibilities, including those assets used,

owned, or managed by customers (tenants).

Encryption & Key

Management

Entitlement

EKM-01

All entitlement decisions shall be derived from
the identities of the entities involved. These
shall be managed in a corporate identity
management system.

Keys must have identifiable owners (binding
keys to identities) and there shall be key

management policies.
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M3N A.1 FIBE19TBRUASNFAIUANAATIA (FB)

Control Domain

Control ID

Control Specification

Governance and Risk

Management

Baseline

Requirements

GRM-01

Baseline security requirements shall be
established for developed or acquired,
organizationally-owned or managed, physical
or virtual, applications and infrastructure
system and network components that comply
with applicable legal, statutory and regulatory
compliance  obligations.  Deviations  from
standard baseline configurations must be
authorized following change management
policies and procedures prior to deployment,
provisioning, or use. Compliance with security
baseline requirements must be reassessed at
least annually unless an alternate frequency
has been established and established and

authorized based on business need.

Human Resources

Asset Returns

HRS-01

Upon termination of workforce personnel
and/or expiration of external business
relationships, all organizationally-owned assets

shall be returned within an established period.

Identity & Access

Management

Audit Tools Access

IAM-01

Access to, and use of, audit tools that interact
with the organization's information systems
shall  be appropriately segmented and
restricted to prevent compromise and misuse

of log data.
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Control Domain Control ID Control Specification
Infrastructure & IVS-01 Higher levels of assurance are required for
Virtualization Security protection, retention, and lifecyle management

of audit logs, adhering to applicable legal,
Audit Logging /
statutory or regulatory compliance obligations
Intrusion Detection
and providing unique user  access
accountability to detect potentially suspicious
network behaviors and/or file integrity
anomalies, and to  support forensic
investigative capabilities in the event of a
security breach.
Interoperability & IPY-01 The provider shall use open and published
Portability APls to ensure the broadest support for
. interoperability between components and to
s
facilitate migrating applications.
Security Incident SEF-01 Points of contact for applicable regulation

Management, E-
Discovery & Cloud

Forensics

Contact / Authority

Maintenance

authorities, national and local law
enforcement, and other legal jurisdictional
authorities shall be maintained and regularly
updated (e.g, change in impacted-scope
and/or a change in any compliance obligation)
to ensure direct compliance liaisons have been
established and to be prepared for a forensic
investigation requiring rapid engagement with

law enforcement.
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Control Domain Control ID Control Specification
Mobile Security MOS-01 | Anti-malware awareness training, specific to
mobile devices, shall be included in the
Anti-Malware
provider's information  security awareness
training.
Threat and TVM-01 | Policies and procedures shall be established,
Vulnerability and supporting business  processes and
Management technical measures implemented, to prevent
the execution of malware on organizationally-
Anti-Virus / Malicious
owned or managed user end-point devices
Software
(i.e., issued workstations, laptops, and mobile
devices) and IT infrastructure network and
systems components..
Supply Chain STA-01 Providers shall inspect, account for, and

Management,
Transparency and

Accountability

Data Quality and
Integrity

correct data quality errors and risks inherited
from partners within their cloud supply-chain.
Providers shall design and implement controls
to miticate and contain data security risks
through proper separation of duties, role-based
and

access, least-privilege access for all

personnel within their supply chain.
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Control Domain

CGID

CID

Consensus Assessment Question

Audit Planning

CO-01

CO-01.1

Do you produce audit assertions using a
structured, industry accepted format (ex.
CloudAudit/A6 URI Ontology, CloudTrust,
SCAP/CYBEX, GRC XML, ISACA's Cloud
Computing Management Audit/Assurance

Program, etc.)?

Independent

Audits

CO-02

CO-02.1

Do you allow tenants to view your
SAST0 Type II/SSAE 16 SOC2/ISAE3402 or
similar third party audit reports?

C0O-02.2

Do you conduct network penetration
tests of your cloud service infrastructure
regularly as prescribed by industry best

practices and guidance?

C0O-02.3

Do you conduct regular application
penetration tests of your cloud
infrastructure as prescribed by industry

best practices and guidance?

CO-02.4

Do you conduct internal audits regularly
as prescribed by industry best practices

and guidance?

C0O-02.5

Do you conduct external audits regularly
as prescribed by industry best practices

and guidance?
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Control Domain

CGID

CID

Consensus Assessment Question

CO-02.6

Are the results of the network
penetration tests available to tenants at

their request?

CO-02.7

Are the results of internal and external
audits available to tenants at their

request?

Background

Screening

HR-01

HR-01.1

Pursuant to local laws, regulations, ethics
and contractual constraints are all
employment candidates, contractors and
third parties subject to background

verification?

HR-02

HR-02.1

Do you specifically train your employees
regarding their role vs. the tenant's role
in  providing  information  security

controls?

HR-02.2

Do you document employee
acknowledgment of training they have

completed?

Employment

Termination

HR-03

HR-03.1

Are Roles and responsibilities  for
following performing employment
termination or change in employment
procedures assigned, documented and

communicated?
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Control Domain CGID CID Consensus Assessment Question
Management 1S-01 1S-01.1 Do you provide tenants  with
Program documentation describing your
Information Security Management
Program (ISMP)?

Management 1S-02 IS-02.1 | Are policies in place to ensure executive
Support / and line management take formal action
Involvement to support information security through
clear documented direction,
commitment, explicit assignment and

verification of assisnment execution?
Policy 1S-03 1S-03.1 Do your information security and privacy

policies align with particular industry
standards (ISO-27001, 1SO-22307, CoBIT,

etc.)?
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