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Chapter I 

INTRODUCTION 

 
CAPTCHA stands for “Completely Automated Public Turing Test to Tell 

Computers and Humans Apart” [13], also known as Human Interaction proof (HIPs). The term 

“CAPTCHA” was coined in 2000 by Luis von Ahn, Manuel Blum Nicholas J.Hopper, and John 

Langford. It is a method programmed to identify human and computer bots, by generating a test 

that only humans can solve easily and computers cannot. The method assumes that any user 

entering the correct solution is human and those who enters incorrect solution as imitated human. 

Basically CAPTCHA is classified into four Categories:  
1. Text-based CAPTCHA 
2. Image-based CAPTCHA 
3. Audio-based CAPTCHA 
4. Video-based CAPTCHA 

Although, the main purposes of all these types of CAPTCHA are the same as 

mentioned earlier; however, they are different from each other in implementationit defers from 

the way it has been implemented. For example, the Text-based CAPTCHA uses alphabets and 

numbers with some special effects like distortion, adding noise, etc. In the Image-based 

CAPTCHA, some collective images are clubbed together to form a single image, and then users 

with will be asked to perform a certain activity accordingly. The Video-based CAPTCHA, where 

inin which a video will be displayed and users will be asked to perform a certain task. Lastly, the 

Audio-based CAPTCHA is designed especially for those groups of people who have vision 

problems. After An an Audio audio will bewas played, and the users will have to identify the 

sound and will have to type the right input accordingly. More in details of about each type of 

CAPTCHA are explained in Chapter 2. 
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Although there are many types of CAPTCHAs as mentioned above, the Text-

based CAPTCHA is widely used as because it is easy and comprehensible. The Text-based 

CAPTCHA has been implemented in many websites in order to prevent intrusion from by 

automated systems which are trying to illegally gain access to the system.  

The interesting issue of The the Text-based CAPTCHAs are is the very useful 

for protection of intrusions from automated bots. The usefulness of CAPTCHA depends on the 

design of CAPTCHA and the design of CAPTCHA dependswhich bases on design features and 

other factors like physical characteristics, mental capability of the user. 

The above mentioned factors may differ from individual to vary in individual 

differences, from one location to another location, and from one country to another country and 

different locations and countries. To evaluate the effect of the above factors, three countries 

Bhutan, India, and Thailand, which have varying influence of factors in each country, were 

selected for the study that have varying influence of factors in each country. Based on the factors 

mentioned aboutabove, the usefulness of the Text-based CAPTCHA has been determined and the 

results are detailed in Chapter 4. 

 

1.1 Background and Importance 
 

Currently, in this modern world, computers have spread out over the globe and 
its their utility utilities has have been grown to an extent in the world where the minuscule 
malfunction of the computer system can lead to huge financial losses. With the invention of the 
Internet, the usage of computers has been become inevitable. The world’s information flow has 
widely changed with the implementation of the Internet. As a consequence, the Internet becomes 
a significant resource for the information. Moreover, the use of the Internet accelerates the 
business process competition in a global presently. In order to gain their successes in the same 
business, some business rivalries have propagated malicious computer programs to disrupt their 
rival’s business processes. Additionally, various malwares were distributed to gain unauthorized 
access to disclosed company information. 
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Besides, in 1999, Slashdot [31] published a poll asking visitors to choose the 
graduate school, which had the best program in computer science? To gain the fame, the 
students from two universities, Carnegie Mellon and MIT, created automated programs called 
bots to vote repeatedly for their respective schools. While these two schools received thousands 
of votes, other schools had only a few hundred each. These acts have necessitated the creation of 
the system to be differentiate between human and malware inputs. Consequently, in the year 
2000, researchers introduced a method, called Completely Automated Public Turing Test, to 
Tell Computers and Human Apart, which is was commonly known as CAPTCHA [1], in order 
to prevent this kind of intrusion from unwanted programs. Afterward, free email service 
providers like Gmail and yahoo Yahoo mail implemented the CAPTCHA to prevent automated 
mail registrations and many other webmail providers followed them. 
 

1.2 Motivation 
 

As mentioned previously that the Internet has spread all over the world. In 
developing countries, technologies play an important role in development and economic growth. 
Developing countries like Bhutan where the Internet was introduced in the late 1999 which 
could be one of the last countries to introduce the Internet. However, the growth rate in 
technology and people usingthe usage of the Internet in the developing countries has been 
marked remarkable. With this remarkable growth in the technology usages, the security has 
become a great concern. One of the major security concerns is CAPTCHA as many bots or 
unwanted programs try to access the system illegally. Thus, it is interesting and necessary to 
conduct study on the usefulness of CAPTCHA, particularly, in some of the developing countries 
like Bhutan, India and Thailand. This research focuses more in on the Text-based CAPTCHA as 
it is the most commonly applied to the websites. Therefore, the study would reveal 
determination of usefulness of the Text-based CAPTCHA in some of the developing countries. 
 

1.3 Problem Statement 
 

Presently, CAPTCHA has been used in many websites for the purpose of 
protecting its theirs information from intruders or bots or mimicking human users. Therefore, 
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CAPTCHA method plays an important role in shielding system against malwares or bots 
(automated scripts) and prohibited users. However, occasionally even the legal users are do not 
also not granted access to the system due to the unfavorable CAPTCHA design. This The 
unfriendly nature of the CAPTCHA may degrade the usefulness of it. Therefore, it this is a 
concern issue to consider usefulness when designing the CAPTCHA. 
 

1.4 Objectives 
 

CAPTCHA, is a technique developed to filter non-human users from real 
human without using their credentials. It has been seen that there are many usefulness issues 
with every kind of software or hardware developments. CAPTCHA also faces the same 
usefulness issue. Usefulness may vary from place to place and from individual to individual. 
Factors have been broadly categorized into human physical characteristics, mental factors and 
the design features. These factors have differing ranges of effects in the usefulness of the 
CAPTCHA. Further, the various types of CAPTCHA schemes may exhibit some differences and 
some common factors.  

HoweverTherefore, this study will focus on determining the usefulness of the 
Text-based CAPTCHA in developing countries. As discuss earlier, factors such as human 
characteristics which differ from individual to individual and more importantly from country to 
country. Examples of such human characteristic factors are such as blind or visually impaired 
users who may not be able to use Text-based CAPTCHA. Thus, in such case the Text-based 
CAPTCHA may not be of much use, so the Text-based CAPTCHA is unfeasible. Likewise there 
are other mental factors such as experiences and knowledge of users with regards the use of the 
CAPTCHA. 

Besides, the CAPTCHA design factors seem to have a veiled impact on the 
success of the CAPTCHA usage. The design factors of the Text-based CAPTCHA are such as 
characters’ colors, background colors, fonts, and sizes, special effects like distortion and noises. 
These design factors are all contributing factors towards the usefulness of the Text-based 
CAPTCHA. Nevertheless, every individual has different perception about the usefulness of 
CAPTCHA. Therefore, there are many influencers that affect the usefulness of the Text-based 
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CAPTCHA. So, the design factors and other factors of usefulness should be taken care to 
achieve the satisfactory usability levels of the Text-based CAPTCHA. 

Accordingly, this study aims to clarify the usefulness of the Text-based 
CAPTCHA in the underdeveloped countries in account of the factors mentioned above. The 
selected countries in this study are Bhutan, India, and Thailand. These countries have different 
levels of the technology maturity. It is imperative that computer-users of these developing 
countries may have different levels of exposure towards the Internet. Therefore, factors that 
affect the usefulness of the CAPTCHA may also vary across the variation of countries. 
 

1.5 Scope and limitations 
 

CAPTCHA (Completely Automated Public Turing Test to Tell Computers and 
Human Apart), a human user identifier from bots and other computer generated activities. There 
are many different types of CAPTCHAs being implemented over time but the Text-based 
CAPTCHA has been one which is widely used. The study is based on the survey-based 
questionnaire over three countries. The following list is the scope and limitations of this study: 

1. The determination the usefulness of the Text-based CAPTCHA only. 
2. The work focuses on simple and less distorted of the Text-based 

CAPTCHA. 
3. The sample groups in this evaluation are limited to three nationalities 

(Bhutanese, Thai and Indian). 
4. The sample groups are between 10 to the age of 60 years and above. 
5. The study does not cover vision impaired samples. 

 

1.6 Expected Outcomes 
 

The study of the usefulness of the Text-based CAPTCHA conducted using 
questionnaire survey. The study is limited to the respondents from three countries namely 
Bhutan, India and Thailand. The outcomes of this study were aimed at the following points: 
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1. To determine factors affecting to the usefulness of the Text-based 
CAPTCHA on the participants from Bhutan and comparing with other 
two nationalities (Thailand and India) which are technologically 
advanced than Bhutan. 

2. To determine the variation in the usage of CAPTCHA and the cause. 
3. To know the users’ view regarding to the use of different CAPTCHA 

designs for different age groups.  
4. To determine the CAPTCHA scheme is popular among all three 

nationalities (Bhutanese, Thai and Indian) 
  

1.7 Thesis Structure 
 

The structure of the thesis is divided into chapters and the each chapter contains 
as follows. 

 Chapter 1: The introduction for this study that includes the problem 
statements, background and motivations. The objectives of this study and 
details of study conditions are stated. 

 Chapter 2: The related works and theories that are further broken into 
introductory, usage, type and weakness and strength and history of 
CAPTCHAs, all are presented. 

 Chapter 3: This chapter basically describes the methodology like the 
research method and details. 

 Chapter 4: This chapter contains results of the data capturing and analysis 
 Chapter 5: This contains the discussion and the conclusion 

 



 

Chapter II 

RELATED WORKS AND THEORIES 

In this chapter, the basic knowledge and reviews of some related works are 
presented. The basic knowledge is such as the definitions, types, and usage of CAPTCHA. 
Then, the literature reviews related to the research topic are elaborated. Details of such contents 
are described below. 
 

2.1 CAPTCHA Introduction 
 

The computer technologies and applications development leads to the 
improvement of the Internet internet technology, a technology with worldwide accessibility. 
Every country around the world uses the Internetinternet applications for their daily lives and 
activities, such as communication media, business processes, and educations. The Internet has 
advantages that support daily activities as mentioned earlier easy and faster. However, there is a 
number of issues in using the Internet. 

One of such issues is the security issue. Over years, many security measures 
were invented and implemented either in the forms of hardware or software based. The security 
was implemented in order to protect information from illegal users and bots. Some examples of 
such security methods are biometric security, firewall security, and antivirus. 

 Sometimes later with the improvement of bots’ deciphering methods, activities 
over the Internet became confusing to differentiate because the bots’ activities are similar to that 
of human. Thus, the security technique in recognizing a user and confirming that the user is 
human has become so essential. In pursuit of such validation of genuine human-to-human 
communication, the theoretical method was founded by Moni Noar (1996) [32]. 

 The term CAPTCHA was invented in the year 2000 [13] by Luis Von Ahn 
from Carnegie Mellon University. It was implemented to control or prevent the malicious 
software that is designed to attempt unauthorized accesses to computer resources and to validate 
human-user. It was yahoo to implement the CAPTCHA for the first time and those CAPTCHA 
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were basically Text-based. The most common Text-based CAPTCHA used are EZ-Gimpy, 
Gimpy, Baffle-text, Pessimal-Print and Scatter Type [30]. Besides the Text-based CAPTCHA, 
there are other kinds of CAPTCHA, namely Image-based, Audio-based and Video-based. 
 

2.2 Usage of CAPTCHA 
 

CAPTCHA is a program that produces and executes tests which are designed to 
be tough for malwares to pass through but it is easy for humans. The main purpose of 
CAPTCHA is to ensure that requested services or resources are generated for human and not for 
any kinds of automated computer programs. Thus, it attempts to identify legal users from illegal 
or virtual users.  Accordingly CAPTCHA has been used as a front line web security where 
humanly activities need to be verified. Examples of these are registration forms, online polling 
[1], and even e-banking [2]. In addition, it has been used to prevent spammers [3], Spyware [4], 
Denial of Service attacks [5], and also used to identify the child users [6]. CAPTCHAs are also 
used to prevent dictionary attacks in password systems and to block search engine bots.  

The use of CAPTCHA can be experienced when a user creates new webmail 
accounts in Gmail account, Hotmail and Yahoo mail. Additionally, it is also used in blogs, 
forums, Wikis and every e-commerce website. Furthermore, it has been observed that 
CAPTCHA is used in Facebook as Heuristic checks to restrict the overused of its services 
beyond some threshold. Not only does CAPTCHAs help preventing abuse, it also helps in 
preserving knowledge by digitizing some old books. The best and live example of such 
contribution is through the reCAPTCHA project. There has been an attempt to digitize contents 
of old books using OCR software. However, some certain words are not OCR-readable because 
of typical printing styles with faded ink and yellow pages. For that reason, Von Ahn and 
coworkers [31] have used those words to display in CATPCHA so that humans could help 
interpreting the words. This method is named as reCAPTCHA. This reCAPTCHA improved the 
performance of digitizing old printed contents and making that knowledge more reachable to the 
public. In fact, the used of those words which were not properly identified by the OCR system in 
CAPTCHA and making use of the ability of human being able to read those words has 
contributed lots towards the feeding of word in digitized pool of words. Thus, CAPTCHA can 
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be applied for many purposes besides front line security. Consequently, CAPTCHA is very 
useful in this modern world. 
 

2.3 Types of CAPTCHA 
 

CAPTCHA is classified in many styles. Some categorize CAPTCHA based on 
its presentation forms or appearance while some groups of CAPTCHA are based on the 
technology. The various types of CAPTCHA are OCR-based (Optical character recognition) and 
Visual Non-OCR-based types. These are technology-based classification. Other types of 
CAPTCHA are Non visual [7], Text-based CAPTCHA [8], Audio-based CAPTCHA [9], Image-
based CAPTCHA, Puzzle-based CAPTCHA [10], QRBGS (Quantum Random Bit Generator 
Service) [11], Cartoon-based CAPTCHA [16] and Question-Based CAPTCHA [12] which 
basically can be widely classified by their appearances. Moreover, new type of CAPTCHA is 
also evolving such as symbol-based CAPTCHA as shown in the Figure 2.1 and as well in 
Appendix A. 

 
 
 
 
2.3.1 Text-based CAPTCHA 

Figure 2.1: Samples of symbol-based CAPTCHA 
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The Text-based CAPTCHA is designed to provide tests where users are 
confronted with texts or digits with distortions; the user needs to identify and input the same 
value to gain access to intended resources. Some examples are Gimpy, EZ-Gimpy, 
PessimalPrint, Baffle Text and Scatter Type. Gimpy [20] was the first type of CAPTCHA that 
Yahoo has implemented. This type of CAPTCHA is implemented by the webmail service 
providers like Google and Hotmail to allow the real human being to register for the e-mail 
services. Moreover, this type of CAPTCHA is more commonly implemented than any other 
types. EZ-Gimpy is another distorted Text-based CAPTCHA where users have to identify 
multiple words [20].  

 

 
Another example of CAPTCHA is the Logical Questions Text-based 

CAPTCHA, an example of such kind is 8 plus 2 is what? The user inputs the answers to these 
questions in the text-box provided for the input purpose. Some samples of the Text-based 
CAPTCHA are shown in Figure2.3 and Figure 2.4.  

Figure 2.2: Samples of Text- based CAPTCHA  
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 Figure 2.3: Eyestrain Text- based CAPTCHA  

 
 
 
 
 
 Figure 2.4: Tough Text- based CAPTCHA 
 

2.3.2 Image-based CAPTCHA  
 
This Image-based CAPTCHA displays an image, the user has to answer the 

question based on the presented image to accomplish the test. Currently, there are various 
techniques of the Image-based CAPTCHA such as the confident CAPTCHA, Bongo 
CAPTCHA, and ESP-PIX, etc. 

The confident CAPTCHA is the same kind of the Image-based CAPTCHA; it 
asks visitors to click and identify specific pictures in order to filter spams and bots passing 
through websites.  
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The Bongo CAPTCHA is another example of the Image-based CAPTCHA 
where users are asked to solve a visual pattern recognition problem [21]. It uses two sets of 
images and each set contains some specific characteristics; one set might be boldface while 
another is differed. The user must be presented with an image and its belonging set must be 
identified by the user.  

Unlike from the above two techniques, the ESP-PIX shows four images to the 
user and asks the user to choose a word related with all images from the dropdown list. Similar 
to the ESP-PIX, the ASIRRA (Animal Species Image Recognition for Restricting Access: 
similar to KittenAuth as shown in Figure 2.3) requires the user to identify all the pictures of cats 
from a set of 12 images containing cats and dogs.  

However, there is another Image-based technique that users have to draw an 
outline around a specific object in the image. This technique is named as SQ-Pix.  

Some more examples of the Image-based CAPTCHA are Picatcha, KittenAuth, 
reCAPTCHA and IMAGINATION. However, due to lack of huge image database, the Image-
based CAPTCHAs are considered insecure. Hence, the Image-based CAPTCHA is not that 
popular as the Text-based CAPTCHA.  

Figure 2.5: A Sample of the Image- based CAPTCHA 
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2.3.3 Audio-based CAPTCHA  
 

The Audio-based CAPTCHA is one of the CAPTCHA types. This technique 
asks users to type a statement or words that have been pronounced by the program. The sample 
of the Audio-based CAPTCHA is shown in the Figure 2.4. This technique is developed to 
support users with the poor vision problem. Thus, this technique is often combined in the same 
interface as a visual CAPTCHA. One sample of this Audio-based CAPTCHA is the 
reCAPTCHA system. 
 

Audio-based CAPTCHA are much difficult than other techniques because the 
original sound is always contaminated with other background sound. Thus, users usually cannot 
pass the test. Moreover, the speech of the testing audio is too fast to remember so users cannot 
key the text correctly. Consequently, it is not that commonly used as the Text-based CAPTCHA.  

 

Figure 2.6: A sample of the Audio CAPTCHA 
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2.3.4 Video-based CAPTCHA  

 

CAPTCHA security is constantly changing with the growth in the ability of the 

hackers. So the Video-based CAPTCHA is proposed to protect the system from hackers. This 

technique uses animations and moving backgrounds to block the automated identification of 

CAPTCHA by malwares.  

It has come into existence lately; one example is NuCaptcha which is shown in 

Figure 2.5. Its videos run in a small-embedded screen. It comes in a variety of themes and shows 

a predetermined, constant white text (“Security” followed by a short string of red letters, “8HE”). 

The user is asked to type in a box below the screen, as displayed in the figure. According to the 

example in Figure 2.5, the CAPTCHA is presented in a simple form without noises except the 

movement of CAPTCHA. Thus, this technique is much simple and easy for users to identify 

CAPTCHA while the automated software is unable to do the task. Therefore, it is also said to be 

more secure than other techniques mentioned previously.  

 
 

Figure 2.7: A sample of the Video-based CAPTCHA 
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2.3.5 Modifications of CAPTCHA 

 
Instead of applying a simple CAPTCHA as mentioned above, there is a new 

proposed method that combines the simple CAPTCHA with another factor.  For example, a 

four-panel cartoon CAPTCHA is a modified Image-based CAPTCHA with human recognition 

system. The checking mechanism of this new CAPTCHA is to display four panels cartoon in a 

disorder mode and asks users to re-arrange the presented panels in the right order. Thus, the 

human cognitive power can be applied to differentiate between malware and the legitimate 

human.  

Another method is the combination between the Tex-based CAPTCHA with 

the keystroke mechanism. This method captures the typing time when the Text-based 

CAPTCHA is displayed and typed by the user. The timestamps can be used to differentiate 

between human and malwares. This method is called bio-detection functionalities [17]. 

Likewise, SEMAGE (Semantically Matching Image) a novel Image-based two-factor 

CAPTCHA system that is built upon the idea of semantic relationship between images [29]. 

Further, CAPTCHA using Jigsaw Puzzle [10] that implements the jigsaw puzzle logic where 

only two pieces of images are misplaced from their original place. Likewise there are many 

others types. 

 

2.4 Related works 

 
Although, the Text-based CAPTCHA has been used widely due to its easiness, 

it encounters many issues related to robustness and usability. Since the Gimpy was the first 
Text-based CAPTCHA, it was broken by the implementation of the image processing 
technology where the presented text was segmented and recognized using the image processing 
technology [14] [15]. Using this methodology, Jitendra Malik and Greg Mori were able to break 
the E-Z Gimpy with a 92% success rate [20]; similarly, Yan and El Ahmad had a success rate of 
61% in breaking the MSN Scheme [25]. 
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Despite having taken care of all the weakness and factors that have contributed 

towards decrypting the CAPTCHA, the CAPTCHA is still solved easily through the method 

called the 3rd party human attack. It has been found that more and more such attacks are being 

carried out. In fact, in India a business is conducted by employing some people as human 

CAPTCHA solvers at $2 for every thousand CAPTCHAs solved [27]. To counter such practices 

another type of CAPTCHA was introduced called iCAPTCHA [24] where this CAPTCHA 

works interactively taking account of the timeout values for solving it. 

According to the distortion technique in the Text-based CAPTCHA, it leads to 

the usability problem of users [28]. The distortion creates such confusing characters and some of 

the examples such misinterpretation are stated below: 

 Distortion of letter and digit to some extents resulted in the following 

confusion among the letters and digit: 

 0 from o 

 6 from G and b 

  5 from S/s 

 2 from Z/z 

 1 from I  

 5 from 6 or 7  

 7 form I  

 8 from 6 or 9.  

 Distortion of letters under some angle has resulted in the following 

confusions: 

  “vv”(double v without space) can look like “w” 

 ”cl” can look like “d” 

 ”nn” can look like “w” 

 ”rn” can look like “m” 

 ”rm” can look like “nn” 

 ”cm” can look like “an”  
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 Distortion of Characters and letter have resulted in the following 

difficulties: 

  The difficulties of being not able to differentiate an 

arc from character such as “J”,”7” and “L”.  

It is also notice that contents of the Text-based CAPTCHA have some effect on 

usability problem. Occasionally, it happened that when the contents are generated randomly, it 

formed some offensive words such as “Negro”. Likewise the word “Wait” in the contents made 

first time user to wait for hours and similarly the word “Restart” made the user restart the 

computer that the user was using. 

Additionally, Presentation of the CAPTCHA was also found to have some 

impact on the usability problem. The presentation includes the font type, the size used, and the 

font color used. The researcher mentioned that when font colors are used properly can enhance 

user interface design but if not used properly, it can hamper efficiency the usability. 

Sam Hocevar discovered some factors that help in accelerating the breaking of 

the CAPTCHA scheme [26]; those factors are constant font, constant character position, non-

textured background, no distortion, no perturbation, constant rotation and weak color. As such, 

the CAPTCHA’s designing factors such as its invariant weakness, native language, addition of 

noise and distortion and effect of text colors in CAPTCHA are of much concern [16][17].  

Yan and El Almad [28] confirmed that those with no background in Latin 

alphabets had more serious problems in interpreting CAPTCHA than those with the background. 

However, this work also found that CAPTCHA text’s color does not help in strengthening the 

security issue of CAPTCHA. In fact it might have a negative effect on usability when the back 

ground color and the text font color are the same. Efforts to improve the security of the 

CAPTCHA by adding noise and distortion have brought in negative impact on usability by 

reducing human readability of the CAPTCHA. Thus, securing with such add-on reduces 

human’s ability to solve CAPTCHA resulting in barring the legitimate users from resources.  

The inflexible impacts from CAPTCHA can be in seen in [41] where world’s 

largest online ticket retailer, Ticketmaster, has already decided to stop using CAPTCHA and 
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started using another software created by New York start-up Solve Media. This software 

provides similar service as CAPTCHA that asks for well-known phrases, or simple multiple 

choice questions. Kip Levin, Ticketmaster's executive vice president of eCommerce has 

commented that the average time to solve a CAPTCHA puzzle was 14 seconds while the new 

system spends only an average of seven seconds to figure out. Thus, the CAPTCHA designer 

must realized that the average time to solve a CAPTCHA is very important factor and should be 

taking care of during the design phase of CAPTCHA in order to avoid losing users like 

Ticketmaster. The study has shown the impact of design factors and its consequences related to 

the usability of the Text-based CAPTCHA.  

Similarly, Chen-Chi [18] conducted comparative usability findings among 

different types of CAPTCHAs, based on the performance metrics which include the finishing 

time, the rate of typing errors, the rate of timeout, the rate of giving up, and the rate of repeat 

typing. The finding was that the usability of different CAPTCHA Schemes remains relatively 

consistent. However, the result from the comparative study performed between the Image-based 

CAPTCHA and the Text-based CAPTCHA shows that the Image-based CAPTCHA’s (Cortcha) 

has overall accuracy rate of 86.2% with 18.3s average CAPTCHA solving time while Google’s 

Text-based CAPTCHA has 82.8% accuracy rate with 7.9s CAPTCHA solving time [19]. This 

demonstrates that the usability of CAPTCHA depends on CAPTCHA Schemes. As it is known 

that different CAPTCHA Schemes have different variant levels of noise such as interferences of 

lines, arch, dots, and distortion.  Thus, the study indicates that the usability scale depends on 

types of the CAPTCHA schemes.  

 The concept of usefulness plays an important role in designing a CAPTCHA 

which is easy for human to solve but hard for bots. According to the book of Jakob Nielsen [22], 

usefulness is the question of whether the system can be used to achieve some desired goal. This 

can further be broken down into the two categories of utility and usability.  

The utility is the question of whether the functionality of the system in principle 

can do what is required to do while the usability is the question of how well users can use that 
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functionality. Moreover, the usability is not a single, one-dimensional property of a user 

interface.  

Usability has multiple components and is traditionally associated with these 

five usability attributes: learnability, efficiency, memorability, errors and subjective satisfaction. 

There are several methods to measure the usability feature, such as computer system usability 

questionnaire (CSUQ) and the NASA Task Load Index (NASA-TLX).  These two methods can 

measure the performance metrics, such as task completion time, number of errors made by 

participants, eye gaze measures (numbers of fixations and fixation duration) and subjective 

measures (satisfaction) [23]. 

However, Christos [36] considered the efficiency by recording numbers of tries 

needed to solve a CAPTCHA and perceived difficulties by finding out the obstacles faced when 

solving a CAPTCHA.  

Likewise, Kapi [23] used factors such as efficiency by measuring the average 

time taken to complete the task, recording the numbers of errors made, measuring the average 

eye fixation duration for perceived difficulties, and satisfaction using computer system usability 

questionnaire (CSUQ). This CSUQ is broken into system usefulness, Information Quality, and 

Interface Quality. Kapi used NASA-TLX (NASA Task load index) that was used to measure the 

workload, including mental demand, physical demand, and frustration; while Yan’s method 

considered efficiency, error and satisfaction by measuring the accuracy, response time and the 

subjective satisfaction [28]. 

However, when the usefulness is concerned with CAPTCHA, there are two 

categories of factors that have maximum effect on the use of CAPTCHA. These factors are 

robustness and usability. Although there are various types of CAPTCHA, this study will focus 

on the usefulness of the Text-based CAPTCHA so that different factors can be discovered. 

Next chapter will elaborate the methodology that is applied for recovering the 

usefulness of the Text-based CAPTCHA. 



 

Chapter III 
 

METHODOLOGY 

 
The Text-based CAPTCHA was chosen for this study, as it is the only 

CAPTCHA that is most commonly used over the websites. Moreover, it is used in Gmail 
registration which is used by many e-mail users. The study is based on opinion of the 
respondents from three different countries (Bhutan, India and Thailand) which have variant 
Information Technology development state. Therefore, the views and opinion were collected 
through means of the online survey questionnaire. The details of methods followed in 
determining the usefulness of the Text-based CAPTCHA are as follows.  
 

3.1 Identifying factors  
    

From the study of other research papers, they found that CAPTCHA has 
relatively good learnability and memorability. So these two factors are not taken into account for 
this study. However, the factors that are taken into account for this study are broadly categorized 
into three groups according to users as follows. 

1) experience and knowledge 
2) perceive difficulties 
3) satisfaction 

These three factors are considered because of the technology advancement. Since people will 

have opportunity to experience in the technology usage for their better lives, therefore, this 

experience can create the attitude towards the technology. Moreover, people also have different 

knowledge; thus, the technological skill will be different. So, both factors, experience and 

knowledge, can affect to the users’ appreciations that can reflect to the usefulness of 

CAPTCHA.  Furthermore, the knowledge of users can separate the users’ perceptions that refer 

to the ability in classifying or determining the presented characters of the Text-based 
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CAPTCHA. In addition, the attitudes gained from using technology with diverse skills also lead 

to the varieties of appreciations or satisfaction towards CAPTCHA.    

 

3.2 Data Collection 
 

The Respondents were selected from the three countries namely Bhutan, India, 

and Thailand. The aim of the survey is to find out factors determining to the usefulness of the 

Text-based CAPTCHA. The chosen data collection tool is self-managed questionnaire and made 

available every time and anywhere. This type of collecting data does not require personal 

contacts. Respondents are asked to fill in the questionnaire by reading the instructions on their 

own. The questionnaires were distributed with two different options. In the first option, 

questions were sent by an e-mail with a link to an online survey questionnaire. In the second 

option, they were distributed in the social media like Facebook amongst the groups; friends were 

asked to pass on the questionnaire with other common friends. The data were collected through 

the online method in the span of two months. 

There are two reasons that justify the use of those two methods. The advantage 

of the online survey is that it’s low costs and the ability to cover a large group of respondents in 

a short period of time. The response rate was low when survey links were sent by email that is 

due to the lack of control and interaction with the respondents. The response period is not 

definite, thus, the response may be procrastinated and at the end respondents might even forget 

it. Besides that, some respondents, who are not frequent Internet users might not open the mail 

account for a long time, by time the respondents open the mail it might be mixed up with other 

mails and might overlooked the mail containing survey link.  Even if the respondents see it and 

submit the survey, it might run out of the survey stipulated period and their responses become 

useless. In order to increase the response rate of the survey, questionnaires that were distributed 

to friends over the Facebook were kept reminding repeatedly until the survey questionnaire is 

responded. This method helped in collecting data from respondents who are fully forgotten in 
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submitting the survey. Furthermore, all close friends in ‘Facebook’ were contacted personally 

over chat and were asked to complete the survey immediately. Similarly, other acquaintances 

were requested for the early responses.  

Since the use of social media is applied, the data collection is much easier and 

faster. Moreover, the duplicity must be avoided so friends and acquaintances were requested not 

to submit the survey in the case that they had come across the same survey through common 

friends. 

The distributed data collection was processed to collect information on the 

following related facts: demography, information related to CAPTCHA like knowledge and 

experiences of the respondents on CAPTCHA, difficulties in using CAPTCHA, CAPTCHA 

style and colors, types of CAPTCHA, and views on the usefulness of the CAPTCHA.  

3.2.1  Sample Selection  
 

It is very important to select samples that can distinguish the differences in 

using CAPTCHA based three factors mentioned in the previous paragraph. Therefore, different 

countries which have completely different characteristics are selected to determine the 

usefulness of the Text-based CAPTCHA. Three countries that are Bhutan, India and Thailand 

have been selected for this experiment as there are significant differences in their characteristic 

as described below. 

3.2.1.1 Bhutan  
 

Bhutan is a small landlocked country, sandwich between India and China. It is 
technologically less developed country. Bhutan’s total population is around 716,896 (2012 
Est.)[35]. Bhutan has literacy rate of 47% [40] which consist 60% of Male and 34% of Female. 
Bhutan has launched Internet in 1999. Bhutan had 500 Internet users in 2000, and in 2011, the 
users have reached to 150,548 users and the Iinternet penetration rate is estimated at 21%.  
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3.2.1.2 India 
 
Indian is one of the large countries in the South East Asia with population of 1 

Billion (1,205,073,612) [35]. It is more technologically advanced than Bhutan. India launched 

Internet in 1995 with 5 million (5,000,000) Internet users in 2000 and the Iinternet users have 

reached to 137 million (137,000,000) in 2011. However, the penetration rate of 11.4% which is 

lower than Bhutan. India has the literacy rate of 74.04% which includes 82.14% males and 

65.46% of Females. 

3.2.1.3 Thailand  
 

Thailand is technologically more developed than India and Bhutan. It covers 

513,115 Km2, and has population around 67 million (67,091,089) in 2012. However, Thailand 

experiences the Internet in the year 1996, a year later than India. Thailand had 2 million 

(2,300,000) Internet users in 2000 and has grown to 20 million (20,100,000) Internet users as of 

Dec.31, 2011. It is observed that Thailand has high Internet penetration rate at 30.0% when 

Figure. 3.1 The Internet Users in Bhutan (est 2011)[43] 
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compared with Bhutan and India. Moreover, the literacy rate is 92.6% out of which 94.9% males 

and 90.5% females. 

 

 

3.2.2  Demographics of Sample 

 
316 samples from three nationalities were collected and stored in the database 

out of which were 181 Bhutanese, 76 Thai, and 59 India. However, 36 respondents were 

classified as the defect samples during the data cleaning process. Therefore, only 280 

respondents remained for this study. 

However, the sample collection was performed from three countries that have 

significant differences in the sample numbers. Thus, these different sizes of samples may lead to 

the inaccurate conclusions. Therefore, the random process by SPSS was performed in which 48 

samples each were selected from the pools of Bhutanese and Thai samplesThai sample to match 

the Indian samplesIndian sample as to have better result of analysis. Consequently, the number 

of samples for the study is 48 samples from each Nationality. The sample distributions of the 

selected samples were found as in the following paragraphs. 

Figure 3.2: Internet Users in Thailand (est 2011) [43]. 
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The sample distributions of Nationalities and genders are depicted in Table 3.1. 

The sample contains a little bit more men than women. This sample contains respondents in the 

age range of 10-60 years and the distribution of age groups is depicted in Table 3.2. The 

majority of respondents is within the age group of 26-40. Furthermore, the respondents are from 

different ranges of occupation as indicated in Table 3.3.  

Table 3.1: Age wise classification of Samples 

 

Referring to Table 3.1, the samples contain respondents in the age range of 10-

60. It shows that there are 144 respondents which are constituted by 48 samples each from 

Bhutan, India and Thailand. According to the age-group, there are 9 Bhutanese in the age-group 

of 10-25, which is 19% of the Bhutanese samplesBhutanese sample and 6% of the entire 

samples. 35 respondents are in the age-group of 26-40 (73% of the Bhutanese samplesBhutanese 

sample and 24% of entire samples). 4 respondents are in the age-group of 41-60, which involve 

8% of the Bhutanese samplesBhutanese sample and 3% of the sample population. However, 

there is no sample in the age-group of 61 and above.   

The Indian samplesIndian sample are made up of 15 respondents are in the age-

group of 10-25 (31% of Indian samplesIndian sample, 10% of entire samples), 26 respondents 

are in the age-group of 26-40 (54% of Indian samplesIndian sample, 18% of entire samples), 7 

are in the age-group of 41-60 (15% of the Indian samplesIndian sample, 5% of the entire 

samples), and none is in the age group of 61 and above. 

 Nationality 
Age Bhutanese IIndian Thai 
10-25 9 (19%, 6%)  15(31%, 10%) 31(65%, 22%) 
26-40 35(73%, 24%) 26(54%,18% 17(35%, 12%) 
41-60 4(8%, 3%) 7(15%, 5%) 0 
 48 48 48 
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When the Thai sample is considered, 31 respondents are in the age-group of 10-

25, consisting of 65% of the Thai samplesThai sample and 22% of the entire samples, 17 

samples are in the age-group of 26-40, constituting 35% of the Thai samplesThai sample and 

12% of the entire samples population. However, there is no sample in the age group of 41-60 

and 61 and above. 

Table 3.2: Gender-wise classified data. 

 

Referring to Table 3.2 the gender consists of 69 males and 75 females 

Moreover, The majority of respondents are within the age group of 26-40. Furthermore, the 

respondents are from different ranges of occupation as indicated in Table 3.3. Referring to Table 

3.1, there are 26 Bhutanese males which are counted as 54% of Bhutanese samplesBhutanese 

sample, 38% of the total males in this survey and 18% of the entire samples. Bhutanese sample 

contains 22 females which is 46% of Bhutanese sample and 15% of the entire sample and 29% 

of total female sample. 

Similarly, Indian sample consists of 20 males (42% of the Indian sample and 

14% of the entire sample and 33% of total male sample). The sample contains 28 females 

constituting 58% of the Indian sample and 19% of the entire sample population and 37% of the 

total female samples. 

Likewise, Thai samplesThai sample comprises of 23 males (48% of the Thai 

samplesThai sample, 16% of the entire samples and 23% of the total male sample). The rest 

52% of the Thai samplesThai sample are females which count to 25 females (17% of the entire 

samples and 33% of the total female population). 

 Nationality  
Gender Bhutanese IIndian Thai Total 
Male 26(54%, 18%)  20(42%, 14%) 23(48%,16% 69(48%) 
Female 22(46%, 15%) 28(58%, 19%) 25(52%, 17%) 75(52%) 
Total 48 48 48 144(100%) 
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Table 3.3:Occupation-wise classified data 

 

Referring to Table 3.3, from the table, the respondents are distributed in 

various occupation groups. There are 7 Bhutanese working in corporate/private organization 

constituting (15 % of the Bhutanese samplesBhutanese sample, 5 % of the entire samples), 5 

Indian samplesIndian sample are in the same category which is 10% of the Indian samplesIndian 

sample, 4 % of the entire samples and 5 are from Thai samplesThai sample which is 10% of the 

Thai samplesThai sample and 4% of the entire samples. 

Similarly, the respondents working in the Government occupation are 19 

respondents from Bhutan (consisting of 49% of Bhutanese samplesBhutanese sample and 13% 

of the entire samples), 5 respondents from India (containing 10% of Indian samplesIndian 

sample and 4% of the entire samples) and 2 respondents from Thailand 4% of the Thai 

samplesThai sample and 1% of the entire samples). 

The samples in the Business occupation are 3 persons from Bhutan (6% of the 

Bhutanese samplesBhutanese sample, 2% of the entire samples), 8 persons from India (17% of 

Indian samplesIndian sample, 6% from the entire samples), and 3 persons from Thailand (6% of 

the Thai samplesThai sample, 2% of the entire samples) 

The samples working in the area of Information Technology are constituted of 

5 from Bhutanese samplesBhutanese sample (10% of the Bhutanese samplesBhutanese sample, 

  Nationality  
Occupation  Bhutanese IIndian Thai Total 
corporation/private  7(15%, 5%) 5(10%, 4%) 5(10%, 4%) 17(12%) 
Government  19(49%, 13%) 5(10%, 4%) 2(4%, 1%) 26(18%) 
Business  3(6%, 2%) 8(17%, 6%) 3(6%, 2%) 14(10%) 
Information Technology  5(10%, 4%) 4(8%, 3%) 11(23%, 8%) 20(14%) 
Others  3(6%, 2%) 0 2(4%, 1%) 5(4%) 
Student  11(23%, 8%) 26(54%, 18%) 25(52%, 17%) 62(43%) 
Total  48 48 48 144(100%) 
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4% of the entire samples), 4 from Indian (8% of the Indian samples, 3% of entire samples) and 

11 from Thai samples (23% of Thai samples, 8% of the entire samples). 

Students consist of 11 from Bhutan samples (23% of Bhutanese samples, 8% of 

entire samples), 26 from India (54% of Indian samplesIndian sample, 18% of entire samples) 

and 25 from Thailand (52% of Thai samples, 17% of entire samples). 

Others consist of 3 from Bhutanese samples which 6% of the samples and, 2% 

of the entire samples, and 2 from Thai (4% of the Thai samples and 1% of the entire samples). 

Therefore, in a nutshell the samples’ s occupation constitutes of 4% from 

others, 10% from Business, 12% from Corporation and private, 14% from Information 

information Technologytechnology, 18% from Government and 43% from the Student. 

 

3.3 Collecting Technique and Attributes 

 

 Two Questionnaires were designed to collect respondents’ opinion by Google 
doc application. Then, the Googledoc address was shared with the respondents from Bhutan, 
India and Thailand through email and social media (Facebook). The online survey 
questionnaires contain 23 questions, first 4 questions were related to the demographic 
information; the next 19 questions were related to the design of the Text-based CAPTCHA.   

The demographic questions gather information on the following information.  
 Age 
 Gender 
 Nationality 
 Occupation 
The following questionnaires were drawn to collect demographic information 

and the questions are multiple choice question. 
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i. What is your Nationality? This question contains three answers 
(Bhutanese, Indian and Thai); users are to select any one of the Nationality. 
This question was used to collect data related to Nationality of the 
respondents. 

ii. Gender: This question comprises of two options (Male and Female) for 
users to select. This question was used to capture the user’s gender details. 

iii. Age: This question was used for gathering user’s age details. The question 
has 4 choices of age-groups: 10-25, 26-40, 41-60 and 61 and above. The 
users are required to choose the age-group appropriately. 

iv. Occupation: This question was used to gather information related to user’s 
occupation. The question has 7 choices: Student, Business, 
Corporation/private organization, Government, Housewife/retiree, 
Information Technology, and Others. The users are to select the option that 
best describe their current job. 

The other 19 questions ask for respondent’s opinion on the usability factors. 
These factors are as listed below. 

 Awareness and Understanding of CAPTCHA 
 Experiences and CAPTCHA perception 
 Willingness to use CAPTCHA 
 Difficulties of CAPTCHA 
 Internet usage frequency 
 The CAPTCHA design style and its color.  
The questionnaires contain both open-ended and close-ended questions. 

Respondents were encouraged to take part in the survey by convincing that participation in this 
survey would not consume much of their time. 

 In order to collect data with regards to the usefulness of CAPTCHA, the 
following questionnaires were drawn. 

 Awareness and understanding of CAPTCHA 
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o Do you know what the Text-based CAPTCHA is? This 
question wants to measure the knowledge on the 
characteristics of the Text-based CAPTCHA.  

o What do you think CAPTCHA is all about? This question 
wants to measure the understanding towards the characteristics 
of CAPTCHA. 

o Do you agree that having good CAPTCHA knowledge can 
help solve CAPTCHA better? : To measure the user’s opinion 
on CAPTCHA Knowledge. 
 

 Experiences and CAPTCHA perception 
o Have you ever used the Text-based CAPTCHA? This question 

wants to detect the familiarity or experiences of users.  
o How frequently do you come across CAPTCHA? This 

question measures the user’s experiences with CAPTCHA. 
o What types of CAPTCHA are they most familiar with? This 

question measures the appreciation of users based on their 
experiences. 

o Do you think CAPTCHA is useful? : This question measures 
the objective of using CAPTCHA.  

o What do you think will happen if CAPTCHA is not there? 
This question wants to gain the user’s opinion towards the 
impact of CAPTCHA. 
 

 Willingness to use CAPTCHA 
o Do you accept CAPTCHA to be used? : To measure the user’s 

willingness to used CAPTCHA. 
o Do you like using CAPTCHA? This question measures the 

personal appreciation and difficulties. 
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 Difficulties of CAPTCHA 
o Is it difficult to identify CAPTCHA? This question measures 

the opinion based on the user’s skill. 
o What makes CAPTCHA identification difficult for you? This 

question aims to obtain the user’s opinion towards attributes of 
CAPTCHA. 
 

 Internet usage frequency 
o Do you agree that you are frequent Internet user?  This 

question wants to measure the experiences in browsing the 
Internet. 
 

 The CAPTCHA design style and its color.  
o Which style of the Text-based CAPTCHA do you prefer?: 

This question has objective to know the preference of the user  
towards Text-based CAPTCHA 

o Which color style do you prefer?: This question has objective 
to find out user’s preferences toward the color of the 
CAPTCHA. 
 

 General views of the Respondents 
o Do you think different CAPTCHA should be generated 

according to age group? : This question has objective to 
indicate that under the users’ point of view, the difficulty in 
using CAPTCHA may related to age ranges.  

o Do you think CAPTCHA is driving away disable people from 
internet usage? : This measures the opinion of users for social 
caring.  

o Please share your views and comments on CAPTCHA? : This 
collects views of the users with regards to CAPTCHA. 
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3.4 Data analysis 
  

 Total of 280 respondents were collected from the online questionnaire which 

includes the respondents from three different nationalities as mentioned above. These data are 

analyzed using SPSS v.17 provided by Chulalongkorn University. The objectives of this 

analysis are to measure the usability of the Text-based CAPTCHA based on users’ opinions and 

suggestions from three nationalities. Moreover, comparisons between these groups as performed 

in various perspectives are presented in Chapter 4. The statistical analysis in this paper is 

performed using the categories analysis based on the cross tabular data, and Chi-square with 

95% confident interval, significant level is 0.05 (α=0.05). 



 

Chapter IV 

RESULTS  

 
 The chapter describes some of the analysis reports which were processed by 

SPSS v.17. The analysis results are detailed in categories of countries wise and general wise. 
Moreover, impacts of the demographic information like Age, Gender, and Occupation were also 
analyzed. In addition, impacts of experiences and knowledge are discussed. Furthermore, 
impacts of the Iinternet browsing are also studied. The details of analysis are narrated in the 
following sub-topics. 
 

4.1 General comparisons among countries 
 

The some Some of the main factors of the study are compared and are stated in 

the following manner. In order to analyzed, the hypothesis were framed and the hypothesis were 

verified by analyzing the collected survey data. 

H0: The numbers of the Internet internet users among three countries are the 

same. 

H1: The numbers of the Internet internet users among three countries are not the 
same. 

 

The result indicates that there is a significant difference in the numbers of 
Internet internet users among the three countries at p-value=0.000<α. Moreover, when data 
compared amongst the three countries, it is found that 73% of the Bhutanese samples are 
Internet internet users, while 52% of Indian samples are frequent Internet internet users and 
when the Thai samples are considered, it is foundthe result has shown that 100% of the samples 
are found to be the frequent Internet internet users as shown in the Table 4.1. Therefore, the 
numbers of the Internet internet users among three countries are not the same.  
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Referring to Table 4.1, it is known that Thai nationalities have the highest 
Internet internet accessibility and ; hence, Thai Nationalities might have better the 
understandings of CAPTCHA’s usefulness. 

 

Table 4.1: Showing Frequency of Internet Users in Percent 
  Bhutanese Indian Thai Total 

Strongly Disagree 
4 0 0 4 

Disagree 
2 10 0 13 

Neither Agree nor Disagree 
21 38 0 58 

Agree 
40 25 33 98 

Strongly Agree 
33 27 67 127 

 
H0: The numbers of the Internet internet users under different Ageage-groups 

are the same. 
H1: The numbers of the Internet internet users under different Ageage-groups 

are not the same. 
 

The Internet internet users are compared under different Ageage-groups and the 
result found indicates that there is a significant difference among the different age-groups at p-
value =0.00< α. When the age-groups was considered, it was found that thethere is a subtle 
difference between the age-groups 10-25 and 26-40 was not much, ; however, it was found a 
significant difference of users in the age-group 41-60 and the other two groups, . for mMore 
details on figures refer to Table B2 and in the appendix and Table 4.2 . Therefore, the numbers 
of the Internet internet users under different Ageage-groups are not the same. 

 
Table 4.2 Showing frequency Frequency of Internet users Users between ageAge-group in 
percentPercent 
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Age 10-25 26-40 41-60 
Strongly Disagree 0 1 9 
Disagree 0 6 9 
Neither Agree nor Disagree 5 23 64 
Agree 35 36 0 
Strongly Agree 60 33 18 

 

The Table 4.2 shows the detailed of the relative comparison between age-group 
with regards to frequency of Internet internet Usersusers. While cConsidering the age-groups, 
while the people in the age range of 26-40 are active users in Bhutanese samples and, 
respondents in the age-group 10-25 were active users in cases of Thai and Indian. The frequent 
users consist of 38% (55) of Ageage-group 10-25, 54 % (78) from the age-group 26-40 and 8% 
(11) from the age-group 41-60.  

 
H0: The impact based on the gender over the Internet internet users is the same. 
H1: The impact based on the gender over the Internet internet users is not the 

same. 
   

It is also notice that male participants of the samples have more browsing 
experiences; however, there is not much significant difference. The sample consists of 69 male 
respondents, out of which 81% agrees to be frequent Internet internet users. While 69% of the 
female samples contained 75 women agree to be frequent Internet internet User user and the 
samples contains 75 female. Details of the relative percentage comparison between genders of 
the sample and its distribution are shown in the Table 4.3. From the table, itThe result can be 
derive that 75% of the total samples are frequent Internet internet users. 

Table 4.3 Comparison between Genders on frequency Frequency of Internet usersUsers. 
  Male Female Total 
Strongly Disagree 1 1 2 
Disagree 4 2 6 
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Neither Agree nor Disagree 8 20 28 
Agree 28 19 47 
Strongly Agree 28 33 61 
Total 69 75 144 

 
When the gender was considered for comparison, it is found that there is a 

significant difference of p-value=0.1030>0.05. It is also found thatMoreover, there is not much 
difference in internet users. It is found thatFurthermore, out of 75 females samples, 52 users are 
found to be frequent internet user and male at 56 samples out of 69 male samples. Consequently, 
the impact based on the gender over the Internet internet users is the same. 

H1: The numbers of Internet internet users under different occupations are the 
same. 

H1: The numbers of Internet internet users under different occupations are not 
the same. 

 
The result of chi-square shows that there is a significant difference at p-

value=0.007<α. From the Table B4 in the appendix, it found that the samples distribution 
among the occupations are in the following manner: 12%(17) from corporate, 18%(26) from 
government, 10%(14) from Businessbusiness, 14%(20) from Information information 
Technologytechnology, 4% (5) from others, and 43%(62) from student. It is found that students 
constitutes 35% of total samples as frequent Internet internet users while other categories of 
occupations are in the range less than 13% of the total samples and  some are as lower as than 
3% of the total samples. Therefore, there is a significant difference of the Internet internet users 
under different occupations. In addition, the numbers of Internet internet users under different 
occupations are not the same. 

 
 

4.2 The Usefulness Analysis 
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H0: The appreciation in using CAPTCHA in three countries is not the same. 
H1: The appreciation in using CAPTCHA in three countries is the same. 
The analyzed data shows that the data distributions among the attributes of 

appreciation have no adequate frequency to conduct the chi-square test. Therefore, the data from 
some columns are added to obtain the suitable calculation values. As a consequent, the chi-
square test can be performed and the result shows that there is a significant difference of 
appreciations in using CAPTCHA among these three countries at p-value=0.00<α.  In addition, 
the original data were computed and found shown that 54% of Bhutanese samples appreciates, 
and 76.8 % of the Indian samples do appreciates, while there is only 20% of Thai samplesThai 
sample appreciating the usageuse of CAPTCHA. Therefore, the appreciation in of using 
CAPTCHA in the three countries is not the same. 

 
 
H0: The familiarity in using different types of CAPTCHA in three countries is 

the same. 
H1: The familiarity in using different types of CAPTCHA in three countries is 

not the same. 
The familiarity of using different types of CAPTCHA is seen to be 

significantly difference different at the p-value=0.00<α. More Details on the familiarity of the 
using CAPTCHA is shown in the following Table 4.5. 

Table 4.3 5 Percentages of Familiarity in Types of CAPTCHA based Nationalities. 

Nationality 
Text-based  
CAPTCHA 

Image-based 
CAPTCHA 

Audio-based 
CAPTCHA 

Video-based 
CAPTCHA 

Bhutanese 
20 

6 2 3 

Indian 13 12 7 1 

Thai 24 9 2 0 

Total 57 27 11 4 
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From the table above, the result indicates that three nationalities are very much 
familiar with the Text-based CAPTCHA because, 57% of the samples are familiar with the 
Text-based CAPTCHA, . The familiarity of using the other types of CAPTCHA are while 27% 
with the Image-based CAPTCHA, 11% with the Audio CAPTCHA and 4% with the video-
based. Therefore, the familiarity in using different types of CAPTCHA in three countries is not 
the same. 

 
H0: The understanding about the usage of CAPTCHA in three countries is the 

same. 
H1: The understanding about the usage of CAPTCHA in three countries is not 

the same. 
 

The understanding about the usage of CAPTCHA compared based on 
Nationalitynationality, Ageage, gender and occupation were considered. When the analysis is 
performed usingconsider age-ranges, genders and occupations, it is found that the understanding 
about the usage of the CAPCTHA is not same at p-value < 0.05 (age=0.003, Gender=0.0034, 
occupation =0.000).  However, when the analysis is performed at the National national level, it 
is found to haveexpresses that there is the same understanding about the usage of CAPTCHA at 
p-value=0.1207. 

 Referring to Table B22A and Table B22, these tables results indicate that the 
respondents have different understanding about CAPTCHA. Though, most of the respondents 
understand that it is useful for information protection and privacy, however, some respondents 
understands think that CAPTCHA as is difficult and time consuming. 

 
H0: The experiences in using CAPTCHA in three countries are the same. 
H1: The experiences in using CAPTCHA in three countries are not the same. 

 
The result shows that the most respondents have experienced in using 

CAPTCHA as shown in Table 4.58. However, the chi-square analysis cannot be performed 
because some cells in the table have value less than 5. 
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Table 4.5 8 Frequency of experiencing Experiencing CAPTCHA 
Frequency Bhutanese Indian Thai 
Sometimes 32 30 22 
Once in a month 4 7 3 
once in a week 9 8 17 
Daily 3 3 6 

 
When the analysis is performed by taking genders, occupations and age-ranges, 

it was found that there are signification differences in the experience at p-value < 0.05 (α) 
(gender=0.008, occupation=0.008, age=0.054). However, at the national level there is a 
significant difference in experiences at p-vale=0.140 >0.05 (α).  

 

H0: The knowledge in using CAPTCHA within three countries is the same. 
H1: The knowledge in using CAPTCHA within three countries is not the same. 

 
The result shows that there is a significant difference in the knowledge when 

the comparisons are based on nationality, gender and occupation at p-value < 0.05 (α) 
(nationality=0.013, Gender=0.032 and occupation=0.025). Thus, it indicates to the knowledge 
fluctuates fluctuation when by comparing with gender, occupation and Nationalitynationality. 
However, when the age is considered, the knowledge of the users is found to be the same. 

From the Table 4.69, it is clear that Thai samples have has better knowledge on 
CAPTCHA with 19% of the users falling in the excellent Category category of knowledge. 

Table 4.6 9 Frequency table showing of experiencing Knowledge in CAPTCHA among countries 
 

 
Bhutanese Indian Thai Total 

Very Little 29 34 19 82 
Good 13 6 10 29 
Very Good 4 5 10 19 
Excellent 2 3 9 14 
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H0: The attitude towards the use of CAPTCHA in three countries is the same. 
H1: The attitude towards the use of CAPTCHA in three countries is not the 

same. 
 

Nevertheless, most people agree that the presented CAPTCHA over the 
Internet is difficult to type and take time consuming, . some people say said it is boring, while 
some other say said it is fun, and somebody say said it is useful in protecting information as 
shown in the table 4.710. Moreover, the respondents are aware of the use of the CAPTCHA, as 
because most of the respondents feels that it is helpful in protecting information and privacy. 
 

Table 4.7 10 Users’ Aattitudes towards CAPTCHA  
Nationality Bhutanese Indian Thai 
Boring 10 7 3 
Time consuming 21 22 10 
Difficult to type correctly 28 37 28 
Cannot protect information 18 13 14 
Can protect information 13 15 38 
Fun in typing CAPTCHA 10 7 7 
 Total 100 100 100 

 
Therefore, the attitude towards CAPTCHA is not same and as we know that 

there is a significant difference in the liking toward for the use of CAPTCHA, p-
value=0.000<α. But the majority of the users prefer using to use it and the majority of the 
respondents agrees to use further although their choices of CAPTCHA Styles styles and Colors 
colors differ significantly. Almost about 75% of the respondents have the willingness to use 
CAPTCHA.  

 
H0: The impact of CAPTCHA Styles in usefulness of CAPTCHA is the same. 
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H1: The impact of CAPTCHA Styles in usefulness of CAPTCHA is not the 
same. 

 
Table 4.8 11 impact The Impact of CAPTCHA Style on Usefulness  

Impact of CAPTCHA Style on Usefulness of CAPTCHA 
CAPTCHA Style user's choice 
Number(0-9) only without noise and tilt 18 
Alphanumeric(A-Z and 0-9) without noise and tilt 19 
Number(0-9) only with little noise and tilt 10 
Alphanumeric(A-Z and 0-9) with little noise and tilt 15 
Alphanumeric(A-Z and 0-9) with high noise and tilt 3 
Alphanumeric(A-Z and 0-9) with some overlapping, high noise and large tilt 5 
Alphabetic (A-Z) only with little noise and tilt 6 
Alphabetic (A-Z) only without noise and tilt 24 
Total 100 

 
Referring to Table 4.11, the result is noticed that the choices of users are in 

variants using careful study of the choices, the CAPTCHA style and user’s choices. In addition, 
it is noticedescribes that the majority of the users have made the CAPTCHA Style style choices 
which are easy to identify. For example, the highest choices of the users is reflected as 
“Alphabetic (A-Z) only without noise and tilt” which is theoretically supposed to be easy for 
identifying as there is no noise and tilt. Thus, fromAccording to the result in the table, the 
choices differences are in significant.   

Therefore, there is significant impact of CAPTCHA Styles styles in usefulness 
of CAPTCHA. 

 
H0: CAPTCHA can disrupt disable persons from the Internet internet usages.  
H1: CAPTCHA cannot disrupt disable persons from the Internet internet 

usages.  
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Although these samples are normal people, as many as 32% of the samples are 
not sure that using CAPTCHA may havehas effects to visually impaired persons. However 46% 
of the entire population thinks that CAPTCHA can affect to the visually impaired persons from 
using internet, while but 21% of the sample disagree that. Their views are proceededss by using 
SPSS, it the result indicates that views are quite deferent when Nationality nationality and Age 
age was considered at p-value < 0.05 (α) (nationality=0.003, Ageage=0.014) which is less than 
the significant level. 

However, when gender and occupation was are considered, it was is found that 
their significant differences are at p-value > 0.05 (α) (gender=0.108 and occupation=0.327) 
which is more than significant level and so there is no the effect of indicates it does not affect 
the visually impaired persons from using internet. All results are shown in Table 4.12. 

 
Table 4.8 12 Frequency indicating Indicating agree Agree and disagree Disagree  

 
Agree Neutral Disagree Total 

Nationality 60 46 30 136 
Gender 68 46 30 144 
Age 68 46 30 144 
Occupation 68 46 30 144 
Total 264 184 120 568 

 
 

 
 

H0: CAPTCHA should be the same for all age groups. 
H1: CAPTCHA should not be the same for all age groups.  

 
The uUsers feel that the CAPTCHA should be generated based on the Ageage-

group and there is a significant difference with Chichi-square test, p-value=0.006<α; . when 
When compared at National the national level, gender and occupation are considered, the p-
value =are 0.122,  when gender is considered-value=0.444, and  when age is considered, and p-
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value=0.429 respectively when occupation is considered. Over 40% of the respondents are in 
favor of generating CAPTCHA based on the age-group. When it is compared takingthe age, 
gender and occupation are compared, the result in Table 4.13 displays that there is no significant 
difference. Therefore, it  indicating indicates that CPATCHA should be generated as per the age 
group.  

Table 4.9 13 Frequency indicating Indicating Aagree and Ddisagree   

 
Disagree Neutral Agree Total 

Nationality 36 50 58 144 
Gender 36 50 58 144 
Age 36 50 58 144 
Occupation 36 50 58 144 
Total 144 200 232 576 

 
H0: CAPTCHA familiarity cannot have any effects in determining the 

usefulness of CAPTCHA. 
 H1: CAPTCHA familiarity can effects in determining the usefulness of 

CAPTCHA. 
 

Table 4.10 14 Frequency of CAPTCHA Familiarity  

Type of CAPTCHA familiar 

  Frequency Percent 
Text-based  CAPTCHA 98 68.1 

Image-based CAPTCHA 47 32.6 

Audio-based CAPTCHA 20 13.9 

Video-based CAPTCHA 8 5.6 

Total 173 120.1 
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 From the table above4.14, it is seem that text-based CAPTCHA has been 
selected  to be the most familiar CAPTCHA. It is seen that because nearly 70% of the total 
samples are familiar with text-based CAPTCHA. familiarity Familiarity have has impacted on 
the usefulness of CAPTCHA , as so it may be easier for the user to use it and ; however the 
users may be aware of how it is working and what the user have to perform. Therefore, the 
efficiency of users’ usages can be increased. This may increase efficiency of the user in using 
and therefore familiarity might have impact on the usefulness of CAPTCHA.  

 
H0: CAPTCHA Styles have no impact on CAPTCHA identification. 
H1: CAPTCHA Styles have impact on CAPTCHA identification  
 
The result indicates that there is a significant impact of CAPTCHA Style style 

on the Identification identification of CAPTCHA. Alphabetic (A-Z) only without noise and tilt 
has been selected by more than 24% of 144 respondents. 3% of the 144 respondents have 
selected the Alphanumeric (A-Z and 0-9) with high noise and tilt which supposed to be tough 
CAPTCHA Style. Thus, we can see significant differences in the selection and are depicted in 
the Table B18 and Table B24. It has been observed that the significant difference among the 
Nationalities is at p-value=0.006<α.  

From the study of two related information contained in the Table B24 and 
Table B26. It is found that respondents have rated Distorted Character, Confusing Character, 
Arch, dots and Line interfering as the top contributing factors towards CAPTCHA being 
problematic in identification of CAPTCHA. The above factors were selected in the followed 
percentage (29.9%, 34.7%, and 32.7% respectively). And Alphanumeric (A-Z and 0-9) with 
high noise and tilt from Table B24 indicates that there is impact of noise in the identification of 
CAPTCHA, only 2.8% of the total sample opted for it, indicating that less people likes  high 
noise and tilt. 

 
H0: CAPTCHA colors have no impact on CAPTCHA identification. 
H1: CAPTCHA colors have impact on CAPTCHA identification. 
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The result shows that there is significant difference of p-value =0.219>α when 
the age of the users are considered and p-value (Nationality=0.334, Gender=0.626 and 
occupation=0.8810). Thus indicating that there is no significant difference among the 
Nationalities, Gender, age and Occupation. Multiple color background with single color 
characters have been selected least indicating that this CAPTCHA color might be a factor 
determining the usefulness of the CAPTCHA. The details choice of CAPTCHA color are 
reflected in the Table B25. 

 
H0: CAPTCHA solving time has no impact on the use of CAPTCHA. 
H1: CAPTCHA solving time has impact on the use of CAPTCHA. 
 
The result indicates that there is significant impact to the user for CAPTCHA 

being a time consumer. From going through the frequency tables, it is observed that 17.46% of 
the entire samples feels that CAPTCHA is Difficult and Time Consuming. Moreover, 18.43% of 
the entire sample thinks that it is time consuming, 12.59% of the entire samples don’t like 
CAPTCHA as user feels it is time consuming. Thus, on average 16.16% of the samples have 
effect of time consuming. (16.16% of 144=24 persons). Therefore it have some impact on the 
CAPTCHA uses, however the impact degree could not be properly measured. 

 
H0: Types of CAPTCHA have no impact on the use of CAPTCHA. 
H1: Types of CAPTCHA have some impacts on the use of CAPTCHA. 

 
When the three nationalities were compared, there was significant difference at 

p-value=0.000<α  at national level. The Table 4.4 indicates that 57% of the total samples have 
affinity towards Text-based CAPTCHA and the difference in the choices are seen significant. 

Moreover, the table 4.10 displays that different nationalities have significant 
difference in the choice of CAPTCHA Style The table articulates that 57% of Bhutanese sample 
opt to use Text-based CAPTCHA, similarly 40% of Indian samplesIndian sample and 68% of 
Thai sample opt to use Text-based CAPTCHA. Therefore, Text-based CAPTCHA is observed to 
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be more user friendly than the other CAPTCHA. Consequently, it clear that CAPTCHA Style 
does have impact on the usefulness of CAPTCHA. 

.  
H0: The knowledge about CAPTCHA relates to the CAPTCHA usage. 
H1: The knowledge about CAPTCHA relates to the CAPTCHA usage. 
 
The result also indicates that there is significant difference of users with 

varying CAPTCHA knowledge at p-value= 0.030<α. The impact is seen at National level but 
there is no significant difference when the age, gender and occupation of users are considered. It 
is observed that there are more than 58% of the total sample agrees with. However when 
nationalities are taken into account, 63% of Bhutanese sample, 33% of Indian sample and 66% 
of the Thai samplesThai sample agrees that it has impact on the usefulness of CAPTCHA. 

 
H0: The understanding in the use of CAPTCHA between genders is the same. 
H1: The understanding in the use of CAPTCHA between genders is not the 

same. 
And  
H0: The understanding in the use of CAPTCHA between countries is the same. 
H1: The understanding in the use of CAPTCHA between countries is not the 

same. 
And  
H0: The understanding in the use of CAPTCHA between occupations is the 

same. 
H1: The understanding in the use of CAPTCHA between occupations is not the 

same. 
And  
H0: The understanding in the use of CAPTCHA between age-ranges is the 

same. 
H1: The understanding in the use of CAPTCHA between age-ranges is not the 

same. 
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Furthermore, the analyzed data indicates that males prefer using CAPTCHA 
more than females. Additionally, males and females have been seen to have same concept about 
the CAPTCHA usage as indicated in the Table B22.  34% of male sample and 39% of the 
female sample are aware that CAPTCHA is used for Information protection. 

 
  

4.3 Summarization of the usefulness 
 

The result shows that there are significant impact on the use of CAPTCHA. 
There is significant difference in the use of Internet amongst the three samples countries. It also 
depend on the type of CAPTCHA. It is also observed that the CAPTCHA usefulness depends on 
the knowledge. It is also observed that countries that have better Internet access have better 
opportunity to know CAPTCHA and have better affinity towards CAPTCHA. In other word the 
popularity of the CAPTCHA could be achieved through the education of its purposes.  
Therefore, knowledge plays an important role in determining the usefulness of the CAPTCHA. 

Moreover, the development state of the country have impact on determining the 
usefulness of the CAPTCHA. It is found that addition of noise have impact on the use of the 
CAPTCHA. Moreover, perceive difficulties plays an important role in determining the 
usefulness of CAPTCHA. It is found that the CAPTCHA style has impact on the determination 
of the usefulness of the CAPTCHA.  

Furthermore, it is notice that time required to solved the CAPTCHA have 
impact on the use of CAPTCHA. In addition the CATCHA color does not have significant 
impact in determining the usefulness of CAPTCHA. The most desired CAPTCHA is Text-based 
CAPTCHA. 



 

Chapter V 

DISCUSSION AND CONCLUSIONS  

 
This Chapter is divided into two sections: Discussion and Conclusion. The 

chapter will discuss issues related to CAPTCHA and its design factors, and their impacts on the 
usefulness. Moreover, it will discuss the impacts of knowledge, experiences and CAPTCHA 
exposure and availability of the Internet internet connection as contributing factors towards 
determining of usefulness of the Text-based CAPTCHA. Based on the discussion and result, the 
conclusion is drawn. 
 

5.1  Discussion 
 
The results show that CAPTCHA designer has to consider many factors in 

order to come up with design which is more user focus. Some of the factors are CAPTCHA 
design factors (color, noise, distortion, tilting), knowledge and experiences, age-group, gender 
and occupations.  

The result indicated that major of the respondents believes that the CAPTCHA 
should be generated as per the age-group. However, some of the respondents have shared their 
thought and views on this regards. The respondents are concerned about authentication of 
individual’s age if CAPTCHA were to be generated based on the age-group. The respondent 
thinks that many users may not reveal the correct age in order to have easier CAPTCHA. So 
there is chances that people may manipulated their age in order to get easier access by solving 
easy CAPTCHA 

According to study [42] of suitability of Text-based CAPTCHA shows that 
current Text-based CAPTCHA is not suitable for the Age-group of 5-12 years and 60 years and 
above and the result shows that CAPTCHA should be generated based on the Age-group, which 
agrees with each other. However, some of the respondents from the sample feels that by 
generating CAPTCHA based on age group would affect the security effectiveness. 
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Moreover an Indian respondents believes that CAPTCHA is useful but, the 
users thinks that there are better alternatives to text based CAPTCHA. A simple logical puzzle 
(match a shape, drag an object to its description, etc.) is much easier to do (using just mouse, 
without having to type on a keyboard) and would be quite effective. From this issues, it clear 
that input method of the CAPTCHA might have influences on determining the usefulness of 
CAPTCHA. 

This Bhutanese sample view, “Sometimes, I feel it boring to typing 
CAPTCHA. For now, I get used to typing it” also backs the above statement of requiring change 
in method of input. However, it also indicate that with the gain in experience peoples can adopt 
the usefulness. Thus indicates that experience have impact on the usefulness of CAPTCHA. 

“It’s time consuming yet important too” indicates that time required to solve 
the CAPTCHA matters and the study also shows that 15% of the sample have same view. 
Therefore, it essential that the CAPTCHA designer should consider this factors when designing 
it. 

One of the view was, “It's hard to guess between O and 0 in some fonts” as 
shown in appendix D, it shows that the users have experiences on CAPTCHA and might have 
encountered such problems. Therefore, it is a part of CATCHA Style which is seen to have 
impact on the usefulness of CAPTCHA. Consequently it is important to consider the fonts and 
avoid using characters which are confusing in CAPTCHA. 

From the result it is clear that CAPTCHA can affect visually impaired persons 
from using Internet, however some users have feeling that CAPTCHA should affect the visually 
impaired persons. The user feels that the existences of “JAWS” software can help visually 
impaired to used Internet. conversely, a study conducted by Graig [44] reveals that there is 
problem in using “JAWS” software and found that it is not efficient, as CAPTCHA solving 
success rate recorded was less than 50% . 

This view ,“CAPTCHA sometimes irritates you if more distorted” help in 
confirming that addition of noise to the CAPTCHA can impact the usefulness of CAPTCHA in 
align with the study result which indicates that noise have Impact on the usefulness of 
CAPTCHA. Similarly there is another feedbacks from the users,” It is quite difficult to use and 
time consuming when we are not able to identify the alphabets and numbers.” Which indicates 
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that distortion have effect on usefulness of CAPTCHA and the study also shows that 16.8% of 
the samples thinks that it is difficult to type CAPTCHA correctly. Moreover 32.1% of the 
sample considers that the distortion is hampering the users in solving CAPTCHA Test. 

The view, “It is good....n it protects our privacy n important information” 
indicates that this user have good knowledge with and the survey result also shows that 58.2% 
of the total sample have good knowledge on CAPTCHA as depicted on appendix B: Table B2 
and Moreover the users regarded CAPTCHA as information defender and almost 25% of the 
total sample have the same opinion. 

The usefulness of the CAPTCHA varies from the country to country due to the 
development of the Information Technology. With the technology development the knowledge 
on the CAPTCHA increases and as a consequence, users will developed the knowledge on the 
usefulness of the CAPTCHA. Thus, the user may use the CAPTCHA. 
 

5.2 Conclusions 
 

Since CAPTCHA is very important technique for computer protection over the 
network, the use of this technique will be affective only if the presented CAPTCHA is readable 
or understandable. Therefore, the usability is an issue for CAPTCHA designers before it is 
implemented. In this study, the results have shown that using CAPTCHA will be useful for 
some groups of users. Moreover, the effectiveness of using this technique is also relied on the 
understanding and opportunity of experiencing it. In addition, there is a similarity within these 
three nationalities in the idea of using different CAPTCHA’s styles in different age groups. 
Furthermore, according to the probabilities of interacting with CAPTCHA is different in three 
nationalities, the concerning of using CAPTCHA in disable persons is not the same. The result 
indicates that people who are familiar with CAPTCHA can understand the difficulty of this 
technique towards the disable persons. Based on the results obtained from this survey, the 
CAPTCHA’s designers have to concern various factors, such as nationalities, Age, Gender and 
occupation of users, experiences of users, understanding and knowledge that users have in their 
mind, etc. Besides that, the degree of distortion of CAPTCHA contents, input methods, 
CAPTCHA style are also some of the factors that need to be considered when designing 
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CAPTCHA. The result indicates that higher experiences and knowledge on the subject can 
enhanced the users understanding on the usefulness of CAPTCHA. Consequently, the security 
of the system based on the use of CAPTCHA will be satisfied. 
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APPENDIX A 

 

IMAGES OF CAPTCHA 

 Figure A1: A kind of CAPTCHA: Circle aptcha 

 

Figure A2: Example Question based CAPTCHA 

 

Figure A3: Another Example of Question based CAPTCHA 
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APPENDIX B 

 

EXPERIMENTAL SAMPLES 

Table B1: Sample collected Details 

Sample Collected grouped in nationality, Gender and Age 

Age 
 

Nationality Gender   
Total Male Female 

10-25   Bhutanese 17 22 39 

Indian 8 7 15 
Thai 23 22 45 

Total 48 51 99 
26-40   Bhutanese 62 44 106 

Indian 6 20 26 
Thai 12 13 25 

Total 80 77 157 
41-60   Bhutanese 10 7 17 

Indian 6 1 7 
Total 16 8 24 

 

Table B2: Indicates the CAPTCHA knowledge of the Samples 
 

 

 

 

 

 

Knowledge of  CAPTCHA  

Nationality Very Little Good Very Good Excellent 

Bhutanese 57% 23% 14% 6% 

Indian 71% 13% 6% 6% 

Thai 39% 21% 21% 19% 
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Table B3: The respondents view with regards to CAPTCHA 

Nationality 

Protect 

Information & 

Privacy 

Personal 

Usage 

Easy to 

understand & 

Type 

Difficult & 

Time 

consuming 

Boring & 

Useless 

Hack by 

malware 

Bhutanese 40% 18% 18% 11% 8% 5% 

Indian 39% 17% 33% 9% 2% 0% 

Thai 28% 18% 17% 26% 8% 4% 

Total 107% 52% 68% 46% 18% 9% 

 

Table B4: How the user gets to know CAPTCHA or Source of CAPTCHA 
Nationality 

 

Registering 
E-mail 
account 

while  
registering 
form 

Using 
Internet 
banking 

Do not come across 
CAPTCHA 

Do not 
surf IE 

Bhutanese 45% 38% 15% 0% 2% 
Indian 36% 45% 18% 0% 0% 
Thai 40% 51% 7% 0% 2% 

 
121% 134% 41% 0% 4% 

Table B5: User's selected choice group by nationalities 
Type of CAPCHA which user group by Nationalities 

Nationalities Text-based  Image-based Audio-based Video-based 
Bhutanese 57% 23% 14% 7% 

Indian 40% 36% 21% 3% 

Thai 68% 24% 7% 1% 
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User's Choice of CAPTCHA based on Age of the respondent 

Age Text-based  Image-based Audio-based Video-Based 

10-25 76% 31% 15% 4% 

26-40 30% 28% 17% 6% 

41-60 76% 57% 14% 10% 

Table B6: User’s selected choice group by Age 

 

CAPTCHA Choice by Gender 

Gender Text-based  Image-based Audio-based Video-based 
Male 40% 16% 9% 2% 
Female 29% 15% 8% 4% 

Total 69% 31% 16% 6% 

Table B7: Users’ CAPTCHA selection by Gender 

 
 

 

 

 

Table B8: frequency of CAPTCHA the respondents confront 
 

 

 

  Frequency of CAPTCHA 

Nationality  Sometimes Monthly Weekly Daily 
Bhutanese 69% 10% 12% 9% 

Indian 63% 15% 17% 6% 

Thai 46% 6% 30% 19% 
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Likings and disliking of CAPTCHA 

Na
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e C

AP
TC

HA
 is

 lik
e g

am
e 

lik
e C

AP
TC

HA
 is

 In
ter

es
tin

g 

Do
n't

 lik
e C

AP
TC

HA
 is

 tim
e c

on
su

mi
ng

 

Do
n't

 lik
e C

AP
TC

HA
 is

 us
ele

ss
 

Do
n't

 lik
e C

AP
TC

HA
 co

nte
nt 

no
t c

lea
r 

Do
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AP
TC

HA
 is
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yin
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Bhutanese 24 6 9 14 17 7 13 5 5 

Indian 12 8 29 29 6 6 6 0 6 
Thai 3 3 6 11 17 7 24 13 16 
  38 17 43 54 39 20 43 19 27 

Table B9: Reasons for liking and disliking of CAPTCHA 
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Nationality 

Di
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Ch
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g 
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g 
Ch
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ac

ter
 

Bhutanese 18 14 13 13 9 15 
Indian 13 11 29 20 6 9 
Thai 17 13 14 21 6 13 
Total 47 38 56 55 20 37 

Table B10: Influential factors affecting identification of CAPTCHA 

 

 

 

The views on usefulness of CAPTCHA 

 Na
tio

na
lity
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ing
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PT

CH
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Bhutanese 9% 22% 16% 17% 25% 12% 
Indian 7% 22% 37% 13% 15% 8% 
Thai 5% 10% 23% 18% 38% 8% 
Total 21% 53% 76% 47% 77% 27% 

Table B11:  Views on the usefulness of CAPTCHA 

View of respondent if the CAPTCHA is not there 
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Nationality 

Da
ta 
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Bhutanese 28% 18% 8% 14% 12% 20% 

Indian 19% 22% 22% 15% 11% 11% 

Thai 23% 25% 14% 10% 16% 11% 

Total 69% 65% 45% 39% 40% 42% 

Table B12: The views of users if the CAPTCHA is not there 

 

 

 

 

 

 

 

 

 

The CATCHA Style preferences 
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Table B13: The CAPTCHA Style for choice of users 

 

 
Nationality 

St
ro

ng
ly 

un
-a

cc
ep

ted
 

Pa
rtly

 un
-

ac
ce

pt
ed

 

Ne
utr

al 

Pa
rtly

  
ac

ce
pt

ed
 

St
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ly 
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Bhutanese 7% 11% 32% 25% 25% 

Indian 2% 29% 35% 21% 13% 
Thai 3% 1% 40% 44% 11% 
Total 12% 42% 108% 90% 49% 
Table B14: Users’ willingness to adopt the CAPTCHA 

  
Na

tio
na

lity
 

Nu
mb

er
(0

-9
) o

nly
 w

ith
ou

t n
ois

e a
nd

 til
t 

Al
ph

an
um

er
ic(

A-
Z 

an
d 

0-
9)

  w
ith

ou
t n

ois
e a

nd
 til

t 

Nu
mb

er
(0

-9
) o

nly
  w

ith
 lit

tle
 no

ise
 an

d 
tilt

 

Al
ph

an
um

er
ic(

A-
Z 

an
d 

0-
9)

 w
ith

 lit
tle

 no
ise

 an
d 

tilt
 

Al
ph

an
um

er
ic(

A-
Z 

an
d 

0-
9)

 w
ith

 hi
gh

 no
ise

 an
d 

tilt
 

Al
ph

an
um

er
ic(

A-
Z 

an
d 

0-
9)

 w
ith

 so
me

 ov
er

lap
pin

g,
  

hig
h n

ois
e a

nd
 la

rg
e t

ilt 

Al
ph

ab
eti

c (
A-

Z)
 on

ly 
wi

th 
litt

le 
no

ise
 an

d 
tilt

 

Al
ph

ab
eti

c (
A-

Z)
 on

ly 
wi

tho
ut 

no
ise

 an
d 

tilt
 

Bhutanese 12 17 9 10 2 1 10 38 
 Indian 27 17 8 6 0 4 8 29 
 Thai 14 19 9 26 3 13 3 14 
Total 54 52 26 42 5 18 22 81 
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Table B15: Effect of CAPTCHA knowledge 
 

internet frequent user 
Frequency Percent 

Strongly Disagree 3 1.1 

Disagree 15 5.4 

Neither Agree nor Disagree 43 15.4 

Agree 98 35.0 

Strongly Agree 121 43.2 

Total 280 100.0 

Table B16: The frequency details of Internet common user 

 
Nationality 

Strongly  
Disagree 

Partly  
Disagree 

Neutral 
 

Partly  
Agree 

Strongly 
 Agree 

Bhutanese 5% 7% 25% 38% 25% 
Indian 4% 25% 38% 19% 15% 
Thai 3% 7% 24% 44% 21% 
Total 12% 40% 87% 101% 61% 
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Very Difficult 9 0 3 1 1 0 3 9 26 

Difficult 10 14 7 7 1 1 5 28 73 

Neutral 19 29 13 29 3 12 12 37 154 

Easy 4 4 1 1 1 0 3 10 24 

Very Easy 1 1 0 0 0 0 0 1 3 

                                43 48 24 38 6 13 23 85 280 

Table B18 Effect of CAPTCHA Style on identifying CAPTCHA 
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Age * internet frequent user Cross tabulation 

Age Strongly 
Disagree Disagree Neutral Agree 

Strongly  
Agree Total 

10-25 0 0   2 14 20 99/36% 
26-40 1 4 10 21 21 157/57% 
41-60 0 1 4 1 2 2/8% 
Total 1 5 15 35 43 280 

Gender * internet frequent user Cross tabulation 

Gender 
Male 0 4 5 19 23 144/51% 
Female 1 2 10 16 20 136/49% 
Total 1 5 15 35 43 280 

Nationality * internet frequent user Cross tabulation 

Nationality 
Bhutanese 1 4 9 23 21 162/58% 

Indian 0 2 6 4 5 48/17% 
Thai 0 0 0 8 18 70/26% 
Total 1 5 15 35 43 280 

Occupation * internet frequent user Cross tabulation 

Occupation 
corporation/private  0 1 3 10 5 53/19% 

Government 0 2 4 8 9 62/23% 
Business 1 1 4 0 2 21/8% 
Information 
Technology 

0 0 0 4 8 31/12% 

Others 0 0 0 3 1 10/4% 
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Student 0 2 4 11 20 103/37% 
Total 1 5 15 35 43 280 

 

Table B21: Internet frequency group by Age, Gender, nationality and occupation 
 
 
 

Gender useful for 
information 
protection 
and 
privacy 

useful 
for 
personal 
usage 

easy to 
understand 
and type 

Difficult & 
Time 
consuming 

Boring 
& 
Useless 

Hack by 
malware 

Male 58 32 31 30 12 7 

Female 57 24 33 17 10 5 

  115 56 64 47 22 12 

Table B22: Gender impact on CAPTCHA understanding 

 

 

Know 
CAPTCHA 

Think 
:Boring 

Think 
:Time 

consuming 

Think : 
difficult 
to type 

correctly 

Think 
:cannot 
protect 

information 

Think :can 
protect 

information 

Think :Fun 
in typing 

CAPTCHA 
Very Little 12 34 25 23 24 14 

Good 3 2 13 6 11 3 
Very 
Good 

2 4 7 5 12 1 

Excellent 0 2 2 1 7 3 
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Total 17 42 47 35 54 21 
Table B23: CAPTCHA knowledge Perceptions 

 

 

 

 

 

 

 CAPTCHA Style Frequency Percent 
Number(0-9) only without noise and tilt 43 15.4 
Alphanumeric(A-Z and 0-9) without noise and tilt 48 17.1 
Number(0-9) only with little noise and tilt 24 8.6 
Alphanumeric(A-Z and 0-9) with little noise and tilt 38 13.6 
Alphanumeric(A-Z and 0-9) with high noise and tilt 6   2.1 
Alphanumeric(A-Z and 0-9) with some overlapping, high 
noise and large tilt 

13 4.6 

Alphabetic (A-Z) only with little noise and tilt 23 8.2 
Alphabetic (A-Z) only without noise and tilt 85 30.4 

Table B24: CAPTCHA Style impact 

 

CAPTCHA Color Style Frequency Percent 
Single color background with single color characters 132 47.1 

Single color background with multiple color characters 63 22.5 

Multiple color background with multiple color characters 57 20.4 
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Multiple color background with single color characters 28 10.0 

Table B25: CAPTCHA Color impact 

 

Difficulties in identifying CAPTCHA Frequency Percent 

Distorted Character 90 32.1 

Similar background & character color 72 25.7 
Arch, dots and Line interfering 83 29.6 
Confusing Character 90 32.1 
Tilting Character 39 13.9 
Overlapping Character 72 25.7 
Table B26 Difficulties in Identifying CAPTCHA 
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APPENDIX C 

SURVEY QUESTIONNAIRE 

 

 

1. what is your Nationality ? 

Thai 

Bhutanese 

Indian 

 

2. Gender 

Male 

Female 

 

3. Age: select the age group in which your Age falls in. 

10-25 

26-40 

41-60 

60 and Above 

 

4. Occupation: select your Occupation. 

Student 

Business 

Corporation/private organization 

Government 

Housewife/retiree 

Information Technology 

Others 
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5. Do you agree that you are frequent Internet user? 

Agree Strongly 

Agree 

Neither Agree nor Disagree 

Disagree 

Disagree Strongly 

 

6. Do you know what Text-based CAPTCHA is? 

Not at All 

Very Little 

Good 

Very Good 

Excellent 

 

7. How do you feel about CAPTCHA or what do you think CAPTCHA is all about? 

Very useful for information protection and privacy 

Very useful for personal usage 

Very easy to understand and type 

Very difficult to type and time consuming 

Very boring and useless for information protection 

Very easy to hack by malware or malicious software 

 

8. Have you ever used the Text-based CAPTCHA? 

Yes, when registering my new e-mail account 

Yes, when browsing some registration forms 

Yes, when using Internet Banking services 

No, I did not come across with such CAPTCHA 

No, I do not surf Internet much 

 

9. Type of CAPTCHA you are familiar with 
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Text-based CAPTCHA 

Image-based CAPTCHA 

Audio-based CAPTCHA 

Video-based CAPTCHA 

 

10. How frequently do you come across CAPTCHA? 

Daily 

Weekly 

Monthly 

Sometimes 

Never come across 

 

11. Do you like Using Text-based CAPTCHA?(You can choose more than one) 

I like using it 

It is enjoyable to use it 

It is like a game 

It is interesting 

It is time consuming 

It is useless 

Its text contents are not clear 

It is boring to use it 

It is annoying to use it 

 

12. Is it difficult to identify the CAPTCHA? 

Very difficult 

Difficult 

Neither Difficult nor Easy 

Easy 

Very Easy 
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13. What makes CAPTCHA identification difficult for you? (You can choose more 

than one) 

Having Distorted Characters in the CAPTCHA 

Having Similar background and character Color  

Having arch, dots and lines interfering the CAPTCHA contents 

Having Confusing Characters in the CAPTCHA contents 

Tilting of the Characters in the CAPTCHA 

Joining or overlapping of the Characters in the CAPTCHA 

 

14. Do you think CAPTCHA is useful? (You can choose more than 1) 

It is boring  

It is time consuming  

It is difficult to type correctly 

I believe that it cannot really protect my information 

I believe that it can protect my information well 

It is fun in typing to solve the CAPTCHA 

 

15. If you don't need to enter CAPTCHA, what do you feel? Or what do you think 

will happen if CAPTCHA is not there? (You can choose more than 1) 

My data will be easily hacked 

Nothing different from having CAPTCHA 

My computer is at risk 

Very flexible to use my computer 

I can still trust my working system 

I feel unsecured 

 

16. Which style of Text-based CAPTCHA do you prefer?  

Alphabetic (A-Z) only without noise and tilt 

Number (0-9) only without noise and tilt 

Alphanumeric (A-Z and 0-9) without noise and tilt 
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Alphabetic (A-Z) only with little noise and tilt 

Number (0-9) only with little noise and tilt 

Alphanumeric (A-Z and 0-9) with little noise and tilt 

Alphanumeric (A-Z and 0-9) with high noise and tilt 

Alphanumeric (A-Z and 0-9) with some overlapping, high noise and large tilt 

 

17. Which color style do you prefer? 

Single color background with single color characters 

Single color background with multiple color characters 

Multiple color background with multiple color characters 

Multiple color background with single color characters 

 

18. Do you accept CAPTCHA to be used? 

Accept Strongly  

Accepted 

Neutral 

Un-accepted 

Un-accepted Strongly  

 

19. Do you agree that CAPTCHA should be same for every people? 

Agree Strongly  

Agree 

Neither Agree nor Disagree 

Disagree 

Disagree Strongly 

 

20. Do you agree that age group should be considered in generating CAPTCHA? 

Agree Strongly  

Agree 

Neither Agree nor Disagree 

Disagree 
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Disagree Strongly  

 

21. Do you agree that Text-based CAPTCHA can bar the visually impaired people 

from the Internet Usage? 

Agree Strongly  

Agree 

Neither Agree nor Disagree 

Disagree 

Disagree Strongly  

 

22. Do you agree that having good CAPTCHA knowledge can help solve CAPTCHA 

better? 

Agree Strongly  

Agree 

Neither Agree nor Disagree 

Disagree 

Disagree Strongly  

 

23. Please share your views and comments on 

CAPTCHA

 

Submit
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APPENDIX D  

RESPONDENTS’ VIEW 

With the collection of the Data, some of the respondents view are also collected and 

found some views interestingly to be noted. The views are categorized into Nationalities. 

Therefore the views are listed below with classification. 

I. Indian Views 

1. My view about CAPTCHA is a conceptual thinking of securing the data.... Me as a 

IT professional, CAPTCHA is good way to securing once data since it’s very hard to 

predict how and what will be next CAPTCHA if you do mistake in typing.   

2. It’s very interesting and liked it 

3. Seems it very good to use it...but only thing is i never come across the word 

CAPTCHA. 

4. CAPTCHA can be useful. But I think there are better alternatives to text based 

CAPTCHA. A simple logical puzzle (match a shape, drag an object to its 

description, etc.) is much easier to do (using just mouse, without having to type on 

a keyboard) and would be quite effective. 

5. It is fun in typing to solve the CAPTCHA. 

II. Thai Views 

1. Sometimes, I feel it boring to typing CAPTCHA. For now, I get used to typing it. 
2. CAPTCHA is not bothering me : D 
3. It's hard to guess between O and 0 in some fonts. 
4. I think this program will be successful when you make the suggestion of this 

program easier for everybody even though kids  or person who did not know more 
the information about CAPTCHA/computer by more picture or more multimedia. 

5. Interesting 
6. Its ok for me, I would like to use it. 
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III. Bhutanese Views 

1. it’s very boring to those who doesn't know and never come across the CAPTCHA 
and hope it is very interesting and important to those who come across the word 
CAPTCHA 

2. Excellent technology, quite beneficial. 
3. It’s time consuming yet important too. 
4. CAPTCHA, what I think is important that gives identification of a respective person 

even though s/he has a same name with other person.  
5. CAPTCHA is important for securing our internet account and information. 
6. Text-based CAPTCHAs are less secure. It should always be combined with text 

and numeric figures for the less secure data and for high secure data like banking 
transaction, etc. it should be the combination of image, audio text, numeric and 
special characters in order to secure that data. 

7. I have never experienced other types of CAPTCHA except text-based CAPTCHA. 
So, I think the most commonly used is this and people prefer this only. Therefore, I 
don't have much ideas about other types of CAPTCHA.  

8. CAPTCHA is time consuming... 
9. CAPTCHA sometimes irritates you if more distorted 
10. I could say CAPTCHA is very important for the protection. 
11. Generating CAPTCHA according to age group can be a bit tricky as it’s hard to 

determine the age of the person who is using CAPTCHA to log in to a particular 
site. 

12. The CAPTCHA is good for securing the information especially for online data and its 
verification required. 

13. CAPTCHA is very important for personal use 
14. CAPTCHA is a good idea to keep the information secure. 
15. Its program guarantee cannot be trusted 
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16. It is quite difficult to use and time consuming when we are not able to identify the 
alphabets and numbers. 

17. very boring and don’t like using CAPTCHA 
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