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The main purpose of information central repository management is to
capture data from various sources, processes and present appropriate reports to
meet the user requirements in different roles such as manager, researcher and
developer. One of the main important factors that the information central repository
administrators must consider is maintaining data privacy to prevent unauthorized

access and use of data.

This research proposes the development of a privacy-aware application for
information central repository as a supporting tool for management by applying
appropriate guidelines from the PBDPIA framework for target organization database
context to create the data privacy policies and practices for information
central repository usage. The main functions obtained from using this supporting tool
include abilities to specify user privileges based on central information repository
usage policy of the organization, to identify user role for data access, to define the
period for retaining data in the information central database, and to allow data
owner to allow or deny data usage from requests. The development method of this

application may be applied to other types of information central repository.
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doansdoyamanilufufiasisne
. Consent naunaafeatesiunsBugenliiy
‘ 535 [ vielamedeyadiuynna
8 Access naunanaiadesfunsitidsdoyadau
‘ yara sluiudslidnvestoyadiuyana
ny1ufiimsldonu nmsilamedeyadiuyana
5 Accuracy nauAanaiadesfuAImIgNdes MLy
. U2t mwanysalvesdeyadiuynna
el dulunaringuszasddiimun
10 Security nauAanaieadesfunsaseasiuag

Wifiudeyadiuypnanaennieasiindeys

duynna

M15797 2.2 85UneAaaNUAINgUN 2.1

a1y Yonana A183U"Y
. Proactive not Reactive nauAaasunstesfulazannisaliieud
' NI UAULINTLIT
) Privacy as the Default Setting naueananulnsdaglasunistmundu
' mMesdunsidudu desthnnsgu wilaid
msivualaggldau
3 Respect for User Privacy ﬂejmmaﬁlﬁm%’aqﬁu"l,wm%%ﬁm
' atduayuitelrlnsndAnyszlevigeaase
Al
. Full Functionality nauaaailvinmddnyfungssidouuas
. fnqusvasilasfinsaniadedinsinduay
LR ITE
s End-to-End Security nauaanafeiumsUnlosdoyadiuyana

FaLsLTUAINTTUIUAUAANINT T
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AN5199 2.2 aSUNEAANENUAINTUN 2.1 (5id)

U

a1au Honana A1a5uY
6 Visibility and Transparency naueatasmuanulussldlunisaniiunis
‘ Aanssuaulnsidniglussansauuleuie
Algsmun
Privacy Embeded into Design ﬂajmamﬁmlw*m%"lﬁgﬂma&ﬂu%umaumi

pnuuU anlnunssuresszuuledilagns

afufanssulueanns

2.1.5 nseunsviauiiugiudmsulnsnduiealed nsussdiunansenulnsnd

o dy o [ = a L3 a =
nseun1sviuiiugrudusulnsiiduisaled nasussliunansgnulnsind
(Foundation Framework for a Privacy by Design Privacy Impact Assessment: PbD-PIA)
[8] Fesoluazisenin “Aifnlete” lngluitanlote lanandlnsduiedleu-nda (Privacy
by Design :PbD) uaznisusziliunansznuaulnsind laeiidanleteasusenoulunie
° o a va A i ¢ ° 9] S aa °
Auuzihuazwnuiaiewiazasdnsaunsathlvldaumunnumangay Adfgnitaue
IneANENITNIBNTINSTLazaNsauwmA (Information & Privacy Commissioner) 8aun131e
Usgmanaun lngldnaniinseumsvinuiliduimunuresnisiasusiuluiEsawufnaiu
n1suntetlnein® Inen1sibiieuinsgiulunisusnsdnnisiuasaune wasnsaunis
° Hovve a a o« = a a aa a
Meauldsladnwssunisannisazidaisodnging Inefiarsanlnsdniuisasiinvalulad
Tngl3u1NTURDULINY 989n1500nkuU NMTlUldeuaunsERInIsendnIenIsvinale
v Aaaa Y & a a o P ° a wva a v ° v w
Joya NUANlaelalidamssuaIesllaialdlunisurluufunase InglvnnudAyiunis
AsNaNsveIlYiu Tuwinnudaligldnudugudnaisdainnsaniddudeaisisus
(Public) wazluBsdruynna (Private) iielminauvaizauiun1saaniave i eaui

[ d' IS o N o VY 1 3 a a [y a 1%
F’]’]G]WNIMLTENIW?L’J‘U ﬂi’e]Uﬂ'ﬁVlN']‘u‘uEJ\‘ilﬂ’e]’N’ﬂL‘U‘HLL‘H’J@@L?Nﬁqﬂiﬂﬂ’]ﬁﬂ@ﬂﬂﬂﬂ’ﬁﬁSLZLIG]WTN

a (3 ¥ =

Insa@ Ineesrnsazdosinisie nannisviney 7 Usenisveanialuussendld Jenseu
° ANaa S & v o ea a o I3 - Y o ¢ a a ) .
n1sviuitaliinnuadalinadnsnaziiaduesinsfelanadwsuuy Judu (Win-Win
Solution) Fardumslavselevimslussdnsuazldau veunveansaunisinnuidase
- eliwdlahdinmstesiumulnsdlalaeussyeglunalulagansaume

(Information Technology) NS¥UIUNSNNEINANTURAYEU (Accountability
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Business Process) N1508NKUUNWAUNENTNLAEIATET1INUgIULAT Y

(Networked Infrastructure)

- weliiulalidesdnsiidnendnnsvesiiussaegluynyuueueinsaniuns

“Uaﬂaﬂﬁﬂiﬁﬂﬂ’]ﬁLﬁU N5ty NsWalke N155NW1 N15de LLazmsﬁflma%’aga

Respect for the Individual

Privacy by Design Principles

Privacy by Design Applications

Accountable Business Practices. Physical Design and Infrastrueure Information Technology

= Positive-Sum

JUT 2.2 MMNSINTBUNITYINATUYRINUA (8]

[

NFOUNNTVINUIG 7 Usensvesidinusinglugui 2.2 ddsil
M&NNI59 1: Proactive not Reactive
[ & 1 =i a v =
mstesiularaanisel neunasinn1sInTIuAUlngI®
Wann1s9 2: Privacy as the Default Setting

Twsn@azlasunisimumdunisandunsiidndu desunsgiu udlifinisivun

Tnerldu
w&nN151 3: Privacy Embedded into Design

Tnsglagnilseglutumeuniseeniuy aadnenssuvesszuuledl wagnisaniiu

Aanssulusemns

wdnAs7 4: Full Functionality - Positive-Sum, not Zero-Sum

v v

Tanuddyiungselsuiayinguszashlagiansannasesnsndwasanuiua

o
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w&nn1s#t 5: End-to-End Security — Full Life Cycle Protection

Insglagnilsegszuunauaisuianssuaudugananssy

Y
nann1s9 6: Visibility and Transparency — Keep it Open
anulusslulansaudufanssuaulnsndnelussdnsauuleuienlanivue
%ann139 7: Respect for User Privacy — Keep it Individual Centric

Netesmulnsnfagdesaduayuie Wilnsndinaussleviawadugldau

e

aada Al

asuiitaflolunseunmsvihaudeuszneusie 7 wan1s3adunisuuy (Mapping)
wnuanUf RN UaNsaumandusssy (Fair Information Practice Principles-GPS) [9]
= i 3 Naa v a wa i ° ° &

FauraresAUsznouvesiidfszysenaumewuiujUarumaulagnumaiiuaiuise
dnUsuldlvimunganduuiunluudazesins Mauianuausingeglunianuin ¢ m13199

4.1 wazununmaatavesmadluliasnann1sUsINgeglusui €.40-9.46

2.1.6 anUnenssueaAnsvassguianas mnuduadkaglusivdlnsnd

=

anUnenIsueannIvedsguIanans aAnutuaiwaslusindlngiid vesdu 3.0 [6] As
LNANINIATI AL TN NNINTIMNENUAIATT NIAAAIYNTTY LazdnTvINIg Live
! v o o a o w ¥ & ad a wvad & a & v
SuwfudarinenarsndanudAywavairaluBuguandudanslusiiuaisisusuazaia
dyaraliemluenarsuadanisimeseunsounsvinauludnyustaniie nulivaie
[J L [J = = =< A 3 ) N =
N3eUM Y uilunseunisvinuienasiynishe TWslndvesmnusuasaslngid &
fife nTeUNISYIUAaINITaTessulaTeas1evuInlugnseun1sviaunaunsavingla

wenINUuNTBUM I NUmeTiauliuawelaTaumALarANUfaN1svasngITUayq

'
o = 1

TuuSunvesaadnenssUNUILIUIIVNIT FIlULENASTLAIALAT UL ALULUNTIL 1A

'
1 =

Uszauaudnsaiesvesaudunsvesansaunanaz insiadidnluidudiuniaves

annidnenssulusannsinesieazidunnsmaludl

- dawSeunwImaiielivhnusnsysaNssesrutuawulefivayingid

¥ =3 L3
muanlnenssudumesingd
- dwseunalnnissEyuasIneNa1sAUANLTUALLATAINABINTAULNGLIT

- advanunsnnenuduaaaylnsndnifauluidasianssuvedasdns



Tuenanstiladnaus 8 asdusznovvesanufiRneivasaumanilusssy (Fair

Information Practice Principles-FIPPs) @Tﬂumﬁ’mﬁl 2.3
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asUtenastilingussasAiiielidunsnennsdmivesinsineanuvianudilain
hegnlsinrysannisiteamnuiuadayinsndiintuluesdns fuddluenansil
szpuzihtunouwsnauistunougavnauin1siteUluwmeuiiiausadensiilu

delafiaulanle wnastvnzdmiudnenuivainnaieaiv@slisluamedndinga

SuRATEUAATBIANLTUAMTEAULNTIT

av o d v

2.2 UMDYV
Tuduiinantenuisenladnwineldidunuinisdunisyienddeusenauluse
2.2.1 MIAUANNISUIDIMINUNUIN

NSAIUANNITINTININUNUINMS0015UL0% (Role Based Access Control: RBAC)
[10] 1in1NANHRBINITHHBIINSEUUARBNNIMBTUTENBUME LB UNAMTUNlUS N Sd MU
Aldumanvaienguisianiseseninisanuiuasesdoya Inefigauassuuwasimun

s &  a Y = A R T R T A A yvaly Yo a a 1 &
GUEJWG]LL’Ji%mmimUQmmiL‘U’lmVILLGIﬂG]’Nﬂu LW@@JUSL"U'Q']NLWUQleﬂiuuguwuqﬂamﬁLW’]uu

a Y = ¥ [ 9 ¥ a ° [ ¢ av v ° v € o o -«-:911 =
asacinisdeyauazninensitlviuing dwsuveritiedlaauemdniddyuaziiloni
Tgdastaluil
Y =2 I £ 1 [ o . a a
- Msunde (Access) Wunisseydssinnnisidneuseninenseyi (Subject) uagdad
9en3¥¥ (Object) Fawaansnlanedwiunsivavesteyaanimilalugdniivils
- MIMUANNEIITE (Access Control) nszvauMsraINIiIinndnfmineIns

Yo95vUUIIEHN AUt UL ednStuaInTalfm e nsuasuSNsle

- UNUMEUIMS (Administrative Role) Asunumididvslunisusuusenguilda

UNUIM @ND WasNISUBUNNNBENT
- 99911n (Constraint) v ANMUAUNUSHIOTIUIUTBIUNUIM
- Ngu (Groups) Ao Nguveldu
- @B (Permission) Ae TaziduaiueniliFueunrlrnszyiadlulithg
- unum (Role) fia shuniselussdnsdevenienseanusuiinvey
- wwadu (Session) Aa NSy (Mapping) seninaldemuuazunum

- gldau (Usen) fio yaaalag deufduiusiuneuiinneslnenss
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wuudnassestiedusenaumediuiidfyseluiife
- ;ﬁﬁi’fLLaWWU’m (Users and Roles)

- A% (Permission) lue1idiedAe nseuqnliidnfeszuy A1 “n1TeUYIA

(Authorization)” “@nslun1919199 (Access Right)” “@vsditas (Privilege)” AN

v
I A @ o a (3

wiaiduauansdednslunsldauesuiing (Object) Aaa1dieauling “se
EJ’EJ‘UL%ﬂﬁ?%@ﬂ%%’v\lﬁ’miﬁlaQIU?BUUWJ&IW’JLG]EJ%%G%VI%ﬂ’lﬁi‘i’fﬂ’lua’mqiﬂﬂﬁﬁuwjﬂ
pouLindudennTiy warimualdinewldednauiomienisunaziou Tuendd
wadldnudlivarsunum lumenduiuunumiansagnldauldvanedldam lu
nilsunuimenadildvarednsnisléeu uazdninsldauniednsienaazgn

ypunngliiunalIguNuUIn

- wadu (Session) waduargnaiuluseninnisldau wadwiniswudangldau

A v v/ = a v [ = o 14
PIUUNUINALASU @%QWUMUQQUN%@WSUWUWW rzﬂﬂmuﬂmmmmawmmﬂm

v e =~ v o - dl
n1smvguAsidItamuunumidatesuwuulunsldaudelsinglugun 2.1 s

sa o A o s o ca A s
FJULUUDIIULDY, ADFULUUMLTUTIUTINTDIDITULDY JULUUDITULDY; WazJULUUDIIULDY,
Tngaosguuuunds umsssgenainguuuvensdedd 1 lnesunergluuueiidiod, wWily
ae Taedinnuuans1anseiguuuueisted, laiuauaunsafun1safueeIunum

a s o v a v a a ca A
YugNgUuuUeiTied, Minanuaunsasmunsueurinedvsuar suuuuasienitied; fe

NNITIMANNATAYNJURULVRIN T U Y

/ 915010%,
215083, /miu 0%

6 =
9150104,

JUT 2.3 nguvesguuuuenitied [10]

Tugun 2.2 uandiviuinsdiidusvuuuensdied, avuszneumerldanu unum

a a U 1 14 o

AVBUALIYETU UNLIUANUEINNTOAUNITERNUUNUIMLAEN1SNBUNN8ENS tneosTiedla

AMuuateusasalull
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4. RBAC,

A
F1RUUNUM
(RH) RBAC,

A

NaYNII

280

(P)

: UOUMNEFNTUNUM
: (PA)
' 4

| L /
\/ RS i RBAG,

~.~.\|“/'I o . \
B B R iy + Fewluifasy (Constraint) )

LYRYU
(S)

JUN 2.4 uuudnaese1stied [10]

[

a a o & a Al dy
UYIUN 1 WUUINaBDIBDITULDY, HauUsENaUNIL

® URPuUaTS (;ﬁflﬁﬁ, UNUIMN, AVSLaziuadu)
® PAC P xR MSUBUNANEWINEANS WNUUNUIM

® UA C Ux R msuaunigvatedld nuunum

4 s—u fsituiualusiazivadu s, Wtugldauismiany
o unum: s—2° rtuiiuulusazivaty S, Iafunquuesunum roles(s) < {r |
(user(S)r) € UA } aziwadu S; @95A0 U, ¢ ows 0] (0,1) € PA
Tt 2 Luusianenidied, UszneududiuUssnoudsi
® U R P S PA UA (54, unum, a3, wadu,nsueuvanedns, Msueunanesls)
® RHC RxR Aofudumilsvessudnsliiuunum deenvandoulsi »;

o unum: s— 2 fiudnandenui 1 A roles(S) C{r [( Er* > r) [user(s)r' € UA])

= o

a7UAINNUITENITAIVANNITUIDNINUNUIMULAUDAD LUIARRURUUTILILAUD
n15ldulag deslinsivuaunumuazdns diunisusunangliiugldaunineiteds
nATeillagninlusegeniuIAUARLAZTHLILTBINITAIVANNISIUITIRINUNUIN LAY

duu Aulnsdvestoya Mmunissneanudues WWusy
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2.2.2 MIAIUANNTHIITRUUNUIMAULINGLIT

mAfedldnanfiniseuaunindfmuunumdulngnd (Privacy-aware Role
Based Access Control: P-RBAC) [11] FaslelulusmiAdedazdonds “fionsdied” Aeauide
rosanu1ananATenmsmuunsthisnsunum [10] gUsrasdueaniideiionitied
WeatuayuliiAnnisnszwiindalnsndlasnsmuaunsidfeuunuin anslduloune
Tn5128 (Privacy Policies) Kun1sueunyne@n (Permission Assignments: PA) §9av3ii
namidlusrAdeiasunnannaddodu [10] Wndnlimeelddudulsenouilduny
Awdtusestnga (Privacy) unAnvesiuudtassmsiinfeuunumusngfagui 2.3

4! 1 1 1 d‘ o a Y v 1 dyd
Feduusznavluusiazdiuneglunuuiassesuelinweluiifie

~

/ msoygnlnsddoya

jwu@uwmw AMUUAENS

A
Aldon € > UNUW > Rouly

19NN

mseugndeya

JUT 2.5 wiAnuAnveIwuudnaes Westied [11]

- Jldaupe yaranldauszuy
= v o o A A o I s
- unumAe mihinsvihumsevesuriiluesdns
v 4 oy v Y o v v %
- doyafie arsauwmela viewsnaiaansaldseyinuls
- MInseihAe MsUjiReuseninadldnuiuteya
- TmgUszaeAfe YaUUAYRINIINTEYINiuTeYa

- Jayniufe A9rRoIA I luNITARINNNINTEYINa1AUEER
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- Heulvde Assoesiunisivineusatasanauiazsuvinnulutuneudy

&

Nuidbenidiedldananisuleuialnsn@iimsesdudufssduuleuveildaiuam

£ & v A o w ¥

madndansizaeiiinguszasdifeniufie nsdrdanisdidmineinsuaglunisiinun

YleueliaIsmnunTuL AR AN UFUAULAIELABINMUUA M dDAAADINU
TP 1 VaIMUUINAINDSULTUSENaUAEdIuUsENaURIRD lUT

o wnYed U Anlgnvesly lwnved R ABlgnvesunuin lwnvas D Aolwnvaidaya tan
U949 Pu AelgnvesingUssasa lun A Aolwnain1snseiin waued O ABLYRYeIts
ALY wavawieuly (LC,)

o wRYed N15eUYInlITaLa (Data Permission) DP = {(a,d) |a € A, d € D}

® LYRYBY Privacy-sensitive Data Permission PDP = {(dp,pu,c,0) | dp € DP, pu €
PU, c 1ufinativas LCO o € P(O)} P(O) Aan1iesiamuads O

o msuaumEAlAUdlY UA € U x R, Wfunisundildanudrduunuimleed
ANUFNRUSHUUNGURDNEY

& a P fa  av v a ' ° % v
nuguvesmwReulvluiionsiiedlasiueintwndesenisinanudilalduans
Houly wareulvinansazldiuUsusun (Context Variables) \@uswdsitaauning

LNTD9UDIANTAUNAAIUING T

| Y

Te1ud 2 wanslaenwteuly LG, 17 X {Wuwnuasdususun wiazdiuls xe X
Mawudrdavesrmndululd wie Dx; Tunng Inwuazdidndugy Inedddniunisfe =
= a ' a PN =
Wag # %30 ac gnile1ud1 X A3Uwuu (x opr v) laedl x € X, v € Dx, opr € {=,#} Wauly
9939 LC, (Over X) laflgulinamaludl

o acfo Woulvwes LG,

o ¥ ci uaz o Wudeulowes LCy; wdr ci A ¢ udeulewes LG,

o fhethenlureinisiduiuususuniidsold

e  M155UNMSBUYRNANLIIVBY (OwnerConsent), lauu={gou, e ou);

o nslAsuNsBuLeNIINEUNATEY (ParentalConsent), Tnwu={voy, luou}ldununis
I¢fugonangunasestunsdifivinilongainiy 13

e 91g (OwnerAge), lakuu={inin 13, To3u, Gvel}; Tunudeyailuiiweseny
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e 11a1U990u (CurrentTime), Lawiu={9.00-17.00,17.00-13.00,13.00-9.00}; 1dunu

PIIRNANNU

NATleeunelneN1UAI9819URIENEAULNIIIG (Privacy Permission) §93glang
1% P Y 1 = ) < 13 1 =3
menwtouly LG, Insendiog19a1n www.toys.org Fuduriulgdvievaaauin
o unum = Filwiudiuddud, dnnismann, filuiudiugsial,

e N15NS¥YIN = {874},

£ 2 QIJ a % d' [l a6 a
o Joya = {Toyan1sasdum, egluswld, Sual,
o nguszasd = (WWslundudn, eenda, dsdum, 39},
o uUsuIun = [Weyadlde, nsfumsBugenainiinves, nskasunisdugeuain

AUNATY, 91 }

a

solutidunisuansdegraulauieaulnsing

a v v A

1. fluiudidaduianunsadnisdayaieganduiieTngusyasilunisasdud

ey

2. thmseaeanunsaiiniadeyaandlaiionswaiioingUseasalunislusiunduon

' [
o a ' U ¥ A a

3. fuluiudugsiaivihgsiameduausadifeyanisdsdeduivosgndiiionts

< v

y; egralsiougnenvglasunsudshinsunediuanlassyll

ausalasuduinauaundnnisvesiianstied tasadl
PAIL: (fithusjuduaeduan, (@14, ogluswald),daduem, N/A, 199)
PA2:(nn139a79,(87%,814a), 1Uslum, n155UN158U8aNNI189=d1ga, T)

PA3:(iTuiuaaugsia, (97, Joyan)saidun), 39, N/A, usaioun198iua))

aqudnanuidenenidediauefie wuudiassnisiasuainuleuielnsndl

a1unsanualuANS NS o fNUATINTTaILA AT UNUINEINSUNIT T



22

2.2.3 Mssnwlnsiagvesadsdayadnivysannisteyariuuinislitoyasiuiu

MATMsnwlnsgvesrdsoyadmiuysannsteyaruuinislddeyasiuiu
(A Privacy Preserving Repository for Data Integration across Data Sharing Services) [12]
I3 aw A v & v v v v g v ] o
Junwideielidulyamuanudesnisveldaudunisysannisteyanldanusuiu
Usglevlvesnuideninninaglasune
1. Usnsildaudeyasiuiu aunsadmanuazmuaunisidntiadeys wagldanutoyad

wistuludstaya

2. Uayaniwuaduy LﬂwﬁmﬁaﬁLLIJ'Q{]uI@Si%ﬁﬁﬂ’liﬂ’liLLﬂﬂﬁULQW’]%‘ﬁ@maﬁﬁ’lL{]u (Need-

Y

to-share)
3. paadaya annsadrianmsnusiuTindeyaanuinsldnudeyasiuduuasysan
nsiite i AnAMIMINEaL AUANUABINSYR 1S

1%
A v A a

aoUnenssuuasdeauyigiu lumAdeifauyfgiuinedseyade [Wuaudnatanis

Ausiusindeya Wnelugud 2.6 o5uigladn weundiadugldauderdoddudindidoya

a v Y o a

ATIYOYALALTUNITUIULHUADT ATITadan L iunN1sAUYITaYalAgN1UNTEUIUAITH

Y

asyvindansuusty MnduAunadnsasaslntugldau

@aﬂwﬁm%w:ﬂ%mu (Client ApplicationD

Lasnse 5. noAsHaNadNS
fouEndE (Decrpyt Final
Request) v Results)

e Adstaya (Repository)

‘B.Himmi*ﬁaga

(Integrate Shared

USULNUADS (Query
Data)

Plan Wrapper)

a =
2. @YUNUAIY

(Decompose query plan)

A

fmdun1suNuAIs (Query Plan Executor)

3.u3unmsyvdnasnsudedy i Y,
Joya
\
(Context-aware data sharing) \
usmsldaudayasiuiui 1| | vinsldnudeyasiuiug 2 usmsldaudayasiuiui N
(Data Sharing Services S1) | | (Data Sharing Services S2) " ] (Data Sharing Services SN)
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ANuduTuSYeteIRUsENaUTRLATBNloaTiuALY USINYAITUN 4.5 WagABugUkUA N

AaNAkaneglun1s 19T 4.4

Purpose Obligation
Training Log Role RBAC Action
UserGroup K
Retain
Condition
‘ User
* -
Schedule
Privacy Policy ﬁ
Data —
A — SrcTable
gency
FrequencyData
Department
Ministry
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= o a a4 A @ =
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SrcTable AANERE It ﬁu%amiwﬁ%’mLﬁuﬁayjaiuﬂﬁqmsaumﬂﬂma

Agency Aanaieteafunenuiiisdasfundsasaunenans

Department Aanaie e unTiviiaeudade

Ministry AAaiEaTasTuNTENTI ey
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panLuULdLATLUlAsIaseeanidu 3 du As Tuea (Model) 37 (View) hazasulnsatans
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A1547 4.5 Seazidenan1UnensTunN1seRNLUUDLIT (%19)
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HUUFULRUID

ANasu1Y

paulnsatass (Controller)
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ADULNTALARTAD PRULINAVINTNATUANEWSY AIFIAUNT AIFIaU

N oo o

Foya 1Judu Weliddmiad15oa (Request) w19 ngldau
poulnsaleesazimtn IS unldeauldndaulivinauny 1wy luwea
29ULING TeauLand Wudu Tivieausiudy feg19aween1singu

Y89ARUlNTALADSIIIU
1. Sufeyangldanuainnisnsennesy

2. yhmsnsIaaeu (Validation) Teyainasudiu gniesnieu

anihluszananasialy
3. Fenld laaesudndiiieUszianamdmiondeya

4. dwenadnsannisuszananallfiesuldndiionanina

Wildanusaly
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wUUUBNIT Yonana A183U"Y
PolicyModel pauldnAvasuleutensidau
PrivacyModel sauldndvedlnsndldnusazinsddeya
UserModel gauldnAvedliunfiasaumeAnany
RoleModel 20ULINAYBIUNU MUY
DataModel paunAvelayalundaTaumANaNg

L ActionModel souldndnsnszihglinueiesio

ConditionModel soulindvesiteulunislinutoya
ObligationModel gauldnAvenIszyniuNsldnudeya
PurpuseModel soulnAveingUszasAldaudoya
RetainModel sauldnAveINsiuinwtoya
MinistryModel soulnAvesdayansEn N vesdaya
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AT 4.6 FregnseazdunanitnanssuduiTveunioslioatiuayuad @ saumAnany
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wUUUBNIE Jonan A195U"Y
Luea LogModel saulndvesmsiudayanisldau
AgencyModel saulndveminenudweioya
DepartmentModel saulindvenunnsuveieoya
TrainingModel 2OUINATOMENGNINITOUTY
UserGroupModel sauldndvesnguildau
ScheduleModel saulindvawmiTsattunsiaiusnwdeya
Policy Twesulouignislgeu
Privacy Twaslnsndldnunasdeya
User Twosldnuadiansaunanans
Role Twesunumildanuy
Data Tesloyaluadsansaunanans
Action RRANARFIIEEAN
Condition Fweseulvmsldaudeya
Obligation Twesmseyniunisldaudeya
ke Purpuse TweringusvasAldanudeya

Retain Tweansiiuinvideya
Ministry Twesteyansensindvesdeya
Log Twemsiudeyansldeu
Agency Twawhgnuveiaya
Department TIWBIMUNNTUYDUIWBITYA
Training Tvemdngnsniseusy
UserGroup Twaangugldau
Schedule %suawm’mna’ﬂuﬂ'ﬁ%’mﬁu%’ﬂm%ga
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wUUUBNIE Jonan A195U"Y
PolicyController poulnsalaosveIuleuIensiiu
PrivacyController roulnsalaasvadlnsdglinuasdeya
UserController AoulvsalaasveldnuaisasaumaAnand
RoleController AoulnsalaasvaIUNUINA ¥
DataController AoulnsalasveslayaluARIaTAUNANANS
ActionController ABULNTALADIVDINITATLIN
ConditionController roulnsaaasvaiouly m3ldnudeya
ObligationController AoulnsalaasvsTERNuNIsIdIToyA

covlnsamg? | PurpuseController AoulvsalasvetingUszasdldnudoya

RetainController

AoulnsaeiveINsusnwteya

MinistryController roulvsalaasvelayansENTINIweleya
LogController moulnsaaeiveINsnudeyanisldim
AgencyController AOUVTALADSVIMIIBNUT VO TBYA
DepartmentController AoulvsalaRs YRV NNTNVRLIwRTRYA

TrainingController

AoUlNIARDTYBIMANEATN1TBUTH

UserGroupController

AoulvsalaasvaINgudlda

ScheduleController
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4.2.5 \p3esdlenltluniseanwuuiasinuipsedloaiuayuAsE aUANA 1S

gfauasuazmondusililunsiauedosdoatiuayundimsaumanandluaniide
fifisanoadd

1) puzITAkIS

- ipdpsApuiamedaduyAna Intel core 2 Duo AYINEY 2.4 AngiBind

- 8ANT1 (Memory) 8 Anglud

- 9udUTINUUULTR (Hard disk) Aug 512 Anglud
2) Auenius

- U55BNBNIaIvaANN (Sublime Text3 Text Editor)

- ansmaawlsuiisa (Laravel) WuyaieSesilodmuianniuueunaiedy

- v (PHP) nMwpauitanestudnyneidsnies-lod an3ud

- pzund Ludsiiaes (Apache Webserver) wiesiieviminiiliusnisiiu

\@snnesiulnglvaea i (HTTP)

- Tnadinsafien (PostereSQL) edasiioudmsinnsgudoya

- Aungfiud (LinuxMint) ssuudfumnas Tilunsimnssuy

- piiialasy Buwstilees iflenaaeunsuanstaszuy

~lyl$wond ulsiwes Hileneaeunisuaninaszuy

4.2.6 wuuaestayalun1sdunauivaLAToslleaTuaLUATIAN TAUNANANY

N1309NWUY WuUINaeelayavaunsasilsatuayud miunisidaundsansaume
na19 Wuwuuiaesdeyalasiaigudeyaideduiug (Relational database) WNUANKARS

ANNENNUGTENINUBUNRA (Entity relationship diagram) Usmgiugﬂﬁ 4.6



tbl_user_training tbl_training tbl_schedule tbl_dispose
PK | usertrain_id | INTEGER PK | training_id CHAR(10) PK | schd id INTEGER PK | disp_id INTEGER
)
FK1 |user_id INTEGER has-0 title CHAR(10) title CHAR(10) O -has--OH FK1 | freqdata_id | INTEGER
FK2 |training_id | cHAR(0) PO MO | description | cHAR(10) status CHAR(10) created_date | DATETIME
: target CHAR(10) created_date | DATETIME created_by INTEGER
0 | status CHAR(10) created_by INTEGER updated_date | DATETIME
thl_log H created_date | DATETIME updated_date | DATETIME updated_by | INTEGER
PK |log_id INTEGER : created_by INTEGER updated_by INTEGER ¥
: updated_date | DATETIME FK1 | disp_id INTEGER R
ip CHAR(10) : updated_by INTEGER FK2 | retain_id ~ INTEGER :
host CHAR(10) >O—---1I- ------------------- has-» h@s : '
datetime | DATETIME | tbl_usergroup | tbl_rgtain tbl_department |
Fi Juserdd | INTEGER i i i PK | retain_id INTEGER PK |dep_id INTEGER i
last_page | CHAR(10) 1 | PK |grp_id INTEGER : retain_id dep_id :
last_visit | CHAR(10) !
! grp_name | CHAR(30) |1 | FK1 |freqdataid | INTEGER tname CHAR(50) | |
has grp_desc CHAR(10) | | created_date | DATETIME ename CHAR(50) | |
tbl_privacy : created_date | DATETIME : created_by INTEGER FK1 | ministry_id INTEGER :
. © 1 created_by INTEGER | 1 updated_date | DATETIME code CHAR(10) | 4
PK | privacy_id INTEGER ! updated_date | DATETIME | | updated_by | INTEGER created_date | DATETIME | |
. ! updated_by | INTEGER ! created_by INTEGER 1
FK1 | user_id INTEGER ' b3 _od updated_date | DATETIME | |
emal CHAR(10) Sommmmmeme- 6““‘. . ! updated_by | INTEGER | !
telno CHAR(10) has | | | | H
agency CHAR(10) R 9 9 -has-- -: -$— 4
department CHAR(10) : |
ministry CHAR(10) thl_user thl_agency | :
data CHAR(10) - - ! has
role CHAR(10) PK | user id INTEGER PK |agency id |INTEGER pri---~
action CHAR(10) H
created_date | pATETIME PO~ has = Ot rra agency_id INTEGER tname CHAR(40) | !
created_by INTEGER FK2 | grp_id INTEGER abbr CHAR(10) | 4
updated_date | DATETIME username CHAR(10) PEH £kt | dep_id INTEGER | ! thl_transfer
updated_by | INTEGER passwd CHAR(10) status CHAR(10) |+ PK | trans_id INTEGER
fname CHAR(50) created_date | DATETIME |}
tbl_role_user Iname CHAR(50) created by | INTEGER | | FK1 | freqdata_id | INTEGER
_role_t telm? CHAR(10) updated DATETIME : status CHAR(10)
PK | ru_id INTEGER email CHAR(30) updated_by | INTEGER | | created_date | DATETIME
-— active CHAR(10) H created by | INTEGER
FK1 | role_id INTEGER H created_date | DATETIME : update_date | DATETIME
FK2 |user_id | INTEGER a created_by | CHAR(10) 1 update_by | INTEGER
FK3 | action_id | INTEGER ! updated_date | DATETIME H
has updated_by CHAR(10) hbs : ¥
¢ ! - .
| ' |
has I : H
Q | ' :
| 9_ |
H -
tbl_role | tbl_action
— ! tbl_ministry
PK | role_id INTEGER OHPK |actionid  |INTEGER = thl_src_table
PK | ministry id | INTEGER PK | src_id INTEGER
role_name CHAR(20) oH action_name | CHAR(20)
created_date | DATETIME ! created_date | DATETIME full_name CHAR(50) src_name CHAR(30)
created_by INTEGER | created_by INTEGER short_name CHAR(10) oH created_date | DATETIME
updated_data | DATETIME : updated_date | DATETIME created_date | DATETIME : created_by INTEGER
updated_by INTEGER : update_by INTEGER created_by INTEGER : updated_date | DATETIME
x 1 updated_date | DATETIME Il updated_by INTEGER
hoA | updated by | INTEGER | comment | CHAR(10)
1 1
| tbl_frequencydata HO--===== :
1
@) rellorsley ! |PK | freqdata id | INTEGER HO------- i tbl_discolse !
i 1 HO------- B y ) ! )
PK |[rleply id |INTEGER | | FK1 | data_id INTEGER - PK | disclose_id INTEGER ! tbl_src_field
v |FK2 | freq_id INTEGER [HO-=-has-~ 1 N
- ; PK |fld_id INTEGER
FK1 | role_id INTEGER H e FK1 | freqdata_id INTEG(ER) H e
FK2 | policy_id |INTEGER H h status CHAR(10 !
: oj created_date DATETIME h!as fid_name CHAR(15)
X ! created_by INTEGER ' fid_order CHAR(10)
h¥35 ' thl_data updated_dated | DATETIME : i:gf"mh" E::’;:ig;
where
bl pol i data_id INTEGER updated by | CHAR(10) i created_date | DATETIME
0lIC -
o ! ! created_by | INTEGER
PK | policy_i INTEGER 7 data_name | CHAR(30) thl_frequency 1 updated_date | DATETIME
created_date | DATETIME haer-l- updated by | INTEGER
policy_content | TEXT(100) 3'::;?:(;?3(9 ::;VAT'I'EEG'I'T:\{/IE Pk |freq id INTEGER H
th CHAR(30 = |
:tuatuosr CHARElO: updated_by INTEGER FK1 | src_id INTEGER :
freq_name CHAR(20) ]
created_date | DATETIME k2 | fid id INTEGER !
S A ELA comment | cHaro) PO " th_obligation
updated_date
updated by | INTEGER 2:2:::?‘;3‘9 :JNATTEEGTSR"'E PK | obl_id INTEGER
h;kas e et | obl_text CHAR(50)
tbl_purpose updated_by created_date | DATETIME
) ) created_by INTEGER
e vy PK | purp_id CHAR(10) o P— updated_date | DATETIME
i — updated_by INTEGER
PK | rbac_id INTEGER purp_text CHAR(50) oK | cond id INTEGER
. created_date | DATETIME $
Fo | aiera | INTecen created_by | INTEGER cond_text | CHAR(S0) !
FK3 | action id | INTEGER up:ateg_sate :Jr\?r?GTé’r\{AE created_date | DATETIME !
id upcated_by created_b INTEGER
FK4 | obl_id INTEGER _by |
FK5 | purp_id CHAR(10) updated_date | DATETIME :
FK6 | data_id INTEGER updated_by | INTEGER !
~hag==——=-------------------------
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MNUHUNNHEAIANUAUTUTTENTIUNOUARAINGUN 4.6 Tun13197 4.7 uang
masuemIteuifvetasaleatvayudmiuldnuadasaunanals uasdun

MatuIeMTeUAvTeuATBsleatuayuiviawanslunAHLIn o

AN 4.7 FoRN519warA1asU8luNISAUNALUATEUU

a19U Fomsna A195U"Y
1 tbl_user_training maediudeyanseusuvoedly
2 tbl_log msdaiudeyamsidildnussuuvesdldou
3 tbl_privacy maedaiudeyalngnd
4 tbl_role user masdiudeyaunumveidin
5 tbl_training masdafuteyansazidenieaiuniseusy
6 tbl_usergroup MR teyaTeazBunngue g
7 tbl_user MsInnuteyaeazBungly
8 tbl_agency MINIRAUTaYAT I ATLBEAMIEY
9 tbl_retain msdafiudoyaseaziBenifsiunssnudeya
10 tbl_schedule medaiudeyaniTaianiuiny/ymhany
11 tbl_dispose msdniudayaseasidenvihaieteya
12| tbl_department M3NIRiuToyAT I aTLBEALNN
13 | tbl_transfer msdaivteyaiinfunisdsiedeya
14 | tbl_role msRdniudeyaTeazdununum
15 tbl_role policy msvdniudeyaTeaziBenunuImanuleuie
16 tbl_policy msvdnfivdeyaseazidenuleuienisldim
17 tbl_rbac_policy msdniudayaieuiifvesuloviemsldam
18 tbl_purpose msdniudeyaseazideningUszasdnisldenu
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AN 4.7 BMN5190arA195 U8 lUNNSIUNRUUATEUU (5D)

A10U Fonsng A95U"Y
19 | tbl_data madafuseazidendoyailiiuing
20 tbl frequencydata msdniudoyaseazidentasiaivesdoys
21 tbl_action mswﬁmLﬁu%a;gaiwamﬁﬂmmwiax NN
22 tbl_ministry mﬁﬁmlﬁu%gaiwazLﬁﬂmﬂiwifm
23 tbl_disclose masdaiudeyaeasideanisiUnmedaya
24 | tbl_frequency maadafiuieyaneaziBennnuidoya
25 tbl_condition masdafuteyaneazidunvesieulunislianu
26 tbl_src_table miwﬁmLﬁuﬁa;ﬂa%amiwﬁagaﬂﬁamiaumm nana
27 tbl_src_field madaiueyafladvesteyaiiieldizondoya
28 | tbl_obligation msdniudayaeasBendeyniunisldem
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3 userd User3 s 2014-06-10 vy e ldam
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M15197 2.1 IAseasnem1sneteya tbl _user training
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Yoqmuanums ¥iin A1B3U"Y Ag
usertrain_id Integer SHANITOUTY PK
user id Integer siagldnunidreusy FK
training id Integer sharaNgnINSeUTY FK
Attend Boolean L15IUNITOUTH
comment text Jusin
m31971 2.2 Tassadremsnstoya thl logs

Jonmuanumy wiin A193U"Y Adl
log_id Integer satufnsleay PK
Ip Character varying | visngiaulofivasldnu
Host Character varying %aiaaﬁumﬁﬁ‘ﬁmu
Datetime Datetime Suraniinldau
Userid Interger GISER FK
Lastpage Character varying gm%u%&jmﬁwﬁvﬁﬂ%ﬂm

last_visit

Datetime

Tunaassaaandnldaussuy




M1517 2.3 lAseasnemsnedeya tbl_privacy
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Joqmuanums ) A193U"Y Ag
privacy id Integer shalngla PK
user_id Integer EVGEIRERIY FK
Email Boolean sy biiudoyadiua
Fname Boolean auzymiﬁﬁu%a
Lname Boolean sy lAiuwINEna
Telno Boolean sy nliiuuasTnsdng
Agency Boolean aqzy]miﬁﬁu%awﬂwmu
department Boolean sy nliiudedsiamina
Ministry Boolean oun el ifiudeyatensensns
Role Boolean ounelfiuteydeunum
Action Boolean sy wbiiudayanisnssii
created date Datetime Fuitadrdlnsind
created by Integer SraRas1lng oY FK
updated_date Datetime Fuiu§ulgadeyalwsiad
updated by Integer SPaRvIN1sUTUUTIlngLad FK
3197 9.4 Tassairemnsnstoya tol role user

Yoquanuwus ¥iln ANB3UY Adl
Id Integer swalnsid PK
role_id Integer SWAUNUM FK
user_id Integer eGSR FK




M15199 0.5 laseaiennsnedaya tbl training
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Joqmuanums ) A193U"Y Ag
training_id Integer shanaNgnINTeUTY PK
Title Character varying %awé’ﬂqmamm FK
description Text 31UaLLDYANITOUTH
Target Character varying TAAUNUIN
Status Boolean AOULVDIVANGATATOUTH
created date Datetime Suitasa
created by Integer GG FK
updated date Datetime i’uﬁﬂ%’uﬂqﬁaga
updated by Integer FraRviNsUTuUT FK
m31971 2.6 Tassadnemsnstioya thl usergroup

Yanmudnwnz ¥iin A1B3U"Y Adl
grp_id Integer swalngind PK
grp_name Character varying | svias{ldeu
grp_nameth Character varying autgwiﬁtﬁwﬁayjagma
grp_desc Character varying ’e)igtyﬂmiﬁl,ﬁu%'@
created date Datetime Juitadn
updated date Datetime fuﬁﬂ%’uﬂzﬂ




M5 2.7 IAseasnemsnsdeya tbl_user
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Joqmuanums ) A193U"Y Ag
user_id Integer EVGEIRERIY PK
agency id Integer FHANUIBITU FK
username Character varying %a;ﬁﬁ’fﬂm
password Character varying | sWiaruves iy
Fname Character varying %aﬁwm;ﬁ%ﬂ’m
Lname Character varying | uwanavesldanu
Email Character varying aLmamaﬁEﬁ‘ﬁﬂ’m
Telno Character varying Luai‘ﬁiﬂumiamammrzﬂ%ﬂm
Status Boolean anuvve Lt
created date Datetime Suitasa
created by Integer BGIGESS FK
updated date Datetime fuﬁﬂ%luﬂgﬂ‘ﬁaga
updated by Integer BV ERUATI RN FK




M1597 2.8 lAseasnem1sneteya thl_agency
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Joqmuanums ) A193U"Y Ag
agency id Integer ITAMUIBIY PK
minstry id Integer THANTENTN FK
agency code Integer 1ARNRLIEY
Tname Character varying ?}amjwmumwﬂm
Abbr Character varying | Hoganiaeu
Status Boolean ANULVDINUILU
created date Datetime Suitasa
created by Integer GG FK
updated date Datetime 5’uﬁﬂ%’uﬂ§ﬁaga
updated by Integer FraRviNsUTuUT FK
3197 9.9 Tassadremnsnstoya tol retain

Hoamdnwnz ¥iin A1B3U"Y Adl
retain_id Integer swalnga PK
freqdata_id Integer GISER FK
created _at Boolean Juitadn
updated_at Boolean Juitsan




M1597 2.10 Taseaiannsnetaya tbl_schedule
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Joqmuanums ) A193U"Y Ag
schd_id Integer SHATIUNT PK
disp id Integer stian1shanedaya FK
retain id Boolean s BAUsnyIteya FK
Status Boolean an7uy
created date Boolean uitasa
updated date Boolean JunUsulss
m31971 .11 Tassadrensnadeya tbl dispose

Honmanumy ¥iin A193U"Y Adl
disp_id Integer sansinanedeua PK
retain_id Boolean s sNuinyIteya
Status Boolean annuy
created date Boolean Suitad
updated date Boolean fuﬁﬂ%'uﬂgﬂ




M1517 .12 Taseainannsnedeya tbl_department
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Joqmuanums ) A193U"Y Ag
dep id Integer JHANUNNTYU PK
Tname Integer %amwmmmwﬂwa
Ename Boolean %ammqmmmwwé’mqw
dep_code Boolean IHANURNTY
ministry_id Boolean IHANTENT N
created date Datetime Suitasa
updated date Datetime 5’u17iﬂ%’uﬂ§ﬂ“ﬁaﬂ$a
m31971 .13 lassairansnadeya tbl transfer

Honmuanumy wiin A193U"Y Adl
transf_id Boolean BV GIRFGNIRHG) PK
freqdata_id Boolean s wAvesdeya
Status Boolean GRRE
created date Datetime Juitadralnsind
updated date Datetime ’"quﬁﬂ%luﬂzﬁaga




M157 .14 lassaiannsnadeya tbl_role

96

Joqmuanums ) A193U"Y Ag
role_id Integer shalngla PK
role_name Character variying Founum
created date Datetime Suitasa
updated date Datetime "'quﬁﬂ%’wqﬁa;ga
m31971 2.15 lassairenssdeya tbl role policy

Jonmuanumy vilo AB3UNY Ag
rp_id Integer swalngia PK
role id Integer SHAUNUIN FK
policy id Integer svauloung FK
31971 9.16 Tassairannanadeya thl policy

Yanmudnwnz ¥iin A1B3U"Y Adl
policy id Integer swalnn PK
policy content | Text SAEUNUIN FK
Author Character varying svauloung FK
Status Boolean anuy
created at Datetime Juitadn
updated _at Datetime fuﬁﬂ%’uﬂzﬂ




M1597 .17 lassainannsnedeya tbl_rbac_policy
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Joqmuanums ) A193U"Y Ag
rbac_id Integer AN PK
cond_id Integer sadoula
policy id Integer svauloung
action id Integer SHANIINTLYIN
obl id Integer sadoulafidasinou
purp_id Integer saingUsvase
data id Integer EVGRIRHG
AN9797 2.18 laseasemsetaya tbl_purpose

Jonmuanumy wiin A193U"Y Adl
purpose_id Integer svainnUsasd PK
purpose_name | Character varying | o¥nguszasd
created at Datetime Suitad
updated _at Datetime 57u17iﬂ%’uﬂ§ﬂ
3197 9.19 Tnssaiiannsadeya thl data

Foquanuus ¥iln ANB3UY Agl
data_id Integer EVGRIEHG PK
data_name Character varying %asﬁaga
created at Datetime Juitadns
updated_at Datetime f‘u‘ﬁlﬂ%’uﬂjﬂ
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Joqmuanums ) A193U"Y Ag
freqdata_id Integer AN PK
data_id Integer Siatoya FK
freq_id Integer sanNudTeya FK
m31971 921 Tassairsmnssdeya tbl action

Jonmuanums ¥ilo A1B3UNY Ag
action_id Integer SHANIINTLYIN PK
action_name Character varying | #on1snsgviaunine
Action Character varying ﬁ?jamiﬂizﬁ’]mmé’aﬂqw
created at Datetime Suitasa
updated _at Datetime 5’uﬁﬂ%’uﬂ§ﬂ
31971 9.22 Tassadranansdoya tbl ministry

Yanmudnwnz ¥iin A1B3U"Y Adl
Id Integer AN PK
ministry _id Integer LAUTHAVDINTENT N
Fullname Character varying Fonsensrauuuy
shortname Character varying | Ton5ensauuuge
Code Character varying | 1AA989n5ENTHN
created at Datetime Juitadns
updated_at Datetime f‘u‘ﬁlﬂ%’uﬂjﬂ
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Joqmuanums ) A193U"Y Ag
Id Integer JAANAN PK
freqdata_id Integer iﬁam’mﬁl%@yja FK
Status Boolean RN
created _at Datetime Suitasa
updated_at Datetime Suiiy JUUge
371971 .24 Tassairsnssdeya tbl frequency

Honmuanumy ¥ilo AB3UNY Ag
Id Integer RANAN PK
src_id Integer siadensetoya FK
fld_id Integer siaan FK
freq_name Character varying | fenuifoya
comment Text Tuiin/maneive)
created at Datetime Juitad
updated _at Datetime ’"quﬁﬂ%JUUEG
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Joqmuanums ) A193U"Y Ag
Id Integer JAANAN PK
cond_name Integer Fodeulunwilng
condition Integer %aﬁauimmmé’qﬂqw
created _at Datetime Suitasa
updated_at Datetime Suiiy JUUge
m31971 2,26 Iassairananadeya tbl src table

Honmuanumy ¥ilo AB3UNY Ag
Id Integer RANAN PK
Src_name Character variying ‘?J'ami’lﬁaga
comment Text Tuitn/vanewme)
created at Datetime Juitadas
updated _at Datetime fuﬁU%JUHEQ




M1597 2.27 lassainannsnedeya tbl_src_field
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Joqmuanums ) A193U"Y Ag
Id Integer JAANAN PK
fld_name Character variying JoTlas
fld_where Character variying Lﬁiauimmsﬁﬁaga
fld_ord Character variying | n3i3gsindudeya
fld_limit Character variying | S7u3uka3fidoenisis
created at Datetime Suitasa
updated at Datetime 5’u17iﬂ%’uﬂ§ﬂ
31971 .28 Tassarenssdeya tbl obligation

Honmuanumy wiin A193U"Y Adl
Id Integer AANN PK
obl _name Character variying %a%@@,ﬂﬁu
created at Datetime Suitad
updated _at Datetime fuﬁﬂ%'uﬂgﬂ
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Principle 1: Proactive not Reactive

Accountability:

a) Has an ‘accountable’ person been assigned responsibility for developing,
maintaining, and implementing your organization’s privacy and data protection

practices?

b) Has an ‘accountable’ person been assigned responsibility for developing,

maintaining, and implementing your organization’s information security program?

) Is there visible executive commitment to continuously set and enforce high

standards of privacy and security practices?

d) Is this commitment demonstrably shared by user communities and

stakeholders?
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e) Is there a procedure in place to ensure that executives and the board of
directors are regularly updated on the privacy and security program, including

policies and procedures?

f) Has a privacy and security governance and accountability framework been
developed to ensure compliance with the privacy and security policies and

procedures that have been implemented?

g) Are all employees, volunteers, and contractors who access Pl required to sign
Confidentiality Agreements? Are they required to re-execute their Confidentiality

Agreements on an on-going basis, for example, annually?

h) Have you ensured that privacy and security protection is built into the terms
of service levelagreements, data sharing agreements, third party agreements, and

other legal instruments?

Policies and Procedures:

i) Have you implemented a procedure for identifying and managing privacy

breaches?

j) Have you implemented a procedure for identifying and managing information

security breaches?

k) Have you established a schedule for the on-going review of your privacy and
security policies andprocedures to take account of evolving privacy and security

standards and best practices and statutory and regulatory changes?

Privacy and Security Risk Management:

1) Have you implemented a Corporate Risk Management Framework?

m) Do your project plans for the development, or redesign, of your information
technology, business practices, and physical design and networked

infrastructures include ‘privacy approval gateways?’

n) Is a PIA required to be conducted at the conceptual, design, logical, and

redesign stages of the Application?
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0) Is the PIA reviewed and approved by senior executives of your organization?
p) To the extent possible, do you mitigate all of the risks identified in PIAs?

q) Are PIAs reviewed on an on-going basis to ensure they continue to be
accurate and consistent with theorganization’s information practices, and to
ensure that the recommendations have been, or are being, addressed by the

organization?

r) Have you established standardized methods to proactively identify and

address inadequate privacy technical designs and privacy practices?

Privacy and Security Trainine and Awareness:

s) Have you implemented a privacy and security awareness and training

program?

t) Are all employees, volunteers, and contractors who access Pl required to

attend initial privacy and security training prior to being given access to PI?

u) Are employees, volunteers and contractors who access Pl provided role-
based training to understand how to apply the privacy and security policies and
procedures of the organization in their daily employment, contractual or other

responsibilities?

v) Are all employees, volunteers, and contractors who access Pl required to

attend privacy and security training on an on-going basis (e.g., annually)?

w) Is the privacy and security awareness and training program regularly updated

as changes in the business or statutory environments require?

Audit and Compliance:

x) Have you implemented policies and procedures to monitor, evaluate, and
verify compliance with your privacy and security policies and procedures and
with the terms related to privacy and security contained in agreements and

other legal instruments?

y) Do you have a mechanism for monitoring and reporting on compliance with
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your privacy and security policies and procedures, and the terms related to

privacy and security contained in agreements and other legal instruments?
z) Have you implemented a program of privacy and security audits?

aa) Do you retain independent third parties to audit your organization’s practices

against your privacy and security policies and procedures?

bb) Are procedures in place to ensure that the recommendations arising out of

privacy and security audits are addressed?

Principle 2: Privacy as the Default Setting

a) Do you design information technologies, business processes, physical spaces
and networked infrastructures around the principles of minimizing the

identifiablity, observability, and linkability of Pl to the greatest degree possible?

b) Do you ensure that the purposes for which Pl is collected, used, and

disclosed are clear, limited, and relevant to the circumstances?

c) Do you ensure Pl is collected, used, and disclosed according to the stated

purposes for its collection, use, and disclosure?

d) Do you collect, use, and disclose Pl only if other information would not serve

the purpose?

e) Have policies and procedures been developed and implemented that require
the use of encrypted, deidentified,or aggregate information, rather than PI, where

Pl is not necessary to serve the purpose?

f) Do these policies and procedures require the encryption of all Pl collected,

used, and disclosed using mobile devices?

g) Do you collect, use, and disclose the minimum amount of Pl necessary to

serve the purpose?

h) Are the categories of Pl that are being collected reviewed on an on-going
basis to ensure the collection of Pl is limited to that which is required to fulfill

the purposes for which it is collected?
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i) Have you determined that your collection of Pl is fair and necessary for a

lawful purpose?

j) Are procedures in place to review de-identified and aggregate information prior

to its use or disclosure to ensure the information does not identify an individual,

and that it is not reasonably foreseeable that the information could be used to

identify an individual?

k) Have you implemented user access controls based on ‘need to know,” and

‘least privilege’ principles? Does access control extend to technical staff?

1) Do you ensure that if individuals take no action to protect their privacy, their

privacy is nonetheless still protected?

Principle 3: Privacy Embedded into Design

Privacy and Security Program:

a) Have you ensured your privacy and security program, and its associated
policies and procedures, meet or exceed industry-accepted standards,
frameworks, models, best practices, and guidelines, in addition to statutory

requirements?

b) Have privacy and security controls been developed and implemented in a
manner that, to the extent possible, minimizes the risk of theft, loss, and

unauthorized use or disclosure of PI?
) Are your privacy and security controls amenable to external reviews/audits?

Privacy and Security Architecture:

d) Have you documented and distributed a Privacy Architecture for your
organization to ensure established privacy protections are built into the design
of all Applications that collect, use, and disclose PI? Does your Privacy

Architecture:
e Ensure FIPS are built into the design or redesign of the Application;

e Classify data in terms of its level of identifiability and its sensitivity;
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e Include a Glossary of Privacy Terminology to explain the meaning of the

terms used in the documentation used by the organization;
e Impose restrictions on collection, use, and disclosure of Pl;
e Limit the secondary uses of PI;

e Impose requirements for the use of encrypted, de-identified and

aggregate information instead of PI, whenever possible; and

e Set out business rules for consent management, access control, audit
logging, reporting and alerting, user notification, and individuals access to,

and correction of, their PI?

e) Have you documented and distributed a Security Architecture to ensure
established security safeguards (administrative, physical, and technical) are built

into all Applications that collect, use, disclose, and retain PI?

f) Have you implemented procedures and/or mechanisms to verify that the
privacy and security architectural requirements have been appropriately
designed into the functionality of the Application? Do they include ‘privacy and
security review and approval gateways’ throughout the design, development,

and redesign processes?

g) Have you implemented user access controls based on ‘need to know’ and

‘least privilege’ principles?

Design Requirements for the Application:

h) Do you have a defined process for the design and redesign of any new IT
systems, business practices, and physical design and networked infrastructures
that must be followed and approved by the individual(s) responsible for privacy

and security in the organization prior to it being implemented?

i) Is this process documented and distributed to all individuals within the

organization responsible for the design or redesign of such Applications?

j) Do you conduct audits to ensure that this process is consistently applied?
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k) Does this process include the following elements:

Consultations in the design or redesign stages of an Application with those

internal and external to

the organization who will be collecting, using, or disclosing PI?

Conducting PIAs and TRAs at the conceptual, physical, logical, and

redesign stages of the Application?

Procedure to manage and address risks identified in such PIAs and TRAs

prior to the implementation of the specific Application?

Ensuring PIAs and TRAs include the choices for remediation of privacy

and security risks and the reasons those choices were made?

Requirement that, where possible, privacy enhancing technologies
appropriate to the Application and the sensitivity of the PI that is
collected, used, or disclosed, such as strong encryption or

deidentification, are incorporated into the design or redesign?

Requirement to ensure that Pl is required for purposes of the Application

and that only the minimum amount of Pl is collected, used, or disclosed

in the Application?

Incorporation of the privacy and security requirements into any Requests

for Proposals issued by the organization in the event that the Application

is to be built and implemented by a third party?

Access controls and requirements for authentication and identification of

individuals who will have access to the Pl in the Application, and a

mechanism for auditing such access?

Establishment of rules to identify the individuals who require access to
the Pl based on ‘need to know’ and ‘least privileges’ principles and

controls to limit access to such individuals?

Enforcement of standards for strong passwords, including minimum and
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maximum length of the password, and password composition?

|) Have you developed and implemented privacy and security policies to inform

the design of IT functionality and organizational business procedures?

Principle 4: Full Functionality - Positive-Sum - Not Zero-Sum

a) For your Application, have you identified, documented, and made available

throughout the organization:

All individuals’ interests related to the privacy, confidentiality, and

security of their PI?
e All business interests, drivers, and objectives?
e Desired business functionality?

e Privacy functionality requirements?

o Security functionality requirements?

b) Have you established structures and mechanisms whereby interested parties
may enter into dialogue to ensure there are no trade-offs between functionality

and privacy, and between privacy and security?

) Have you developed agreed-upon metrics and assessed whether all interests

and objectives have been met?

d) Do you reject privacy or security risk assessment recommendations that
would result in trade-offs between functionality and privacy, and between

privacy and security?

e) Have you considered all risk mitigation recommendations against the intent of

the PbD Principles to ensure consistency?

f) Does the Application achieve all the interests and objectives sought to be

achieved?

Principle 5: Full Life Cycle Protection

At each stage of the PI’s life cycle, the following questions should be asked and
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remedial actions taken where risks, or gaps, are identified in your organization’s

security posture:

a) Have you mapped the flows of PI from collection through use, disclosure, and

destruction?
b) Have you completed a data sensitivity analysis?

c) Have physical and technical security risk assessments been conducted at

every stage of a project?

d) Have you identified all of the “touch and hand-off points” for PI for which

security safeguards need to be applied?

e) Have you assigned an ‘accountable person’ to be responsible for ensuring the
mitigation of risks identified in your physical and technical security risk

assessments?

f) Have you implemented administrative, technical, and physical safeguards that

are reasonable in the circumstances? Are these safeguards:

e Based on industry-accepted standards, frameworks, models, best
practices, and guidelines forsecurity, and in compliance with statutory

requirements?

e Based on a defense-in-depth strategy to address identified threats and
risks?

e 0 Commensurate with the amount and sensitivity of the PI, and with the

number and nature of those individuals with access to the PI?

g) Do these administrative, technical, and physical safeguards ensure the secure

retention, transfer, and destruction of PI?

h) Have you ensured vendor and third party agreements clearly set out
accountabilities and responsibilities for ensuring the implementation of

safeguards and mandatory security controls?

i) Does your organization require that assessments of security controls are
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conducted regularly throughout the life cycle of the Pl to ensure its

confidentiality, integrity, and availability?

j) Have you established a retention schedule and procedures for the secure

destruction of PI?
k) Does the retention schedule:

e Clearly establish the length of time for which described categories of Pl

must be retained?
¢ Indicate the rationale for the retention of PI for these time periods?

e 0 Require documentation describing the Pl and the manner in which it

may be stored according to the retention schedule?
1) Do your destruction procedures:

e Require that PI must be destroyed in such a manner that it is not

possible to recreate the information?

e Provide acceptable manners for destruction of Pl in all formats in which

it is held by the organization; e.g., electronic, paper?

e Remind individuals of the requirement to destroy PI that exists in
electronic devices such as photocopier and facsimile machines before

disposal of the device or its return to the supplier?

e 0 Require that a certificate of destruction be prepared to include the
nature of the PI, the date, identification of the individual who destroyed

the PI, and the reason for the destruction of the Pl at that time?

Principle 6: Visibility and Transparency : Keep It Open

Accountability:

a) Is the identity and contact information of the individual(s) responsible for
privacy and security in your organization made available to the public and

known within your organization?

b) Have you implemented a policy that requires all ‘public-facing’ documents to
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be written in ‘plain language’ that is easily understood by the individuals whose
information is the subject of the policies and procedures, and which includes

information on how to assess the next level of address?

) Are the stated privacy and security practices of the Application subject to

independent verification?

Openness:

d) Do you make information about the policies and procedures and controls

relating to the management of Pl readily available to individuals?
e) Do you publish summaries of all completed PIAs and TRAs?

f) Do you publish summaries of independent third party audits of your

information practices?

g) Do you make available a list of data holdings of PI maintained by your

organization?

Compliance:

h) Have you implemented policies and procedures to receive, document, track,
investigate, remediate, and respond to complaints? Have you developed a

redress procedure?

i) Have you implemented policies and procedures to receive, document, track,

and respond to privacy inquiries?

Principle 7: Respect for User Privacy

Policies and Procedures

a) Have you implemented policies and procedures:

e To ensure individuals are informed (via a public notice or other
mechanism) about the purposes for the collection, use, transfer and

disclosure of their Pl at, or before, the time the Pl is collected?

e To obtain the consent of individuals to the collection, use, and

disclosure of their PI, where appropriate, or where otherwise required by
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law?

e For obtaining and recording consent for the collection, use, and
disclosure of PI, taking account individuals’ expectations and statutory or

regulatory requirements?

e For individuals to withhold or withdraw their consent for the collection,
use, and disclosure of their Pl (except where otherwise permitted or

required by law)?
e To ensure individuals may request access to, and correction of, their PI?
e To ensure individuals are aware of how to make a privacy complaint?

e To ensure individuals are aware of the redress mechanisms, including

how to access the next level of redress?

e 0 To ensure individuals are aware of how to contact your organization’s

person accountable for privacy?

b) Are all policies, procedures, and information directed to individuals easily and

freely accessible and written in easy-to-understand plain language?
c) Are your procedures simple to use?

d) Have you posted layered notices to enable individuals to understand your

policies and procedures in more, or less, detail, as they wish?

e) Do your notices provide individuals with adequate information about how you
protect their privacy, as well as inform them of their privacy rights, including
their rights to withhold or withdraw their consent to the collection, use and

disclosure of their PI?

f) Are your notices posted where they are likely to come to the attention of

individuals or are individuals provided copies of such notices?

g) Have you implemented policies and procedures to ensure Pl is as accurate,
complete, and up-to-date as is necessary to fulfill the specified purposes for its

collection and use?
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Privacy Expectations

h) Have you completed an assessment of the expectations of individuals with
respect to the purposes for which their Pl is being collected, used, and

disclosed?

i) Have you completed an assessment of the expectations of individuals with
respect to the type of consent that is appropriate based on the nature of

information being collected, used, and disclosed?

j) Have the privacy and security policies and procedures of the organization been

aligned with these expectations to the extent possible? Consent

k) Are the procedures implemented to enable individuals to consent and to

withhold or withdraw such consent easy to access and use?

1) Have mechanisms been implemented to manage individual consent, including

the decision to withhold or withdraw such consent?
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1.4 WHUNNARIALAZATDSUIETIRIUNTIATIENRINT N SUUIUJUANTAN DD

1.Proactive not Reactive

Role

+signConfidentialityAgreement()
+takeTraining() +considerUpdateTrainingContent()
+annuallyTrainning()
| 0"
1 Officer F— ourse
. raining
C Executive CofficeType OT
-shared tPrivary ‘ [+develop()
dSecurity [+considerUp Prog() ()
[+privacySecurityGovernance() impliment()
+sign() 1
N
Enduser i
RoleBaseCourse
N 1 izati
—
‘ [+assignPerson()
PrivacySecuritySection 1
8!
1
[+identifyPrivayBreach() 1
[+managePrivacyBreach() |
+identifyinformationSecurityBreach() 1.
[+managelnformationSecurityBreach() .
[+review()
PrivacyProtection
SecurityPolicies| | PrivacyPolicies AuditComplianceSection
- . +monitor()
ReviewAudit evaluate() | )
+verify()
+against() +report()
ExternalAudit G * yAudit()
+recommendationSecurityAudit()
i ggestUpdate()
+monitor()
Agreement +evaluate()
[+report()
L Ttermofservice()
[+dataSharing()
+thirdParty()
[+confidentiality()
ConsiderFactor
+law()
+statutory()

JUT .40 UHUANARNENENNISA 1 Proactive not Reactive

M5 4.3 UaAIA0SUILUNUNNARNARINTUT 4.40 AU Proactive not Reactive

AN9U

Jamand

ANasUY

AN0UlUA1519

1.1 MRgdag

Role

AANALNYIUDINU

UNUIAeluBIAng

gtv

TrainingManager

AANALNEIUDINU

¥

HUSSUANENTUTY

Y

Officer

AANALNEUDINU

LAV

a,b
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MIT 4.3 UAAIAIDSUILUNUNNARAIINTUN .40 #1u Proactive not Reactive (718)

Y. 4 . A1911lun1319
a1nu Yopana A195UNY Sa .
4.1 MAgIt09

4. | Eexcutive AANALNYITDIAY cef
NUTWITEAUE
Y Y

5. | Stakeholders AANELNgURaTURlEY d
loldey

6. | Training AANELAYITBIAUNITIN s
UTH

7. | RoleBaseCourse AAALNYITBIAY u
VANGNINITOUTUATY
AISLUIDIRILUNUIY

8. | Organization AANALNYIVDINUBIANS a

9. | PrivacySecurityProgram AANELNYITDIAY ab
TUsunsuamulngiag
LAYAILIUAY

10.| PrivacySecuritySection AANELNYITDIAY i,J,k
NwNUUlng g
LAYAIIUIUAS

11.| AuditComplianceSection AANALAYIVDIAY z
NUIBITUATIVFDUNNS
U URnL

12| Agreement AANELNYITBIAUNT h

gaUSU T9ANAINITS

Tyusnsg




MIT 4.3 UAAIAIDSUILUNUNNARAIINTUN .40 #1u Proactive not Reactive (718)
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.o y .. Aaulua19
AN0u YoAand ANB5UY Sa .
1.1 MNeTa9
13.| ExternalAudit AANALNYIVBINUNIT aa
M9I9EUIIN
UAARNIEUEN

2.Privacy as Default

AuditComplianceSection

-categoriesPuUTD

+minimizeldenfifiability()

+observability()
+linkability()
+review()

1

Ogranization

ConsiderFactor PolicyAndProcedure
-purpose
-privacyRight
Haw() -individualRight
+Hair() +informed()
RoleBaseAcessControl Individual

+privacyProtectDefault(

MinimizeCollection

-businessPurpose

+collect()

EncyptDecrypt

+encryption()

+meetBusinessPur()
+meetMissionOrg()

AgencyPrivacy

-name_th
-name_en

+decryption()

InformationPrivacy kK>

-department
-ministry

DataPrivacy

-dataName
-dataFrequency

AccessRightPrivacy

InitProtectPrivacy

-listInitProtectPrivacy

-numberOfRow
-typeDataAccess

sUN
Y

141 UWNUAIWARNAWANNITA 2 Privacy as Default
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AN 9.4 LLamﬁfla%msJLLmumWﬂmamﬂgUﬁ .41 ¢ Privacy as Default

Y. 4 . A1911lun1319
AN0u YoAand ANB5UY Sa .
1.1 MNeTa9
1. | AuditComplianceSection AANALABIVDIAY a-C,g
VUIYUATUNTS
ATIADUNNTUL URAY
2. | ConsiderFactor AANELNYYRINUTATY i
d‘o <) 2 a
Ao ndudoanatsan
3. | MinimizeCollection ARNALAYIVDIAUNTT g
FoAumUNaNNITLAU
Tidaunan
4. | EncryptDecrypt AANALAYIVDINUNTT ef
WNSTALAL DDA
5. | InitProtectPrivacy AANELNYITBIAUNT (
ANUAATSUAUNIT
Joanulnsid
6. | RoleBaseAcessControl AANALNYTUDINITHUDY k

AV Yo
ANUUNUINT b5 U




3.Embedded into Design
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Model

BestPractice

Framwork

InternalPl ExternalPl

AuditOrReviewSection

Guideline

ConsiderFactor

[+Haw()
[+statutory()

+verify()
+review()
ConductPIA
DesignOrRedesign

ConductTRA

| llT

Organization

[+processToDesign()
+ProcessToRedesign()

+nof

tifyUser()

1 «  [tuserAcL()

1

ExternalAudit

—

SecurityProgram

*  [rsecurityPolicies()
1

PrivacyProgram

1

+approval()
+informDesign()

+  [+privacyPolicies()

RequirmentApplication

rencrypt()
<> +decrypt()
Document [+design()
l+redesign()
T <[+distribute() 1
Glossary icti ityArchi i

-minimumPasswdLength
| maximumPasswdLength
+roleBaseAccessControl()
|+strongPassword ()

JUT .42 UHUNINAREVENNTSA 3 Embeded into Design

MTN 4.5 UARIANDSUILUNUNINAAIAIINTUT .42 91U Embeded into Design

A0V

Yanand

ANa5sUY

Aranulunnsng

1.1 Mo

1. | BoardOrganization

AANALNYIUDINU

NIINNITUSMITOIANT

2. | AuditOrReviewSection

AANALNYIUDINU
PNUILITUATIVADUNTD

A1INUIU

3. | DesignOrRedesign

AANALNEIVDINUNIT

aal L3
DONUUULALNTIA 1]

k1-kd

4. | Organization

AANALNYIUDINUBIANT
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AT 1.5 UaAIAIDSUIBUNUNINARIARINTUT 4.42 A1 Embeded into Design (40)

. y .. A1011lun1319
AN0u YoAad ANB5UY Sa .
1.1 MNeTa9
5. | Document AANALNEITBINU d,i
LONAISIUDIANT
6. | SecurityArchitecture AANELNYITDIAY e
wnasan1Unenssu
ATUAIILLUA
7. | ExternalAudit AANANYIURITURNTIA C
A9UN1BUDNDIANT
8. | PrivacyAndSecurityArchitecture ARNALAYIVDINY b
annnenssuaulnsin
FuarANULUA
9. | RulesToldentify AaNANEITRIIUNg g,k9-10

dwmiunsseudinu




4.Positive-Sum

200

AuditComplianceSection

-metricsForAssessed

ThirdPaties

Organization Individual

+assessed()

TradeOffReport

+authenticationPatiesAndOther()

> Document

— |

"

PrivacyDocument Securi Objecti
1 1
* *
PrivacyFuncReqDocument SecurityFuncReqDocument

JUT .43 UHUANARNENENNISA 4 Positive-Sum

MTN 9.6 UARIADSUNLUNUNINAAIAIINTUT 9.43 91U Positive-Sum

. 4 .. AaulunI9g
a1nu Yoaana A195UNY Ja .
3.1 MAgIv09
1. | AuditComplianceSection ARNALAYIVDINY c
NUIIURTIVEDUNIT
UURnu
2. | Organization AANELNYITBIAUDIANT b
3. | BusinessFuncDocument AANELNYITBIAUY a3
LONAIINITALUUIY
4. | ConfidentialityDocument AANALAYIVDIAY al
LONEITATUAIILEY
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MINT 4.6 UAAIAIDSUIBUNUNMNARAINTUN .43 f1u Positive-Sum (518)

. y .. A1011lun1319
A0V Yanand ANa5UNY Sa .
4.1 MNe29849
5. | PrivacyDocument AANALNYIVDINU al
@NA1SIUINTITY
6. | SecurityDocument AANELNYINULDNENT al
ATUAIILLUA
7. | ObjectiveDocument AAALAYITBIAY a2
nasauingusvasd
8. | PrivacyFuncRegDocument AANANYINULBNET ad
AUIIBNITANY
v v =
HRIN1IAULNTNT
9. | SecurityFuncRegDocument AANALABINULONENT ad
AUSIBNITAINY
ABINITANUANULI LAY
- v SecurityindustryStandard
> Standard J
PrivacyAndSecuritySection 1 P T VendorOrThirdpaties
HfloworPI() 1 Organization ““,‘“5“”:‘7“
o NR'lt:i“"(")"P‘” assignAccountablePerson()
e 0
Se ion() 1

AuditComplianceSection

—

RetentionDocument

[ e

+confidentiality() ConsiderFactor

+integrity()

+availability() FlengthOfTime
+Haw() |-rationaleRetention
[Fstatutory() [+destructionPi() [+setRetentionPI()

g‘dﬁ 144 WNUAMAANEENNIST 5 Full Life Cycle Protection
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AT 4.7 LLamﬁm%msJLLmumWﬂmamﬂgUﬁ .44 911 Full Life Cycle Protection

Y. 4 . A1011lun1319
a1nu Yopana A195UNY Sa .
4.1 MAgIt09
1. | Standard AANALAYITDIY f1
WnsgInEnlga
2. | PrivacyAndSecuritySection AANELNYITDIAY a,b,d,g
WU Ulng
WAZAINLUAS
3. | Organization AANALNYIVDINUBIANS e
4. | Agreement AanENYITIRUSeUlY h
NMSLEUIAS N3
wialudoua
5. | AuditComplianceSection ARNALAYIVDIAUNTT i
n39aUNSURURAY
6. | Destruction ARNALAYIVDINITNT (
aneveya
7. | RetentionSchedule AANELNEITBINU ik
@
538z luNISAY

£

UBUA
Y
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6.Visibility and Transparency

PIAReport TRAReport

*
*
1 1
Organization { )

ValidateSection| * 1 OrgPublicReport AuditReport
[———————<Cf+contactPrivacyPerson() Ko——m —
— +contactSecrityPerson()
i ficati tR t 1 *
PolicyAndProcedure +verification() ListAllDataHolding() +getReport()

+getHowToUsePIData()

+howToReceive()
+howToDocument()
+howToTrack() ndividual fonListitem
+howT diate()

+howToRespondComplaints() "
+redressProcedure() 1 +performEvaluation() N
1
*

ProcedureEvaluationForm

Policy
1
ReviewAudit
AuditCompli ion| [+against() ExternalAudit
* *
HightL icy MiddleL icy SummaryLevelPolicy N
+monitor() +monitor()
+evaluate() +evaluate()
+verify() +report()
+report()

gﬂﬁ?‘i 9.45 WNUANAANENSNNIST 6 Visibility and Transparency

M5 9.8 UARIAIDSUILUNUNINAATIAIINTUT .45 91U Visibility and Transparency

. g .o Aanulua9s
aeu Yonand AasUNY Sa .
1.1 Migatag
1. | Organization AANELNYITBINUDIANT a,g,d
2. | PIAReport AANALAYIVDIAY e
F9UNTUsTIEUNG
NENUAULNGING
3. | TRAReport AANALNYITOINY e
F9UNTUsTEUNG
ANULFILAZAEANATY
4. | AuditReport ARAALAYITOINY f
FIUAIUNITATIY
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M5 1.8 UAAIAIDSUIBUNUNNARARINTUT 4.45 AU Visibility and Transparency (¢i0)

AU Yanand

ANB5UNY

Aaulun1519

a o 1%
4.1 NLNYUDY

5. | Policy

AANALNEITBINU

Ylouelueeans

b

6. | PolicyAndProcedure

AANELNYIYDINU
ATTUILIULAZULEUNY
ANUNITAANIL N1T

IR

7.Respect for User Privacy

EvaluationListitem EvaluationListitem

. .
1 1

ConsentType
Caccurate ype -impliedConsent
complete ks |-ExpressConsent
-u TopDate -InformedConsent
e *  |-UnanimousConsent
Assessor
HightLevel %7 DgencyPrivacy
name_en
-department
-ministry
Individual
1 -
y
- [PcUTD [+consentPcUTD() — Datarrvacy
Middletevel | * 1 privacyright [+witholdWithdrawConsent() InformationPrivacy (|
—Oﬂnmm‘ed() ———{|+requestViewPcUTD() > -dataName
Wi laint() revisePcUTD() . [dataFrequency
s T |+requestUpdatePcUTD()
+downloadPlainPolicy() +manageConsentPcUTD() t
getPrivacyRights() +performEvaluation() ——
|+alignedWithExpectation() AccessRightPrivacy
-numberOfRow
SummaryLevel typeDataAccess
Organization

[+requestConsentPcUDT()
+redrd i

[+contactPrivacyPerson()
+ ityPerson()

ConsiderFactor

[+saveConsentPcUDT()
+updateDataPcUDT()

[+law()
+statutory()

JUT 946 WNUNNANEVANNTSH 7 Respect for User Privacy
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A7 9.9 LLamﬁ’m%mEJLLmumWﬂmamﬂgUﬁ .46 AU Respect for User Privacy

A0V

Yanand

ANB5UNY

Aaulun1519

a %
4.1 NLN8UDY

PolicyAndProcedure

AANALNEITBINU
ULUYLATIUNDY

UfURlueAns

al,a6,bfe

Individual

AN IYRITUTRYA

GRNIGER

a2,ad-5k,q,,h,ij

Organization

AANALNYTDINUBIANT

ar,a8

ConsiderFactor

d‘ ¥ U U
AaNENEITIN Ul

4

o & a
NNV UADININTUN

a3

EvaluationForm

AANALNYIUDINU

wWUUNBTUNSUSELU

HightLevel

AANALNYIUDINU
YLYUNYVSDTUADUNNT
UfuRvesnnnslu

YUUDATINT

MiddleLevel

AANALNYIUDINU
YLV DTUADUNNT
UfuRvesaanslu

UUUDITLAUNATY

SummarylLevel

AANALNEYDINU
¥

YlYU8US TUNDUY

UfuRvesnsnnslu

NUUETU

Assessor

AATELNYITRITURYN

ANSUTLIY
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A137 9.9 LLamﬁ’m%mEJLLmumWﬂmamﬂgﬂﬁ .46 AU Respect for User Privacy (19)

. y .. A1011lun1319
a1nu Yopana A195UNY Sa .
4.1 MAgIt09
10.| EvaluationP! AANALNYITOINUNT
Usziduansaumalngid
&
11.| EvaluationExpectation AANALNEITDINUNIT
AN IINITU TSI
12, EvaluationListitem AANELNYITDIAY
s1enslglung
Usziilu
13 EvaluationExpectationConsentType | AaT@LAEITD UAIIMN
AN ISTDIUTZLANATT
Sueal
14, ConsentType AANALAYIVDINY
UTgLAN8IN15BUYDL
15, AgencyPrivacy AanaNeItaeulNsLT
YDINUIBIU
16| DataPrivacy AananeItaeulnsL
UGHG
17, AccessRightPrivacy AANELNYITBIAUENS

Tnsid
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