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# # 5470962021 : MAJOR COMPUTER ENGINEERING

KEYWORDS : INFORMATION RETRIEVAL/INFORMATION SECURITY/SECURITY
PATTERN/SECURITY STANDARD

PORAMAPORN RUAMJINDA : A SUPPORTING TOOL FOR INFORMATION
SECURITY STANDARDS STORAGE AND RETRIEVAL USING SECURITY

PATTERNS. ADVISOR : ASST. PROF. NAKORNTHIP PROMPOON, 100 pp.

The main goal of security policy establishment in any organization is to
provide the security and reliability of the electronic operation. General problem
that organization may face is that this policy establishment usually depends on
the stakeholders’ expertise and experience. The application of the widely accept
security standards and best practices may help alleviate this problem. However,
in any organization or project may have to establish different security policies in
various scenarios. This results in the selection of the appropriate content of
security standards and practices. At present, ISO 27002 and the textbook named
Security Patterns [1] written by M. Schumarker etc. are provided best practices for
any organization may be applied in security context.

This research proposes a tool for the storage and retrieval of information
security standards (ISO 27002) using information retrieval principle based on
Vector Space Model in order to retrieve the standard document sections that
relevant to the user need. There are three methods: 1) a method of using
keywords appeared in information security structure constructed from security
patterns, 2) a method of using only keywords, and 3) a method of using the
relationship among security patterns. In addition, the proposed methods were
applied to two user groups: security expert and regular user.

The experiment result indicated that in both groups of users, the retrieval
of document section of security standard using keywords appeared in information
security structure earned a higher result than using only keywords in recall and
harmonic mean evaluation metric but yielded a less efficient in precision. From
the expert user group, the average recall and the harmonic mean increased
115.05% and 49.14% respectively, while the precision decreased 6.33%. In the
regular security user, the average recall value and the harmonic mean increased
354.26% and 180.62%, respectively, while the precision decreased 27.9%.
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Field of Study : Software Engineering Advisor’s Signature
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A1YIDING VNI

Y o

3) gldnuaunsaszydemaulunwsingumyintu

]

4) wnansmhunduruduenasuinsgiu lowale/ledd 27002
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2) IAT1TARAZOBNLUUNITIALAULAZAURUAIUTDILONEITUINTFIUAUAIINTUAY
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2) 1AnszuunsInAuLazAUAYEILYBADNEITUIATFIUAIIUIUAIE TAULNA AILA

JUABDUNITAATILVIBONLUU AUDINSUTELIUITNSAUAL

Y A A v ° o v & Yy A A @ w1 ° v
3) 1@Lﬂi@ﬂN@WuLLUanﬁiUﬂqiﬂﬂLﬂULLagﬂ‘Nf’]‘ULW@L'U‘UG]'JGU'JEﬂuﬂ'ﬁﬂ']‘Viu@TJIEJU']EJ@']u

ANUIUAIENTAUMA Lazana1lun1IANYIT0IATFIUTIATIAINAIINABINTVDILY
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= a a v
NOYLLASITUIIGNNYIVD

2.1 uulfauasngeg

NuIfeiilausvendldinalinnsAuauasaumanglunsAuAudIuveanans
WAsgILANuAsEsaUIWA Inefinnsanatnuuuiuauduas ieaduniedeatuayuly
° o Ya v Y v aa A 1% Ay o &
nmsimuaulsvieautuaEsauma §I3elafnyimguiiinetdedunuddy ded uleuiy
AuuAsEIsauImA wuuguauuae waznsdaiiveazAuduaisawna I5eaziden

famellil
2.1.1  ulsuieanuiiuasasauma (information Security Policy)

wleuiganuiuasarsaunaianuszasdliionmuadianisaslinsatduayunis
o a v o ° @ I3 - % 1% [
andunisairuanuiiuasdmsvansaunanigluenns ielaenndeswaziduluniy
TaiMUANINgINa NYMae wazseileuluRnneides

¥

HUSM1999ANSABIIRYItond1sulau1eaAusiuas (Information  Security  Policy

Y

U

Document) gaesAnsagluaednsaldnys Inefenarsulevieifedlasuniseydfann

Usyseernsnautnlulgeu wazAoakewns ndnaunglusIrnshasulg9Iuneuan

e

ee @

MuATINITeY IasUNI U weludAnusiuasiudaiazdnisanvinuleuie anusiuasmdu

=

anwanvaldnes uanldlmdulumuuinsgiu venantudslilafinisunluufifedaidu

PHANY)

[
wa

ANANUANUFIUYDIAUTUAIENTAUNA ANULUIAANFURAAIMNTTUAUIUAIYDS

AouIMeT eMiTendwuugy 8.le.te (C.LA Model) [3] 3 anuRmuaudR Ao

Y =

1) auduresteya (Confidentiality) Aenisfidiazidrfsansauneaianizegnalan

'
[y a

AoLllalAsUANSMIEINaNLY  919dnSITNIRTNITAN 9 MaeUTEnIT FeE1uTU LU

ayasaume n1siuenaIsegnsUaende vsenistduleutemnuduasialy W
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2) s (Integrity) Aan1sdasfuanugniedasudiuauysaiveddeya wagisns

1aa

Uszanana fein1smiuauAuananlalligiiliiiavs uwily vseifeuwdas

(%
[ 1

3) anmnieuldiurestoya (Availability ) Aeliyanagdansvintuintedeyalann

3

Wieaideen1s fesiinismivanlily ssuuduvan Jaussanmvinanuegieieilies wazslesiu

s

Ludlviglaidansuvilvissuunganisvinau
IngaaAusEnaulisLANdINn 5 Aasaudi As

(1) mnududiusa (Privacy) Aeansaumaiigniiusiuss 14 wagduiinlagesdns
wpnlfiamsluinguazasdfidmosdeyansuluneuiitoyagnrusavindy

(2) M3uanwi (Identification) Aenisszyfafaidnszuudaudlunounsnilduld
Y

(3) M3NEIAITI (Authentication) Aensigariinu szifnilensauaudalid
mfigaiinglethendnuainudidimue

a L3 =

(4) M3eunR (Authorization) flendsainnmsiiendnuaivesgldlasunsiigasl aud

Y

PN v P

d‘ o 4 [ Y ¥ & a 3 Y L4
nszurunseugmiinlviwilalaindlyd (uema visersuiiunes) Lasueugniignee Lital
ndls Usudsawile viseauillennvesdunsndaisaune

(5) musUiiaveu (Accountability) AailunmanURTAItuNsiamsassyield

o a v s 1 [ £ o
ﬂi%‘l/l’W]EJﬂ‘LWIiW‘EJGU@Q@Qﬂﬂﬂ@?ﬂﬂﬂﬂuzﬂﬂig‘lﬂ’]

nsnagdavinuleuteauiuasesdeyatuindmsuesdnsla o du lilgduanisds
o o 1 = r-:ll Y] % % o @
AMUzIR 9 INUIRTEIU NIBLenasausar v lunnlduaiasUszaunadiia
d' 1 I3 @ al o a [ I3 c{' 1 [ [ gj 1
\Heannluwsagesnsniisuuuumsaiiuauiayinusssuesnnsiuanssiuly dsiuluus
ar03AnIInTufaslingzuIun1slUNISaRNLUY wazwau1ulaultsAINLuAIidanAdaaiu

FULUUNSATIUEINY WAZALABINTTYRIBIANTI 9

TuaAdell 99nuUULAToILBL D ALANEIUENANTUINTTIUATUAINTUAIATAUNA
o v = o v ) - vy = A
anuad1eadefiudiuenasuinsgiuiuauiuanglddeanisinul iedielunis

Mnuntleu1eANTLAENSaUTALAATEUARLLAL TIALITY



2.1.2 wnasunsgu laweala/led% 27002:2005

o

lowale/ledd 27002 (4] \DwwnsgiunisdanisdeyandAyiiieligsiadniuly

4

agerowles AMnuaTulaeesAns 1ISO  (The  International  Oreanization  for
Standardization) wag IEC (The International Electrotechnical Commission) 1119155114

Junmsguainafidadudiusnerauduasliduszuvaisaumeavesesdng wagldidu

upsgrudrdaieliiuumslunmaiaiuaieenusiuadiduszuuasaumaves Tagi
ISO 27002:2005 - Code of practice for information security management ﬁLﬁamizq
fafemsufiRlunismuauausiunsestayafiesdnsenstiluld Ssasiivnun 133 ado
wivoanidu 11 mnavdndineazdenroluil

1) Security Policy AsUAgNLTRILlEUIEN1TINNITAIULLUAIYBITDYALUBIANT N3
8 & °o W v o Y a ) P o v
LENLﬂuaﬂﬂ')']llﬁ']ﬂiy%QQUIEJU']U°’| LLa%ﬂ'Tﬂ‘lﬁﬂ’]iﬁu‘UﬂHu%Wﬂ@Ui%qﬁﬁgﬂUéﬁﬂLW@ﬁu‘UﬂHulﬂ@J

nsiuleuies Wldegrafluseansnin

2) Organizational of Information Security ATEUARNLTBINITIARINUILATUTULIND
‘Uizmumuu@wﬁLﬁm’]uﬁmmi@LLa%'ﬂmmmﬁumsuaa%’aaga AADAIUNITUSUITIANITAUY

AnuuAastoyanisluadng n1sinmoUszanUNUNINIEluLaEAEUINBIANT

3) Asset Management ASOUARNLIEINITTAYIIMELTEUNTNIFU N133RTHUNUSTLAN
Y94UBYANNTEAUANNEAY N1IAIUANNISIITUBY ARz USHAN kaEN1IAIUANNITNEFY

AU TAUNAVDIDIANT

4) Human Resources Security AFOUARULTDINITUTINTIANITAILLUASIUEIUN
Aedaeiuniinau wazd3de dwasusuninmulnl avaudugaaniuninnsduminenu

FepseuaauUIsAuAd1AYse 9 oiidu nsldrnuiauauduasandneu n1sl

wilnaaswuludennadhiUamedoya Wudu

5) Physical and Environmental Security A58UARHLI8IN153N81AUTUAIYDIAATUT
o loua nMseruRunsiin-eanvasyana wagnsnddu iedesiunisitntaoyalaglyla

Suaugnwazdesiunisidemeviseannevemsndau

6) Communications and Operations Management A58UARLLIBINITINYIAULIUAS

uneeuiumes sruuiaIette waznsussianateya wu nisdesiulifaneuiames ns
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d1509d8ya N1IAIUANAIUTIUAIYEITEUUIATEUNY Nsidadadulindaya n1sAiuAy

AnusuAslunsidudua Wudy

7) Access Control ATBUARNLIBINITAIUANNISIUNETRYS Wagn1sUesiunisiings
Tayalaeylilasusygianiannisildaunigluedns wasnsidnfsssuvainsses lng

(Remote Access)

8) Information Systems Acquisition, Development and Maintenance ﬂiaUﬂqmﬁaﬂ

1% (%
=

N139A%0-9AnT WAL ARRY LazUIT95N¥ITEUUABNTNIADS SEUULATEYY FaNALIS
s I3 ¢ ] - v ¢ & oa o o Yy 1 a
g15aua3 wavgUnsalansaunane 9 Lilebigunsalmantuiinnuduasazyinnuldedied

YLansnIn

9) Information Security Incident Management ﬂiaUﬂ@mL‘%aﬂmiﬁ&mu WaeNI9
UIMsdnnTsimaziinausiuaavesteya welimeadananilasunisunluegisiud uay

¥ Y
o

Jostuldlminmgenvudnlusuing

10) Business Continuity Management ﬂiaUﬂqmﬁa\‘imiﬁﬂﬁﬁ LAENAFBULLNUAINY
sotdoslunisaniiugsia (Business Continuity Plan %38 BCP) #shdedsnsufURifiasuile
d5UNIUMAAANURANAIATUAUTEUUAITAUNA Y30 ANUAANAIATIAAIINATITUYR
deliminaudsmetesiganaziieligsisauisaluimnduundndununiudnileisn
an

11) Compliance  ATaUARUN1TURURANUNYNADININNYVNNY TaToANAIAIS 9 71

¢ Y o 1 v A | ] & saAada a £ . Y P
BIANTLANTEYINTINAULDY LU N15LUsonAwIsTNAVENS (License) gnsips n1sundesdoya

! [ o/
duynna LUuaY

2.1.3 Lmugﬂm'mﬁum (Security Pattern)

o & = P 1% Ao a X
wuugUanuuae AeluukkuvsawwImeildlunisuilavndniiaduiauealunis
gonuuuimusyuy  wilalgysuauduasdausngd 9 leewdazuuusuldnaauds
MIAUANIUAY 4 Aaaud® loun anuduanudu ysunim anusulingeu wazann

w3auldanu nefseazidennasalddl
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1) anuduaudu (Confidentiality) fenaaud@mneriunsdameninuduie

yAAAvIEIENUNlaTUsLgInlngadAng

va

2) ysuam  (ntegrity)  Fouantinfgifunisndunindveesansazlilouy

WagukUassnbuluannfesansaaenis

i o 9 q‘ o

3) ANuTURAYEY (Accountability) AeAmaNUATAgITUNITAEINTaTYYTeRTInTen
AoduNINgved0eAns
4) anwneuldeu (Availability) Feamaud@magIfun1sndunindvesesansoglu

N3EUIUNIINNGINR DAL TN Tale

Tuauwddeee9 M. Schumacher wagamy [1] 161’131LauaLLUUEUm’mﬁummigim
N1TANUNUAILAZIAINTINTZUU (Security Patterns: Integrating Security and Systems

[ 7
Y

Engineering) Inguuuiuiaiaduiivanunse  lnsudseenidu 8 nqusiuvivdu 46 wuusy

[

FIENINGUVBILUUTUANUTUAIIT8ALIBER G191l

1) NguwuuFUN13InN13AINIUAIBIANTWAZNTIANIAIUEL (Enterprise Security

and Risk Management Patterns)

2) NFULUUFUNST2YMAULAEN1IIEIAIT34 (Identification & Authentication (1&A)

Patterns)
3) NAULUUFURUUTIARIAIUANNISIUIAY (Access Control Model Patterns)

4) nauuuuiUan1dngnssun1sAtuaANnIsiInesEul (System  Access  Control

Architecture Patterns)

5) ﬂEjiJLLUU'g%Jmimu@m’ﬁvﬁ’lﬁﬁwuwﬁﬁw’m (Operating System Access Control

Patterns)
6) naukuuzUNIIATIAEBU (Accounting Patterns)
7) nauwuugUanUnenssulsiead (Firewall Architecture Patterns)

8) nquuuugUaulaeadelunislidunesiin (Secure  Internet  Applications

Patterns)
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10

[V Y]
Y

A3gladwuusunlaeedanainawide (5] undssendldlun1sidesiunadu 4

gy 91131 20 wuugUlann ngukuuIUn1sIANITANNTUAIBIANTHAYNITINNITAIALE

NANLUUFUNTTEUMIALLAZNTgINGT

39 NFULUUTURUUTIR09AIUANNISIING Wagngy

wuuglanUnenssulniiond Tnedlassasisvednuuguanudansues M. Schumacher wag

Ay [1] Aeninanlinsdl

M 2.1 Sgazidenlasiainauwuusuauiuniues M. Schumacher Uagag [5]

drulszneu

S1vazduATREIUUTZNDU

|
A

%8 (Name)

FovoauuuUAuLiuag

FoLsunduveawuuzy

(Also Known As)

0 |
v v P

FouuugunIInmly iseusingluiaaund

AU N

f9g1e (Example)

megraveslymniinisiuuuguanusiuag
wuugUlJly

USuN (Context)

nanfeEnunsainaITihuuusUAuuAg

sananluly

NaLRae (Solution)

HawagnelauuusUALTuAg

1As9d5749 (Structure)

90UT1ALLBYALATIATNVBILUUFUANTUA

laudn (Dynamics)

BRUILMANTVDING ANTTUVUENIITI UV

WUUFUANUSTUAS

nsvilitiiana (Implementation)

Az sidnusuugdanuduasaglila ey

Ty

feog1an1sunly (Example Resolved)

fegensunlulymmenuuguanuiuag

druwUsHy (Variants)

ANBEUIYDIAIUTLANAINIDITIALLDY AN LAY

VO UUFY

AsunlUTEAns1u (Known Uses)

mogramsthlildveswuugdanuduadlussuy

Ao v a
PAIIUT

wafle (Consequence)

Usglovunlisunasnadenlululivewuugy

wiulean (See Also)

N9 UUFUANNUAIDUNWA LY Ty

LREINU
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2.1.4  ASIANULASAUANENTEUWNA (Information Retrieval and Storage)
msAuAuasawme [6] Aanszurumslunisrufuansaumenlaiinisdaiuvegly
wannu iielildansaumennssiuanudesnisveslduinign lnewuuinaemdnveinis

1%
Y [

AUAUATAUYNA TNIUA 3 LUUINEDINEN A9l

1) wuuaedmssng (Boolean Model) lusuuuagyhnmadisudiivsngluenans
Wesisinguseliusinguitiu Teeiinislddnndunis wae (and) v5e (o) 1 (not) Tu

AsuisuAluLenans

2) wuudaeeUsgiivinmes (Vector Space Model) iushuuuiiiannseanwuuinaes
Fanssng Inedinsdavinisidauamnudnusngluenars wazamdnlunisauin 39l
I 1 o a a P o a A a v o a = (% s
AaInvatenIINTvMsiigugiissuaiiivielidduuuaentmssng  dawadnsas

WunsAUAUNISIEPUAINAIILAREARY

3) wuUIIaruUazdu (Probabilistic Model) WusuuuNtiiaAadfinisiinuaesn

[ I

wagafurasntinfvesan Winngaglunismuinmanuinasdy wagmndlenianisiia

[ '
= 4 = 14 = o

wnfian Yednnvesisnisiifeazreiigiuteyaninisdamngnaes wavinuaninives

& Y
Anianazlanlulglunsaseana

6 v

INMTAATIEITOATRLAETDIIANLLUUTIRY {Idedenldiuudnaeslsgiinanes

W9YINNNSAUALLENETS
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&

—— Frdasraiugld

ot

M mSaniear

FunrmFulpasevreienens

vandiiny

undmifduidiy @

A c 2 petiLana @ —
AIUNTIRUAY F ‘

| O

drreheirioee €
WuTTIAUER AN

Irdoymenen
ERRNET RN AR AR

i A

vieyndadiuirlionas

JUT 2.1 MNTINY0ITEUUAUAUENTAWNA [6]

sruuMIAuAuasaunaAlaenULnTE U Waneisgui 2.1 Tneliseasidendiall

€

'
aa v =

1) dwseuszaulld (User Interface) Aadunifaseiuglda iludiusudayaiils

Y Y Y

AoIN1SNGTEUULaTLARINaa NS TG kARl uY

2) @72UN159ANISTBANY (Text Transformations)  ARAIUNANLTUNISAUTOAINUNGD

onansTelnlanasnvtivesenansiue

3) diunsuiuugsuagaenetadinid (Query Expansion and Modification) Aadaui
AWAUNNTAUTDAINNN FILALALNTNYRVDIUDAINIY LaEINISVLI8TDANDILABFIARUNNT

A 9 U Msmefsianumnewileuiuaviinlaaindeaiu Wunu

4) @unsiavindeienas (ndexing) Aonisinauilassienalsnlanaindiudnnis

Jomulvieglunuugulaseasne lund Asuiludvilundy (nverted File) [6] lngasAuszneoy

[ 7 7
a o

Yaalaseaduiunnduiinggy 2 esdusznouliun nguAdw (Vocabulary) fuwmsnised

(Occurrences)

5) @1unN15AUAU (Retrieval) ABAIUNITUIANAINNARIEARITENINWDNAITHALYDAIDNY

'
o

] v
NIULVIUN



13
6) @IUNTINAIRUNAING (Ranking) AdIuNyuUtiesafuAIANUAAIARIN

ANUIULANNTUNDUNTAUAULNBLARINATNS IeS g9anun U a8

2.1.4.1 msaavavstlun1saanulangIsazn1sAIuIMAIUMtnvasnutivasenals

v A o A =< 1

Avll ABANa1NIATEURUONATNLIIARINTTNILIINNNTAUAY MnilA1Sevaidng

Y

szuvdsluniuonarseziinaedvilunisszuidaglumsdniduidlunsdaivienaisidu

NITUIUNTEAYNTNARBNITAUAY INS1ErInYinAsdnviaadnlunseiuienans wseninlu

[ 1 [

5 Y] o av 1o o aa ° o § v Y A a =
UminluAnlidfmuinninAndinud Aty (Keyword) agvildszuun1sAUAURANaINTe

o o

szuvanalinisldldiae Tnefinszuiunismsdavinduiidegui 2.2

Lddiadnm

[T
Uarnml

. I T ) )
4(_OI.IUf]ﬁ']‘l"l‘ﬁﬂﬂﬂﬂﬂTI']H‘.'JHH'][]’]1. jg

AR AdaA
1%
T AnsnAadn i it ey o w e e
% LaaR AR AR L

: sgunduAg

3 a
LA 0

JUN 2.2 M3dmvindvilienans [6]

1%
=]

Tngrisuannsienasitnun Tnenasantuiinszuiunsnig o legesuieitesanauleasadl

1) YNSuEnAT FinA13n lenatsusedeniny iutunesuiisuainnsingndeyavse
=i v o2 i [ o a L4 [ o a !
enansngnImivegluadayiimsliessiwaziuadusegnisvesinusngluusasienans

o

2) m3minagiiu (Stopwords) IneAnguiliindudifiauisanulavey q Irnudge

WU ‘a’, ‘am, ‘are’, ‘and’ WDusu

1 o

3) A5IEUNEaNAIUIL (Noun Groups) Tk A1UNLAILAYY (Single Noun) W1anade9AN

9 9

Tndmu (Two Adjacent Nouns) #ise @uatnanudusu (Three Adjacent Nouns)
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4) ASISINENA (Stemming) WWunsvisinvesArdnsidug 1wy ‘connecting’ ag

gnuaadu ‘connect’ 1usiu

Taglus1udIded 1aldn15i1s1InANALATUABUITNISURINDSALABS (Porter’s

Algorithm) [7]

n1sdnAnienIsIndnslagldnesainesdanesiiu AonszulunisanguAdAny

o

wandenulvegluguressindni winsvinnuvesneiawmeidanasiiulidlaneieumisin

U ¢ al k4 [J o :’1 = ! 2/ o o w Y Y] PN
AnvingnaearesdAylug sssnetguadegueuuvesmddglviddnvasmly 7

U o

IS Y Y ! PN 1 A LY Y 1 1
wilsunulaensanadrufldindeunueanly fegrauay

CONNECT
CONNECTED
CONNECTING
CONNECTION
CONNECTIONS
Mnegnvasnguitddnyi Wevhnisdaddenesnnoisaneiiiu naildde

o

CONNECT Fadudnwaslaeviluvesnguaddynguil

.«.:4' Yo o ] v v ° a a ¢ dl' v =
dislanvtivesenansuug uad lduuudiaesUsgiiniawes (8] Wieymauaaienis
lagtsuINN1sMIANAYeINITUsINgueIm quulukdazienals Audiusngluienais

(Term Frequency) Inglaaunis (1)

iy = {100 U Sy >0 .
= 0 otherwise
Tned

A Aav v ° v o, A a
.. i
t i.j AoAAuDTlaaInA1sAIWIYRIRYl | U1 GLL!LE]ﬂa’]'iﬁ/]J

fij Aemnudiilanmsiiudvil | Avsngluenansi j
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n¥rntumAaruivenenansiiiiiug Usingey deaumslumssiuamen
NNRUYBIANATELeNa1S (Inverse Document Frequency: idf) WaAIssaunis (2)
Fostelut]
N
idf; = log— (2)

l
Tne

. A 1Y) a Ao oa
ldf; fermwnduresmudvesenasidaail i Using
N ADINUIULDNATVINUA LU U

n;  AedWIwENANTIINANIAYI | UsIng

Walean 910 @unisi (1) kag (2) wad dhunvatindnvasnwiing

Avs LARIRIENNIS (3) Aamalul

N
Wi = (1 + logfl-,j) X logn—i if fij >0 .

| 0 otherwise
lngi

= %’ o/ v A, 5 .
Wi’j ABUINNUNUDINYU | uuiul,@ﬂﬁ'ﬁj

2.1.4.2 MIMAANMUASIEATITIRIIBEnESHAz SR auTiTUE N
N13AUINAIAINAGIEATIvRITAIn1NYR Y iUA e na1TIEANAR AT Y

winla wannislunisAwiamuedgafwesuudnasiuigiiviames laun n15inAdny

AangAawuUlalel (Cosine Similarity) H1ATUIBAIANNARIYARITENINITBAI0IN | AU

eIy j Wneldaunis (@) deellll
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t w; : X W;
i=1"i,j i,q

(4)
\/Zt—1WUX\/Zl 1W

sim(d;,q) =

Tagn

sim(d;,q) feanuaderdsszuninaenansi j fuAiniu

(%

Wi j AaAuvtinveavll | luenasi |
Wigq AaAnvinvenvd i TuAanundeudnly

t ApINUIUATLN b lUNNSAI U

2.1.4.3 n15UseiuysEaNSHavaIn1IsAUAY
N15USE I UUSEANENAYRINTZUIUNINITAUAY @1115avinnsiUSeuieulaely An
AMUWLIUEN (Precision) U A15¥aN (Recall) wazAdwdiuansluin (Harmonic mean) lagdl

aunsassialudl (5) <(7)

1) A15¥an [6]

IR NA|
Recall = ——— (5)
IR|
2) ANANUKLIUEN [6]
IR NA| 6
Precision = ———— (©)
|Al
JGRL
|R N A| ABIUIUDNANTNINTININAINNABINTVOI Y
|R| ATNUIUBNANTIHATEL TN aenInSeiuTe
ANONY
|A| “aaﬁ’m:}ul,aﬂmiﬁwmmﬁiﬁgﬂﬁwmﬁé’uﬁuéﬁum

‘1/]<1‘1/13J®
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3) Addiuasiudn [6]

|~

F = 7

o=

e

= (Y

Aamdydiuasiunn

aA15¥aN

o))

ADAIAMNLLUEIVOUDNETAIAUN |

- v 3w

A o w A
ABANNUVBILBNEATIIN |

2.2 @NESHazUIeNNeIY8e

221 qugﬂmmﬁum (Security Pattern)

My gams wazane Idinauenisimunmufesnisanusiuaslagldlsnsaives
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wiould (Availability)  wismuusun (Context)  waghusmulamuesleyni (Problem
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222 ASIANULASAUANENTEUWNA (Information Retrieval and Storage)
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SEUUNSIANITAUNSNETadn “Advanced Artifact Management System: ADAMS”
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] Introduction

o Y
N2ANA994

ki W\ ity? g
0.1 What is information security - e e .
Information 15 an asset that, hke other important business assels, 15 csse T

business and consequently needs to be suitably protected.  This is especially important in the
increasingly interconnected business environment.  As a result of this increasing interconnectivity,
information 15 now exposed to a growing number and a wider variety of threats and vulnerabilities
{see also OECD Guidelines for the Security of Information Systems and Networks).

Information can exist in many forms. It can be printed or written on paper, stored electronically,
trapsmuitted by post or by using electronic means, shown on films, or spoken in conversation.
Whatever form the information takes, or means by which it is shared or stored, it should always be
appropriately protected,

Information security is the protection of information from a wide range of threats in order to ensure
business continuity, minimize business risk, and maximize retum on mvestments and business
opportunties.

Information security is achieved by implementing a suitable set of controls, including policies,
processes, procedures, organizational structures and software and hardware functions. These controls
need o be established, implemented. monitored. reviewed and improved, where necessary, to ensure
that the specific security and business objectives of the organization are met. This should be done in
conjunction with other business management processes.

02 Why information security is needed?

LY

JUT 3.3 MegediudsznaunInsgIuANtuAsfidniu (@awunin) [4]

Y
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Physical and environmental security

Secure areas VOUREON

v Y 1
Waaimlual

I3
Otjective: To prevent unauthorized physical access. damage, and interference mqﬂigaQQ
premises and information.

Critical or sensitive information processing facilities should be housed in secure areas. protected by
defined security perimeters, with appropriate security barriers and entry controls. They should be
physically protected from unauvthorized access. damage, and interference.

The protection provided should be commensurate with the 1dentified risks.

9.1.1 Physical security perimeter

Control
Security perimeters (batriers such as walls, card controlled entry gates or 1

U4 ]
WATURNEIRE]

GRIIUFGGH

should be used to protect areas that contain information and information processing facilities.

Implementation guidance

The following guidelines should be considered and implemented where aj o o fical
security perimeters: msthlulg
a) security perimeters should be clearly defined. and the siting and strength of each of the

b}

€)

d)

o

g

perimeters should depend on the security requirements of the assets within the perimeter
and the results of a nisk assesament;

perimeters of a building or site contamming information processing facilities should be
physically sound (Le. there should be no gaps in the perimeter or areas where a break-in
could easily occur); the external walls of the site should be of solid construction and all
external doors should be switably protected against vnavthonized access with control
mechanisms, e.g bars, alanms, locks etc; doors and windows should be locked when
unattended and external protection should be considered for windows. particularly at
ground level;

a manned reception area or other means to control physical access to the site or building
should be in place: access to sites and buildings should be restricted to authorized
personnel only:

physical barriers should. where applicable, be built to prevent unauthorized physical
access and environmental contamination;

all fire doors on a secunty perimeter should be alarmed. monitored. and tested in
conjunction with the walls to establish the required level of resistance in accordance to
suitable regional, national and international standards; they should operate in accordance
with local fire code in a failsafe manner;

suitable mtruder detection systems should be installed to natiomal, regional or
international standards and regularly tested to cover all external doors and accessible
windows; unoccupred areas should be alarmed at all times: cover should also be provided
for other areas, e.g. computer room of CoONMINNICAtIONS rOOMS;

mformation processing facilities managed by the orgamization should be physically
separated from those managed by third parties.

Joyadu 9 NneItes

SU 3

Y

Other information

Physical protection can be achieved by creating ome or more physical barriers around the
crganization’s premises and information processing facilities. The wse of mmitiple bamiers gives
additional protection, where the failure of a single barrier does not mean that secunity is immediately

compromised.

A secuse area may be a lockable office, or several rooms surrounded by a continuous internal phrysical
security barrier. Additional barriers and perimeters to control physical access may be needed betwesn
areas with different security requirements inside the security perimeter.

Special consideration towards physical access securify should be given fo buildings where nmltiple

crganizations are housed.

4 fag1eEinlsEnaunInTgIUANULUAIIA

1Y

VAU (Fudanvusulauns) [4]
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SUATUIUAINITYTUNITAUIUAULAEIMINTTUTEUUVEY M. Schumacher wazAniy [1] 1
& e o & 1% v oA 4 o =
Wunsdlfnw lagldideniain 4 laseadis laun Yevesuuusy Joi3endureauuusy
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Weaiu Fauanadiegrailaniainni 4 laseasianegu 3.5 dndudeyadndniioads

lassadadeyaansawmna wanllomanynlassainilinanliluiide 2.1.3 azlutoya
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Nasme, Also Known As, Example,

Context: The satuation in which the potecm may apply 6.2 A’”' valua'ion

Problem: The problem the pattern addigsscs, inciod

ing a descussion of 1s assocatod forces

Solution: The fundamental solution principle underly

el SNURELREALAYYD

Asset valwanon belps you to determine the

ing the pattern

1 on the assets st owns an

L O PO T T SERCTY WSSETY TRy TESORC Y T
SMructure: A detadled specification of the stroctoral as

e of b  anything n hard costs, nd fees, to soft costs doe to boss of market
octs of the patie sing M0 004G !
v e R WS rpropra s a0 \Il Are |I||! CUTIs LT gt'“'l&ll we
Dymamics: Typecal soonanos describing thy rus-time

behavior of the pattern
Implementation: Guidelines for implementing the , ,

pattern [} = A =

Also Known As VOLIYNDUVBDILLUUT

Example Resolved: Discussion of important aspects bl

for resolving the example

Impact Assessment, Business Impact Analyle

Variants: A descniption of vanasts or specializations
7

of the pattern } = ~
Known Uses: Examples of usiag the pattern See Also LA
Y
Consequences: The benelits that the paliarm provides
and amy pogentaal liabilities T Atrer applying this solution, the next step is typically 1o deci T wRITTy oI
See Ako to use. [ yoir-have made a decision to use only automated 1KA, you can apply

| _AUTOMATED I A DESIGN ALTERNATIVES (207).

JU7 3.5 fegnlassadnuusuanusiuasidaiu [1]
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DS; DS, DS; DS, DS5, DSn
Ty Wip War Wiy Wy Wsy Wi 1
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“0.1 What is information security?”
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A1 3.2 Feg N TIALAULANASTNNEUYIdIULDNANS

IRAEIUVDUDNATT
Al TAseadnadi
917 918 919 N
inform 0.88 272 0.88 )
secur 0.88 12.57 3.9 :

o 1 a Y 1 [ @ v Y = a o Y k%
728199 2 LLa@QG]'J@El'Nﬂ'ﬁ‘i]ﬂLﬂU@%ULLUUEﬂﬂ’NNQJUWQ%QNﬂ'\ﬁu@i'ﬂﬁiﬂﬁﬂﬁiqﬂ 7

v [
S v

Faflilown fadl

“Security Needs Identification for Enterprise Assets”
NAANWSIINNTZUIUNISIAYINGYT  asset enterpris identif need secur
fegramsiniuuiuduinnduvesuuuzuanudiune uanfanai 3.3

d‘ Y ! [ [ v A (% Y Q" | goj CY 1
1319 3.3 GDE]EJ’Nﬂ'ﬁ"i]@LﬂULL‘W@JWUUN?WN‘WU@QLLU‘UE‘U@’JWN@JUQQWiBQﬂTLJTWLlﬂEUQ\‘iLLW
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salATEIuUgY
Al TAssadadi
7 918 919 N

asset 0.88 272 0.88

enterpris 0.88 12.57 3.9 .
identif :
need

4 msasnlasaiadeyanulunsansauma (information Security Structuring )
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Security Needs [ Sl
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Enterprise Assets | enterpris
Enterprise Security and
Risk Management
Asset Valuation L
= asset
Confidentiality el o ; l
e = access
== Access ControlModel Authorization =
77 ] AE0R — control
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The asset owner should be responsible for: a) ensuring
that information and assets associated with information
processing facilities are appropriately classified; b}
defining and periodically reviewing access restrictions
and classifications, taking into account applicable
access control policies. Ownership may be allocated
to: a) a business process; b) a defined set of activities;
) an application; or d) a defined set of data.

1 712 0.125 33 45

To secure system documentation, the following items
should be considered: a) system documentation should
be stored securely: b) the access list for system
2 1074 documentation should be kept to a minimum and 0.125 61 54
authorized by the application owner; ¢) system
documentation held on a public netwark. or supplied via
a public network, should be appropriately protected.
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Q1 0.192 | 0.946 | 0.301 | 0.710 | 0.920 | 0.800 | +269.866 | -2.686 | +165.993

Q2 0.285 | 0.942 | 0.401 | 0.730 | 0.935 | 0.819 | +156.042 | -0.745 | +104.410

Q3 0.123 | 0.568 | 0.191 | 0.710 | 0.501 | 0.587 | +478.743 | - +207.465
11.803

Q4 0.090 | 0.668 | 0.141 | 0.655 | 0.473 | 0.548 | +629.131 | - +288.053
29.250

Q5 0.089 | 0.747 | 0.147 | 0.527 | 0.639 | 0.553 | +492.838 | - +275.720
14.488

Q6 0.092 | 0.640 | 0.145 | 0.581 | 0.573 | 0.559 | +531.767 | - +286.421
10.506

Q7 0.100 | 0.386 | 0.139 | 0.813 | 0.461 | 0.580 | +713.199 | 19.186 | +316.275

Q8 0.161 | 0.388 | 0.204 | 0.604 | 0.278 | 0.357 | +275.236 - +74.881

28.491

Q9 0.042 | 0.746 | 0.074 | 0.422 | 0.644 | 0.453 | +907.233 - +513.046
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13.609

Q10 | 0.233 | 0.666 | 0.316 | 0.777 | 0.610 | 0.680 | +233.228 | -8.395 | +115.027
Q11 | 0.171 | 0.681 | 0.265 | 0.639 | 0.661 | 0.585 | 272.651 | -2.906 | +120.894
Aade | 0.143 | 0.671 | 0.211 | 0.652 | 0.609 | 0.593 | +354.260 | -9.270 | +180.620

R = A5%aN, P = A1AuLkiiugn, H=Adaangsiuin Jandtdyniond@inaissi n.2

ANSN 5.12 Wisuigunanisnaaadlagld A1sean AauLiug wazAdydinensludn

dSUELE Y
PR Tairndnny lflassasadeyaning SasnsAsunya%)
SR AUWA
land | R P H R P H R P H
Q1 0.374 | 0.918 | 0.527 | 0.598 | 0.925 | 0.725 | +59.725 | +0.692 | +37.527
Q2 0.284 | 0.934 | 0.429 | 0.594 | 0.942 | 0.693 | +109.242 | +0.869 | +61.501
Q3 0.214 | 0.536 | 0.302 | 0.573 | 0.502 | 0.503 | +168.102 | -6.353 | +66.443
Q4 0.189 | 0.549 | 0.278 | 0.554 | 0.464 | 0.497 | +192.404 - 78.667
15.487
Q5 0.263 | 0.668 | 0.374 | 0.531 | 0.636 | 0.559 | +101.893 | -4.897 | +49.719
Q6 0.247 | 0.717 | 0.363 | 0.464 | 0.578 | 0.477 | +88.410 - +31.468
19.415
Q7 0.287 | 0.384 | 0.327 | 0.788 | 0.472 | 0.560 | +174.207 | 23.036 | 71.255
Q8 0.287 | 0.355 | 0.317 | 0.573 | 0.278 | 0.362 | +99.475 - 14.180
21.639
Q9 0.219 | 0.689 | 0.329 | 0.567 | 0.585 | 0.574 | +158.793 - +74.323
15.104
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11.478
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information asset management protect

Q1 1 [K,E,Q1,1]
security proper

Q2 2 Risk Assessment & Management [K,E,Q2,2]
Information security regarding physical

Q3 3 [K,E,Q3,3]
conditions

Q4 il E-mail Policy [K,E,Q4,4]

Q5 5 permission policy application [K,E,Q5,5]

Q6 6 wireless security policy authentication [K,E,Q6,6]

Q7 7 internet policy message program [KE,Q7,7]

Q8 8 Firewall Policy [K,E,08,8]

Q9 9 security access user management standard [K,E,Q9,9]

Q10 10 Computer Operation [K,E,Q10,10]
information asset management protect

Q11 11 security proper [K,E,Q10,11]

Q1 1 information asset Management (K,U,Q1,1]

Q2 2 IT risk management control [K,U,Q2,2]

Q3 3 security asset accessibility [K,U,Q3,3]

Q4 4 email security encryption business rule [K,U,Q4,4]

Q5 5 security encryption application accessibility | [K,U,Q5,5]
security wireless accessibility [EEE 1SO

Q6 6 [K,U,Q6,6]
standard

Q7 7 Security rule Computer center [K,U,Q7,7]

Q8 8 internet policy [K,U,Q8,8]

Q9 9 firewall security standard [K,U,Q9,9]
(AAA) Authentication Authorization

Q10 10 [K,U,Q10,10]
Accounting

Q11 11 security personal computer [K,U,Q10,11]

Q1 1 Security Needs Identification for Enterprise [SP,E,Q1,1]
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Assets enterpris asset appli secur combin
Asset Valuation enterpris control asset
assess determin Risk Determination

determin evalu risk

Q2

Security Needs Identification for Enterprise
Assets enterpris asset appli secur combin
Asset Valuation enterpris control asset
assess determin Risk Determination
determin evalu risk Enterprise Security and
Risk Management Patterns Security Needs

|dentific

[SP,E,Q2,2]

Q3

Security Needs Identification for Enterprise
Assets enterpris asset appli secur combin
Asset Valuation enterpris control asset
assess determin Risk Determination
determin evalu risk Enterprise Security and
Risk Management Patterns Security Needs

|dentific

[SP,E,Q3,3]

Q4

I&A Requirements also authent determin
appli altern Multilevel Security access
control check applic 287 Role-Based Access
Control access control can appli assess
Access Control Model Patterns
Authorization access control asset check

287 Role-Based Access

[SP,E,Q4,4]

Q5

I&A Requirements also authent determin
appli altern Multilevel Security access
control check applic 287 Role-Based Access

Control access control can appli assess

[SP,E,Q5,5]
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Access Control Model Patterns
Authorization access control asset check

287 Role-Based Access

Q6

I&A Requirements also authent determin
appli altern Multilevel Security access
control check applic 287 Role-Based Access
Control access control can appli assess

Access Control Model Patterns

[SP,E,Q6,6]

Q7

Security Needs Identification for Enterprise
Assets enterpris asset appli secur approach
Asset Valuation enterpris asset control
assess determin Enterprise Partner
Communication access enterpris applic busi
commun Biometrics Design Alternatives

design alt

[SP,E,Q7,7]

Q8

Proxy-Based Firewall access firewal can
control base Identification & Authentication
(I&A) Patterns Automated I&A Design
Alternatives altern i&a strategi appropri
factor Password Design and Use design
administr password 192 229 Biometrics

Design Alternati

[SP,E,Q8,8]

Q9

Security Needs Identification for Enterprise
Assets enterpris asset appli secur combin
Threat Assessment can assess enterpris
asset determin Vulnerability Assessment
access assess enterpris asset also Risk

Determination determin evalu risk Firewall

[SP,E,Q9,9]
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Archit

Q10

10

Access Control Model Patterns
Authorization access control asset check
287 Role-Based Access Control access
control can appli assess Multilevel Security
access control check applic 287 Reference
Monitor access can secur 287 authent Role

Rights Definition

[SP,E,Q10,10]

Q11

11

Identification & Authentication (I&A) Patterns
Automated I&A Design Alternatives altern
i&a strategi appropri factor Password Design
and Use design administr password 192 229
Biometrics Design Alternatives altern design

addit 241 biometr I&A Requirements

[SP,E,Q10,11]

Q1

Enterprise Security and Risk Management
Patterns Security Needs Identification for
Enterprise Assets enterpris asset appli secur
approach Asset Valuation enterpris asset
control assess determin Threat Assessment

can assess enterpris asset determin Vulnera

[SP,U,Q1,1]

Q2

Accountability Enterprise Security and Risk
Management Patterns Security Needs
Identification for Enterprise Assets enterpris
asset appli secur combin Asset Valuation
enterpris control asset assess determin
Threat Assessment can assess enterpris

asset det

[SP,U,Q2,2]

Q3

Accountability Enterprise Security and Risk

[SP,U,Q3,3]
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Management Patterns Security Needs
Identification for Enterprise Assets enterpris
asset appli secur combin Asset Valuation
enterpris control asset assess determin
Threat Assessment can assess enterpris

asset det

Q4

Enterprise Security and Risk Management
Patterns Security Needs Identification for
Enterprise Assets enterpris asset appli secur
combin Asset Valuation enterpris control
asset assess determin Threat Assessment
can assess enterpris asset determin

Vulnerabi

[SP,U,Q4,4]

Q5

Firewall Architecture Patterns Stateful
Firewall firewal base filter combin 405
Packet Filter Firewall access firewal can
base filter Proxy-Based Firewall access
firewal can control base Access Control
Model Patterns Authorization access control

asset che

[SP,U,Q5,5]

Q6

Confidentiality Identification &
Authentication (I&A) Patterns Automated I&A
Design Alternatives altern i&a strategi
appropri factor Password Design and Use
design administr password 192 229
Biometrics Design Alternatives altern design

addit 241 biometr |

[SP,U,Q6,6]




1 ¥ J

= v e ]
A1519% 0.2 Megamanunlglunisnaasy (»9)

91

Y2ANDIUN

YA

SHAUBAIDY

Q7

Asset Valuation enterpris asset control
assess determin Enterprise Partner
Communication access enterpris applic busi
commun Identification & Authentication
(I&A) Patterns Automated I&A Design
Alternatives altern i&a appropri 02 factor

Password Design and

[SP,U,Q7,7]

Q8

Identification & Authentication (I&A)
Patterns Automated I&A Design Alternatives
altern i&a strategi appropri factor Password
Design and Use design administr password
192 229 Biometrics Design Alternatives
altern design addit 241 biometr I&A

Requirements

[SP,U,Q8,8]

Q9

Identification & Authentication (I&A) Patterns
Automated I&A Design Alternatives altern
i&a strategi appropri factor Password Design
and Use design administr password 192 229
Biometrics Design Alternatives altern design

addit 241 biometr I&A Requirements

[SP,U,Q9,9]

Q10

10

Access Control Model Patterns
Authorization access control asset check
287 Role-Based Access Control access
control can appli assess Multilevel Security
access control check applic 287 Reference
Monitor access can secur 287 authent Role

Rights Definition

[SP,U,Q10,10
]
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Access Control Model Patterns
Authorization access control asset check
287 Role-Based Access Control access
o1l 11 control can appli assess Multilevel Security | [SP,E,Q10,11]

access control check applic 287 Reference
Monitor access can secur 287 authent Role

Rights Definition
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1A8ALLANINATDINISAUAUAIAITINNA  A.1

FISVAYDAIDIUD19DIN
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AN5199 A.1 798 19NANITNARDIVDILARLUDAIDIUN LY

WNTAUAU 11031 iU anSNa
St sWadonAInM R P H
1 [K,E,Q1,1] 0.401691332 | 0.931372549 | 0.561299852
2 [K,E,Q2,2] 0.176245211 | 0.666666667 | 0.278787879
3 [K,E,Q3,3] 0.189393939 | 0.574712644 | 0.284900285
4 [K,E,Q4,4] 0.290858726 | 0.734265734 | 0.416666667
5 [K,E,Q5,5] 0.265780731 | 0.689655172 | 0.383693046
6 [K,E,Q6,6] 0.323308271 | 0.387387387 | 0.352459016
I [K,E,Q7,7] 0.192771084 | 0.780487805 | 0.309178744
8 [K,E,Q8,8] 0.534545455 | 0.628205128 | 0.577603143
9 [K.E,Q9,9] 0.241758242 | 0.66 0.353887399
10 [K,E,Q10,10] 0.401691332 | 0.931372549 | 0.561299852
11 [K,E,Q10,11] 0.176245211 | 0.666666667 | 0.278787879
12 [K,U,Q1,1] 0.289079229 | 0.918367347 | 0.439739414
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13 [K,U,Q2,2] 0.353065539 | 0.927777778 | 0.511485452
14 [K,U,Q3,3] 0.114942529 | 0.731707317 | 0.198675497
15 [K.U,Q4.4] 0.170454545 | 0.478723404 | 0.251396648
16 [K,U,Q5,5] 0.152354571 | 0.733333333 | 0.252293578
17 [K,U,Q6,6] 0.215946844 | 0.546218487 | 0.30952381
18 [K,U,Q7,7] 0.091370558 | 0.310344828 | 0.141176471
19 [K,U,Q8,8] 0.240601504 | 0.380952381 | 0.294930876
20 [K,U,Q9,9] 0.051204819 | 0.53125 0.093406593
21 [K,U,Q10,10] 0.181818182 | 0.625 0.281690141
22 [K,U,Q10,11] 0.172161172 | 0.643835616 | 0.271676301
23 [SP,E,Q1,1] 0.77589852 | 0.93622449 | 0.848554913
24 [SP.£.02,2] 0.770114943 | 0.512755102 | 0.615620214
25 [SP.E.03.3] 0.537878788 | 0.416422287 | 0.469421488
26 [SP,E,Q4,4] 0.606648199 | 0.642228739 | 0.623931624
27 [SP,E,Q5,5] 0.631229236 | 0.557184751 | 0.591900312
28 [SP,E,Q6,6] 0.918781726 | 0.468911917 | 0.620926244
29 [SP,E,Q7,7] 0.639097744 | 0.287162162 | 0.396270396
30 [SP,E,Q8,8] 0.512048193 | 0.53125 0.521472393
31 [SP,E,Q9,9] 0.821818182 | 0.624309392 | 0.709576138
32 [SP,E,Q10,10] 0.860805861 | 0.635135135 | 0.730948678
33 [SP,E,Q10,11] 0.77589852 0.93622449 0.848554913
34 [SP,U,Q1,1] 0.706638116 | 0.919220056 | 0.799031477
35 [SP.U.Q2.2] 0.78858351 | 0.927860697 | 0.852571429
36 [SP,U,Q3,3] 0.804597701 | 0.52238806 | 0.633484163
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37 [SP,U,Q4,4] 0.651515152 | 0.479108635 | 0.552166934
38 [SP,U,Q5,5] 0.155124654 | 0.571428571 | 0.244008715
39 [SP,U,Q6,6] 0.558139535 | 0.589473684 | 0.57337884

40 [SP,U,Q7,7] 1.025380711 | 0.427061311 | 0.602985075
41 [SP,U,Q8,8] 0.736842105 | 0.264864865 | 0.389662028
42 [SP,U,Q9,9] 0.680722892 | 0.610810811 | 0.643874644
43 [SP,U,Q10,10] 0.821818182 | 0.624309392 | 0.709576138
44 [SP,E,Q10,11] 0.846153846 | 0.638121547 | 0.727559055
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AENYRIE A1asuY ilo A
spProplD saAManyaMgA1U | Varchar(5) PK
AT
spPropNm %a@mﬁﬂwmzé’m Varchar(50)
Assiupg
IsUse anugnslda Int
M99 1.2 Iaseairetioyavesnsng SpCategories
ARAN YA Mesuny w1l Al
spCat_ID swanquuuugy Varchar(5) PK
spCatNm %aﬂﬁjmwugﬂ Varchar(255)
IsUse anugnsly Int
37971 1.3 Tassadredenavesnians securityPatterns
RSN A1a3UY ilo A
Spid sawuUgy Varchar(5) PK
spCat_ID SWANquUUUIY Varchar(5) FK
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AENYRIE AUy ilo Ael
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U
SPID siauuugy Varchar(5) FK
spStructurelD SWAlATIAT 19D Varchar(5) FK
wuugy
content Lﬂfamﬁuml,wugﬂ Text
NS 4.5 las9as197aar09n1319 spRelationships
AN WY a5y %iin Ael
relationID sanNEURUS Varchar(5) PK
FEMIUUUFY
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AANYMY A1asuIY w1l Al
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