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THAI ABSTRACT 

เพชรา จิตรบรรจง : การประเมินระบบความมั่นคงปลอดภัยของแหล่งก าเนิดรังสีที่ใช้ใน
โรงพยาบาลของประเทศไทย (ASSESSMENT ON SECURITY SYSTEM OF RADIOACTIVE 
SOURCESUSED IN HOSPITALS OF THAILAND) อ.ที่ปรึกษาวิทยานิพนธ์หลัก: รศ. ดร. 
ดุลยพงศ์ วงศ์แสวง{, 133 หน้า. 

ความไม่มั่นคงปลอดภัยของแหล่งก าเนิดรังส ีหรือวัสดุพลอยได้ (radioactive source) ด้วย
เนื่องจากการด าเนินการอย่างไม่เป็นระบบเป็นสาเหตุท าให้มีผู้เสียชีวิต  และได้รับบาดเจ็บอย่าง
มากมายดังปรากฏขึ้นหลายเหตุการณ์ในทั่วโลก การรักษาความมั่นคงปลอดภัยของแหล่งก าเนิดรังสีมี
วัตถุประสงค์เพื่อป้องการเคลื่อนย้ายที่ไม่ได้รับอนุญาต การก่อวินาศกรรมโดยน าวัสดุพลอยได้มา
ประกอบเป็นระเบิดปนเปื้อน (dirty bomb) และการก่อการร้ายจากการใช้วัสดุดังกล่าวเปรียบดั่ง
อาวุธด้านรังสี ในประเทศไทยมีโรงพยาบาลซึ่งมีการใช้แหล่งก าเนิดรังสีชนิดโคบอลล์ 60 ในปัจจุบันมี
จ านวน 17 แห่งทั่วประเทศ ฉะนั้นการศึกษาครั้งนี้จึงมุ่งเน้นการประเมินผลของการด าเนินการใน
ระบบการรักษาความมั่นคงปลอดภัยของโรงพยาบาลในการใช้แหล่งก าเนิดรังสี ทั้งนี้โดยเปรียบเทียบ
ระหว่างโรงพยาบาลที่มีการติดตั้งและไม่มีการติดตั้งระบบความมั่นคงปลอดภัย  ในส่วนของ
โรงพยาบาลที่มีการติดตั้งระบบความมั่นคงปลอดภัยนั้น โรงพยาบาลดังกล่าวได้รับการสนับสนุนการ
ติดตั้งโดยส านักงานปรมาณูเพื่อสันติที่ด าเนินการร่วมกับ Global Threat Reduction Initiative 
(GTRI) DOE USA (กระทรวงพลังงาน ประเทศสหรัฐอเมริกา) ซึ่งได้เริ่มด าเนินการตั้งแต่ปี พ.ศ. 2553 
ผลการศึกษาข้อมูลที่ได้จากการประเมินโดยใช้แบบสอบถามส่งทางไปรษณีย์ทั้งหมด 17 โรงพยาบาล 
โดยมีแบบสอบถามที่ส่งกลับมา 14 ฉบับ คิดเป็นร้อยละ 82.35% พบว่าการด าเนินการในแต่ละด้าน
ของความมั่นคงปลอดภัยทั้ง 2 กลุ่มไม่แตกต่างกัน และล้วนด าเนินการได้ตามกฎหมายก าหนด ทั้งนี้
ด้วยเนื่องจากกฎหมายได้ก าหนดแค่กรอบการปฏิบัติทั่วไปท าให้ด าเนินการตามไม่ยาก อย่างไรก็ตาม
บุคลากรที่ท างานในสถานที่มีการใช้แหล่งก าเนิดรังสียังยังไม่ตระหนักและยังขาดความเข้าใจอย่าง
ชัดเจนด้านกฎหมายการรักษาความมั่นคงปลอดภัยของแหล่งก าเนิดรังสี (วัสดุพลอยได้) ซึ่งอยู่ภายใต้
การก ากับดูแลของส านักงานปรมาณูเพื่อสันติ ฉะนั้นควรจัดให้มีการฝึกอบรมเพื่อสร้างความเข้าใจใน
การปฏิบัติตามกฎหมาย ทั้งนี้ในอนาคตหน่วยงานที่มีหน้าที่รับผิดชอบควรจัดเตรียมข้อก าหนดขั้นต่ า 
(Minimum requirement) ส าหรับให้โรงพยาบาลด้านการแพทย์ได้ปฏิบัติตาม และเสนอให้มีการ
บังคับโรงพยาบาลทุกแห่งที่มีการใช้แหล่งก าเนิดรังสีมีการติดต้ังระบบความมั่นคงปลอดภัยต่อไป 
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Unsecured radioactive sources have caused deaths and serious injuries in 
many parts of the world. In Thailand, there are 17 hospitals that use the teletherapy 
(Cobalt-60 source). Their radioactive sources need to be secured in order to prevent 
the unauthorized removal, the sabotage and the terrorists acting by using such 
materials in a radiological weapon. This study aims to perform an assessment on the 
security system of the radioactive sources used in hospitals in Thailand and the results 
can be used as a recommended baseline data for the development or the 
improvement of the hospitals on the security system of the radioactive source at a 
national regulatory level and at policy level. Base on the information obtained from 
the questionnaires, 14 out of the 17 hospitals (82.35%), there were no differences in 
the conditions of in which the hospitals used the radioactive sources, with or without 
the installation of the security system by the Office of Atoms for Peace under with the 
Global Threat Reduction Initiative (GTRI) program by US DOE (Department of Energy), 
USA which was begun in 2010. In addition, the personnel working with the radioactive 
materials seemed to not clearly understand the nuclear security law. Thus, 
government organizations should be encouraged to arrange the trainings on the 
nuclear security in order to increase the level of understanding. In the future, it is 
recommended that the responsible government organization issues a minimum 
requirement of nuclear security for every medical facility that employ the radioactive 
sources. 
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CHAPTER 1 
INTRODUCTION 

1. Background and Significance of the problem 

For several years, unsecured radioactive sources have been causing deaths and 
serious injuries in many parts of the world. Since 1987, scavengers broke open a 
radiation therapy machine in an abandoned clinic in Goiania, Brazil. Two hundred and 
fifty persons were contaminated and four persons died [1]. In 2000, Thailand had an 
accident at Samut Prakarn province involving a radioactive source. This event was 
caused by errors in many sectors and resulted in people’s deaths and injuries [2]. The 
accident highlights the need for security control and the importance of regulatory 
controls. Also, on December 2013, Mexico has informed the IAEA’s Incident and 
Emergency Centre (IEC) of the theft of a truck carrying a dangerous radioactive source 
used in medical treatment which was transporting the cobalt-60 teletherapy source 
from a hospital in the northern city of Tijuaana to a radioactive waste storage centre 
[3]. There are global concerns for the awareness of the need to secure radiological 
sources in order to prevent unauthorized removal (theft or diversion), sabotage and 
terrorists from using such materials in a radiological weapon (dirty bomb). In 1998, the 
IAEA general conference encourages “all governments to take steps to ensure the 
existence within their territories of effective national systems of control for ensuring 
the safety of radiation sources and the security of radioactive materials” [4]. This means 
that every state or country should establish regulations on nuclear security of nuclear 
materials and radioactive sources under IAEA nuclear security series.  

For Thailand, on the national level, the Office of Atoms for Peace (OAP), formerly 
known as the office of Atomic Energy for Peace (OAEP), was formed on 25 April 1961 
under the Atomic Energy for Peace Act of 1961 included Ministerial Regulation and the 
act up to date in 2007 on provision how to obtain a license and the implementation 
of the special nuclear material, byproduct material, or atomic energy. The OAP has 
been established to play the role to regulate the use of atomic energy in Thailand at 
the highest levels of reliability and safety for both the users and the public [5, 6].  
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In 2011 the OAP established the Atomic Energy Commission for Peace decree: method 
to maintain the security of byproduct material B.E. 2554 (2011) to prevent 
unauthorized removal including prevention of theft or sabotage and prevent 
unauthorized access to storage facility, operating area and the area with byproduct 
materials that must be under strict supervision at all times [7]. The security system 
should be designed by security professionals to deter or minimize adversaries from 
committing a malicious act through detection, delay and response of an adversary 
from succeeding a sabotage or another.  

Some researchers have studied since 2001 for quantitative status of resources for 
radiation therapy in Asia and Pacific region, which shows that there are radiation 
oncology departments in Thailand in 24 hospitals that use teletherapy (Co-60), and 
that there are 25 facilities utilizing radioactive sources [8]. An example of a teletherapy 
machine used in a hospital is shown in Figure 1 a) and 1 b) and all the machines use 
cobolt-60 radioactive sources as shown in Figure 1 c).  

In Thailand, there are currently 17 hospitals and 26 facilities that use teletherapy 
with cobalt-60 sources. These numbers can invite terrorists to focus on stealing 
radioactive sources from medical facilities to cause social disruption and economic 
damage. They can create a radiological dispersal device (RDD) and it can cause deaths, 
widespread contamination, mandatory relocations of people and business and 
cleanup of the environment. Also, as sabotaging the source in its place can cause 
widespread damage and panic, this suggests that hospitals with radiotherapy units for 
cancer treatments such as gamma irradiation using Cobolt-60 (seal source) can be 
target locations. High-energy and high-activity sources used in specially-designed 
machines to deliver radiation dose in a controlled manner and teletherapy that uses 
radioactive sources are under category I and security level A [9-13]. 
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                            a)                                                             b) 
 
 
 
 
 

  
                                                         c) 
 

Figure 1 a) [14] and b) [15] Teletherapy machine used in cancer treatment    
                  in hospital c) [16] Cobolt-60 used in teletherapy machine. 

 

Thailand has started a project to install and maintain the security system of 
radioactive materials since 2010, which is a collaboration between the Office of Atoms 
for Peace, Thailand, and the Global Threat Reduction Initiative (GTRI) of the 
Department of Energy (DOE), USA, to support the hospitals allowed to possess or use 

radioactive materials (sealed sources) with activity of less than 10 Ci [17]. 
This study aims to present a baseline data for improvement or development of 

hospitals on security system of radioactive sources at a national regulatory level and 
policy level. 
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2. Objective 

To perform assessment on security system of radioactive sources used in hospitals 
of Thailand. 

 
3. Scope of study 

3.1 The assessment will be performed in hospitals of Thailand which use radiotherapy 
or store radioactive sources (hospitals which fulfill requirement on security and 
hospitals not fulfilling the requirement). 

3.2 The assessment of hospitals and practitioners will be performed by on-site 
observations, questionnaires and/or interviews.  

3.3 The questionnaires and/or interviews are based on national and international 
regulations involving prevention, detection, and response to unauthorized 
removal, sabotage, and terrorists of radioactive sources. 
 

4. Research methodology 

4.1 Assignment of radioactive sources to security group A (Table 1). 
4.2 Prepare a list of hospitals of Thailand that use or occupy radioactive sources. 
4.3 Design assessment form for assessment of security system in hospitals. 
4.4 Collect data by observation and/or interview. 
4.5 Analyze and interpret data within the scope of nuclear security system. 
4.6 Conclusion and research reporting. 

 
5. Definitions 

“Authorization” means permission granted in a document by a regulatory body to 
a person who has submitted an application to manage a radioactive source. The 
authorization can take the form of a registration, a license or alternative effective legal 
control measures which achieve the objectives of the Code of Conduct. (Adopted from 
Ref. [11]) 
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“By product” means every radioactive material, except special nuclear material, 
resulting from the production or utilization of nuclear material or special nuclear 
material (Adopted from Ref. [11]) 

“Radioactive source” means radioactive material that is permanently sealed in a 
capsule or closely bonded, in a solid form and which is not exempt from regulatory 
control. It also means any radioactive material released if the radioactive source is 
leaking or broken, but does not mean material encapsulated for disposal, or nuclear 
material within the nuclear fuel cycles of research and power reactors. (Adopted from 
Ref. [11])  

“Security” means measures to prevent unauthorized access or damage to, and loss, 
theft or unauthorized transfer of, radioactive sources. (Adopted from Ref. [11]) 

“Storage” means the holding of radioactive sources in a facility that provides for 
their containment with the intention of retrieval. (Adopted from Ref [11]) 
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CHAPTER 2 
LITERATURE REVIEWS 

1. Concept and Theory 
1.1 National regulatory level  

The Office of Atoms for Peace (OAP) is a body responsible for the Thai Atomic 
Energy Commission for Peace (AEC). The AEC is the regulatory authority for Thailand 
and was established by the Atomic Energy for Peace Act, B.E. 2504 (1961), and 
Ministerial Regulation No. 1 (1961), No. 2 (1961), No. 3 (1961), No. 4 (1968), No. 5 (1973) 
and No. 6 (1974) [6]. More details can be seen in Appendix A. It was up to date in 2007 
on provision how to obtain a license and the implementation of the special nuclear 
material, byproduct material, or atomic energy. These acts and regulations involve 
several ministries, commissions and offices in the regulation of radiological sources. 
They also maintain the security of nuclear materials during storage in facilities, during 
operation and in transportation. The OAP is also in the process of transitioning the 
method to maintain the security of by product material B.E. 2554 (2011) [7] which is 
shown in more details in Appendix B. 

1.2 International regulatory level 

International regulatory level follows IAEA Nuclear Security Series No. 11: 
Implementing guideline for security of radioactive sources and IAEA-TECDOC-1355: 
Security of radioactive sources, interim guidance for comment.  

1.3 Type of radioactive sources  

Radioactive materials are divided into 5 categories based on the hazard level as 
follows [18]: 

1) Radioactive materials category I or “extremely dangerous” 
2) Radioactive materials category II or “very dangerous” 
3) Radioactive materials category III or “dangerous” 
4) Radioactive materials category IV or “unlikely to be dangerous” 
5) Radioactive materials category V or “not dangerous” 
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1.4 Categorization of radioactive sources 

1.4.1 Categories assigned to practices 
Classification as utility applications shown on Table 1 column 3 such as cobalt 60 

used in teletherapy for irradiation which was classified as Category 1 radioactive 
material [9, 18]. 

1.4.2 Categories based upon A/D value  
The category of a source can be determined based upon the A/D value shown in 

Table 1 column 4 [9, 12, 18, 19], where A is activity of the radionuclide and D is a 
dangerous source (D value) that was used in the development of categorization 
system. If a practice involves the aggregation of sources, such as in storage facilities, 
the total activity can be treated as one source. Nevertheless, the summed activity can 
be divided by the appropriate D value, and the calculated A/D ratio compared to the 
A/D ratio given in the last column of Table 1.  The appropriate ‘D’ value is given in 
Appendix C [18] and is shown in more details in Reference [20]. 

 

Aggregate A D⁄ = ∑
∑ Ai,ni

Dnn
 

 
Where: 

Ai,n = activity of each individual source 𝑖 of radionuclide 𝑛 

Dn  = D value for radionuclide 𝑛 
 
 
 
 
 
 
 
 

 



 

 

8 

Table 1 Source category based upon application and A/D value. 
Security 
Level 

Source 
Category 

Examples of practices A/D 

A 1 Radioisotope thermoelectric generators 
(RTGs) 
Irradiators 
Teletherapy 
Fixed multi-beam teletherapy  
(gamma knife) 

A/D  1000 

B 2 Industrial radiography 
High/ medium dose rate brachytherapy 

1000  A/D  10 

C 3 Fixed industrial gauges  
(e.g. level, dredger, conveyer) 
Well logging gauges 

10  A/D  1 

Apply 
measure 
as 
described 
in the 
Basic 
Safety 
Standard 

4 Low dose rate brachytherapy  
(except those below) 
Thickness/ fill-level gauges 
Portable gauges (e.g. moisture/ density) 
Bone densitometers 
Static eliminators 

1  A/D  0.01 

5 Low dose rate brachytherapy eye 
plaques and permanent implant 
sources 
X-ray fluorescence devices 
Electron capture devices 

0.01  A/D ≥ 
exempt/D 
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1.5 Assigning security level 

The assignment of a security level is based upon application and A/D value. This 
study focuses on the teletherapy which used cobalt 60 radioactive sources shown in 
Figure 1. The IAEA Nuclear Security Series No. 11 [13] provides recommendations of 
the security system for the teletherapy, which is classified on security level A, that 
operators are required to have in place in order to meet the security objectives and 
measures as shown in Table 2.  

The main objective for security level A is to provide immediate detection of any 
unauthorized access to the secured area location. The security system to protect 
radioactive sources should be designed to perform the following basic security 
functions: deterrence, detection, delay, response and security management.  

 Deterrence  
Deterrence cannot be measure therefore the design of a security system. This 

will not include to measure on security system. Deterrence occurs when an adversary 
attempts to perform a malicious act and should make an adversary difficult or 
inconvenient to act. 

 Detection 
Detection is finding an attempted or actual intrusion with the objective to have 

unauthorized removal radioactive sources. Detection can be performed using 
equipment such as CCTV, motion sensors, etc. Also, this includes support for 
communication when an event occurs such as land-line phone, mobile phone or radio 
frequency. Example of equipment is shown in Figure 2 a) and 2 b). 

 Delay 
Delay is a barrier to delay after unauthorized access, removal or sabotage of a 

radioactive source has occurred. Generally, is means physical barriers such as fences, 
walls or doors, but it also means delay of time.  Example of fences is shown in Figure 
1 c). 
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                                a)                         b)  
 
 
 
 
 
                               
                                                                      

c) 
 

Figure 2 Example for detection and delay a) CCTV camera [21], 
b) motion sensor [22] and c) fences [23]. 

 

 Response 
Response includes disturbing an adversary from succeeding the mission. Every 

facility should have staff or team to response. 

 Security management 
Security management includes policies, procedures, records, contingency plan 

and plans for security of source and security culture. It also includes personnel and 
funding for security of source. This term includes procedures for proper handling of 
sensitive information and protecting it against unauthorized disclosure.  
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Table 2 Recommended measures for security level A. 
Security  
function 

Security  objective Security measures 

Detect 

Provide immediate detection of any 
unauthorized access to the secured 
area/source location. 

Electronic intrusion detection system and/or 
continuous surveillance by operator personnel. 

Provide immediate detection of any 
attempted unauthorized removal of the 
source, including by an insider. 

Electronic tamper detection equipment and/or 
continuous surveillance by operator personnel 

Provide immediate assessment of 
detection. 

Remote monitoring of CCTV or assessment by 
operator/ response personnel. 

Provide immediate communication to 
response personnel. 

Rapid, dependable, divers means of 
communication such as phones, cell phones, 
pagers, radios. 

Provide a means to detect loss through 
verification. 

Daily checking through physical checks, CCTV, 
tamper indicating devices, etc. 

Delay 

Provide delay after detection sufficient for 
response personnel to interrupt the 
unauthorized removal. 

System of at least two layers of barriers (e.g. 
wall, cages) which together provide delay 
sufficient to enable response personnel to 
interdict. 

Response 
Provide immediate response to assessed 
alarm with sufficient resources to interrupt 
and prevent the unauthorized removal. 

Capability for immediate response with size, 
equipment, and training to interdict. 

Security 
management 

Provide access controls to source location 
that effectively restrict access to 
authorized persons only. 

Identification and verification, for example, lock 
controlled by swipe card reader and personal 
identification number, or key and key control. 

Ensure trustworthiness of authorized 
individuals.  

Background checks for all personnel authorized 
for unescorted access to the source location 
and for access to sensitive information. 

Identify and protect sensitive information. Procedures to identify sensitive information and 
protect it from unauthorized disclosure. 

Provide a security plan. A security plan which conforms to regulatory 
requirements and provides for response to 
increased threat levels. 

Ensure a capability to manage security 
events covered by security contingency 
plans. 

Procedures for responding to security-related 
scenarios. 

Establish security event reporting system. Procedures for timely reporting of security 
events. 



 

 

12 

2. Relevant research 
Literature review focuses on assessment of security system in hospitals that own 

radioactive sources. Although there are very few related researches, this study has 
compiled the following literatures related to the security system. 

2.1 IAEA Incident and Trafficking database (ITDB) 2014 report fact sheet [24] 

From 1993 – 2013, the ITDB contained a total of 2,477 confirmed incidents reported 
by participating States. Of the 2,477 confirmed incidents, the first 424 incidents 
involved unauthorized possession and related criminal activities with high enriched 
uranium or plutonium. The annual statistics of reported incidents are shown in Figure 3.  

 
 

 
 

 
Figure 3 Incidents reported to the ITDB involving unauthorized possession and 

related criminal activities, 1993 - 2013 
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The second 664 incidents involved reported theft or losses which almost  

lose nuclear materials or radioactive sources from facilities or during transport.  
These are radioactive sources used in industrial or medical applications. The annual 
statistics of reported incidents are shown in Figure 4.  

 
 

 
 

         Figure 4 Incident reported to the ITDB involving theft or loss, 1993 – 2013. 
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The third 1,337 incidents involved other unauthorized activities and events. They 

are under three categories: unauthorized disposal such as radioactive sources entering 
the scrap metal industry, unauthorized shipment such as scrap metals contaminated 
with radioactive material, and the discovery of radioactive material such as 
uncontrolled radioactive sources. The annual statistics of reported incidents are shown 
in Figure 5. In the remaining 69 cases, the reported information was not sufficient to 
determine the category of incident. 

 
 

 
 

Figure 5 Incident reported to the ITDB involving other unauthorized activities  
   and events, 1993 – 2013. 
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2.2 Using virtual reality to support the physical security of nuclear facilities [25]. 

     Marcio Henrique da Silva and others (2005) 
They developed a new tool by using a virtual environment to simulate the nuclear 

facility’s structure based on physical protection system. The results confirmed that the 
virtual reality tool, as an auxiliary tool for planning the physical security of nuclear site 
by modeling the virtual environment and making interactions inside it, was able to 
build a nuclear facility with acceptable realism level which is reflected by a good 
similarity between the virtual model and the real nuclear facility’s site. Users can use 
these virtual models for training without interfering with the real facility. 

 

2.3 Securing Medical Radioisotopes from Radiologic Terrorism: Lesson Learned  
     for a  Post-9/11 World [26]. 

     Daniel Machleder, MD, Jason Dipoce, MD, Cheryl Lin, MD, Arnold Brenner,    
     DO, MMM, CPE (2012). 

 They reviewed security systems in hospitals after the 9/11 attack in United States. 
They provided recommendations for medical facilities that do not fall under increased 
controls which can cause malicious issue. The study also included impact on patients 
treated with radiation and how long radiation is detectable after treatment. In 
conclusion, the security of radionuclides applies before, during, and after medical use. 
Radiologists and other medical practitioners should understand the issues related to 
the increased control regulations and the guidelines for securing radioisotopes. 
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CHAPTER 3 
METHODOLOGY 

1. Material 
1.1 Questionnaire  

The questionnaire used in this study was designed based on IAEA Nuclear Security 
No.11 for security level A and/or source category I. It consists of 3 parts: 

Part 1) General data: Name of organization, Section, Contact name, position of 
respondent, mobile phone, e-mail, part of Thailand, etc. 

Part 2) Security system of radioactive sources: Type of device, type of radioactive 
source and check list for detect, delay, response and security management. 

Part 3) Regulations: Measurement of attitude related to understanding of Thai law, 
organization supported for the implementation of the security system, and opinion 
about Thai law and an open-ended question of obstacles or threats in the 
implementation of the security of radioactive source. 

 Figure 6, 7, 8 and 9 shown the each page of the questionnaire as prepared for this 
study. 
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Figure 6 Shown the first page of the questionnaire. 
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Figure 7 Shown the second page of the questionnaire. 
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Figure 8 Shown the third page of the questionnaire. 
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Figure 9 Shown the fourth page of the questionnaire. 
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2. Methods 

2.1 Sampling 

The sample is sampling by purposive nonrandom method. The data was collected 
from a total of 17 hospitals in any part of Thailand that used teletherapy (radioactive 
source). 

2.2 Data collection and analysis  

Questionnaires were sent by mail to the hospitals. When they were returned, they 
were verified for the integrity and were analyzed and processed by an appropriate 
software to compare between the hospitals with and without installed security system. 
Thus, this data is divided into 3 parts: 

Part 1) General data analysis of respondents by frequency distribution and 
percentage. 

Part 2) Analysis of security system of radioactive sources by frequency distribution 
and percentage.  

Part 3) Regulation data analysis by a technique for the measurement of attitudes 
using Likert’s theory [27]. A rating scale of 1 to 10 was used from opposite extreme 
though a neutral point to the extreme meaning.  

 

 
 
Then, the interval level was calculated from the maximum value minus the 

minimum value and divided by 5 levels.  
 

  The width of the class interval =
Maximum value - Minimum value

level
 

   = 
10 - 1

5
 

 

= 1.80 
 



 

 

22 

Lastly, the mean value was interpreted as follows: 
  1.00 – 2.80  means strongly low 
 2.81 – 4.60  means low 
 4.61 – 6.40  means moderate 
 6.41 – 8.20  means high 
 8.21 – 10.00  means strongly high 
 
 For an open-ended question, a descriptive content analysis was used. 
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CHAPTER 4  
RESEARCH RESULT 

Part 1 General data 

For the 14 hospitals that replied, 6 hospitals (35.29%) are in the central,  
4 hospitals (23.53%) are in the eastern, 3 hospitals (17.65%) are in the northern and  
1 hospital (5.88%) is in the southern part of Thailand as shown in Table 3. Also, the 
positions of respondents, 4 hospitals (28.57%) are heads of sections and 10 hospitals 
(71.43%) are medical physicists as shown in Table 4. 

    
 Table 3 Response rate in part of Thailand. 

Part of Thailand Frequency Percent (%) Percent of replied 

Replied Central 6 35.29 42.86 

Northern 3 17.65 21.43 

Southern 1 5.88 7.14 

Eastern 4 23.53 28.57 

Total 14 82.35 100.00 

Not replied  3 17.65  

Total 17 100.00  
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    Table 4 Frequency of positions of respondents. 

Positions of respondents Frequency Percent (%) 

Head of section 4 28.57 

Medical physicist 10 71.43 

Total 14 100.0 

 
The result as an obtained are as show in Table 5 (Check list) based on IAEA 

recommendation. 
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Part 2 Security system of radioactive sources 

In the central part of Thailand, 6 hospitals (42.86%) had teletherapy that used  
Co-60 and 1 hospital (100.00%) had blood irradiator that used Cs-137. For the eastern, 
northern and southern parts, 4 hospitals (28.47%), 3 hospitals (21.43%) and  
1 hospital (7.14%) had teletherapy, respectively as shown in Table 6.  

   Table 6 Frequency of teletherapy and blood irradiator. 

Part of Thailand 
Frequency  

Teletherapy (%) Blood irradiator (%) 
Central 6 (42.86) 1 (100.00) 

Northern 3 (21.43) 0 (0.00) 
Southern 1 (7.14) 0 (0.00) 
Eastern 4 (28.57) 0 (0.00) 

Total 14 (100.00) 1 (100.00) 
 
 

Also, for the 5 hospitals that had the security system installed, 2 hospitals (40.00%) 
are in central, 1 hospital (20.00%) is in northern, 1 hospital (20.00%) is in southern and 
1 hospital (20.00%) is in eastern parts of Thailand. For the 9 hospitals that didn’t have 
the security system installed, 4 hospitals (44.44%) are in central,  
3 hospitals (33.33%) are in eastern and 2 hospitals (22.22%) are in northern parts of 
Thailand as shown in Table 7 and Figure 10.  
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Table 7 Locations and frequency of hospitals with and without the security system 
installed. 

Part of 
Thailand 

Hospital with 
security system 

installed 

Percent 
(%) 

Hospital without 
security system 

installed 

Percent 
(%) 

Total 

Central 2 40.00 4 44.44 6 

Northern 1 20.00 2 22.22 3 

Southern 1 20.00 0 0.00 1 
Eastern 1 20.00 3 33.33 4 
Total 5 100.00 9 100.00 14 

 
  

 
Figure 10 Locations and frequency of hospitals with  

and without the security system installed. 
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 Detection 
For the detection part, hospitals have choices to choose from as shown in Table 8 

and Figure 11.  For hospitals with and without security system installed, they provide 
continuous intrusion detection system. 3 (30.00%) of hospitals with security system 
installed and 7 (70.00%) of hospitals without security system installed performed 
surveillance by operator personnel 1 time per day as. 1 (50.00%) of hospitals with 
security system installed and 1 (50.00%) of hospitals without security system installed 
performed surveillance by operator personnel 1 time per month. 1 (33.30%) of 
hospitals with security system installed performed surveillance by operator   
1 time per 3 months and 2 (66.70%) of hospitals without security system installed 
performed surveillance by operator personnel 1 time per year.  

For hospitals with and without security system installed, 5 hospitals (71.40%) and 2 
hospitals (28.60%) performed to detection by CCTV, respectively. 5 (50.00%) of 
hospitals with security system installed and 5 (50.00%) of hospitals without security 
system installed provided response personnel. For 1 (100.00%) hospital without 
security system installed, security guard (detail not shown in the Table) was provided. 

For communication when an unauthorized access to the source occurs, land line 
phone, mobile phone, hand-held radio and others were used. For hospitals with 
security system installed, 3 hospitals (50.00%), 5 hospitals (41.70%), 1 hospital (50.00%) 
and 1 hospital (100.00%) used the above-mentioned methods, respectively. For 
hospitals without security system installed, 3 hospitals (50.00%), 7 hospitals (58.30%), 
1 hospital (50.00%) and 0 (0.00%) used the above-mentioned methods, respectively. 
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Table 8 Details of security object and measures for detection. 

Detection 

Installation of the security system 
supported by the Department of 

Energy (DOE), USA 

Installed Percent (%) 
Not 

Installed 
Percent 

(%) 

Does the hospital provide 
continuous intrusion 
detection system?* 

1 time/day 3 30.00% 7 70.00% 

1 time/week 0 0.00% 0 0.00% 

1 time/month 1 50.00% 1 50.00% 

Other 1 33.30% 2 66.70% 

Does the hospital perform 
immediate assessment on 
detection of any 
attempted unauthorized 
removal of the source?* 

CCTV 5 71.40% 2 28.60% 

Operator/ 
Response  
personnel 

5 50.00% 5 50.00% 

Other 
0 0.00% 1 

100.00
% 

Does the hospital provide 
immediate communication 
to response personnel of 
any attempted 
unauthorized access to 
the source?* 

Land-line 
phone 

3 50.00% 3 50.00% 

Mobile phone 5 41.70% 7 58.30% 

Hand-held  
radio 

1 50.00% 1 50.00% 

Other 1 100.00% 0 0.00% 

*Hospitals can be choose more than 1 choice. 
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Figure 11 Details of security object and measures for detection. 
 

 Delay 
The result of this part is shown in Table 8. Delay to interrupt the unauthorized 

removal of radioactive sources can be provided by wall/fences, cage, and locked 
device in a secured area.  For hospitals with security system installed, 1 hospital 
(20.00%), 1 hospital (100.00) and 5 hospitals (41.67%) used the above-mentioned 
methods, respectively. For hospitals without security system installed, 6 hospitals 
(80.00%), did not have hospital selected (0.00%) and 7 hospitals (58.33%) used the 
above-mentioned methods, respectively. For other methods (magnetic door, access 
control, magnetic switch delay, biological print and password code pad) 2 hospitals 
(100.00%) hospitals with installed security system used. 
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Table 9 Hospitals providing delay to interrupt the unauthorized removal of 
radioactive sources. 

Delay 

Installation of the security system 
supported by the Department of Energy 

(DOE), USA 

Installed Percent (%) 
Not 

installed 
Percent (%) 

Can your hospital 
provide delay to 
interrupt the 
unauthorized removal of 
radioactive sources?* 

Wall/Fences 1 20.00% 6 80.00% 
Cage 1 100.00% 0 0.00% 
Locked device 
in a secured 
area 

5 41.67% 7 58.33% 

Other 2 100.00% 0 0.00% 

*Hospitals can be choose more than 1 choice. 

 
For the number of barriers to interrupt the unauthorized removal of                                                 

radioactive source, 2 hospitals with security system installed and did not have hospital 
without security system installed had more than 3 barriers. 1 hospital with security 
system installed and did not have hospital without security system installed had 3 
barriers. Did not have hospital with security system installed and 4 hospitals without 
security system installed had 2 barriers. 2 hospitals with security system installed and 
5 hospitals without security system installed had 1 barrier. 
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Figure 12 Number of barriers to interrupt the unauthorized removal of 
   radioactive source. 

 

 Response 
The study found that most hospitals can provide immediate response to assessed 

alarm with sufficient resources to interrupt and prevent unauthorized access or 
removal of radioactive sources. 5 hospitals (100.00%) with security system installed 
can provide this feature. However, for hospitals without security system installed  
4 hospitals (44.44%) can provided immediate response while 5 hospital (55.56%) cannot 
as shown in Figure 13. 

 

 
 

Figure 13 Hospital providing immediate response to assessed alarm with  
         sufficient resources to interrupt and prevent. 
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 Security management 
The study found that for hospitals with security system installed, 1 hospital 

(100.00%) provided access control to radioactive sources location by key card,  
4 hospitals (100.00%) provided by finger scan, 4 hospitals (50.00%) provided by key 
control and 3 hospitals (100.00%) provided by password lock. However, for hospitals 
without security system installed, only key control by 4 hospitals (50.00%) was 
provided. 

All of 5 hospitals (100.00%) with security system installed performed background 
check for all personnel authorized to radioactive sources location and for access to 
sensitive information. On the other hand, for hospitals without security system 
installed, 6 hospitals (66.67%) performed this and 3 hospitals (33.33%) did not. 

Both types of hospitals identified and protected sensitive information. For hospitals 
with security system installed, 4 hospitals (80.00%) did this and 1 hospital (20.00%) did 
not. For hospitals without security system installed, 7 hospitals (77.78%) did this and 2 
hospitals (22.22%) did not.   

Also, both types of hospitals provided security plan. For hospitals with security 
system installed, 4 hospitals (80.00%) did this and 1 hospital (20.00%) did not.  
For hospitals without security system installed, 6 hospitals (66.67%) did this and  
3 hospitals (33.33%) did not.   

Lastly, both types of hospitals established security event reporting system. For 
hospitals with security system installed, 3 hospitals (60.00%) did this and 2 hospitals 
(40.00%) did not. For hospitals without security system installed, 4 hospitals (44.44%) 
did this and 5 hospitals (55.56%) did not as shown in Table 10. 
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Table 10 Security object and measure for security management. 

Security management 

Installation of the security system 
supported by the Department of 

Energy (DOE), USA 

Install Percent (%) 
Not 

install 
Percent (%) 

Does your hospital provide access 
controls to radioactive sources location?* 

Key card 1 100.00% 0 0.00% 

Finger scan 4 100.00% 0 0.00% 

Key control 4 50.00% 4 50.00% 

Password lock 3 100.00% 0 0.00% 

Does your hospital check background for 
all personnel authorized to radioactive 
sources location and for access to 
sensitive information? 

Yes 5 100.00% 6 66.67% 

No 0 0.00% 3 33.33% 

Does your hospital identify and protect 
sensitive information? 

Yes 4 80.00% 7 77.78% 

No 1 20.00% 2 22.22% 

Does your hospital provide security plan 
Yes 4 80.00% 6 66.67% 

No 1 20.00% 3 33.33% 

Does your hospital establish security 
event reporting system? 

Yes 3 60.00% 4 44.44% 

No 2 40.00% 5 55.56% 

*Hospitals can be choose more than 1 choice. 
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Other results on incident/accident in the hospital are shown in Table 11.  
For hospitals with security system installed, 2 hospitals (40.00%) had an 
incident/accident and 3 hospitals (60.00%) did not. On the contrary, for hospitals 
without security system installed, all of 9 hospitals (100.00%) did not.  

 

Table 11 Comparison of hospitals with and without security system installed on 
incident/ accident in the hospital. 

Incident/ accident 

Installation of the security system 
supported by the Department of 

Energy (DOE), USA 

Install 
Percent 

(%) 
Not 

install 
Percent 

(%) 
Has there ever been incident/ 
accident in the hospital related 
to radioactive sources? 

Yes 2 40.00% 0 0.00% 

No 3 60.00% 9 100.00% 

 
 
Part 3 Regulations 

For the regulations part as shown in Table 12, we managed two groups of hospitals 
(with and without security system installed) and the results are shown in the rating 
scale. For the first group, interpreted results were all high for understanding of Thai 
laws related to the security system of radioactive sources, for supporting the 
implementation of the security system of radioactive sources and for the opinion that 
the law in Thailand covered the security systems of radioactive sources with the mean 
of 6.60 (SD = 1.95), 7.80 (SD = 2.59) and 7.20 (SD = 2.28), respectively.  

For the second group, interpreted results were moderate for understanding of Thai 
laws related to the security system of radioactive sources and for supporting the 
implementation of the security system of radioactive sources with the mean of 6.33 
(SD = 1.22) and 6.33 (SD = 2.65), respectively. For the opinion that the law in Thailand 
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covered the security systems of radioactive sources, the rating was high with the mean 
of 6.67 (SD = 1.41).    

 
Table 12 Mean, SD and interpreted results for hospitals with and without security 
system installed.  

Regulation 

Installation of the security system supported 
by the Department of Energy (DOE), USA 

Installed Not Installed 
Mean SD Result Mean SD Result 

How do you understand Thai 
laws related to the security 
system of radioactive sources? 

6.60 1.95 High 6.33 1.22 Moderate 

How has your organization 
supported the implementation 
of the security system of 
radioactive sources? 

7.80 2.59 High 6.33 2.65 Moderate 

In your opinion, How well does 
the law in Thailand cover the 
security systems of radioactive 
sources? 

7.20 2.28 High 6.67 1.41 High 

 
 

If positions of respondents were compared as shown in Table 13, the study shows 
that head of section provided high rating on understanding of Thai laws related to the 
security system of radioactive sources, on supporting the implementation of the 
security system of radioactive sources and the opinion that the law in Thailand covered 
the security systems of radioactive sources with the mean of 6.75 (SD = 1.50), 8.00 (SD 
= 2.16) and 7.50 (SD = 0.85), respectively.  

For medical physicist, interpreted results show that they understood Thai laws 
related to the security system and that the organization supported the implementation 
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of security system with moderate rating with the mean of 6.30 (SD = 1.50) and 6.40  
(SD = 2.76), respectively, but provided high rating on the opinion that the law in 
Thailand covered the security systems of radioactive sources with the mean of 6.60 
(SD = 1.96).    

 

Table 13 Mean, SD and interpreted results of comparison between positions of 
respondents.  

Regulation 

Installation of the security system supported 
by the Department of Energy (DOE), USA 

Head of section Medical physicist 
Mean SD Result Mean SD Result 

How do you understand Thai 
laws related to the security 
system of radioactive sources? 

6.75 1.50 High 6.30 1.50 Moderate 

How has your organization 
supported the implementation 
of the security system of 
radioactive sources? 

8.00 2.16 High 6.40 2.76 Moderate 

In your opinion, How well does 
the law in Thailand cover the 
security systems of radioactive 
sources? 

7.50 0.85 High 6.60 1.96 High 
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For comments of respondents on the obstacle and treat in the implementation of 
the security of radioactive sources, results found that the security system has 
complicated to use after installation of the security system and that the government 
should enforce every organization to install the security system. The details are shown 
in Table 14. 

 

Table 14 Results of obstacles and treats.  
Obstacles and treats in the implementation of the security of 

radioactive sources 
Frequency 

Government should take action enforce the organization which 
used radioactive source should have install security system. 

1 

It is complicated after installed security system that difficult to 
access a services or the system not stable can be alert even though 
just black down. 

2 

Should make operator or customer are understanding and have a 
knowledge of security system. 

1 

Should have training follow security plan. 1 

Should have budget for support to maintenance this system after 
without DOE supported. 

1 
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CHAPTER 5 
CONCLUSION AND RECOMMENDATIONS 

1. Conclusion 

Part 1 General data 

The questionnaires were sent to hospitals by mail with the response rate of 14 out 
of 17 hospitals (82.35%) and missing 3 out of 17 hospitals (17.65%). Missing hospitals 
are 2 hospitals from a private sector and 1 hospital from the government sector. 
Hospitals using radioactive sources are distributed around Thailand.  
6 hospitals (35.29%) are in the central, 4 hospitals (23.53%) are in the eastern,  
3 hospitals (17.65%) are in the northern and 1 hospitals (5.88%) are in the southern 
part of Thailand, showing that the central part still uses radioactive sources because 
in the central part, there are many big hospitals compared to other parts.  

Also, for the positions of respondents, 4 hospitals (28.57%) are heads of sections 
and 10 hospitals (71.43%) are medical physicists. This result can be interpreted that 
most of personnel responding were medical physicists using radiation machines and 
radioactive sources.  

Part 2 Security system of radioactive sources 

For target samples that used medical devices categorized under type-1 radioactive 
sources for teletherapy, 6 hospitals (42.86%) are in the central part, 4 hospitals 
(28.57%) are in the eastern part, 3 hospitals (21.43%) are in the northern part and  
1 hospital (7.14%) is in the southern part. This result is the same as that on location of 
hospitals. 

Respondents of hospitals showed that 5 hospitals had the security system installed 
by the OAP in cooperation with the DOE, USA. The details are 2 hospitals (40.00%) are 
in central, 1 hospitals (20.00%) is in northern, 1 hospital (20.00%) is in the southern 
and 1 hospital (20.00%) is in the eastern parts of Thailand. For the 9 hospitals that did 
not have the security system installed, 4 hospitals (44.44%) are in the central,  
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3 hospitals (33.33%) are in the eastern and 2 hospitals (22.22%) are in the northern parts 
of Thailand. There was none in the southern part. In this case, this installation project 
provided for hospitals on a voluntary basis. The OAP could not enforced all of them 
using radioactive sources to install the system. 

 Detection 
Detection is to detect intrusions or unauthorized access to the secure area without 

permission which could have the objective of unauthorized removal or sabotage of a 
radioactive source. The study found that 3 (30.00%) of hospitals with security system 
installed and 7 (70.00%) of hospitals without security system installed performed 
surveillance by operator personnel 1 time per day.  

For hospitals with and without security system installed, 5 hospitals (71.40%) and 2 
hospitals (28.60%) performed to detection by CCTV, respectively. 5 (50.00%) of 
hospitals with security system installed and 5 (50.00%) of hospitals without security 
system installed provided response personnel. This result can be interpreted that 
hospitals without security system installed chose to use operator or response 
personnel because installation of CCTV is more costly than having responsible 
personnel working with radioactive sources to respond.  

Lastly, both types of hospitals provided communication when an unauthorized 
access to the source occurs by mobile phones more than land-line phones and hand-
held radios. This finding is obvious because nowadays people communicate by mobile 
phones more than other means. 

 Delay 
Provisions must be provided to delay an adversary to get into the security area to 

remove or sabotage radioactive sources. Hospitals should have available methods such 
as wall/fences, cage, and locked device in a secured area or other means to delay. A 
balanced system should contain at least 2 barriers. The result found that, on the 
overall, most hospitals with security system installed provide delay to interrupt the 
unauthorized removal of radioactive sources by locked device in a secured area and 
other means such as wall or fences, cage, magnetic door, access control, magnetic 
switch delay, biological print and password code pad. Similar to hospitals without 
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security system installed, they used locked device in secured area the most, and other 
means were provided as wall or fences.  

Furthermore, 2 out of 5 hospitals with security system installed had more than 3 
barriers. 1 hospital had 3 barriers and 2 hospitals had 1 barrier. For hospitals without 
security system installed, 4 hospitals had 2 barriers and 5 hospitals had only  
1 barrier. This result showed that hospitals with security system installed had more 
number of barriers than those without security system installed, which had only 1 - 2 
barriers which is not an effective delay under IAEA recommendation.   

 Response 
The response encompasses the action with detection to prevent an adversary for 

unauthorized removal of radioactive source. The study found that 5 (100.00%) of 
hospitals with security system installed provided response to assessed alarm to 
interrupt and prevent an unauthorized removal. On the contrary, for hospitals without 
security system installed, more than half of hospitals, 5 hospitals (55.56%) did not 
provide this and 4 hospitals (44.44%) provided this response. The result is clear that 
hospitals with security system installed followed the IAEA recommendation. At this 
point, hospitals should prepared human resources, equipment and strategic plan to 
response immediately if an event occurs. 

 Security management 
This process includes human resources, funding, policies, and contingency plan for 

the security of radioactive source.  This study found that, first, for hospitals with security 
system installed, 1 hospital (100.00%) provided access control to radioactive sources 
location by key card, 4 hospitals (100.00%) provided by finger scan,  
4 hospitals (50.00%) provided by key control and 3 hospitals (100.00%) provided by 
password lock. However, for hospitals without security system installed, only key 
control by 4 hospitals (50.00%) was provided, and this is the only access control 
measure provided by this type of hospitals. 

Second, all of 5 hospitals (100.00%) with security system installed performed 
background check for all personnel authorized to radioactive sources location and for 
access to sensitive information. On the other hand, for hospitals without security 
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system installed, 6 hospitals (66.67%) performed this and 3 hospitals (33.33%)  
did not. 

Third, both types of hospitals identified and protected sensitive information.  
For hospitals with security system installed, 4 hospitals (80.00%) did this and  
1 hospital (20.00%) did not. For hospitals without security system installed,  
7 hospitals (77.78%) did this and 2 hospitals (22.22%) did not.   

Fourth, both types of hospitals provided security plan. For hospitals with security 
system installed, 4 hospitals (80.00%) did this and 1 hospital (20.00%) did not.  
For hospitals without security system installed, 6 hospitals (66.67%) did this and  
3 hospitals (33.33%) did not.   

Lastly, both types of hospitals established security event reporting system.  
For hospitals with security system installed, 3 hospitals (60.00%) did this and  
2 hospitals (40.00%) did not. For hospitals without security system installed,  
4 hospitals (44.44%) did this and 5 hospitals (55.56%) did not. 

On the overall, there are differences in security management for both types of 
hospitals to provide access control and to check background for all personnel, but 
other details in security management are similar. If hospitals without security system 
installed wish to have the system installed, it will be easy for them to manage and 
practice the security management. 

In addition, based upon this study had 2 hospitals with the security system installed 
ever occur incident or accident related with radioactive sources. Both of hospitals 
declared this because of technical error form teletherapy machine and hospitals 
without the security system installed never have incident or accident related with 
radioactive sources. 

Part 3 Regulation 

Opinions from those who replied the questionnaires reflect that the law in Thailand 
cover the security system of radioactive source very well with the mean of 7.20 (SD = 
2.28) and 6.67 (SD = 2.28) for hospitals with and without security system installed, 
respectively. However, for the level of understanding of Thai laws related to the 
security system of radioactive sources, it was interpreted as high for hospitals with 
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security system installed with the mean of 6.60 (SD = 1.95) and moderate  for hospitals 
without security system installed with the mean of 6.33 (SD = 1.22). Similarly for the 
support from the organization on the implementation of the security system of 
radioactive sources, it was interpreted as high for hospitals with security system 
installed with the mean of 7.80 (SD = 2.59) and moderate for hospitals without security 
system installed with the mean of 6.33 (SD = 2.65). 

On the overall, we can determine differences in conditions of hospitals with security 
system installed which use radioactive sources that follow security system standard, 
and those without security system standard without the security system. The results 
found that hospitals with security system installed can fulfill requirement on Thai 
security law. Also, for hospitals without security system installed, if they request to 
apply for this program to have the system installed, it will not be difficult for them to 
follow security requirements.  

Also, Thai security law can follow the IAEA recommendation on security object. 
More details can be seen in Appendix F. 

 

2. Recommendations 

2.1 Personals working with radioactive source do not clearly understand the nuclear 
security law. Government organizations are encouraged to arrange more trainings 
on nuclear security to increase the level of understanding.  

2.2 Responsible government organizations should prepare the minimum requirement 
of nuclear security for every facility which uses nuclear material to follow.   

2.3 This project supports the installation of equipment including maintenance for a 
period of 3 years after the installation of security systems from the OAP and the 
U.S. DOE. The OAP who is responsible for the project and participating hospitals 
should cooperate in preparing a plan to secure funding support of the project after 
the 3 year period to contribute to the stability in the implementation of the 
security system in hospitals which use radioactive sources.
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APPENDIX A  
ATOMIC ENERGY FOR PEACE ACT 

B.E. 2504 (1991) 
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APPENDIX B  
The Atomic Energy Commission for Peace Decree: method to maintain 

the security of by product material B.E. 2554 (2011) 
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APPENDIX C  
THE D VALUE 

Activity corresponding to a dangerous source (D value) for selected radionuclides 

Radionuclide 
D 

TBq Ci 

Am-121 
Am-241 
Au-198 
Cd-109 
Cf-252 
Cm-244 
Co-57 
Co-60 
Cs-137 
Fe-55 

Gd-153 
Ge-68 
H-3 
I-125 
I-131 
Ir-192 
Kr-85 
Mo-99 
Ni-63 
P-32 

Pd-103 
Pm-147 
Po-210 
Pu-238 

Pu-239/Be 
Ra-226 

Ru-106 (Rh-106) 
Se-75 

6.E-02 
6.E-02 
2.E-01 
2.E-01 
2.E-02 
5.E-02 
7.E-01 
3.E-02 
1.E-01 
8.E+02 
1.E+00 
7.E-01 
2.E+03 
2.E-01 
2.E-01 
8.E-02 
3.E+01 
3.E-01 
6.E+01 
1.E+01 
9.E01 
4.E+01 
6.E-02 
6.E-02 
6.E-02 
4.E-02 
3.E-01 
2.E-01 

2.E+00 
2.E+00 
5.E+00 
5.E+02 
5.E-01 
1.E+00 
2.E+01 
8.E-01 
3.E+00 
2.E+04 
3.E+01 
2.E+01 
5.E+04 
5.E+00 
5.E+00 
2.E+00 
8.E+02 
8.E+00 
2.E+03 
3.E+02 
2.E+03 
1.E+03 
2.E+00 
2.E+00 
2.E+00 
1.E+00 
8.E+00 
5.E+00 
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APPENDIX D  
Results from primary data 
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APPENDIX E  
Comparison of IAEA security objective and Thai security law 

Security  
function 

IAEA security objective Thai security law 

Detect 

Provide immediate detection of any 
unauthorized access to the secured 
area/source location. 

Provide immediate electronic intrusion 
detection equipment and continuous 
surveillance by operator personnel. 

Provide immediate detection of any 
attempted unauthorized removal of the 
source, including by an insider. 

Provide immediate detection of any 
attempted unauthorized removal of the 
source such as electronic tamper detection or 
continuous surveillance by operator 
personnel. 

Provide immediate assessment of 
detection. 

Provide immediate assessment of detection if 
have even such as CCTV and assessment by 
operator personnel. 

Provide immediate communication to 
response personnel. 

Provide immediate communication to 
response personnel such as cell phones or 
radios. 

Provide a means to detect loss through 
verification. 

 

Delay 

Provide delay after detection sufficient for 
response personnel to interrupt the 
unauthorized removal. 

Provide delay sufficient to enable response 
personnel to unauthorized removal by at 
least two layers of barriers such as wall or key 
locked. 

Response 
Provide immediate response to assessed 
alarm with sufficient resources to interrupt 
and prevent the unauthorized removal. 

To interrupt and prevent the unauthorized 
removal by response personnel, equipment 
and  

Security 
management 

Provide access controls to source location 
that effectively restrict access to authorized 
persons only. 

Provide access controls to source location 
that effectively restrict access to authorized 
persons only. 

Ensure trustworthiness of authorized 
individuals.  

Background checks for all personnel 
authorized. 

Identify and protect sensitive information. Procedures to identify sensitive information 
and protect it from unauthorized disclosure. 

Provide a security plan. Provide a security plan. 

Ensure a capability to manage security 
events covered by security contingency 
plans. 

 

Establish security event reporting system.  
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