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This study is the cost analysis of two Advanced Encryption Standard (AES)
algorithms on 32-bit and 64-bit Apple mobile processor by using iPhone5C and
iPhone7. Our analysis shows increasing in performance when expanding the block size
from 128 bits (AES-128) to 512 bits (AES-512). Similarly increasing the length of
encryption key to 512 bits and 1024 bits yields stronger security. Our aim is to analyze
the encryption cost different between the original AES-128 and the AES-512. The
results showed that increasing block size will give 1.21 — 1.64 speed up on iPhone5C
and 1.19 - 1.55 speed up on iPhone7 depending on the key length. Moreover, AES
512-bit block size shows faster CPU time in encryption than 128-bit block size.
However, the memory usage for encryption on all key size are similar. iPhone7 used
more memory than iPhone5C. In conclusion, expanding block size to 512 bits can
increase performance while this is also lower the cost on mobile device. This result

may have the benefit in improving the security of personal data by using mobile phone.
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Joudeyadiuyanalaeidelinii Rindael [1] dounanidusnasgiunazinalulaginayii
an3g0Lu3n1 (National Institute of Standards and Technology) ladauUasunlulniias
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Y A
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Y o o A

walulagludagdu e1avevily AES wuuRutuiitednfiniuindu wazillenianazaiunse
poasalasmaziedunIniy Usznoudulutegiuauisvluu iPhone way Android 1Uui
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6)

AeanIsdauenIsIATIzA1ldI18v8n1sNNITIdITiaL Uy AES Uil

Uszananadmivgunsailuuiadeudl TaeSoufisussninsdane3fiu AES uden

wun 128 Un iU 512 U

USuuseuszavsnmdanesiiu AES lagldudanvuin 128 On fu 512 Ja

amunanaua 512 O way 1024 In dmsunuamsiunssyiugs (TOP SECRET)

Fanosfin AES fiusulssdssdninmi awnsafiuuiinaendlddenionienan

(throughput) Tngla Block Size vu1n 512 U

danesfiuanmnsaifin-anvdagunuungualdmuanumeizanveasunudigly

feanns duusznaulume

5.1 noywaiifdnunzAnnnsiswesfstariuios

5.2 nayuaiidnvauzfugunsal Token Hardware iodnuwazianiziendnuaiyana
9718 NFC, Bluetooth, Fingerprint tHugu

maﬁﬂL%amaqaﬂuimaﬂﬁwuéﬁagiugﬂLLUU Faneifiu AES Afudenvuin 128 T v

U

512 elviidenld fignldauneldiedosilegfiamsuuuy (Tool Utility prototype)
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3)
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5)

6)

Ionaliaseianlddnevein1sinn1ssialuy AES vumiheussananadmsugunsal
wuuedeudl TnalUSeudioussuinedana3iiu AES Uenvua 128 9n fu 512 T
I¢sane3iiu AES fifluaonvuin 512 JafiliuSunasuiilarendsmiaenaiuinni
UdanvuA 128 U

Igsane3fiu AES Aifludenaunn 512 Sedilimnududeunnnnitudenauin 128 On
laoanasfuasuUseansSain AES ﬁﬁqﬁguwﬁmz& 192, 256, 512, 1024 On

IopSeatlegiansuLuuaEnnI15vie (Tool Prototype utility) uugunsel iPhone

widagndinmeluladidnsiaiiessiededninveanguunelae NIST ansgeisni
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- AERSWANNISRIUAINAY ﬁaaqagumﬁm (Symmetric Key Cryptography)

- UINTFIULAYNI5IUTRS (Standards & Certification)

- AERSNNSNOATHE uag ﬂ'ﬁ‘[ﬁmaﬂmuﬁummaqsﬁa;ﬂa (Cryptanalysis Security
attacks)

- anududiuda (Privacy)

2.1.1 AansWAINSgUANAY é’qaqqmmﬁm (Symmetric Key Cryptography)

Y] v o A a v v a . a °
wann1sveIN s UnUadeyanienqguati e (Symmetric Key) Aaagviinis

[Whswaniazudan (Block) Inenilsudanysenaumevatslud wiu 32-64 Tud 1Wudu Tnensly

& o

AdU (Secret-Key) Weniulumsidnsviatoyauaznensviateya (Encryption/Decryption) [3]

Y

fegaaiu Ls1TuAenidnsia Yune 128 On waziivennuauin 64 Tud (ae 1 Tud

¥
a

11 8 Om) Asudannuildadivwin 512 90 &9 512 O deggnunluuusasniy vdeniifiaaiy

a6

a v [ [ & =€ o v LY [ d'
817 128 U 19] 4 UapnN NaNINNUUNNINTITRINUAY AN 1

¥
VAU

=] o Y
G RRANRNG]

YDAUNLUNT A

Muil 1 wansuennisinsateya

Felunszurunisaensiadeyannszrinludnvauzifeafuwdsiunisindoundu
nszvunsTalsulieglusUaunislanadl

X : Plaintext (ToANUAWAN) = [X;,X0,X5,X g Xn] ;



Y : Ciphertext (Toanuununvsodnswal?) = [Y,,Y, Y5 Vg Yol ;

K': Key (NQYsIaU) = [Ky,Kp,Ks,Kgewo Ko 5

aunsEuduvessisaUnliadeya Y = £, ; | E : Encryption Function

a:uﬂm'%'méfusuaammamﬁai’faa&aﬂm% X = D(X) ; | D : Decryption Function

yspaunsauulalumenvas X = D(E, (X)) ;

TneUnBudAgfidnsiaiiivuauanaatulumudanesiiufiinistiswawuuuden
W Fadanesiiuiildwdnnisdnsiawuuudoniififedes 17w Data Encryption Standard
(DES) [4] wag Rijndael : Advanced Encryption Standard (AES) [1] Heanedanesiulisy
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Y U
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NAFNNITUIIAY Q%’ﬂﬁmmmil,t,awmmimiL%Wiﬁaﬁugm w1 tgluau
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2.1.2 11ATFIULALNIIUTDY (Standards & Certification)

1) National Institute of Standards and Technology (NIST) HuanarTuiidmun
wnsgruvennalulad n1sudluld w3enszuaunisyiiausag 9 Iag NIST WWuniiseu
ensdaansensemdedvesanizowing dnihilunisinwainudasndeliiguia
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WUU SHA [5] wagnsinsiiaunUniuy AES

2) Federal Information Processing Standards (FIPS) A®u1a531U¥0455Ua
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a [
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NS siaUnUason 1 snengainfan1anIgnm
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2.1.3 Anansn1snensiia waz n1slanfauduasvesdaya (Cryptanalysis Security

attacks)

nsrUIuNsShwanaUasadienisienseunqy 5 adenanmenu [3] Ae

1) n3¥nAnudu (Confidence/Privacy) Aie nstasiulallvigitliinetas wielsl

fiansnsuisdayatmansduuaugy

2) anuanansaniesldar (Availability) fie nMsdnwmineinsteyalvgdansly
U ahsafleyanaznaslanaonnuinng

3) anuenelavsen1ssnwianuaNysal (Integrity) Ao n1sundasdayaainnis

1aa S

v = A o v Y = v
LU Wﬁ@@@LLUa\TLLF#,LGUR]']ﬂQWINNﬁWﬁIUﬂ'ﬁLGU']O\TT@Ha

dl =t

4) msmuufiasanuiuianvey (Nonrepudiation) As I5n15HeaNITEdataya
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5) n137igausInu (Authentication) Aa n1snsIvaeuIndulianslunisidiis
k% 1 o [ 14
Joyaimasnianull

wagyInnadfemansn1Taensviateya LnggiIulyaIuIAIIevisvialnla

(Cryptanalysis) azanunsaswunsiinnislaudesnls 4 syau [3] o)
1) szdudenuundawminu (Ciphertext only)
- fheasedailiestermnudhstaunUawiniy
- dhgasatuideyalunsinsgives
- mmLL%QLLﬂiQ%uagjﬁ’umwwummmé’aﬂﬁﬁmﬁL%’ﬂiﬁaﬂﬂ%
2) sysuiideyadiuaumia (Know Plaintext)
- dhensstaiidenuiafuiazdennuundaiidngiuegduiunia
- HensetunsuFULLL (Pattem) Tumsiinsviauanensiia
3) szAuaeanasyiuunln (Chosen Plaintext)
- densstnunsiusanesiunsiaunta (Encryption Algorithm)
- HEATNLEINTOANALAY X kay astaauunta Y 1
4) szRunfsdaneiinaensiauntn (Chosen Ciphertext)

- fheasstunsudanesiinaensiaunta (Decryption algorithm)

- WeRSItNN DensEALe
2.1.4 anududauda (Privacy)

anududind WuwnAniduiiy amuiupsesdayariornudule o veudives

Inefiuszinudeaiuenudududnsenslidamesmnudldnuuuesetisdumesiis lng

I3
v oa a

faoguuiugruiuanuAaiediion (Libertarianism Democracy) filsimnuddnyfuanduay

ienmvesdalanyaaa (individuals) Wundn [7]
lusgduuiufvseinuansanududiudignnanifslunisussyy Intemet

Governance Forum lutieunuengy 2557 lagnia8911 Association for Progressive

Communication (APC) kag 11189714 Humanist Institute Cooperation with Developing

Aad

Countries (Hivos) lainaues1geuiiiiein Global Information Society Watch 2014 [8]

nanile MsaenLundeyadeasiugaiinea lnesieaualuinaiiaueanunisainig



Annnu N15EnsE T wasnsaenuunaniglu 53 Ussmamlansiudslszinalng uazilagy
anun1sainnsluUseiiuniietae a1y

- msihsgiuulanesulalivavsuyvevy
- nadhdunauazasvaeulsemvuuulanseulay

- AgAnAINannIsasaLuL AU uEIURIveIUTETU

9

- MSTIUNANAY UanseenNNeANARYTENTSNSEYlagEvEuaziaI A mYeslalan
UAPa
Y ! ° < v & Y a a va & 1%
gniag1en1siUseiiunisAuasesnnududiuiuasansdiuuanaluldmaula
Falau 1Wunsdl u1nsguulevieRuasesdnsdiuyana (Platform for Privacy Preferences :
P3P) Farinfugualag lanlidiiumsugesifien (World Wide Web Consortium : W3C) at
rauarwuzdlunujuanagligldimuawaz uusdudeyadiuynaaiiseusuladuiuled
wiodlinusnsTeliteiunndy wlevieanududiud (Privacy Policy Statement : PPS) Tng
paafimnuinlanaseiusenineglduinisuagdlausng Fesieazidenlagsiunanie s
gausunsiindeyadiuivseulsiuteyadiuyanaveusiugliuinis [9] lnelutagdu
wserednnoaulatuazinaluladiinsiUaeunlaiismss Ussneuivguiuunsiiudeya
fvannuany avhbiguslaabimvauladuussnuanududindungadu
ad vao = Y o < ! v & - v
Pnnguiil FIdedlalindnnisvesarududiudnduiugiu uazieslesiy
U

wiAlulad WieasegukuuvensinwanuUasnievesdeyaluseaugeluineninusil

Y

2.2 19NA15HAaTIUILNNYITD

TuunifazesureimAdeiiiodoazfnureson Mdudiud Aeudrnsuinld
Uspendldlusmineninug Tnsuansosdsmendiiolui
- U398 The Rijndael algorithm
- 974798 The Twofish Encryption Algorithm: A 128-Bit Block Cipher
- sy MsvhswaguLUY AES uumieUssanananatsunuiiieinusEansam
- 97398 AES-512 : 512-Bit Advanced Encryption Standard Algorithm Design
and Evaluation

- 9747398 Engineer Privacy



2.2.1 9747398 The Rijndael algorithm [2]

Tul A.A. 1998 Joan Daemen Wag Vincent Rijimen 6n33891iualdan Lalaue

v a =

v 1y a Aad . = P~ Y] ax &
aaﬂ@ﬁ/]llLsU'ﬁ‘ViaLL‘UUTUWQ@JLLQ?‘N@JWW?W@J%@?W Rundaet GUQG]@@J']I‘U‘U A.A 2001 9ana3NUU

[ A

lasudnidanain aanduimuauiasgiumeluladanigewsni (NIST) liiduuinsgiunis

WsiawuustanguIauiInsunueanasiiy 3DES 1an Msuliiganasian1slaud (Break)
waziagudean Rindael u Advanced Encryption Standard wseniidniulusiode AES

= 4 . 19 ¥ o ax o & | A Ny oA <@ ¥ 1 a wa
f9kbd Rijndael lmimaaﬂasmmwmﬂiwqm LLG]WEJ’E]@ILi’eNﬂ'J']iJLi’JLLa%i“UQ’]UQ’]EJELUVI’NUQUG]

fAatiy Rijndael Fagnianldivegraunsnanglulagdu

M990 1 AnENYYeIdaNeINiY AES

YuAUAEN 128 Tn

YUIANQYUD 128, 192, 256 U#
IMUIUTAULUNSWE 10, 12, 14 58U mmmmmmﬁi&ﬁ

Tasedsn9 Substitution-Permutation Network

Inendnn15vheuves Rijndael aguvseaniuy 4 ﬁf?umawé’m R

1. SubBytes Wunszurumsumuiiludlagldmisanisunud

2. ShiftRows nsideuludlunuiuairessisise State feoaniwndishetululuudazuon

3. MixColumns Haunaudayaniglunediutuiazneduivetansise State

4. AddRound key uineA1nuwatuumazsauiu 815158 State lneluseugavineaszld
AddRoundKey Wnu MixColums

wid1 AES tdu Aafivsziiuiiaulafigndunvundes 4 daudd 2001 Ai3ud

walulagnsussananawuy 64 Un aunedagiu ondivuy

- fhdaneifiuiionnuuugnatiuariuseuumsgu Tnsnszuauntsiemuaiatuluadsd
TinalulaBnisuszanamauuy 32 9n feulugailagtu Saneifiunsussananaidisia
waznansita ldanunsofeussansnm walulannsussananauuu 64 On Idognadui

- PRYMUNNYMINEYRIENIFRINTNT NImuRuviTeinudeennaluladnynngseenuen

Uszine vilidanesiiu AES smedssnsnmiunauaniniaissdu



- NAWanNE 256 f3useslag NISTuay NSA o1aliifisswese 13nnslauduuuaaian
S9aen1u (Brute force attack) ﬁ‘diza‘w%m‘wLﬁuma%um’luﬂgmmﬁﬁ (Moore’s law) [4]
919LU N13L8IAMazon Web Services (AWS) 1ninsuL@swiaas (Cloud Server Farm)
FreUszinana vizeweluladmsuendiudieiusuatammieg wuu P2 flduu Bitcoin

- mslaufuuy Cache Timing Attack #il#USinammivesteyaiirludadame Fasosld

Chosen Plaintexts 31u2uuNNIMansosa1uTuly Fanssusemuiidusoseniiaziin

a wa

lasalumau)on

Mnaided fiainimedinusdesnseenuuusaneifiuiaiuuszansnm fifang
NNIANASEIL AES Wufiunisiusesiiud® 2001 Tulssifiu Ysinasudilddenimig
a1 (throughput) LA UTELAUANNNUNIULINABNNTLANFEIEAIALASHE (Brute force
attack) tieliaenndasiunsldnuuumeluladnsuszananalugatiagtu lneilifaiym

FRIUNNY VLN UBIANITOLUSAN

2.2.2 $743498 The Twofish Encryption Algorithm: A 128-Bit Block Cipher [10]

HLTEIYEYAUNSIUNSHE Bruce Schneier Uazaniy laimudana3iiy TwoFish sie

YOAINTANDIUAY Blowfish NS 19U UL MALNY 3DES F99ana37u TwoFish AbasunIsLiy
. a a ' I o a X = 1 . [ =

AMUANNNSORTUTEENS IULIANULSILALAUNUNUNLALTY Tesou1 TwoFish 1Tunilalu

danesiuiidnseuluauutstu AES Fagndnlae NIST lnefiasuidud 2 509910 Rijndael

M15197 2 WiBuguAuaNBaEUad Blowfish Uay Twofish Algorithm

o/

AANEME Blowfish Algorithm Twofish Algorithm
wumuden (Block size) 64 bit 128 bit
vunRe (Key size) 32448 bit \fiudlaz 8 bit 128, 192, 256 bit
ANUNG 128 bit
ITUIUTOULTTVE 16 59U 16 59U
Taseasng Feistel Network Feistel Network

weLAN Blowfish 1935 naunaulnaiia Feistel Network, Key-Dependent S-Box

waz Non-Invertible F Function wnal8iu siau1eanasyiy TwoFish Iatfiudunay wianiai

TUannmunileg

Y
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- Pre-Computed Key-Dependent S-Boxes

- Relatively Complex Key Schedule

- Pseudo-Hadamard Transform (PHT) Faidluimafinandane3fiunsyga SAFER dulu
vilsludiiudeduAE SIufy

o

IAM1AINYTNUSANW191UVBS Mr. Bruce Schneier @989 nSnano19n15:915%4d

eXle

' o = & & A Lo Y] & o v v a
BYWUIN V‘!ﬂﬂ'ﬁﬂig‘i/n"\]ﬂLTJUL?@QV]U']&UI"\] IWULAYINUUTLLAUIIUIUTBUYBINSLUITAFUNNT

[

anieatuegiaunn fegredie Blowfish was TwoFish iadiasuruseulsd 16 seu A
WigenaudImemaranIsAwIMadamansadelvl uindadidnuuimnufnuuueying
floy wnfeg1sdane3fiu Serpent Fududusu 3 Tun1sudatu AES Beuillassiuazud
Saneo3fiu Rijndael wAUszHUAMUNUMUTININATT Faen1sHnsHaRa 2 Whves 16 Feife

32 59U

2.2.397U938 N1SNISHAAUBUU AES UUKRU8USTUIAHNANATSNULND LAY

Uszansnw [11]

lutnsfinen 2556uneente nesay ladauedsnisidisia AES fenuwazwIn
128 On VunleUszInanaratewny et S2 lnedasziuszansnmmiisUssunana
WUUVNELNUTBUR UL UL WAEY Fenadild anunsauiin Usinasuivinldsendamieiian
167 Snsteeuddeildnanndeeuddoves Mr. Angelo Bames [12] fidausnisifinusunal
uivildrenilaniieiaan (Throughput) ¥04n19Ldn59a AES UunteUsEIIaLUUNaY
unu Fresutsteyanudtiuveminsyszanana Inenaiilaiannsaiinamivilddenis
whenaldegiivssansamduiioiiu Fenaesuise Iinadwsidaluluniadea i
Aenfuussfiunsussaianasdauuunaieuny

NI IlATavindne inusiduiui e USinauiivhldsenile
wieian (Throughput) Vumtheussiianasuunaswnuyitldasaasdutodis wrgald
aunsansuszansnmmalulagnisuszulanauuy 64 On aldauld dmededninuesnisi
Sano37iu AES 1l4daevunn Block Size 71 128 Tm witdu feluinendnusissdosnisde

goAWIdBuuNugIumAlulagnsUssinanasila 64 Un vunihgussanananalewny Ao

'
[y

9aneo37iu AES Ngniiudszdnsamlvaniunsgiunasdediafignitvualag NIST
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2.2.497U798 AES-512 : 512-Bit Advanced Encryption Standard Algorithm

Design and Evaluation [13]

Abidalrahman Moh’d, Yaser Jararweh Wag Lo’ai Tawalbeh 173 %’Emﬁl,ﬁ'm

Usvaniamdanesiu AES Iaglainausnisidrsiawuy AES Tusuuuulnd@eazdiewiy

1%
[y

Y Y 4 LY a =1 % 6 a vV 6
s¥AUANNUABANBYBINISLNSIE NUIdeTANwlaglsudanauin 512 On wazldAguuin
512 U U VHDL 1nu9n51ia@ni89anasyiy AES 37117 10 S8U wlawSauieuisnist

AUNTISLUI5TE AES-128 WUULANAIEISABITLUULASINUTUNUIN AISHANVUIAURDNYINLA

o a

USunauivinlasaniianulonan JaAudulssuin 230% tazduiuagnendusig

1%
=

U a = = U U dl
aaﬂaimmmmﬂaamﬂmwwqwu

14 L4 <

NUIT8T 19U Ul IINITINNUSLENS A NDANSHU AES Avunaudan 512

Tm TUSLANTAMNATUDTI A9TULIAVIAINGITNUSTIUUIAATUIA NS IANHUUUAUIY

Y

Uszurananansnnuvis 64 U tialiusuraaunyinlanenidanulrgnaniuly hagtiy

YUINVBANAYLA WouUNTEUIUNsEUdumnua1eUade ielviliauUasnieuindeu

2.2.5 974798 Engineer Privacy [14]

Sarah Spiekermann wag Lorrie Faith Cranor latiauaussifumuauiduaiue

U ¥

wazhuIUFiRdmiunsaiesruuanuudins Tnendnisdymeanudududai
Aetuludinusmauidfufidauinauiniy Rerfungmnedifieg duuasnsufoalusedu
fmnzaufuarandudusivesuilng

Arnssuanutudind (Engineering Privacy) lauuseanidu 2 Ussunn fie

1) anududdilaguleuis (Privacy-by-Policy) fie 35n1siiudeyadiuynna
lnggaulunuleuganiiunisudslingu

2) anududiusilagaandnenssy (Privacy-by-Architecture) fia A15aAATSIAY

Y

Joyadiuyanaiaunsaszumaulauaziiunisinudeyawuulissydinu (Anonymization)

3 9 9

[ < v y v . = = ) ! Y (Y]
vunsdaiudeyauazyssaananeilagldau (Client) Faazinnuiludiudiseiugeuas
UnFohauIn

= & 1 Y [ [ ! v .
nnsanwrdnuinludagduurdnnisaududiuds Insuleuie (Privacy-by-

Policy) lasun1smeusuanaiagsiadiuuunnmsizinbilasuniuguiuugsnaniiegivy lng

Y
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ordevdnnsulsuearndudufidatmuatulneuisndodliuing ielimusadnds
Toyanuludsmvesglduinisla

911n91uided dlrgTaiinednudidaiuin mnefedisdnulugadag i
(Social network) #iguilnaunsdruniouiivzidaas auidudiusvesmniwiieuanfu
ANAEAINAUTY LU UIMsATetnendsaneaulal wlalda (Facebook) w38 U3N13EHIN
nldvasnuia (Google) Inglunisldauunsitsddugldsums desdusenligauanunsnidis
Foyadrusavesnuedld warungliuinisestiiandlunsdrdsndiiug 16 destoulouns
vosgliuinsiiesdvavivedlid Tnefiguslaaliaulefiageuulovne (Policy) veenisliau

va o =) ¥

satdugIdedearandaineTesdiosuluu (Tool Utility Prototype) NUs398anasfiutasy

Y
[

UseanSam AES annInenfinust azviglunseuiunisundesanaududiuds (Privacy) lag
msdsialndviaenaislag neuduludnnudedliuinisene o enfiviu giia aseuden

(Dropbox) Fsaunsavilédedu vugunIalaun sy (iPhone, iPad or Android)



UNA 3 250 8uUN1578

3.1 LUIAIUAR

Ya v

NNguiuazuidennanutienugideiianuaulanazasiuag dnauenis

WATIERAlEI8UIN15TINTUNTHALUY AES vundigUssutanadivSuaunsaliuy

WWAIUN LalUSuuLNeUsEnI199anasyiu AES Udanuus 128 Un AU 512 On @48l flow

architecture a1

1.

3.

4.

5.

Interface n15199 1140w i0S Application L38ulneg XCode vin4ruuy iPhone lagdl
Sane37iu AES-128 waz AES-512 Mdeulaentwn C Wu Library Weamds

aunm (Input) 914 Plaintext ¥nAaen15Us9a wse 19 Ciphertext vnfABIn1snensiia
fifidonvnanguatiaziinsiaviensnsiia wazwun Block-Size 91T Interface
1Ane (Output) 9z18u Ciphertext nsdivinsia vise 1Uu Plaintext nsdinansia

LaAINg Cost Analysis ﬁLﬁmmﬂﬂﬁﬂizmamauuqﬂmaﬂ iPhone

AawanIlunIng 2

cost analysis cost analysis list
> - Speed up
- throughput
- Cpu use
iPhonesC iPhone? - memory use

CPU 32 bit | CPU 64 bit

=
—

| Qutput

KeySize
128 bit Algorithm AES
KeySize —» Elock Size 128 bit [—»
Plaintext 192 bit (module C)
«interfaces 256 bit cinterfaces Result

S E

h

mput | ___ Output Plaintext
i0S App KeySize i0S App o
Xcode % si2bit _ F Xeode Clpnerext
‘IL Keysize T Pl !
Ciphertext| ™ 1024bit T i _Algorithm ABS 1
» || eeEeE=a - —, Block Size 512 bit ¥
- ?oﬁeﬁ - -._ 1 (module C)

AppleWatcn)!

I:I AES Original i i AES vivlszangamiaagida

AN 2 kang flow architecture NMNSINVBINITHUSHUMIBUNITINSATENINI0ANBINL

AES VAanauue 128 Us U 512 U9



3.2 NN592NUUUY

14

NITUIUNITODNLUUANDANINUTENBUAIE 2 @2U AB N1 implement algorithm

AES Wuguuuu 512 90 waz nszuiunsasienaualnaulngisaniema

3.2.1 15 implement algorithm AES tiiaUszansnmdusuuuy 512 Jn

13 implement algorithm AES tJuguuuu 512 Tn @ 7 nsguiuns deil

1) ﬂiBU’JUﬂ’]?ZJEJ’]EJ‘Uﬁ’e]ﬂ

[V

Wunszurunsiieinuszansamus s unyin Lo s ondanuieral F9udLAnnig

Uszunanail 1 state ¥99 AES zilvuna 128 Oa laeddnuwazidussisd 2 1R vudadiin

wnsgrutuliasiaaziiog Nb lud lng Nb = 4 fatiun1539svinly state § throughput

17U F9dINIsLLDIkaARdUTIUERINANAY fanansly a15799 3

M990 3 WSsulsurueued State SInesane3TiL AES-128 uay AES-512

AES AES Blocksize 128 bit | AES Blocksize 512 bit
Nb q 8
Row 4 8
Column 4 8
Byte 16 64
Bit 128 512

NNATNTRAUSaNDIANESIUsEANT A lnlanunsaleueglugUeniisd 2 IR lanwialudl

AYUR LA S = ludusazdaluesise

r=nNELEInd |0 <=r<8;

C = MNYaIAANL | 0 <= ¢ < 8;



Sgo | Soa | Soz2 | Sos | So4 | Sos | Sos | Soz
S10| St | S12| S13| S14| S1.5| S16| S17
S00 | Soi | So2 | So3 S20 | 521 | S22 S23 | S24| Sa5| S5 | Sa7
S10]S11]|S12] 513 | | Sag | S31| S32| S33| S34S3s| Sag| Saz
520 | 521 | S22 So3 S40| Sa1| Saz2| Sa3 | Saa| Sas| Sae | Saz
530 5311 532] 833 | Ss0| S5.1| Ss2| Ss3| 854 Ss55| Ss.6/| 837
Se0 | 561 | Se2 | S63 | Se4 | 563 | Ses | S67
Sto1 571 S72) S73| 574 S75| S76| S17
\ J o\ J
Y Y

AES state: 128 bats
AN 3 LERIANEAE state WSHUBUIUINVDIUADN T899 AFS-128 waz AFS-512

7899106 state M3URDNYBIDANDINULASUUSEANS A Indvun 512 Tn wa

VYo o

AIvedniunadaduileidu AESBlock512_Encryption() drusunisidnsalaganunsaide

(%

Tusy pseudo code lanail

New AES state: 512 bats

BEGIN

END

byte state[8,Nb]

State = input
AddRoundKey(state, w[0,Nb-1])
FOR(round = 1 step 1 to Nr-1)

SubBytes(state)
ShiftRow(state)

Mixcolumns(state)

( byte output[8*Nb] ) AESBlock512 Encryption ( byte input[8*Nb] ,Word
w[Nb*(Nr+1)] )

AddRoundKey(state, wlround*Nb, (round+1)*Nb-1])

END FOR LOOP

SubBytes(state)
ShiftRow(state)

AddRoundKey(state, wlround*Nb, (round+1)*Nb-1])

Return output = state;
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lney3dgazaiureainy  SubBytes(), ShiftRow(), Mixcolumns(), AddRoundKey()
Yo49ana3niN AES Tuddudnaly

1) nszuIumsunudilug (SubBytes)

ndngifuldaraudenatiisd 2 37 wuin 512 O vide 64 lud Tuanudiiu Gy
utaglud asgnunuiiosnadasesianu Tagldmaansunudl s-Box auasuvis 64 lud auans

Tunni 4

S —  5-Box0 ——» S'p;
S5y ———» S5-Box1l ———» 87y
Sz — » 5-Box2 ——» 575
Sz ——— » S5-Box3 ———» 8735
Sij ————» S-Box4 —————» S’4;
S5 —— S5-Box5 ————————® 8’55
Sgi ——— p S5-Box6 ———— » 575

S?,i -  » S-Box7 —mmmm» S,?,i

AN 4 LEAIFIDE1NITLNUTNLARL DAlAgTER1T19NITUWNUNA S-Box

2) ATTUIUNITROULDD (ShiftRow)
o | al & A a S I U fav v ° '
RINHIUNTEUIUAISUNUNLUA iewdeuAidnvesudon wadnsile azinlug
A & aac =~ ° A & | v ) ) a
NTEUIUNISLEBULDD T9835N15A nswaaulud wiazwalunedeludneaziundu Tneh
WOILINTIAIALAUILAY 1037 2 AzdaUlY 1 A1sud wadl 3 azvdauly 2 dunde Lo

dalufvzideuiintudnuaiay 1 s laufawagaring daandunmi 5



H Sop | So,1 | Soz | So3 | Soa4 | Sos | Sogs | So,7 |4_|
’_‘ S11 | S1z | Si13 | S14 | S15 | Si1s | S17 | S10 |4_|
| S22 | S23 | S24 | S15 | Sag | 827 | S20 | 821 |
| ]
’_‘ B33 | S3a | Sas | Bags | S3,7 | B30 | S3.1 | 532 |4_\
’—‘ Sss | Sus | Sas | Ss7 | Sao | San | Sea| Sz |4—|
’—‘ S5
’_‘ Ses | Ss7 | Seo | Se1 | Se2 | Sez | Sea | Se.s |4—|
’_‘ S17 | S70 | S71 | S72 | S73 | S74 | 875 | S7.6 |4_\

AINA 5 LEAINTEUIUNITIRDULED

Ss5.4 | 857 | S50 | 85,1 | S5z | 853 | Ss54 |4—\

3)  NSEUIUNSHANADALL (MixColumns)

17

VRIINHIUNTEUIUNITHOULA e AsuA1TnveIuden wadnsilaasillug

nsrvuMsLUastayatiavaedutl 39isn1sfe lunsazaeduiasusenaumayn

v

VBUAITUIU

8 Tud Masalunvuuuuilas GF2") Inerhmunuillugausmenuiy ak) Afidaneda

WA

alx) = [02]x" + [01]x° + [03]x° + [01]x* + [01])° + [01]F + [01]x* + [01]x°

Feanunsodntuguveaumsndlaidy

-S,U.r:_
Sll.c
SIZ.C
3,3.0
314.0
3,5.0
S,E.c

[
§ 7.0

01 03 01 01 01 01 01 02
03 01 01 01 01 01 02 01
01 01 01 01 O1 02 01 O3
01 01 01 01 02 01 03 01
01 01 01 02 01 03 01 01
01 01 02 01 03 01 01 01

MW 6 uanansndnsauteyalunsfilflenug alx)

02 01 03 01 01 01 01 014

S0
Sl.r.:'
S2.c
Sa.c
Sa.c
SE.E‘
Se.c

01 02 01 05 01 01 01 O1

_S?.c_



= = Y dsj
wioanansaleulugunisaamyunulaail

S’0c = ([021%S) D ([011%S,) D ([03]*S,,) @ ([011*S;,) D ([011*S,) D ([011*Ss) D
([011%S6) D ([011*S7)

S’y = ([011*Se,) D@ ([031*S, ) D ([011*S,0) D ([011*S5) D ([011*S4 ) D@ ([01]*S5) D
([011*Ss )P ([02]%S7.)

S5 = ([03]*S5,0) @ ([011*S; ) D ((011%S,,) D@ ([011*S5) D ((011%S,,) D ([011*S5.) D
([02]*Ss) D@ ([011%S,,)

S5 = ([011%S) @ ([011%S,) D ([011%S,,) D@ ([011*S; ) D ([011*S,) D ([02]*Ss) D
([011%Ss0) D ([031%S,)

S = ([011%S0) @ (01175, ) D ([011%S,.) D ([011*S5,.) D (1021*S4) D ([011%S5,.) P
([031%Ss0) D ([011*S;,)

S’sc = ([011%So) @ ([011%S, ) D ([011%S,,) D@ ([021*S5,) D@ ([011*S,) D ([031*Ss,) D
([011%S5, )P ([011%S;,0)

S6c = ([011*S,.) D@ ([011*S, ) D ([021*S,) D ((011*S5) D ([031*S4 ) D@ ([01]*S5) D
([011%S6) D ([011*S7 )

S = ([011%S0) @D ([021%S; ) D ([011%S,.) D ((031*S5,.) D ([011*S4) D ([011%S5,.) B
([011%Ss0) D ([011*S;,)

18
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4) NIEUIUNSUINAINLA (AddRoundKey)

[ J ¥ 23 ! A o £ Y o i

Junmsuanainuainlluuden Tuwdagseuiiviinisiinsia 3nuiuseunltdlunig
N SRARARIRINNTIN 3 AveanauangldimunszgniiluiiunssuIuMIvee TN NSy
neyua (Key Expansion) aglluguiuunisnasnusenayiatieasiviavan Nb(Nr+1) 1350 Fam1s1g

anvsznauanlaazirlulgvin XOR Au State fiazAaduil auAsU Nb Aadutllukfazs0UYD

N13 AddRoundKey fananslugunIIAILaNs

[S’O,c S, S2¢4 ke 78’7,0] = [SO,C y OLes O2,0y +nen s 87,0] @ [Wround*Nb+c]

M13197 4 4aneduauseuluNISNSEYRINYMATUIAAIN 9

Round Number Round Number
Key size
AES-128 bits AES-512 bits

128bits 10 4

192 bits 12 5

256 bits 14 6

512 bits 22 10
1024 bits 38 18

5) NITUIUMIVEIBIUIANYLA (Key Expansion)

< = Y P v 1Y) ]

Junseuiunmsnssunisednasenguadiieldlunssuiunisidnazaansialunsaz
FOU AT NNYEINFIINNIUTUADUNITVEI8VUIALEIITNIMUA ND(Nr+1) L35a Faudeu

wanase [wil lnglinguueadsaiifian i deenin Nk WdAwiduanayualsnesaugld

AmuadIuA1dY o Nvdeazgnuiadu 2 ngu Ae

[
=1

1. nguveaisedian i iuduuminues Nk Tl
wli] = {Subword(RotWord(wl[i-11)) @ Rconl[i/Nk]} @ wli-NK]
2. nauvesAsafivdedian i ldusunuhwes Wikl
wli] = wli-1] @ wii-NKk]
Falunsvuunstasiinsldileddu 2 Heidu 18un SubWord) waz Rotword() Ime
flafdu subword) azsuisauwin 8 ludifierluwlasiremsaunudl SBox duilaidu

RotWord() 3¥3URSA [0, a1, ay, as, aa, s, ag, a7] M wawNsaeausrdsuiunaulmdu
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(a5, @y, a3, Ag, As, A, A7, A] UBNNLTEINSIFOSIsTvesdsaNTuAtAsSnI Reonli] ¥4

(%

915L36Tlussyen [X, {0,01, {0,0}, {0,01] Tned x dAudu 02, way i SAdaus 189 10

[

anunsalisulusuuuy pseudo code lanail

KeyExpansion ( byte key[8*Nk] ,word w[Nb*(Nr+1)] )
BEGIN

word = temp

i=0
WHILE (i < Nk)
wli] = word(key[8*1] , key[8%i+1] , key[8%1+2] , key[8*1+3] ,
key[8*1+4] , key[8*1+5] , key[8*1+6] , key[8*1+7])
i=i+1
END WHILE
i = Nk

WHILE (i < Nb * (Nr+1))
temp = wli-1]
IF (i mod Nk == 0)
temp = SubWord(RotWord(temp)) XOR Rcon[i/NK]
END IF
wli] = wli-Nk] XOR temp;
o= i+1

END WHILE

END

6) NITUIUNITNBATIA(decryption)

Wunszurun st leme SN T97au1iIN s UIUNIT o UNSUT UMD U SHATINA1ILN

Turhausnianus Tee@euludlmdu
~ InvShiftRows() 1dunszuIunsulasuniuiu ShiftRows() Tasnisvdunauaiu

AINNYN

~ InvSubBytes() 1unszuaunsuasniuiu SubBytes() Fudu S-Box Bnmnsns
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- InvMixColumns() ifunszuiumsuuasnifufiu MixColumns() Gsogluguves
wyusveslsiazaedu Ingthmyuuildlugasenun a’(x) Admesiniy
a’(x) = [0E)X + [01]X° + [09) + [01]X" + [0DIC + [01]X° + [0BIx' + [01]X°
- AddRoundKey() [ilstuinynyinnisuuasmndy

[

N3EUIUNITNRNsTE anusaleulugy pseudo code lanadl

( byte output[8*Nb] ) AESBlock512 Decryption ( byte input[8*Nb] ,Word
WINb*(Nr+1)] )
BEGIN
byte state[8,Nb]
State = input
AddRoundKey(state, wINr*Nb, (Nr+1)*Nb-1])
FOR(round = Nr-1 step -1 downto 1)
InvShiftRows(state)
InvSubBytes(state)
AddRoundKey(state, wlround*Nb, (round+1)*Nb-1] )
InvMixColumns(state)
END FOR
InvShiftRows(state)
InvSubBytes(state)
AddRoundKey(state,w[0,Nb-1])

Return output = state;

END

3.2.2 nszuiunsasanualnipulagidaniawa (Token scytale generator)

s muALaEININTERY (password) Yasltmuiulagunid msiiaauendlien
171 8 M9nws wazlilunguadfinnunuiensearaaladeiananasInIsaNyw
FWARIY M30N15dUNNSHARIUAINLASEeHe (dictionary attack) Felunaufufudienaidu
d‘ 14 M ¥ o o s a 2 [
Se3en wsghldaulilaimuauazdn password wedede wagzUIuuduI password

a' o 19 Y a o A A =% & & ¢ a a X Y a A
VlLEJ’ejzLLazSJTJmﬁmﬂmﬁmﬂﬂmmauauwiaau "'(NﬂLUUL%ﬂﬂqimwaqﬂLﬂﬂcﬂulﬂ'ﬂiﬂL@J'E]
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svoznavhuluuiu fdunisld Token Baelunmaiivsdainuiadufieonwumands iflo
gl liliresandnsiany

Immﬁug’m NSYUIUNTTAIIIIIE (key-password) %aguuumﬁmﬁ’h $ 1 key 7
gauardudou fralaenserenszuiu aalansas (brute-force) Maduiilovnluduiias
AU TANDINNATINYANYUITIARIY LAgafy NITUINNITATINAE 2 Usehnn ADSIERIY
fimnnsiunnglinuviensanss sndnwal (dentity) 1nglday wazeesiiaosie
saruAnaNMsduynansnnannenssueniauag 1w Intel, AMD, ARM Taogfideth

LUIAATIIER NN TINAU (Hybrid) Tun1sa$neneayua (token generator) eanuvilayn law

YA v o

Wvpilerevannisitnsaluulusia (Classic Cryptography) Afie @nnewwma (Scytale)

Y

wUsuldiiieasanauliiianuwandrsainnisdugnanisanantinenssugsauisifies

1AL VANNITALANVDIANIUNG ADISUIMNULIUINUTOULYINNDASHALNDDIUVDAINY

v v o 1 |

YPnwsiuandsregawiiuiduseuNvILn ans A S e iukazgneule ety

(% ]
L% o % = =

Fednimdnnistiunldienausianasviinlaeldynsnusengnussyedly maudugiu

Y 9

N

e3°

Y8439 AH U InguAaAI8NYIV0IIHAINNTEUIUNITTIRLYNUNINALlY Feusazluddl
SLYLVNINAUANYNMVDITHAUY LU SHAINNNTLUIUNITINAAIUYINANNY 7 $29N18ST

Aty Snvseinsnazgnunsnadludsiumiad 7 vesyndnuszain nAudnuseiafaesay

gnunsnasludaiuviei 14 veenvszan Indauluduilluauisigarine

AT 7 SnYUENISITITRERIURANNITUDY Scytale

A157190 5 WSuLiiuanuzed Token wag Scytale

LY

Token Wiguiaiiou YASNYTLUULAUNIVBIAN BN

yagnvseilunszuaumsdn | Wisuallow | Shusysvauiileguuduinves

anigwnag

AMNEvRgRsnvEily | Wisuailou LHUTOUNYDIANVA

ASZUIUNITAN
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AU NTUNDUAIAUNISHNATUDNUTL LANIAINITIN 6

A19197 6 LAAIFIDENY AIFUNISNENUYASNUTE

1 | Password String
Ex : “LoveCat”

(7 byte)

Token 512 bit (64 byte) and 1024 bit (128 byte)

Bob B, B, B; By By By, B, .. B,

2 | InsertKeytoToken

Bo B5 L B7 BlZ o B14 847 t B49 Bh

Result key 512 bit

Result key 1024
bit

NNNTEUIUNTTIEL asnsadeulugusiadien (Pseudo code) laRadl

[

BEGIN

int:x=0

ENDIF
ENDFOR

END

(byte newpassword)Gen KeyScyTale(byte token, byte password)

Int : len_token = length(token)

int : len_password = length(password)

FOR i = all the characters in the password
X = x + len_password
IF x <= len_token

token[x-1] = password[i]

newpassword = token

Tngnszuumsasesialnauiiiauediinszuiunisdudouninisnisnisiiye

9NYTENIA0UNANIADINYTEAUBEINTHUIY F1913UIAUNNTBINTIBNUTENAMUALAY

dldauvialy (User Error) ivuaidudmseusgloanifmunungidu “ILOVECAT”, wnsnd
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(matrix) “MyBirthDay1978” %qﬁﬂﬂgjmsﬁwaﬁaLﬁammmiﬁamu (dictionary attack) wag

LeNuEE Ydnvseiiassyinlalagdne

3.3 NSNAIUN

NNITLUIUNITOBNUULLALVEIBYWIAUARNTINA 1IN 9dL FITeldasamieils
(Utility Tool) YUNLNONAZDUNTEUIUNIT LA LASIEAANLT918989n1591N SIS HELUU

AES vuniisUssaianadiniugunsaliuuiafoud lngiUSeuiiouseninadanasny AES

(%
Yo a

UdanuuIn 128 U AU 512 Un lesail
3.3.1 1AS9NBN LY

AU TR

- Clanguage

- Objective-C ( Xcode )
gunsailimaaey

- iPhone5C

- iPhone7?

3.3.2 AN1SWAUN

lunszuiunis implement danea3#iu AES vuiauden 512 O vugunsaliiede

iPhone7 wag iPhone 5C &sil specification $3151991 7 1 a@ansawusnsiaun iy gos

@ Ao @ interface Fuluzuuwuunisldauuugunsailiefie wazdiunisuseuianaves

2ano39U AES NdnSUNISIUwarnansvid

A9 7 LLamsi'J’ayJa Specification ¥84 iPhone5C Iag iPhone?

Specification iPhone5C iPhone7
CPU ARM A6 ARM A10
32-bit architecture 64-bit architecture

Dual-core processor 1.3 GHz | Quad-core processor 2.34 GHz

Ram 1GB 2 GB

iOS 10.2 10.2
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1) dnved interface Jldanunsadonvuiauden wavvuiangua dmsulnaiseanis
W3 dnnsuanara log file Yosn1sidinsialaznensiaufazaSdLandliiulisvunves

Joya vuIAUAen wazuuIAnywanld saudia throughput uarszezalunisUssuiana

1%
v

nszuaunTliaulagly Xcode wuu Native application tiieliasuUszansninues iOS Ui

(%
LYY

iPhone5C wae iPhone? lonvign lneiladuduneunislidanudasieoluil

APUTURDUNTT MU ANDS VUL NS AU iPhone AawandlunIng 8
1. 1390 File NRRINISINTIHE/DDATHA

a < a v Y Y a & a
2. @0NIUNUABNTNABINTSIINTHA Ap 128 T %38 512 On

3. Lﬁaﬂmmmqiguﬁ]ﬁﬁaamﬂ% A 128 Un, 192 Um, 256 Us, 512 Un %58 1024

()

#

A 1

4. 1@en11aen15UnlY Token Authentication v3eli alunsalldald azlganu
AU Apple Watch lun1siius Key finiunisasnanguaguuuu Scytale 7ild

nam U lunaudu

[ \
L] [ [ ] \

®0000 TRUE-H = 10:50 PM

eeeco TRUE-H & 12:03 AM * 49% T4

Encryption X

‘;, e blocks PERIY Type blocksize 512 bit
use token >

‘v-i: 28|AES-192 NIV EM AES-5 ;‘v,: 1 ‘

Encryption J

Key: 32byte , 256bit

8BOOE 1 E76B2413958B00E1

Encryption

/a - 4

,//

il 8 uana Interface n13lde I Algorithm U iPhone
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00 TRUE-H & 12:03 AM

Encryption

! ksize 128 bit [RIGEREFEES P

use token

Key: 32byte , 256bit

Encryption

N e———

AWH 9 Lans Interface n3alld Token Authentication

2) duves Algorithm Tunisidnsa Wawlagldnw C Sdnwazidu lbrary Favzgn
Senldaulag Xcode Wavinsiiisansenansia aziin1sduiiniiansudukazlIadugn

1l weltlunszurunsman throughput wazal speedup 71k9 asansluning 10

timestamp
start.end

plaintext | €-------------- ( byte output{8*Nb] ) AESBlock512_Encryption

LibC .
_ # .
AES Blocksize 512 bit { byteinput[8*Nb] Word wiNb*(Nr+1)] ) ;
XCode8 H » )
i0S App Interface ( byte output{8*Nb] ) AESBlock512_Decryption
i *Nb] Wi Nb*(Nr+1)] ) ;
IF Blocksize { byteinput{8*Nb] Word wNb*(Nr+1)] ) ;

CIpheffaRE| -=+====+===+=1 » | 128 bitor 512 bit

( byte output{4*Nb] ) AESBlock128_Encryption

Lib C
-— ' )
" i | AESBlocksize 128D | ( b 1ginputf4"Nb] Word wiNb*(Nr+1)] )
{ byte outpui{4*Nb] ) AESBlock128_Decryption
— e —— { byteinput{4*Nb] ,Word w[Nb*(Nr+1}] ) ;
Encryption Process Decryption Process

AN 10 LRUAINLANINTEUIUNTINUTUNNSINTHE Laznanswauy iPhone



UNA 4 35MSNAADILATNANITNAADY

4.1 35n15NNaBg

i

w&1917991115 Implement Algorithm sisaesdauiind1aundnedundy TPLEREALY
Application Tool Analysis Ailgana3fiudnswawuu AES FavhemuwmiieUssuianad msu
gUnsniluuLAdeufl iPhone5C fild CPU 32 O uay iPhone? ild CPU 64 U0 uagsinnis
Wisuflsuseninedanea3iiu AES udenauin 128 On U 512 On 1me Tool azuans Output

faelUdoann1amtnee AN 1WA 11

Type = Encryption / Decryption

Block Size = awwnudeniiiendista/oensia

Key Size = wwanguandendsia/nonsia

Time = nanfldlunisdsta/aensia

Throughput =  USinasnuivildsendamienian

Speed up = Throughput AES uden 512/ Throughput AES uden 128

seen TRUEH 46 141PM

Statistics

AMF 11 wand Output interface 983 AES algorithm uu iPhone
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nmsmUsununsiansnens laun CPU wag RAM anunsavilalagly Analysis tool

299MUsHNTU Xcode AIWaRIlUNINg 12

=) (5] Memory Report < >

Memory Profile in Instruments

Memory Use Usage Comparison

W Enri
1 1 131 MB
3 . MB I Other Processes
0.8G8 539.1MB

Free
- 462.8 MB

Memory 5.7 MB
Duratien: 1 min 30 sec

High: 15.7 MB

Low: Zero KB

E = I 2~ L 1|0 < |EHei

AT 12 uang Analysis tool ¥alUsunTU Xcode

4.2 NanN1INnaag

4.2.1 N5W38ULiEU Speed up 5EMIN9daNBsHN AES udan 512 Un waz 128 On

INNNSANYINULN 9anNasTu AES Udan 512 U9 danuisilunisidnswainin AES

v oA

vdion 128 On Femnudalumsidhsiaduedivgunsaiild WefiansanuSeuiiay Speed

=

up Yo AES USen 512 9n sie AES uden 128 On nuinasil Speed up HindunuwATeq
foyadld ileifutugeanudaazdansii Gsuu iPhonesC fd1 Speed up avanidioldteya
UM 256 KB waguu iPhone7 diA1 Speed up qqqmﬁﬂ%’%agammm 1024 KB fanmidl 13
LﬁawmaaumiLsﬁﬁﬁa%'aagaﬁum@ 1024 KB lngldnauavuin 128, 196, 256, 512
uaz 1024 U% WU VU iPhone5C §1A1 Speed up 1.21 - 1.64 wazUl iPhone7 &A1 Speed

up 1.19 - 1.55 lagdn Speed up aNRINNUAIINEIVDNYUINLY Aenmdl 14
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(@ Speed up on IPhone 5C

EData 64 KB EData 128 KB OData 256 KB EData 512 KB BData 1024 KB

(b) Speed up on IPhone 7

Speed up

(%)

Key size

AData 64 KB 8Data 128 KB OData 256 KBBData 512 KB #Data 1024 KB

A 13 n91vluand Speed up Wielddayalunisitisiasaus 64 — 1024 KB lagldnayua

UM 128 — 1024 Us VY iPhone5C wag iPhone?

Speed up at encrypted data size 1024 KB

ot
[=4

= -
=] -
B

7]

& L4
(=
5] 1

3 L

1§

I38hts  192hite  256Tits  512hits 1024 hits
Key size

OIPhone 3C  mIphone 7

A 14 n91vluans Speed up Wislddayalunisiiisiavunn 1024 KB lngldnauavuia

128 — 1024 Us U iPhone5C whag iPhone?
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M99 8 wanaAn Speed up Weldtayalunisidnsiavuin 1024 KB lagldnyuazuin

128 — 1024 Us U iPhone5C whag iPhone?

Speed up
Key size
iPhone5C iPhone7

128bits 1.64 1.55
192 bits 1.51 1.46
256 bits 1.45 1.40
512 bits 1.30 1.27
1024 bits 1.21 1.19

4.2.2 nswW3suiisu CPU Time 52n3199anasiiu AES udan 512 Un uay 128 On
MIIAT1ERnIsle CPU vassanesiiu wudn wedinsidenldsanesiiu 2 uuy
iiens1ns1d CPU 100% ausifiunsiadedu defiansan CPU Time wui
Ul iPhone5C ane3fiu AES uden 512 Jadl CPU Time Weounin AES uaen 128
U Useanad 2,008 - 3,584 Hadiui
UU iPhone? 8anea37iu AES uaan 512 Unil CPU Time to8n3n AES Udan 128

Um Uszana 330 - 550 fiadiundl Fansldnguavualugduasiiunnuunnmiewes CPU

Time NUINVU AININA 15

(@ CPU time on Iphone 5C (b) CPU time on Iphone 7
25000 10000
. 20000 . 8000
= 15000 5 6000
5 :
= 10000 5 4000
& B
~ 5000 ~ 2000 ==
--P
0 0 -
128bits  192bits  256bits  SI2bits 1024 bits 128bits  192bits 256 bits  512bits 1024 bits
Key Zize Key Size
=i Block-128 =@= Block-512 e Block-128 == Block-512

AW 15 n31Lans CPU Time Wisuiisusewing Saneviu AES uden 512 uay 128 On
leldteyalunsitrsiavunn 1024 kB Tneldnauaruin 128 - 1024 9 Uy iPhone5C

ey iPhone7
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AN5199 9 LanIA1 CPU Time wsuiisusening 9anasiu AES Uden 512 waz 128 Un
dieldvayalunsiinsiavuin 1024 KB lagldnauavuin 128 - 1024 U uu

iPhone5C tay iPhone?

Key size CPU Time (ms)
Devices
(bits) AES-128 | AES-512 | Different time
Key 128 5134 3126 2008
Key 192 6207 4099 2108
iPhone5C Key 256 7328 5060 2268
Key 512 11664 8959 2705
Key 1024 20356 16772 3584
Key 128 914 588 326
Key 192 1106 756 350
iPhone7 Key 256 1287 916 371
Key 512 1993 1563 430
Key 1024 3440 2887 553

4.2.3 nswsuiisunisldniaeainuinszudnedanasiiu AES uden 512 Oa uaz
128 Un

nan1sAnuInslimheanudwesdaneiiu wuin Wevhmsidsiadeyadivun

Wiy Sane3fiusis 2 slefinisldmisanuslaiunndnety uidlefinnsangunsal asdiudn

iPhone7 fIN1519%1I8AUIIUINNTT iPhone5C AN 16



Memory usage

=) .
= 3 iy
q';' - . rm
%J ﬁ "—— a
e "

(]

g8 2

a 2

ﬁ; i

128 bitz 192 bits

=fi=1Fhone 5C Block-128

wfp=TPhone 7 Block-128

236 btz 512 bits

Eey size

1024 bits

IPhone 3C Block-512
IPhone 7 Block-512

32

AN 16 NS MLaAINISITUUeAMNINUTIURBUTEMING 9ana3Tu AES Uaan 512 Lag

128 9 lelideyalumsitrsvianun 1024 KB Tnegldnguavunm 128 - 1024 T vy

AN5199% 10 LAANIAINSIINEIBAMNTNUSUBUTENINS anasTu AES Uden 512 way

128 9n Welddeyalumsithsarunn 1024 kB Tneldnauasun 128 - 1024

iPhone5C Uag iPhone

U9 UL iPhone5C wag iPhone?

Key size Memory usage (MB)
Devices
(bits) AES-128 AES-512
Key 128 5.97 6.07
Key 192 6.13 6.10
iPhone5C Key 256 6.13 6.06
Key 512 6.20 6.00
Key 1024 6.20 6.06
Key 128 8.17 8.46
Key 192 8.40 8.17
iPhone7 Key 256 8.33 8.67
Key 512 8.53 8.46
Key 1024 8.46 8.60
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4.2.4 nMswW3suiisuUsunanislduunnadsewdng AES udan 512 On waz 128 O
YUY iPhone7
nan1sAnwUSuan1slduunnedvessaneiiiy Tnalsouiiisuiaiviale
LUAABIanas wuin sanesiiua 2 wilefleasinislduummeslunisvhauliiunndistu Tne
Fns1mslindsauazegil 11 - 12 undl se 10% veauunined urlusninislingdaemi
winfuaziiulsinudenvunn 512 Jn sgivTnmanuihldtevianhenaginitudon 128

Jm PN 17

(@) Time at 10% battery using (b) Throughput at 10% battery using

800 16

o © o &

Time (s)

Throuhtput (mbps)

H HI 1 Y

[ RS

128 bits 192 bits 256 bits 512 bits 1024 bits 128 bits 192 bits 256 bits 512 bits 1024 bits
Key size Key size
OAESBlock 128 ®AESBlock 512 OAESBlock 128 WAESBlock 512

A 17 nsmluansnandldivevilinunnesianas 10% waguans Throughput Ala91A
nsvhauvesdanesiiu AES uien 512 uay 128 O Welddeyalunisidnsfaswin 1024 KB

lngldnayuavun 128 - 1024 Un uu iPhone?

A15°99 11 Lansnaldieililunneianas 10% wazians Throughput MIlAaInNA"S
uvesdane3fiu AES uden 512 waz 128 On Welddayalunisidisiauun

1024 KB lagl¥nayuavun 128 - 1024 Un Uu iPhone?

Key size Time (s) Throughput (mbps)
(bits) AES-128 AES-512 AES-128 AES-512
Key 128 712 (00:11:52) 715 (00:11:55) 8.22 13.72
Key 192 703 (00:11:43) 723 (00:12:03) 7.15 10.33
Key 256 699 (00:11:39) 708 (00:11:48) 6.11 8.54
Key 512 716 (00:11:56) 718 (00:11:58) 3.86 4.94
Key 1024 740 (00:12:10) 729 (00:12:09) 2.19 2.66




unil 5 d5Unan1sIdeuasdalauauuy

5.1 a@5Unan1s3e

1
< o

MuITeddaus N15ATIEYAlYI8U8IN19IN1 I STARUY AES Uunuaeg
Uszananadmiugunsniluuiaiesil dsuananisidieuiiiouninensiliuagussansaind
leisznine danasiin AES udonvwin 512 uaz 128 Un legldnaualunisdisianinuein
128, 192, 256, 512 way 1024 Jn vugUnsaiLuuiadoud 1neld iPhone 5C Fufiu CPU
ARM 32 T uae iPhone? iy CPU ARM 64 9 Tnsasuussifiuiiinaulagsdeluil
1) msifiuvuinvesudenain 128 On 1 512 On

Tushuaes Performance agwiuldinnisifinvuiavesudenaumnsoifiuusyansam
voadanesiiuly Tnsnanisanwinansliifiu Speed up Afiudy wag CPU Time fianas 39
danalvienldanglunisinsviaana

Tushuves Security naifinmunnvesueninalngnsaonisiissduiUasuuazainy
inanfuiiAetudenguamndnvesluiudasfluasifnves block state fiflvuiafiudy
NNy axa 1y 8x8 vl uvesadnlumadiiaanin 16 Wy 64 f Faviiling
Tauduuunenlassadadoundu (Reverse Engineer) tuildennlunmssraasianmdululdves
naiFesduAsuaniniimanveaendii
2) mmﬁummmwammwﬂu 512 U uag 1024 On

Tushuwes Performance agifiuinamnueMvesnauhlriisuauseuldluns
ihsainTy AaseNTEUILNTIEBTLIANALINAZNTFUILNTUINAINLA BINEUIE)
wldinarlumsvhanufiuiutu 3evh Performance anad

Tudhuwes Security tu Sane37iu AES W svualildvuianguai 128, 192 uas
256 Gin lunsnwadedlfifiunnuemvssnguaillfidisiais 512 uaz 1024 Sa Favidlsk
MsdumaIEEhuiiaNen Ty wasnumusienslauRiuy Brute force attack 39ty

(Y

ToyadimnuUasniuungadu

a o o

3) wunvesdeyafisneiu vl Speedup deumans1aniu

AUNANANLANAIN Cache size vasau1snliy nd13Ae Yeyansan1suszulana

v

dhsiaazgninulilunheaudininuiags (Cache) Fuledivuiavesdeyadiuiuliuin

& o

Tayaninunazauisanulily Cache lanmuawazgnisunldlaviuil v¥inli Speed up e

A = v Ay g va = ' I3 v &
memmmmmﬂawmﬂa LLWLN@%@%@WI%N%H’]@IV@UGﬂug\]u'lllaqllrﬁﬂLﬂ"UIu Cache 1@1/]\‘11/‘&]@

>

v
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a vy = a Y 1w | ° U & = o v a o
ﬂ'?iLiEJﬂI?ﬂJ@;JUa‘U\TLiEJﬂvaﬂL'Vl']f\IUGUU']@IGU'E]Q‘VTU']EJ?’\I'J']N‘UW Cache @QUUGNV]"I&LVI Speed up b3ud

A1AsT azWiul@ann iPhone5C afinuaemi1udn Cache Wow 93l Speed up gianfidoya

Y

al

YU 256 KB lutaizdl iPhone7 deiiniinen1usn Cache st vilsiil Speed up gegnil
Toyavu1n 1024 KB
4) nMslnsneInsnuIeANIT (Memory Use)

msfnwnslimhennudwessaneifin wui Wevhmathstateyafivuiaminiu
Sanesfiuii 2 wlafinslimieaudiliunneieiy uddefiarsanlusdves gunsaldld
59a 9znudn iPhone7 AildntheUssuranawuy 64 9a InsTdutasainusiuinni
iPhonesC #ildnirauszurananuy 32 On wlesde n13819damuiearusives niae
Uszananauuy 64 Un Jengandn 32 Un
5) mslmsnensuunmes (Battery Use)

PnuansinvnuInslivinensuunnedvesdanesiivugenauin 128 O was
512 9n ladfimuuansnediu desainmsvheuwessanesfiust 2 wuuiinnsld cPU 7 100%
uaSIEUNsEUILUMS Seusasinsliuunmessdndideaiu Imé’mwmﬂﬁﬁwé’ﬂwu%agﬁ
11 - 12 unfl dlo 10% VeUAWe3 wivenuun 512 On sefivSunamuiivhldnendamiae
nangsnituden 128 Un Gsmnufeudiiiniugunsal iPhone dsralnemssrondanuuunine’
fiany Aoty lnensvaasmilindsagvgainnourhnsmaassd iilelilde Snsinisld
WEULUARDI AR aLNaTIaR

nounthilldfininidanesfin AES luuszandldauuy Hardware vanewiia Fof
N32U2UN135 implement wand19AuluauAudn YUy Hardware fu 9 naiiléann
nsAnwiluaded Tnenisvensauiaugen LLazLﬁmumquw uugunsal Apple iPhone
fAdoaninunasdivsslonilunisiinszuiunisiluvssgndldidrsfavugunsal
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Abstract—This paper is the cost analysis of two Advanced
Encryption Standard (AES) algorithms on 32-bit and 64-bit
Apple mobile processor by using iPhone5C and iPhone7. Our
analysis shows increasing in performance when expanding the
block size from 128 bits (AES-128) to 512 bits (AES-512).
Similarly increasing the length of encryption key to 512 bits and
1024 bits yields stronger security. Our aim is to analyze the
encryption cost different between the original AES-128 and the
AES-512. The results showed that increasing block size will give
1.21 — 1.64 speed up on iPhone5C and 1.19 — 1.55 speed up on
iPhone7 depending on the key length. Moreover, AES 512-bit
block size shows faster CPU time in encryption than 128-bit
block size. However, the memory usage for encryption on all key
size are similar. iPhone7 used more memory than iPhone5C. In
conclusion, expanding block size to 512 bits can increase
performance while this is also lower the cost on mobile device.
This result may have the benefit in improving the security of
personal data by using mobile phone.

Keywords-AES; cryptography; cost analysis; mobile devices

l. INTRODUCTION

Today, the Internet and technology has made our life more
comfortable. Many devices are designed to help facilitate
comfortable in everyday life such as smartphone, tablet, smart
watch and computer. Those devices have high specification
and can be used for many things. When people are using
mobile devices for communication or data transmission
through the internet network; it is also increase the risk of data
leaked or data stolen by third party. Particularly, if important
data was stolen, it may cause serious damage. A tool for
protecting our data is encryption.

There are many ways to encrypt the data. The popular
standard encryption is AES algorithm. The AES algorithm is
a standard encryption algorithm that has been certified by the
US government for encrypting and storing personal
information. It is a symmetric key algorithm which has been
accepted and presented by NIST since 2001[1]. However,
implementing AES algorithm on mobile devices can be
difficult and resource intensive. If we can improve the
performance and can lower the resource utilization at the same
time, it will allow applications to encrypt data on mobile
device instead of off-loading to another computer.

This paper proposed to expand the AES block size to 512
bits for using in mobile devices. To promote this concept, we
compare the cost between AES 128 bits and the new block
size by varying different key sizes: 128, 192, 256, 512 and
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1024 bits. To make our analysis more complete, the
experiment is based on both 32-bit and 64-bit mobile
architecture (Apple ARM A6 and Apple ARM A10
respectively).

Il.  RELATED WORK

Cryptography is the study of techniques for securing
information in the presence of third parties such as microdots,
steganography (embedding bits in an image), and other ways
to hide data. Effective cryptography is associated with the
development and the creation of mathematical algorithms[2].

A. AES-128 algorithm

AES is a symmetric-key encryption using the array of 4x4
of 128-bit ciphering block. It uses the key size of 128, 192,
and 256 bits with 10, 12, or 14 iteration rounds, respectively.
There are four major operations; byte substitution, row
shifting, column mixing and adding round key[3],[4]. It is
widely adopted and supported by many applications. It
considered secure compared to early algorithms such as Data
Encryption Standard (DES) which is certified by Federal
Information Processing Standard (FIPS)[5].

B. AES-512 implementation

Several AES implementations were present in many
studies. The difference applications of AES require different
implementations of same algorithm. The FPGA architecture
for anew version of the Advanced Encryption Standard (AES)
algorithm[6] proposed the implementation of AES using input
block size and key size of 512 bits developed in VHDL, and
synthesized using Virtix-6 and Virtex-7 chips. The study
found that this design obtained high level of security to
cryptanalysis and yields the speed up of 2.3 comparing to the
original AES-128 implementation[7].

I1l.  PROPOSED METHODOLOGY

This study contains 2 steps. First is the implementation of
AES for using on mobile devices with the expansion of block
size to AES-512. Second is the comparison of efficacy and
the cost of using algorithm by comparing speed up, CPU time
and memory utilization on 32-bis and 64-bit Apple mobile
processors. The specification of the processor can be
described in Table 1.



TABIEL SPECTFICATION OF IPHONESC AND IPHONET
Model iPhonesC iPhone7
CPU ARMAS ARMNALD
32-bit architecture 64-bat architecturs
Dhual-core processor Quad-core processar
1.3 GH= 234 GH:z
Fam 1GB 2GB
005 10.2 10.2

The immplementation of AES-512 algorithm can be
explained as follow:

A.  Block size expansion

The block state of the original AES-128 is an 4x4 array.
Each row and column of input with Nb byte requires Nb=4.
In this paper, we increase the block state to 8x8 array. This
also increase the mput data m required Nb = 8 as shown m
figure 1.

B.  Byte Substinition

The plamtext Input are assigned in the array 8x8 of &4
bytes. Each byte 15 independently substituted by the values
by the substitufion boxes (similar to that of the AES-128) to
increase the complexity and the security of algorithm as
shown in figure 2.

So0| Se1 | Soz| S0 | Sea | Sos| Ses| Say
Sio| 511 ) 512 51| Sea | Ses] Sus] Su
San | Sou | Soz | Soa Sao| Sa1 | 52z | 823 Sas| Sas| Sis| S
Siol Sl 512l 513 San| 811 | Saz| 833 | Saa | Sas| Sas| 8as
Sao| 8oy | 822 83| [ S| 841 ] Saa| Saa| Sas| Sas| Sus| Sus
Sag| Sut | Szl 833 | S| Ssa ]| Ssa| 85| Ssa | Sss| Sss| 5s0
S| Se1 | Sea| Ss3| Sea | Ses| Ses| San
S0 80| Sra| 89| Sra| Brs| Srs| S1v
i f J
hl A

AES state: 128 bits New AES state: 512 bits

Figure 1. The block state of onginal AES-128 and new AES-512 bits.

89j ————— 5-Box 0 —— S
51 ———————p 5-Boxl ———————— 5",
§3i ——— SBox2? ———» 5y
88f —————» S5Box3 — & 5,
B4j —— % SHBoxd4 —» S
85 ——p 8. Box 5 ———» 83,
56i ——— % S-Box§f ————  » S'q;
§i —————» 5Box ] ——— = §'y;

Figure 2. The byte substitution of AES-512 bits.

C.  Row shifting

After the byte substitution process, the resulting matrix
rows are shifted with simple process. The bytes i each row
in the matrix will be rotated to the leff. The number of left
rotations will be increased by one per row. In this case, the
zeroth row is not shifted; the first row is shifted by one byte;
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the second row is shifted by two bytes. The increasing is
repeated unfil the last row as shown m figure 3.

I—‘ Suo | Sou | oz | Sos | Soa | Ses [ Sus | Sor |q—|
H S I Si2 | SHI S1 '.I S13 I S8 I 817 M_‘
I_[ 812 | S | S_-;| 813 | 824 | 817 w_‘
I—‘553|53A|S.‘5| Sig | 53.'|$:u|5.u|5!.ﬂ4—‘

Sa8 | 545 | Sus | 547
,—lSf.s|556|SST|35.|1|5=;1|5=.1]51.1|35.1|4—‘
| [Se.slsrlss.alsmlSq:IS-.!IS-.iISvlq|

§1 5:1—|

Fizure 3. The row shufing of AES-512 bats.

L0 |81 | Sna | Sp2| Ss ] S

D.  Column mixing

After the shifting row process, the result is the bit
changed in the state block Next process is converting data in
colunms by nultiplying with a pre-defined polynomial Each
colunm contains 8 bytes of data which nmst be applied fo a
colunm of data matrx. Column mixing are based on the
concept of polynomial over GF(2%). The colummns in the data
matrzx (shown in fipure 4) will be nmltiplied by a fixed
polynomial of a(x) as given in (1).

The multiplication result is modulo by p(x)=x8 + 1 fo
maintain the resulting polynomial with the degree of less
than §. The inversing of colunm mixing as shown in figure 5
will be multiplied with the inverse of the polynomal a’(x) as
given i (2).

afy) = (02} + [UIR + (03] + [01p = JOIR¢ + 01} + QIR +foifd (1)

o .
e 2 01 03 o1 01 01 01 olyf%<
o 01 03 0L 0L 01 o1 01 o2)|%=
2 03 01 01 0L O1 01 02 O01ff%-
3¢l _ lo1 01 01 0L D1 02 01 o03[|%-
Sae 01 01 0L 0oL 02 o1 03 O1f|%.-
e, 01 01 0L 02 0L 03 01 oO1f|%s-
. 01 01 02 01 03 01 01 01)|s.
S,M 1 02 01 03 0t 01 01 ouls .
S 1

Figwre 4. The data matmx for column mixing encryption of AES-512 bats

@'t = [UE} + [ + [09F + [0I]x* + [UDR’ + [0} + [0B] + [01]5" (2)



Sn’

S:Z De 01 09 01 od 01 Ob O1 iﬂf
. D1 09 01 od 01 0b 01 Oef|S
§ 20 09 01 0d 01 Ob 01 Qe 01||%=
fac| |01 od o1 o0b 01 0e 01 09)|%-
Fae 0d 01 0b 01 Oe 01 09 OIf|Ss
S5, 01 0b 01 Oe 01 09 01 Od||ss-
, 0b 01 Oe 01 09 01 0d O1f|se-
See 01 e 01 09 o1 od 01 oblls,.
S.'n’.r.'
Figwe 5. The data matrix for cobunn mixing decryption of AES-512 bits

E. Add round key

In this process, each byte of key will be added to data
state in each round of encryption process. The sefting kev is
required fo expand before used. The key will be
XORed with each state column until the last cohimn of each
round as shown in (3). A round mumber of encryption is
different for each key size as shown in table 2.

IS’r.'c. 5"1,;,

520081 =[50 Sta S20sS7d H Wrowans oo (3)

F. Key expansion

The key expansion is the process of preparing key for
each round of encryption and decryption process. The key
will be kept in words of eight bytes each. Words is defined
by the mumber of colinm used for each key size. It is often
written in the form of number of key (Nk). The algorithm
will generate sub-keys NbiNr-1) words, they depend on the
mumiber of block (WVb) and the number of round (Nr). This
process requires SwbMord() and RoflWord() functions.
SubWord() recetves input words of 8 bytes for substifuted by
the values in the substitufion boxes. Rofffordi) receives
input word [ap, ai a as;, 4 as, ds ap/. to be rotated left to
[a;, ax as as as, ag az ag]. Moreover, the round constant
{Reonfi]) should be used as defined by (4):

Let: i ba the round number
Reon[i] = 0000001 0+9% 4

The round key expansion 1s performed according to the
followmg equations:

Ifi is a multiple of Nk
wli] = (SubWord(RotWordfwli-1]}} &Reon[iNk]) & wli-NK]  (3)
Ifi is not a multiple of Nk

wii] =wli-1] & wii-Nij ()

49

TABLEIL F.OUND NUMBER OF AES-128 BITS AND AES-312 BITS
Key zize Found Number Found Number
AFS-128 bit: AFS-£12 bits
128 bats 10 4
192 bats 12 3
256 bits 14 [
512 bits 2 10
1024 bats 15 18

G Decryption process

The encrypted cipher should be inverted by starting with
ImvertShifiRows(), InvertSubBytes(), Aa‘dRo:md&m f) and
ImvertMixColumms() respectively.

IV. ESPERIMENTAL RESULTS AND EVALUATION

In this study, we have implemented AFS-128 and AFS-
512 on mobile phone by using Phone5C and iPhone7. The
results from 2-type of AES show that: AFS-512 algorithms
have better speed than AFS-128 algorithms. The speed up
depends on devices. Owr experimental results showed that
iPPhone5C has the maxinmm speed up at the encrypted data
size of 256 kb. However, iPhone7 has the maximum speed
up at encrypted data size 1024 KB as shown in figure 6.

The AES-512 algorithms on iPhone5C vield about 1.21 —
1.64 speed up comparing to those of AES-128 algorithm
The AES-512 algorithms on iPhone?, like iPhone5c, yield
about 1.19 — 1.55 speed up as shown in figure 7.

(a) Speed up on IPhone 5C

Speed up

AData §4 KB @ Data 128 EB OData 256 KB @Daa S 12 KB @Datz 1024 EB

L] Speed up on IPhone 7

Eey e

A0t 64 KD 8 0ata 128 KB O Data 2560 KBS Data 512 &5 8 Data 1004 KB

Fizwre 6. Speed up testing of key size 128, 192, 256, 512 and 1024 bits
compare between AES-512/AES-128 alzanthms
on 1Phone3C (a) and 1PhoneT (b) at encrypted data size
64,128, 256, 512 and 104 EB



Speed up at encrypted data size 1024 KB

Speed up
=

12Bbits  192bite  256Mts  312bits 1024 bits

Key size
OIPhone 5C  mIphone 7
Figure 1. Speed up testing of key size 128, 192, 256, 512 and 1024 bits

compare between AES-512/AES-128 algorithms on iPhone5C and iPhone7
at encrypted data size 1024 KB

TABLE I. SPEED UP BETWEEN AES-512 BITS/AES-128 BITS
. Speed up
Key size iPhone5C iPhone7
128 bits 1.64 1.55
192 bits 1.51 1.46
256 bits 1.45 1.40
512 bits 1.30 1.27
1024 bits 1.21 1.19

The cost analysis of CPU usage found that CPU will run
at full speed when algorithms are being processed. The AES-
512 algorithms use less CPU times than that of the AES-128
about 2,008 — 3,584 milliseconds on iPhone5C. Increasing the
key size will result in higher different in CPU time. iPhone7
showed smaller different in CPU time. The AES-512 use less
CPU time than that of the AES-128 about 330 — 550
milliseconds. The result is shown in figure 8.

@ CPU time on Iphone 5C
25000

20000

5 15000
i
5 10000
|5 -
5000 ——
|
0
128bits  192bits  256bits  512bits 1024 bits
Key Size
—B—Block-128 = @= Block-512
(b) CPU time on Iphone 7
10000
. 8000
)
w6000
a
= 1000
£
= 2000 e

128bits  192bits  256bits 512 bits 1024 bits
Key Size
==flf=DBlock-128 == Block-512

Figure 2. CPU time testing of key size 128, 192, 256, 512 and 1024 bits
compare between AES-512/AES-128 algorithms on iPhone5C (a) and
iPhone7 (b) at encrypted data size 1024 KB
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TABLE II. CPU TIMES OF AES-128 BITS AND AES-512 BITS
Devices Key_ size CPU Time ms)_ i
(bits) AES-128 | AES-512 Different time
Key 128 5134 3126 2008
Key 192 6207 4099 2108
iPhone5C | Key 256 7328 5060 2268
Key 512 11664 8959 2705
Key 1024 20356 16772 3584
Key 128 914 588 326
Key 192 1106 756 350
iPhone7 Key 256 1287 916 371
Key 512 1993 1563 430
Key 1024 3440 2887 553

The analysis of memory usage shows that at the same size
of encrypted data, memory usage of both algorithms is similar.
However, the iPhone7 uses memory more than that of
iPhone5C as shown in figure 9.

Memory usage

% g e ——
& 6 =0 — |
'é 4
g 1
8 2
= 0
128 bite 192 bits 256 bits  512bits 1024 bits
Key size

IPhone 5C Block-312
IPhone 7 Block 512

—B—Phone 5C Block 128
ed=Phone 7 Block 128

Figure 3.  Memory usage testing of key size 128, 192, 256, 512 and 1024
bits compare between AES-512/AES-128 algorithms on iPhone5C and
iPhone7 at encrypted data size 1024 KB

TABLE III. MEMORY USAGE OF AES-128 BITS AND AES-512 BITS
: Key size Memory usage (MB)
fpevices (gits) AES-128 | AES512
Key 128 5.97 6.07
Key 192 6.13 6.10
iPhone5C Key 256 6.13 6.06
Key 512 6.20 6.00
Key 1024 6.20 6.06
Key 128 8.17 8.46
Key 192 8.40 8.17
iPhone7 Key 256 8.33 8.67
Key 512 8.53 8.46
Key 1024 8.46 8.60
I. CONCLUSION

In conclusion, we have proposed the use of AES-512
algorithm supported on mobile devices. Our study showed
the cost analysis between the original AES-128 and the new
AES-512 algorithms with various key size. The new
algorithm showed higher speed than the original AES at
lower cost. Although, encryption with longer length of key



showed less difference than that of the shorter key, the new
algorithm provides stronger security. Thus it is more useful
for data protection.

When comparing between 32-bit and 64-bit CPU,
(iPhone5C and iPhone7), we found that both devices give the
same trend for both algorithms.

With stronger level of security and better performance, we
expect that the use of AES-512 algorithm would be useful for
people and organizations in protecting their important data.
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Abstract—This paper proposes the implementation of the Advance
Encryption Standard (AES) algorithm on Apple iPhone7. We
extend the standard AES-128 algorithm to support the block size
of 512 bits (AES-512). There are 4 steps in the encryption process:
SubBytes, ShiftRows, MixColumns and Add-round key. The
comparison between original AES-128 and the new AES-512 using
128, 192,256,512, 1024 bits key size is presented. Our
implementation shows that AES-512 has higher performance than
that of AES-128. The speed up is 1.20 — 1.58 depending on key size.
The 128-bit key size is the fastest. The 1024-bit key size is the
slowest. We conclude that expanding the block size to 512 bits can
enhance the throughput and the speed up of AES algorithm.

Keywords- AES; cryptography; iPhone; mobile devices

| INTRODUCTION

Nowadays, there are many news regarding the violation of
personal information, data privacy, data robbery or
eavesdropping. One way to protect our data is using encryption.
There exist many encryption methods. One of the most popular
methods is AES, which is the standard encryption algorithm
certified by NIST[1]. However, the current version of AES
encryption has been implemented since 2001. With advances in
computing, the security level provided by the standard AES may
be not be strong enough. Moreover, mobile devices such as
iPhone, Android, has been developed for various applications.
They are few (if any) differences between the mobile devices
and desktop computers. The use of mobile devices on internet
for storing, transferring, or opening data may increase the risk of
data leakage if not implemented properly.

In the past, the use of encryption on mobile devices may not
be not efficient due to limited resources. This paper aims to show
that it is possible to efficiently implement the AES-512
encryption on mobile devices. We use iPhone7 (the latest mobile
device on iOS platform) as our test device. We also want to
present that increasing the block size from 128 bits to 512 bits
can increase the throughput. In addition, we have increased the
length of the key to 1024 bits to support more secure
applications.

A symmetric key block encryption is to encrypt each block
state with a secret key. The input of each block state is 32 bytes
for 4X4 block or 64 bytes for 8x8 block. For example, using 64
bytes of input plain text means this plain text has 512 bits. If
encrypted with 128 bits block size (4x4 block), this plain text

Krerk Piromsopa
Dept. of Computer Engineering
Chulalongkorn University
Bangkok, Thailand
Email: krerk.p@chula.ac.th

will be divided into 4 sets. Each set will be added to each block
state and be encrypted with a secret key. The decryption process
is the reverse of all steps.

II.  RELATED WORK

A. Rijndael algorithm [2],[3]

In 1998, Joan Daemen and Vincent Rijimen presented the
symmetric key encryption algorithm, namely Rijndael. Later in
2001, this algorithm has been selected by NIST as standard
encryption algorithm to replace the aged triple Data Encryption
Standard (3DES). The name of the algorithm was then changed
to Advanced Encryption Standard or AES. Comparing to DES,
the AES is faster and is more practical. Since then, the algorithm
has been used widely today

The process of AES algorithm is divided into four main
steps. SubBytes is the process for replacing the byte by using the
substitution boxes. ShiftRows is the process for moving bytes in
a row of the array state with offset differ in each row.
MixColumns is the process for combining data within each
column of the array State. Add-round key is the process for
XORing the key into each state.

B. The 512-Bit Advanced Encryption Standard Algorithm

Design and Evaluation [4],[5]

Abidalrahman Moh’d et.al, studied the optimization of AES
encryption algorithms. They used the new AES 512-bit block
size with 512 bits key running on VDRL. The aim was to
increase the security. When comparing the new AES-512 with
the legacy AES-128 on same hardware, the larger block size
increases the throughput. Thus, we choose the 512-bit block size
for our implementation on mobile devices.

1. PROPOSED METHODOLOGY

There are 7 steps in our implementation of AES on mobile
devices.

A. Block-size expansion

The Block-size expansion is the process for increasing the
amount of work per unit of time. The original block size of AES
is an array of 4 x 4 with 128 bit each. Each row consists of Nb
byte with Nb =4. To increase the throughput, we therefore have
to increase the row and the column of each state as shown in
Table I.



TABLE L. COMPARISON OF BLOCK SIZE BETWEEN AES-128 AND AES-
AES AES Blocksize 128 bit AES Blocksize 512 bit
Nb 4 8
Row 4 8
Column 4 8
Byte 16 64

From Table I, new AES-512 algorithm can be written in 2D
array as shown in Figure 1.

The block state of the new AES-512 algorithm can be created
as a function AESBlock512_Encryption(). The pseudo code of
this function is provided as follow:

( byte output[8*Nb] )
AESBIlock512_Encryption ( byte input[8*Nb] ,Word w[Nb*(Nr+1)] )
BEGIN
byte state[8.Nb]
State = input
AddRoundKey(state, w[0,Nb-1])
FOR(round = 1 step 1 to Nr-1)
SubBytes(state)
ShiftRow(state)
Mixcolumns(state)
AddRoundKey(state, wfround*Nb,
(round+1)*Nb-1] )
END FOR LOOP
SubBytes(state)
ShiftRow(state)
AddRoundKey(state, w{round*Nb,
(round+1)*Nb-1] )
Return output = state;
END

The functions SubBytes(), ShiftRow(), Mixcolumns(),
AddRoundKey() will be explained in the next topics.

B. Byte substitution

After adding the plain text to the 512-bit block, each byte can
independently be replaced with each other by the values by the
substitution boxes as shown in Figure 2.

C. Row shifting

After the byte substitution process for changing the value in
each block, the matrix rows can be shifted to the left. The zeroth
row remains at the same location. The first row is shifted by one
byte; the second row is shifted by two bytes. The increment is
repeated until the last row as shown in Figure 3.

Soo | So1 | So2 | So3 | Sos | Sos| Sos | Soz
S10|S11[S12[S13[S1a| S15| S16]S17
Sool So1|Soz|Ses| | S0 Sai|S22]Ss3|Saa|Sas|Sas|Sas
SiofSua[S12S13] |S30] 851 Ss2] Ss3[ SsalSss|Sae|Ssr
S20/ 8211822 823| [ Ss0| Ss1| Ss2| Sss| Sss|Sss| Sss|Ssz
S301831 183208331 | S50 Ssa|Ss2|Ss3|SsalSss|Sse|Ssz
Se0| Se1 | Se2| Se3 | Ses| Ses| Ses | Ser
S701S711S721S73[S74] S75| S761S72

\ ) K J
Y W

AES state: 128 bits New AES state: 512 bits

Figure 1. The comparison of the state of block size in AES-128 and AES-512
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Sgi ——— S-Box0 ———» S';
Syj ——— S-Box| ——» S'y;
S; — » S-Box2 ——» S");
S3i ——— » S-Box3 ———» S35
Sy ———— » S-Box4 ——» S'y;

Ssi » S-Box 5

> S5
Sei — » S-Box6 ——— S;

S7i ———— S-Box7 — S';;

Figure 2. bytesubstitution by the values of the substitution boxes

‘_lson]smlso;l&u|sm]sos[soslso-l.j
I_( S1a [ S12 [ S13 [ Sis [ Sus[ Sis [Sl:@_\

|_I S22 [ Sa3 [ Sas [ Sas [ Sas [ San L&'_Ii’ik—'

S33 | S3s [ Sss | Sss | S3 Q—I

Sas | Ses | Sss | Sa 0 2 <_|
Ses | Ser A <—|
Sv7 [Sa0 | Ss, EAEAEAE? <—|

Ssa

Figure 3. Row shifting process

D. Column mixing

After the row shifting process, the resulting matrix columns
are mixed with the following process. Each column consists of
8 bytes that can be converted into a polynomial and the obtained
data will be multiplied with a pre-defined polynomial. Column
mixing are based on the concept of polynomial over GF(2n). The
columns in the data matrix (shown in Figure 4) will be multiplied
by a fixed polynomial of a(x) as given in (1)

a) = [02]% +[O1]x5 + [03]° + [O1]x* + [O1]%° +[01] + [1)x' + [o1]x* (1)

S0,

s 02 01 03 01 01 01 01 01 f}t
¢ 01 03 01 01 01 01 01 025
2¢ 03 01 01 01 01 01 02 01|52
S3c| _ |o1 01 01 01 01 02 01 03|[Ssc
& 01 01 01 01 02 01 03 01)|Ssc
o 01 01 01 02 01 03 01 O01)Ssc
B 01 01 02 01 03 01 01 O1||s,,
Sec 01 02 01 03 01 01 01 oulfs,,
S7.c

Figure 4. Multiplying the data matrix with a(x) polynomial

E. Add-Round Key

In this process, each byte of key will be added to the data
state in each round of encryption process. The number of round
for each key size is shown in Table II. The set key must be
expanded before used. The expanded key will be XORed with
each state column until the last column of each round as shown
in (2).

[S'06 8'1e, S"2¢,..,8 7] = [So.c, Ste, S26,0esS7.6] BfWrouna®vv+]  (2)




TABLE IL. ROUND NUMBER OF OF AES-128 BITS AND AES-512 BITS
Key size Round numb?r of Round number of
AES-128 bits AES-512 bits

128bits 10 4

192 bits 12 5

256 bits 14 6

512 bits 22 10

1024 bits 38 18

F. Key Expansion

The key expansion is the process of preparing the key for
each round of encryption and decryption process. The key will
be kept in words of eight bytes each. Words are defined by the
the number of columns used for each key size. It is often written
in the form of number of key (Nk). The algorithm will generate
sub-keys Nb(Nr+1) words, they depend on the number of block
(Nb) and the number of round (Nr). Let i be the round number,
the word with 7 less than Nk are not change. The other words
have been divided into 2 group.

If i is amultiple of Nk
wli] = (SubWord(RotWord(wl[i-1])) @Rcon[i/Nk]) @ w[i-Nk] ~ (3)

If i is not a multiple of Nk
wfi] =wl[i-1] @ w[i-Nk] “4)

This process requires SubWord() and RotWord() functions.
SubWord() receives input words of 8 bytes for substituted by the
values in the substitution boxes. RotWord() receives input word
[0, a1, a2, as, aa, as, as, a7], to be rotated left to [ai, ay, a3, aa, as,
ag, a7, a). Moreover, the round constant (Rcon([i]) should be used
as defined by (5).

Reon(i] = 000000109 6)

The pseudo can be shown as follows.

KeyExpansion ( byte key[8*Nk] ,word w[Nb*(Nr+1)] )
BEGIN
word = temp
i=0
WHILE (i< Nk)
wli] = word(key[8*1] , key[8*i+1] , key[8*1+2] ,
key[8*1+3], key[8*1+4], key[8*1+5] ,
key[8*1+6] , key[8*1+7] )
i=it1
END WHILE
i=Nk
WHILE (i< Nb * (Nrt+1))
temp = w[i-1]
IF (i mod Nk == 0)
temp = SubWord(Rot Word(temp)) XOR Rcon[i/NK]
END IF
wli] = w[i-Nk] XOR temp;
i =i+l
END WHILE
END

G. Decryption process

The encrypted cipher should be inverted by the following
processes. InvShiftRows() is the inversion of ShiftRows() by
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shift byte to the right. InvSubBytes() is the inversion of
SubBytes() by using inverse S-Box. InvMixColumns(), the
resulting matrix column will be multiply with a’(x) polynomial
which is given in (6)

a'() = [OEI + [01]x" + [09]x° + [01]x' + [0D]x* + [01]x° + [0B]x' + [01)x"  (6)

Finally, AddRoundKey() is similar to that of the encryption
process.

Decryption process can be shown as follows.

( byte output[8*Nb] ) AESBlock512_Decryption ( byte input[8*Nb]
.Word w[Nb*(Nr+1)] )

BEGIN
byte state[8,Nb]
State = input

AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1])

FOR(round = Nr-1 step -1 downto 1 )
InvShiftRows(state)
InvSubBytes(state)
AddRoundKey(state, w[round*Nb, (round+1)*Nb-1] )
InvMixColumns(state)

END FOR
InvShiftRows(state)
InvSubBytes(state)
AddRoundKey(state,w[O,Nb-1])

Return output = state;

END

IV. EVALUATION AND RESULTS

In this paper, the implementation of AES-512 algorithm on
iPhone7. The specification of iPhone7 is shown in Table IIL
There are 2 parts in our implementation. The first part is the
interface for using on mobile devices. The second part is the
processing of the AES algorithm is used to encryption and
decryption.

TABLE II1. SPECIFICATION OF IPHONE7
Device Model iPhone 7 iPhone 7
ARM A10 64-bit ARM A10 64-bit
CPU architecture architecture
Quad-core 2.34 GHz Quad-core 2.34 GHz
Ram 2GB 2GB
ios 10.2 10.2

For the Interface part, users can select a block size and a key
size for encryption. There is a log file of all work that collect
data size, block size, key size, throughput, and time used as
shown in Figure 5. This process is developed on Xcode native
language (Objective C) to obtain the best performance from the
iPhone 7 running iOS.

The algorithm part is the part of encryption and decryption
process which is developed in C-programming language. It is
developed a library for Xcode. When starting the encryption or
the decryption, we will record a timestamp for later calculating
throughput and speed up as shown in Figure 6.

Between AES-128 and AES-512, we found that the AES-
512 algorithm has better speed than that of the AES-128
algorithm. The AES-512 algorithm has a speed up about 1.20 —
1.58 comparing to that of AES-128 algorithm at the data size of
4096 kb. The speed up is higher when for larger files. However,



speed up are decreasing when the key sizes are increasing. The
results are shown in Table IV and Figure 7.

—~ —

Figure 5. Interface of AES algorithm on iPhone

Timestamp
Start End

( byte outputf8*ND) ) AESBIockS12_Encryption
iNPUt{8*ND] Word wiND"(Nr+1)] )

XCode8
10S App
Interface

IF Blocksize 7Y
liphe > | 128bitor AES Blocksize
512bit 128 bit

_—
Encryption Process

W C
—‘ AES Blocksize output{8*ND) ) AESBIockS12_Dec
512 bit ( byteinputf8™Nb] Word wiND*(Nr+1)] )

plaintext] «

( byte OUtpUt[4*ND] ) AESBIOCK128_Encryption
( Dyteinput{4"ND} Word wiND'(Nr+1)] )

( byte outputf4*Nb] ) AESBIock128_Decryption
( byteinput{d "Nb] . Word w{ND"(Nr+1)) )

. eep
Decryption Process

Figure 6. The process of encryption and decryption on iPhone

TABLEIV. SPEED UP BETWEEN AES-512 AND AES-128 ATKEY SIZE 128
1024 — BITS TEST WITH ENCRYPTED DATA SIZE 4096 — 64KB
Speed up

Data size Key Key Key Key Key
128 192 256 512 1024

64 KB 1.22 122 1.21 1.19 1.12
128 KB 1532 1.31 1.29 122 1.16
256 KB 1.42 136 1.32 1.24 1.18
512 KB 1.51 144 1.35 1.26 1.18
1024 KB 1:55 146 1.40 1.28 1.19
2048 KB 1.58 147 1.41 1.28 1.19
4096 KB 1.58 147 1.40 1.28 1.20
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Speed up on iPhone7

Speed up
[

l'-: |).

256 bits

128 bits 192 bits 512 bits 1024 bits
Key size
BData64KB @Data 128KB 0OData 256KB SData 512KB

@Data 1024KB OData 2048KB @Data 4096 KB

Figure 7. Speed up between AES-512 and AES-128 at key size 1024 — 128
bits test with encrypted data size 64 —4096 KB

V. CONCLUSION

We have presented the implementation of AES algorithm on
iPhone7. The algorithm is developed from AES-128 by
expanded block size to 512 bits. We compare the performance
between two algorithms. Our implementation showed that
expanding the block can increase the performance. Moreover,
the longer the key size makes it difficult to guess. This makes
the data more secure. Though previous studies have shown the
implementations of AES on many hardware with various
implementation processes depending on hardware resources, we
expect that our implementation will be useful for those who want
to apply the AES algorithm on mobile devices. In particular, our
implementation will serve as a basis for implementing
cryptography in the future.
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