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280 pp.

Privacy is a major quality attribute of any software. Since personal data of
users are collected, stored, processed, and transferred by the applications they use,
they need to be assured that proper data protection is in place. Since privacy principles
should be taken into account and incorporated into application design, this
research aims to promote privacy by design and presents a development of privacy
design patterns. The patterns follow the privacy principles of the Organisation for
Economic Co-operation and Development (OECD) and describe details of the privacy
principles and how to apply them to the design and implementation of the
applications. Software design models realizing the privacy principles are also proposed,
using UML notations, so as to enable reuse of the design in privacy-aware applications.
An online shop application is used as a case study to apply the proposed privacy

design patterns.
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Economic Co-Operation and Development : OECD) Juesdnisidaasuulovislunig
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(Privacy Principles) vasdayadiuyanalagseyauvanevesddnsisng q MAgidosiu
wdnmseadudusalised (1]

1) “Data controller” means a party who, according to national law, is
competent to decide about the contents and use of personal data
recardless of whether or not such data are collected, stored, processed or
disseminated by that party or by an agent on its behalf.

2) “Personal data” means any information relating to an identified or
identifiable individual (data subject).

3) “Laws protecting privacy” means national laws or regulations, the
enforcement of which has the effect of protecting personal data consistent
with these Guidelines.

4) “Privacy enforcement authority” means any public body, as determined
by each Member country, that is responsible for enforcing laws protecting
privacy, and that has powers to conduct investigations or pursue
enforcement proceedings.

5) “Transborder flows of personal data” means movements of personal
data across national borders.
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1) Collection Limitation Principle

There should be limits to the collection of personal data and any such data
should be obtained by lawful and fair means and, where appropriate, with the
knowledge or consent of the data subject.
2) Data Quality Principle

Personal data should be relevant to the purposes for which they are to be
used, and, to the extent necessary for those purposes, should be accurate,
complete and kept up-to-date.
3) Purpose Specification Principle

The purposes for which personal data are collected should be specified
not later than at the time of data collection and the subsequent use limited
to the fulfilment of those purposes or such others as are not incompatible with
those purposes and as are specified on each occasion of change of purpose.

4) Use Limitation Principle

Personal data should not be disclosed, made available or otherwise used
for purposes other than those specified in accordance with Purpose
Specification Principle except:

a) with the consent of the data subject; or

b) by the authority of law.
5) Security Safeguards Principle

Personal data should be protected by reasonable security safeguards
against such risks as loss or unauthorized access, destruction, use, modification
or disclosure of data.

6) Openness Principle

There should be a general policy of openness about developments,
practices and policies with respect to personal data. Means should be readily
available of establishing the existence and nature of personal data, and the
main purposes of their use, as well as the identity and usual residence of the

data controller.



7) Individual Participation Principle
Individuals should have the right:
b) to obtain from a data controller, or otherwise, confirmation of whether
or not the data controller has data relating to them;
c) to have communicated to them, data relating to them
[.  within a reasonable time;
Il.  ata charge, if any, that is not excessive;
Il in a reasonable manner; and
V. in a form that is readily intelligible to them;
d) to be given reasons if a request made under subparagraphs (a) and (b)
is denied, and to be able to challenge such denial; and
e) to challenge data relating to them and, if the challenge is successful
8) Accountability Principle
A data controller should be accountable for complying with measures

which give effect to the principles stated above.
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1) Assessing Privacy Protection in Alumni Service [6]
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1) A Conceptual Model for Privacy Policies [9]
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(Collection Limitation

Principle)

There should be limits to
the collection of personal
data and any such data
should be obtained by
lawful and fair means and,
where appropriate, with the
knowledge or consent of the

data subject. (5188¢ LBen

WHLANTANIANLIN N)

1. There should be limits to the

collection of personal data, where

limits may relate to the following.

1.1

1.2

13

1.4

1.5

The collected personal data
should be of high quality so
that they can be used to
derive other sufficiently high
quality information without
having to collect such
information directly.

The data collection should be
restricted to the minimum
necessary to fulfil the
specified purpose.

Personal data that are
considered sensitive according
to traditions and attitudes in
each country should be of
concern in the data collection.
There should be limits to data
collection activities of the data
controller such that the data
should not be collected by
the means that is unknown or
deceiving to the data subject.
Civil rights of the data subject
should be of concern in the

data collection.
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(Collection Limitation

Principle)

There should be limits to the
collection of personal data
and any such data should be
obtained by lawful and fair
where

means and,

appropriate, with the

knowledge or consent of the

data subject. (3188 ¢% Laen

2. The data should be obtained by
lawful and fair means and, where
appropriate, with the knowledge of
the data subject.

3. The data should be obtained by
lawful and fair means and, where
appropriate, with the consent of the

data subject.

L‘ﬂlmamﬂﬁﬂﬂﬂmwm ) 4. The Collection Limitation Principle
’ does not exclude the possibility of a
data subject being represented by
another party, for instance in the case
of minors, mentally disabled person,

etc.
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Pattern Name Collection Limitation Pattern

Privacy Principle | Collection Limitation Principle

Pattern Requirement

ID Requirement

PT-CLO1 | The system should be able to collect personal data that are necessary for use.

PT-CLO2 | The system should be able to record the information about the source of personal

data collection.

PT-CLO3 | The system should be able to record the information about how long personal data

will be retained.

PT-CLO4 | The system should let the data subject know about personal data collection.

PT-CLO5 | The system should allow the data subject to give or refuse consent to data

collection.

PT-CLO6 | The system should be able to record the information about the party who gives

consent to data collection on behalf of the data subject.

FeMIAUGeInIsmalduiusiuuseazdendosveandnnsaududiudn
waziilainsen1saufeIn smailvoenuuunuuitaetegdueawds azvililuudiaes
anunsaadvayumannisaududiuiinussaziBengestuld Audunusszniegenis
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Collection Limitation Principle

1. There should be limits to the collection

of personal data.

1.1 | The collected personal data should 19193
be of high quality so that they can be
used to derive other sufficiently high
quality information without having to
collect such information directly.

1.2 | The data collection should be | PT-CLO1 | The system should be able to collect
restricted to the minimum necessary personal data that are necessary for
to fulfil the specified purpose. use.

PT-CLO2 | The system should be able to record
the information about how long
personal data will be retained.

1.3 | Personal data that are considered 1919
sensitive according to traditions and
attitudes in each country should be of
concern in the data collection.

1.4 | There should be limits to data | PT-CLO3 | The system should be able to record
collection activities of the data the information about the source of
controller such that the data should personal data collection.
not be collected by the means that is
unknown or deceiving to the data
subject.

1.5 | Civil rights of the data subject should 19
be of concern in the data collection.

2. The data should be obtained by lawful | PT-CLO4 | The system should let the data

and fair means and, where appropriate,

with the knowledge of the data subject.

subject know about personal data

collection.
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Collection Limitation Principle
3. The data should be obtained by lawful | PT-CLO5 | The system should allow the data
and fair means and, where appropriate, with subject to give or refuse consent to
the consent of the data subject. data collection.
4. The Collection Limitation Principle does | PT-CL06 | The system should be able to record
not exclude the possibility of a data subject the information about the party who
being represented by another party, for gives consent to data collection on
instance in the case of minors, mentally behalf of the data subject.
disabled person, etc.
Data Quality Principle
1. Personal data should be relevant to the laig)
purposes for which they are to be used.
2. Personal data, to the extent necessary for | PT-DQ02 | The system should be able to
their purposes, should be accurate. validate the collected personal data
for accuracy.

PT-DQ03 | The system should be able to check
integrity of the collected personal
data for accuracy.

3. Personal data, to the extent necessary for | PT-DQ01 | The system should be able to check,

their purposes, should be complete. for data completeness, that all
required personal data are collected.

4. Personal data, to the extent necessary for | PT-DQ04 | The system should be able to collect

their purposes, should be kept up-to-date. current personal data for data up-to-
dateness.

Purpose Specification Principle

1. The purposes for which personal data are | PT-PS01 | The system should be able to inform

collected should be specified not later than

at the time of data collection.

the information about the purpose
for which the collected data are to

be used.
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2. The subsequent use of personal data laig)
should be limited to the fulfilment of the
purposes specified prior to or at the time of
collection.
3. The subsequent use of personal data may laig)
be for purposes other than the original
purposes, but such purposes should be
specified as change.
4. Later changes of purposes should be laig)
specified.
5. On each occasion of change of purpose, laig)
the new purposes should not be
incompatible with the original purposes.
6. Specification of purpose should be made (et
by public declarations or information to the
data subject.
7. When data no longer serve a purpose, and | PT-PS02 | The system should be able to check
if it is practicable, it may be necessary to the retention period or expiration date
have them destroyed (erased) or given an of personal data.
anonymous form. PT-PS03 | The system should be able to delete

or anonymize personal data after their

retention has expired.

8. The Purpose Specification Principle is
closely associated with the Data Quality

Principle and the Use Limitation Principle.

Laidl
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Use Limitation Principle
1. Personal data should not be disclosed, | PT-ULO1 | The system should let the data
made available or otherwise used for subject know about the use of
purposes other than those specified in personal data which deviates from
accordance with the Purpose Specification the specified purposes.
Principle, except with the consent of the
data subject or his representative.
2. Personal data should not be disclosed, | PT-UL02 | The system should allow the data
made available or otherwise used for subject to give or refuse consent to
purposes other than those specified in the use of personal data which
accordance with the Purpose Specification deviates from the specified purposes.
Principle, except by the authority of law or
licences granted by supervisory bodies.
Security Safeguards Principle
1. Personal data should be protected by | PT-SS01 | The system should be able to
reasonable security safeguards against encrypt the personal data to ensure
unauthorized disclosure of data, based on confidentiality.
informational measures such as enciphering.
2. Personal data should be protected by | PT-SS02 | The system should be able to
reasonable security safeguards against authenticate users of the system
unauthorized access, destruction, use, and before accessing personal data.
modification of  data, based on | PT-SS03 | The system should be able to define
organizational measures such as authority access rights to create, destroy, view,
levels with regard to access to data. and modify personal data based on
authority levels or roles within the
organization.
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Security Safeguards Principle
2. Personal data should be protected by | PT-SS04 | The system should be able to control
reasonable security safeguards against access to the personal data by
unauthorized access, destruction, use, and different access types including
modification of  data, based on create, destroy, view, and modify,
organizational measures such as authority based on authority levels or roles
levels with regard to access to data. within the organization.
3. Personal data should be protected by | PT-SS05 | The system should be able to provide
reasonable security safeguards against loss a mechanism to ensure data integrity.
or destruction and modification of data,
both accidentally and deliberately, where
data integrity would be affected.
4. Personal data should be protected by | PT-SS06 | The system should be able to provide
reasonable security safeguards against loss a mechanism to ensure data
of access by which data availability would availability.
be affected.
5. Personal data should be protected by | PT-SS07 | The system should be able to monitor
reasonable security safeguards against and record access to personal data.
threats of data breach, based on | PT-S508 | The system should be able to check

informational measures such as monitoring

of unusual activities and responses to them.

for suspicious data breach and notify

the data controller and data subject.

6. Personal data should be protected by
reasonable security safeguards based on
physical measures (such as locked doors

and identification cards) and proper

organizational  procedure  (such  as

employees’ security training, up-to-date

security safeguards).

1aid]
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Openness Principle

1. There should be a general policy of | PT-OP01 | The system should be able to record

openness about developments, practices the information about the privacy

and policies with respect to personal data. policy, including the existence and
nature of personal data, main
purpose of collection and use, and
identity and usual residence of the
data controller.

2. Means should be readily available of | PT-OP02 | The system should let the data

establishing the existence and nature of subject know about the privacy

personal data. policy.

PT-OP03 | The system should let the data
subject know about change of the
privacy policy.

PT-OPO4 | The system should provide the data
subject with access to the privacy
policy.

3. Means should be readily available of | PT-OP02 | The system should let the data
establishing the main purposes of the use of subject know about the privacy
personal data. policy.

PT-OP03 | The system should let the data
subject know about change of the
privacy policy.

PT-OP04 | The system should provide the data
subject with access to the privacy
policy.

4. Means should be readily available of | PT-OP02 | The system should let the data
establishing the identity and usual residence subject know about the privacy
of the data controller. policy.
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Openness Principle
4. Means should be readily available of | PT-OP03 | The system should let the data
establishing the identity and usual residence subject know about change of the
of the data controller. privacy policy.

PT-OP04 | The system should provide the data
subject with access to the privacy
policy.

5. “Readily available” implies that data | PT-OP02 | The system should let the data

subjects should be able to obtain subject know about the privacy

information without unreasonable effort as policy.

to time, advance knowledge, travelling, and | PT-OP03 | The system should let the data

so forth, and without unreasonable cost. subject know about change of the
privacy policy.

PT-OP04 | The system should provide the data
subject with access to the privacy
policy.

6. Regular information from the data | PT-OPO1 | The system should be able to record

the information about the privacy
policy, including the existence and
nature of personal data, main
purpose of collection and use, and
identity and usual residence of the

data controller.

7. The Openness Principle may be viewed as

a prerequisite for the Individual Participation

Principle.

Laid]
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Individual Participation Principle
1. A data subject can obtain from a data 19
controller, or otherwise, confirmation of
whether or not the data controller has data
relating to him/her (or his/her personal data).
2. A data subject should have the right to | PT-IP02 | The system should allow the data
access to his/her personal data within a subject to access his/her personal
reasonable time when a request to access is data.
made.
3. A data subject should have the right to | PT-IP02 | The system should allow the data
access to his/her personal data at a subject to access his/her personal
reasonable cost. data.
4. A data subject should have the right to | PT-IP02 | The system should allow the data
access to his/her personal data in a subject to access his/her personal
reasonable manner. data.
5. A data subject should have the right to | PT-IP02 | The system should allow the data
access to his/her personal data in a form that subject to access his/her personal
is readily intelligible. data.
6. A data subject should have the right to | PT-IPO1 | The system should allow inquiry of
reasons for, and challenge, adverse decisions and response to issues related to
when requests for confirmation or access are personal data.
denied.
7. A data subject should have the right to | PT-IPO1 | The system should allow inquiry of
challenge his/her personal data. and response to issues related to
personal data.

8. A data controller should erase, rectify, | PT-IP03 | The system should allow the data

complete, or amend the data subject’s

personal data if the challenge is successful.

controller to erase and update the

data subject’s personal data.




26

A15199 3.3 ANLdURUSIENseasBYRtRevRIMaNNTIsAULTUAIUAT wazI1NITANY

ABINTTVBIUUUFUNITOBNWUY (5iD)

519a2198nL DY iﬂ&lﬂ"liﬂ’ﬂ&léfﬁ]\‘iﬂ’lﬁlENLLU‘UgUﬂﬂiaaﬂLLUU
e $189N15ANNABINS
Accountability Principle
1. A data controller and a data processor who 19
carries out the processing of personal data
on behalf of the data controller (if any) are
held accountable for complying with
measures which give effect to all other
principles.
2. A data controller should have in place a 1919
privacy management program that is tailored
to its operations and integrated into its
governance structure.
3. A data controller should provide ongoing | PT-AC02 | The system should be able to
monitoring, periodic assessment of data perform periodic assessment of data
breach, and response to incidents. breach.
PT-AC03 | The system should be able to handle
data breach.
PT-ACO5 | The system should be able to report
on data breach checking.
4. There should be a method for the data | PT-AC04 | The system should allow inquiry of
subject to inquire about issues related to and response to issues related to
privacy of personal data. personal data.
5. A data controller should provide evidence | PT-ACO1 | The system should be able to record
of its privacy management program to the events that occur in the system.
privacy enforcement authorities.
6. A data controller should provide notice to | PT-AC06 | The system should be able to notify

the privacy enforcement authorities and data
subject in the event of significant data

breach.

relevant  parties, ie.  privacy
enforcement authorities and data
subject, in the event of significant

data breach.
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Pattern Name Collection Limitation Pattern

Privacy Principle | Collection Limitation Principle

Intent This pattern assures that the personal data that the system of the data
controller will collect should be limited and are collected with the
knowledge or consent of the data subject. As personal data are attributes
of the data subject, it is necessary to assure that he/she is still in control of
the personal data and the collection does not violate his/her civil right as

the owner of the collected data.
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Motivation

When a data subject (or user) is about to use a service of a data controller
on the Internet, the service may need to collect certain personal data of
the data subject for the processing of the service. For example, a cosmetic
online shopping web site needs to collect a customer’s personal data at
registration time. Among the collected personal data (such as name, email,
and phone number), the web site also collects national ID and does not
ask the customer to give consent to the collection. In this scenario, sensitive
information (i.e. national ID) that is not used in the processing of the online
shop is unnecessarily disclosed. If the online shop neither asks the customer
to give consent to the collection nor handles data privacy well, the
customer’s sensitive information may leak and be misused in a way that
causes harm to the customer. Thus, the data subject should be aware of
what, when, and how personal data are collected. The system of the data
controller should collect only the personal data that are necessary for use,
and let the data subject know about personal data collection and give
consent. Sometimes it may be the case that consent is given by a

representative on behalf of the data subject.

Applicability

Use the Collection Limitation pattern whenever the system is about to
collect personal data, i.e. any information relating to an identified or
identifiable individual (data subject) [1]. According to [11], the system should
use the Collection Limitation pattern when collecting any of the following
categories of personal data:
® Preference data i.e. Preferences on books, music, cities, friends,
wish list, and so forth.
® Communication record i.e. SMS text, phone records, address book,
and so forth.
® \Web footprint i.e. Visited websites, search keywords, social
comment logs and social graph, and so forth
® Personal profile ie. Height, weight, published papers,
education/career experiences, exam performance, and so forth.
® Consumption service record i.e. Bank account and transaction
records, flight and hotel orders, car rental orders, supermarket

records, e-commerce transaction record, and so forth.
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Applicability

® Public service record Personal salary records, household energy
record, personal credit, and so forth.
Also, the system should use the Collection Limitation pattern no matter
where such personal data are collected from [11]:
® Personal device i.e. PC, smart phones, mobile devices, tablet, and
so forth.
® Services i.e. Web applications, and so forth.
® Social network i.e. Facebook, Twitter, blogs, and so forth.
® Sensors i.e. GPS, thermometer, wearable devices, and so forth.

The data subject itself i.e. Email, work schedule, documents, pictures,

video, audio.
Behavior and Structure
Activity Diagram
Collection Limitation Pattern
Data Subject or Representative System External Agent

Use The System

Collect Personal Data

[Collect from Data Subject] [Collect from External Agent]

4[ Request for Consent } [Connect to External Agent} l

[ Respond to Consent Request }

[Refuse Consent]

[Give Consent] [Refuse Consent]

Check Consent

[Refuse Consent]

Notify Refusal of
Consent

[Give Consent]

Submit Personal Data

[Give Consent]

Submit Personal
Data

Record Data Source

Record Retention Period

Insert Personal Data

Phase
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Class Diagram

<<Interface>>
ConcreteAgent
Agent
kg -—o
+ connectToExternalAgent()
+ connectToExternalAgent()
<<Interface>> <<Interface>>
<<Interface>> <<Interface>>
PersonalData DataManager
ConsentManager OnBehalfManager
T [ N [—
+ recordDataSource() + collectData()
X X . + checkConsent() + recordRepresentative()
+ recordRetentionPeriod() + insertData()
[ [
[ [} ! |
| |
| | | !
| | ! |
‘ | |
| |
ConcretePersonalData ; 3 i
L I
ConcreteDataManager |
ConcreteConsentManager -
+ getPersonalData — — ConcreteOnBehalfManager
+ setPersonalData() + collectData()
+ checkConsent()
+ recordDataSource() + insertData() .
+ recordRepresentative()
+ recordRetentionPeriod()

Participants

Interface Name/Class Name

Detail

Interface DataManager

An interface that has the responsibilities to coordinate checking
of consent and collection of personal data from the data
subject. It inserts the collected data into the system if the data

subject gives consent.

Class ConcreteDataManager

A concrete class that implements the interface DataManager.
Other responsibilities related to managing personal data can
be added, i.e. coordinating update of personal data when

there are changes etc.

Interface ConsentManager

An interface that has the responsibilities to inform the data
subject that the system needs to collect personal data and

check whether the data subject gives or refuses consent.

Class ConcreteConsentManager

A concrete class that implements the interface

ConsentManager.

Interface OnBehalfManager

An interface that inherits from the interface ConsentManager.
It has the responsibility to record the information about who,
on behalf of the data subject, has given the consent to collect

the personal data.
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Participants

Interface Name/Class Name

Detail

Class

ConcreteOnBehalfManager

A concrete class that implements the interface

OnBehalfManager.

Interface Agent

An interface that has the responsibilities to connect to an
external agent to collect personal data of the data subject on
behalf of the system, and obtain personal data via the external

agent if consent is given.

Class ConcreteAgent

A concrete class that implements the interface Agent.

Interface PersonalData

An interface that represents the collected personal data.

Class ConcretePersonalData

A concrete class with the data attributes that are necessary for

the purpose of the system.

Collaboration

1. When the data subject requests to use a system function, the system controller creates a

ConcreteDataManager object to collect personal data. The data source where personal data

will be collected (i.e. data subject or external agent) and data retention detail (e.g. retention

time, format) should be determined by the data controller.

2. If personal data will be collected directly from the data subject,

2.1. The ConcreteDataManager object creates a ConcreteConsentManager object to check

whether the data subject gives or refuse consent to personal data collection.

2.2. The ConcreteDataManager object notifies the system controller of the consent checking

result.

2.3. If consent is given, the system controller creates a ConcretePersonalData object and

calls the ConcreteDataManager to insert the ConcretePersonalData object into a data

store.

3. If personal data will be collected via an external agent,

3.1. The ConcreteDataManager object creates a ConcreteAgent object to connect to an

external agent.

3.2. If the external agent is given the consent to collect personal data, the ConcreteAgent

object creates a ConcretePersonalData object and calls the ConcreteDataManager to

insert the ConcretePersonalData object into a data store.
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Collaboration

4. In the case that consent is given by a representative on behalf of the data subject and the
system needs to record such a fact, the ConcreteDataManager can create an OnBehalfManager
object, instead of a ConcreteConsentManager object, to check consent and also record the

representative information.

Sequence Diagram (When collecting personal data directly from Data Subject.)

sd Collection Limitation Pattern (When collecting personal data directly from Data Subject.)J

o

<<Control>>
Data Subject :SystemController
T

T
<<create>>
cdm:ConcreteDataManager

| use the system |
>

I
I
I
collectData(dataSource) !

opt J
<<create>>
[datgSpurce = user] c:ConcreteConsentManager
T
checkConsent() |
>
message for consent
press confirm
>
response
[mmmmm oo ‘
response !
< !
i
all J !
i
I
[Give Consent] !
i
submit personal data |
|
|
<<create>> |
‘ i % d:ConcretePersonalData
|
| T
setPersonalData(personalData) | |

T >
recordDataSource(dataSource) |

T >
recordRetentionPeriod(dataRetention) |

T >
insertData(d) '
I
getPersonalData() !

T >

personaldata | |
message to inform message to inform data inserted ~ 3

data inserted

[Reflise Consent]

message to inform that systel

function cannot be used

|
|
|
|
|
|
O I A
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
|
t
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Collaboration

Sequence Diagram (When collecting personal data via External Agent.)

sd Collection Limitation Pattern (When collecting personal data via External Agent.)J

@)

<<Control>>
‘ Data Subject ‘ ‘ External Agent ‘ SystemController
T

T
| use the system |
>
<<create>>
cdm:ConcreteDataManager
T
collectData(dataSource) 1

>

[datapopurce = External Agent]

<<create>>
c:ConcreteAgent

connectToExternalAgent() |
»

:
\
\
I
I
|
I
I
|
|
3

opt J |
I
\
\
I
\
\
I
I
\
|
I
|
\

connect to externa agent

send information

T »
} response
| response !
S s — ‘
i I
i i
alt ! |
I <<create>> \
] | T d:ConcretePersonalData
[Gie |Consent] | 1
1 setPersonalData(personalData) | o
i r »
1 recordDataSource(dataSource) | N
1 r »
1 recordRetentionPeriod(dataRetention) | N
i ' »
| insertData(d) |
I »
! getPersonalData()
i T >
! . personal data |
i message to inform data inserted 3 |
I
77777777777777777777777 I i
message to inform data inserted 1 i |
”””””””” T | i i
S | e 4 e I —
i I ! I
[Refuse Consent] | | i |
i I ! I
message to inform that system | i |
I ! I
function cannot be used 1 1 |
TR T T T T T T T T T T T T T T T T T T T T T T T T T T T e I I I
| | | | | I
| | | | | 1
| | | | | i
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Consequences

1. Using this pattern, the system of the data controller can handle collection
of personal data as recommended by OECD. The system can handle
important tasks that are addressed by the Collection Limitation principle.
That is, the personal data management, consent and on-behalf consent
management, and connection to external agents tasks are specifically
accommodated by corresponding interfaces (and their concrete classes).
Thus, cohesion of each individual class in the design pattern structure can
be enhanced.

2. The data subject can be assured that the personal data that will be used
by the system are collected with the knowledge or consent of his/hers. The
data subject can be informed of what data are about to be collected and
can decide whether such data are necessary for the processing of the
system. The data subject has the right to reject the collection and, as a
result, the service, if he/she does not want to disclose such requested

personal information.

Implementation

Issues regarding the implementation of the Collection Limitation pattern are
as follows.

1. The collected personal data should be of high quality so that they can
be used to derive other sufficiently high quality information without having
to collect such information directly. Such a limit imposed on personal data
collection entails a data quality requirement and the data controller who
implements the system should refer to the Data Quality pattern also.

2. Since data collection should be restricted to the minimum necessary to
fulfil the specified purpose [1], the data controller who implements the
system should decide on which personal data are really needed. Therefore,
the class ConcretePersonalData should be implemented to have only the
data attributes that are necessary for the purpose of the system.

3. Even though OECD defines that there should be limits to the collection
of personal data, the detail about which data are prohibited from collection
are left out because it depends on the traditions and attitudes in each
country where the system operates. For example [1], personal data such as
race, religious beliefs, criminal records, health, sex life, and so forth are
sensitive and the collection of which should be restricted or even prohibited

by European legislation. On the other hand, for the United States privacy
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legislation, no data are specified as being more private or sensitive than others
as sensitivity may depend on the context and use of the data.

Therefore, the data controller who implements the system should decide on
which personal data attributes should be included in the class
ConcretePersonalData while not violating the privacy legislation and traditions
that apply to the system.

4. OECD defines that there should be limits to data collection activities of the
data controller. For example [1], hidden devices should not be used and the
data subject should not be deceived to provide personal information.
However, the control of such limits cannot be captured completely by the
structural model of this design pattern. To help address this issue, the data
controller should record the source of the data collection, i.e. whether the
data are collected from the data subject directly or an external agent. The
class ConcretePersonalData should be implemented to record the source of
the collected personal data. This could help to deal with data collection
misconduct if such a case arises. In addition, the data controller should be
open with the data subject about what data are collected and for what
purposes. The data controller should refer to the Openness pattern also.

5. OECD defines that there should be limits to the collection of personal data
in such a way that the civil rights of the data subject should be of concemn
and the data collection should not violate civil rights of the data subject.
Since the data subject should be entitled to his/her civil rights including the
right to his/her collected personal data, the data controller should also refer
to the Individual Participation pattern.

6. It is possible that the data subject may be represented by another party
who gives consent to the collection of the data subject’s personal data, e.g.
in the case of minors, mentally disabled person etc. If the data controller
needs to record this fact, e.g. for legal purpose, the interface OnBehalfManager
that inherits from the interface ConsentManager can be implemented (i.e.
class ConcreteOnBehalfManager) to also record the information about who,

on behalf of the data subject, has given the consent to collect the personal

data.
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Sample An example of a user registration system that applies the Collection Limitation
Design pattern is shown below. The system collects personal data of any user who
and Code

requests to use the system and the collection can be done either by the system

or via Facebook.

<<Interface>> FacebookAgent

Agent

+ connectToExternalAgent()

+ getFBGraph(accessToken)

+ connectToExternalAgent()

+ getGraphData(fbGraph)

<<Interface>> <<Interface>>
<<Interface>>
PersonalData DataManager
ConsentManager
AL LA [P
+ recordDataSource(dataSource) + collectData(dataSource)
M| + checkConsent()

+ recordRetentionPeriod(dataRetention) + insertData(data) iy

[ [

RegistrationPersonalData

RegistrationDataManager . .
RegistrationConsentManager

+ getPersonalData() WA —M
+ setPersonalData(data) + collectData(dataSource)

+ checkConsent()
+ recordDataSource(dataSource) + insertData(data)

+ recordRetentionPeriod(dataRetention) —‘

<<Interface>>

RegistrationConsentOnBehalf

OnBehalfManager

+ recordRepresentative()

+ recordRepresentative()

When a user (data subject) is required to register with the system to use its
service, the system uses the class RegistrationDataManager that implements the
interface DataManager to collect personal data (name, email, tel) as shown in
the sample code below. If the data source of collection is “User”, the data are
collected directly from the user. Otherwise they are collected via Facebook.
interface DataManager|

public Map<String, String> collectData(String dataSource);
public void insertData (RegistrationPersonalData pd):
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Sample
Design

and Code

public class RegistrationDataManager implements DataManager({

@Override

public Map<String, String> collectData(String dataSource) {
Map<String,String> data = new HashMap<String, String>();
if (dataSource.equalsIgnoreCase ("User")) {

RegistrationConsentManager rcm = new RegistrationConsentManager();

if (rcm.checkConsent ()) {

data.put ("consent"”, "accept"):
lelse{
data.put ("consent"”, "refuse"):

}
lelse{
FacebookAgent fa = new FacebookAgent():s
data.putAll (fa.connectToExternalAgent ());
}
return data;

}

@0verride
public void insertData(RegistrationPersonalData data){
[/ Add your code to insert personal data into data store.

DatabaseConnection dbConnection = new DatabaseConnection()
Connection connection = dbConnection.getDBConnection();
try |
String insert = "INSERT INTO personaldata "
+ "(name, email, tel, dataScource, dataRetention)
+ "VALUES (2, 2, 2, 2, )"
PreparedStatement stmt = connection.prepareStatement (insert)
int parameterIndex = 1;

stmt.setString(parameterIndex++, data.getName()):
stmt.setString(parameterIndex++, data.getEmail()):
stmt.setString(parameterIndex++, data.getTel()):
stmt.setString(parameterIndex++, data.getDataSource()):
stmt.setString(parameterIndex++, data.getDataRetention()):

stmt.execute () s
stmt.close();

} catch (SQLExzception e) {e.printStackTrace();}

}

i

If personal data are collected directly from the wuser, the class

RegistrationConsentManager that implements the interface ConsentManager is

used to check whether the user gives or refuse consent to personal data

collection as shown in the sample code below.

public interface ConsentManager {
public boolean checkConsent():

}

public class RegistrationConsentManager implements ConsentManager{
private Scanner scan;

@0verride
public boolean checkConsent () {
scan = new Scanner (System.in);
System.out.println("Give Consent Please Enter 'Y' "
+ "and Refuse Consent Please Enter 'N'"):
String accept = scan.next():
if (accept.equalsIgnoreCase ("Y"))
return true;
else
return false;
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Sample
Design

and Code

The class RegistrationPersonalData that implements the interface PersonalData
is implemented to have only the data attributes that are necessary for the
purpose of the system as shown in the sample code below. The system requires
only the attributes name, email, and telephone number to use its service. In
addition, it records the source of collection of these data as well as the end of
the retention period which varies by different types of data that the system
collects during the use of its service, i.e. registration data, location data, and

others.

public interface PersonalData {

public String recordDatasource(String dataSource):

public String recordRetentionPeriod(String dataRetention):
}

public class RegistrationPersonalData implements PersonalDataf
private String name;
private String email;
private String tel;
private String dataSource;
private String dataRetention;

public String getName() {
return name;

}

public void setName (String name) {
this.name = name;

}

public String getEmail() {
return email;

}

public void setEmail (String email) {
this.email = email;

}

public String getTel() {
return tel;

}

public void setTel (String tel) {
this.tel = tel;

}

public String getDataSource() {
return dataSource;

}

public String getDataRetention() {
return dataRetention;

}

@0verride

public String recordDatasource (String dSource) {
dataSource = dSource;
return dataSource;

}

@override

public String recordRetentionPeriod(String dRetention) ({
if (dRetention.equalsIgnoreCase ("Registration"))

dataRetention = "When deleting account”:
else if (dRetention.equalsIgnoreCase ("Location"))
dataRetention = "When ending program":
else
dataRetention = "When deleting data";

return dataRetention;
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Sample
Design

and Code

In the case that the user registers via Facebook, the class FacebookAgent that
implements the interface Agent is used to collect personal data as shown in the

sample code below.

public interface Agent |
public Map<String, String> connectToExternalBAgent ()

}
public class FacebookAgent implements Agent{

@GOverride
public Map<String, String> connectToExternalBgent() {
String accessToken = "";
/* TODO Add your code to connect to external agent,
* i.e. Facebook, to obtain an access token here */
String graph = getFBGraph (accessToken);
Map<String, String> fbProfileData = getGraphData (graph):
return fbProfileData;

}

public String getFBGraph (String accessToken) {
String graph = null;
try |

String g = "https://graph.facebook.com/me?" + accessToken;

URL u = new URL(g):

URLConnection ¢ = u.openConnection ()

BufferedReader in = new BufferedReader (new InputStreamReader (
c.getInputStream())):

String inputLine;

StringBuffer b = new StringBuffer():

while ((inputline = in.readLine()) != null)
b.append(inputlLine + "\n");
in.close() s

graph = b.toString():

System.out.println(graph);
} catech (Exception e) {

e.printStackTrace ()

throw new RuntimeException("ERROR in getting FB graph data. " +|e)r
}
return graph;

}
publiec Map<String, String> getGraphData (String fbGraph) {

Map<String, String> fbProfile = new HashMap<String, String>():
try |

JSONObject json = new JSONObiject (fbGraph)

fbProfile.put ("id", json.getString("id")):

fbProfile.put ("name", json.getString("name")):

if (json.has("email"™))

fbProfile.put("email", json.getString("email")):
if (json.has("gender")
fbProfile.put ("gender"”, json.getString("gender")):

} catch (JSONException e) {

e.printStackTrace () ;

throw new RuntimeException ("ERROR in parsing FB graph data. " + €):
}
return fbProfile;
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Sample In the case that that the system needs to record, e.g. for legal purpose, who gives
Design consent on behalf of the user, the class RegistrationConsentOnBehalf that
and Code implements the interface OnBehalfManager as shown in the sample code below
would be called by the class RegistrationDataManager instead of the class
RegistrationConsentManager.
public interface OnBehalfManager extends ConsentManager {
public String recordRepresentative():
}
publiec class RegistrationConsentOnBehalf implements OnBehalfManager{
private Scanner scan;
@0verride
public boolean checkConsent () {
scan = new Scanner (System. in);
System.out.println("Give Consent Please Enter 'Y' "
+ "and Refuse Consent Please Enter 'N'");
String accept = scan.next();
if (accept.equalsIgnoreCase ("Y"))
return true;
else
return false;
}
@0verride
publie String recordRepresentative() {
scan = new Scanner (System. in);
System.out.println ("Enter name of representative");
String representative = scan.next():;
return representative;
Known use | Examples of existing systems that take the Collection Limitation principle into

account include:

® JetStar (Website): While a user is using a web service on a mobile
phone, the system requires further access to the user location and will
ask for user consent. The user can then give or refuse consent to the
collection of his/her location data.

Jetstart

Allow location access?

https://m jetstar.com/ wants to
know your location.

Remember choice

Deny

i

About Jetstar Contact us
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Known use ® AliExpress (Website): When a user creates an account, the system will
collect personal data. If the user gives consent to the system to collect
and use personal data, the user should check the agreement checkbox.

Express

Create a New Account Already a Member? Sign in

Or sign up for an account using your email address.

Email address.

|

This will be your sign in email address

Name

Creale password

Confirm your password

Enter the code below

wAgh Refresh the code

] 1 agree to the AliExpress.com Free Membership Agreement. View Agreement
Related Data Quality
Patterns The Data Quality pattern can be used with the Collection Limitation pattern to

ensure that the personal data that are collected are accurate, complete, and up-

to-date for the processing of the system.

Openness

The Openness pattern can be used with the Collection Limitation pattern to
ensure that the collection of personal data is for the real benefit of the data
subject in the use of the system service. The data subject should be informed of

what personal data are collected and for what purposes.

Individual Participation

In addition to the Collection Limitation pattern, the Individual Participation pattem
can be used so that the data subject remains entitled to the right to participate
in the use of the collected personal data by the system and be informed of the

issues related to the collected personal data.
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Collection Limitation Principle

1. There should be limits to the

collection of personal data.

1.1 | The collected personal data 199 Implementation
should be of high quality so that @9 1),
they can be used to derive Related Patterns
other sufficiently high quality (Data Quality)
information without having to
collect such information
directly.

1.2 | The data collection should be | PT-CLO1 | The system should be | Behavior and
restricted to the minimum able to collect | Structure
necessary to fulfil the specified personal data that are | (Interface
purpose. necessary for use. PersonalData),

PT-CLO2 | The system should be | Implementation
able to record the (Sﬁa 2)
information about how
long personal data will
be retained.

1.3 | Personal  data that are 19 Implementation
considered sensitive according (%'a 3)
to traditions and attitudes in
each country should be of
concern in the data collection.
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Collection Limitation Principle
1.4 | There should be limits to data | PT-CLO3 | The system should be | Behavior and
collection activities of the able to record the | Structure
data controller such that the information about the | (Interface
data should not be collected source of personal data | PersonalData,
by the means that is unknown collection. Interface Agent),
or deceiving to the data Implementation
subject. @9 4),
Related Patterns
(Openness)
1.5 | Civil rights of the data subject 1919 Implementation
should be of concern in the @D 5),
data collection. Related Patterns
(Individual
Participation)
2. The data should be obtained by | PT-CL04 | The system should let Behavior and
lawful and fair means and, where the data subject know Structure
appropriate, with the knowledge of about personal data (Interface
the data subject. collection. ConsentManager)
3. The data should be obtained by | PT-CLO5 | The system  should | Behavior and
lawful and fair means and, where allow the data subject | Structure
appropriate, with the consent of the to give or refuse consent | (Interface
data subject. to data collection. ConsentManager)
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Collection Limitation Principle
4. The Collection Limitation | PT-CLO6 | The system should be | Behavior and
Principle does not exclude the able to record the | Structure (Interface
possibility of a data subject being information about the | OnBehalfManager),
represented by another party, for party who gives | Implementation G0
instance in the case of minors, consent to data 6)
mentally disabled person, etc. collection on behalf of
the data subject.
Data Quality Principle
1. Personal data should be 3] Implementation (U9
relevant to the purposes for 1), Related Patterns
which they are to be used. (Purpose
Specification)
2. Personal data, to the extent PT- The system should be | Behavior and
necessary for their purposes, DQ02 | able to validate the | Structure (Interface
should be accurate. collected personal data | DataValidation,
for accuracy. Interface
PT- The system should be | DatalntegrityManager),
DQO3 able to check integrity | Implementation (ﬁﬁa
of the  collected | p)
personal  data  for
accuracy.
3. Personal data, to the extent PT- The system should be | Behavior and
necessary for their purposes, DQO1 able to check, for data | Structure (Class
should be complete. completeness, that all | RequiredDataChecker)
required personal data
are collected.
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personal data are collected
should be specified not later
than at the time of data

collection.

be able to inform the
information  about
the purpose for which
the collected data

are to be used.

S8azIdYnLY $18M13ANUARINSVRIMUUIUMT | Unngludiulavasuuu
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Data Quality Principle
4. Personal data, to the extent | PT-DQ04 | The system should | Behavior and Structure
necessary for their purposes, be able to collect | (Interface
should be kept up-to-date. current personal data | DataUpdateManager),
for  data  up-to- | Implementation (18 2),
dateness. Related Patterns
(Individual Participation)
Purpose Specification
Principle
1. The purposes for which | PT-PSO1 | The system should | Behavior and Structure

(Class

PurposeOfPersonalData),

Implementation W9 2)

2. The subsequent use of
personal data should be limited
to the fulfilment of the purposes
specified prior to or at the time

of collection.

By

Implementation @8 4)

3. The subsequent use of

personal data may be for
purposes other than the original
purposes, but such purposes

should be specified as change.

Implementation (@e 4)

4. Later changes of purposes

should be specified.

Implementation (28 4)
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Purpose Specification
Principle
5. On each occasion of change 19 Implementation (19 4)
of purpose, the new purposes
should not be incompatible with
the original purposes.
6. Specification of purpose laid] Implementation (18 3),
should be made by public Related Patterns
declarations or information to (Openness)
the data subject.
7. When data no longer serve a | PT-PS02 | The system should be | Behavior and Structure
purpose, and if it is practicable, able to check the | (Interface
it may be necessary to have retention period or | RetentionChecker),
them destroyed (erased) or expiration  date  of | Implementation (WD 5)
given an personal data.
anonymous form. PT-PS03 | The system should be

able to delete or

anonymize  personal

data after their

retention has expired.
8. The Purpose Specification gl Implementation (19 1)
Principle is closely associated Related Patterns (Data
with the Data Quality Principle Quality, Use Limitation)
and the Use Limitation Principle.
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Use Limitation Principle
1. Personal data should not be | PT-ULO1 | The system should let | Behavior and
disclosed, made available or the data subject know | Structure
otherwise used for purposes other about the use of | (Interface
than those specified in accordance personal data which | ConsentManager),
with  the Purpose Specification deviates  from  the | Implementation
Principle, except with the consent of specified purposes. (sﬁ'm, 2), Related
the data  subject or his Patterns
representative. (Openness)
2. Personal data should not be | PT-ULO2 | The system should allow | Behavior and
disclosed, made available or the data subject to give | Structure
otherwise used for purposes other or refuse consent to the | (Interface
than those specified in accordance use of personal data | PurposeDeviation
with  the Purpose  Specification which deviates from the | Notification),
Principle, except by the authority of specified purposes. Implementation
law or licences granted by (Sﬁal), Related
supervisory bodies. Patterns
(Openness)
Security Safeguards Principle
1. Personal data should be | PT-SSO1 | The system should be | Behavior and
protected by reasonable security able to encrypt the | Structure
safeguards  against unauthorized personal data to ensure | (Interface
disclosure of data, based on confidentiality. DataEncryption
informational measures such as Maneger),
enciphering. Implementation
(V9 3)
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Security Safeguards Principle
2. Personal data should be protected | PT-SS02 | The system should be | Behavior and
by reasonable security safeguards able to authenticate | Structure
against unauthorized access, users of the system | (Interface User,
destruction, use, and modification of before accessing | Interface Role,
data, based on organizational personal data. Interface Right,
measures such as authority levels | PT-SS03 | The system should be | Interface
with regard to access to data. able to define access | Authentication),
rights to create, destroy, | Implementation
view, and modify (Gﬁa 2)
personal data based on
authority levels or roles
within the organization.
PT-SS04 | The system should be
able to control access to
the personal data by
different access types
including create, destroy,
view, and modify, based
on authority levels or
roles within the
organization.
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Security Safeguards Principle
3. Personal data should be protected | PT-SS05 | The system should be | Behavior and
by reasonable security safeguards able to provide a | Structure
against loss or destruction and mechanism to ensure | (Interface
modification ~ of  data, both data integrity. Datalntegrity
accidentally and deliberately, where Manager),
data integrity would be affected. Implementation
(¥o 4), Related
Patterns (Data
Quality)
4. Personal data should be protected | PT-SS06 | The system should be | Behavior and
by reasonable security safeguards able to provide a | Structure
against loss of access by which data mechanism to ensure | (Interface
availability would be affected. data availability. DataAvailability
Manager),
Implementation
(V9 5)
5. Personal data should be protected | PT-SS07 | The system should be | Behavior and
by reasonable security safeguards able to monitor and | Structure
against threats of data breach, based record access to | (Interface
on informational measures such as personal data. DataBreach
monitoring of unusual activities and | PT-SS08 | The system should be | Mornitoring),
responses to them. able to check for | Implementation,
suspicious data breach | Related Patterns
and notify the data | (Data Quality)
controller and data
subject.
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Security Safeguards Principle
6. Personal data should be a4 Implementation (U9
protected by reasonable security 7)
safeguards based on physical
measures (such as locked doors
and identification cards) and
proper organizational procedure
(such as employees’ security
training,  up-to-date  security
safeguards).
Openness Principle
1. There should be a general | PT-OP01 | The system should be | Behavior and
policy of openness about able to record the | Structure (Interface
developments, practices and information about the | PrivacyPolicyManager,

policies with respect to personal

data.

privacy policy, including

the existence and

nature of personal
data, main purpose of
collection and use, and
identity and  usual
residence of the data

controller.

Interface
PrivacyPolicy,
Interface PurposeOf

PersonalData)
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Openness Principle
2. Means should be readily | PT-OP02 | The system should let | Behavior and
available of establishing the the data subject know | Structure (Interface
existence and nature of personal about the  privacy | PrivacyPolicyManager,
data. policy. Interface
PT-OP03 | The system should let | PrivacyPolicyChange
the data subject know | Notification)
about change of the
privacy policy.
PT-OP04 | The system should
provide  the data
subject with access to
the privacy policy.
3. Means should be readily | PT-OP02 | The system should let | Behavior and
available of establishing the main the data subject know | Structure (Interface
purposes of the use of personal about the  privacy | PrivacyPolicyManager,
data. policy. Interface
PT-OP03 | The system should let | PrivacyPolicyChange
the data subject know | Notification)
about change of the
privacy policy.
PT-OP04 | The system should
provide the data
subject with access to
the privacy policy.
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Openness Principle
4. Means should be readily | PT-OP02 | The system should let | Behavior and
available of establishing the the data subject know | Structure (Interface
identity and usual residence of the about the  privacy | PrivacyPolicyManager,
data controller. policy. Interface
PT-OP03 | The system should let | PrivacyPolicyChange
the data subject know | Notification)
about change of the
privacy policy.
PT-OP04 | The system should
provide the data
subject with access to
the privacy policy.
5. “Readily available” implies that | PT-OP02 | The system should let | Behavior and
data subjects should be able to the data subject know | Structure (Interface
obtain information without about the  privacy | PrivacyPolicyManager,
unreasonable effort as to time, policy. Interface
advance knowledge, travelling, | PT-OP03 | The system should let | PrivacyPolicyChange
and so forth, and without the data subject know | Notification),
unreasonable cost. about change of the | Implementation @®
privacy policy. 2)
PT-OPO4 | The system should
provide the data
subject with access to
the privacy policy.
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data, main purpose of
collection and use, and
usual

identity  and

residence of the data
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Openness Principle
6. Regular information from the | PT-OP01 | The system should be | Behavior and
data controller regarding the able to record the | Structure (Interface
privacy  policy  should  be information about the | PrivacyPolicyManager,
published. privacy policy, | Interface
including the existence | PrivacyPolicy,

Interface PurposeOf
PersonalData),

Implementation

a data controller, or otherwise,
confirmation of whether or not
the data controller has data
relating to him/her (or his/her

personal data).

controller.
7. The Openness Principle may be laigd Implementation @
viewed as a prerequisite for the 3), Related Patterns
Individual Participation Principle. (Individual

Participation

Individual Participation
Principle
1. A data subject can obtain from g Implementation o

1), Related Patterns
(Openness,
Collection Limitation,

Use Limitation)
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Individual Participation Principle

2. A data subject should have the | PT-IPO2 | The system should allow | Behavior and

right to access to his/her personal the data subject to | Structure

data within a reasonable time when access his/her personal | (Interface

a request to access is made. data. DataManager,
Interface
PersonalData),
Implementation
(@9 3), Related
Patterns
(Security
Safeguards)

3. A data subject should have the | PT-IP02 | The system should allow | Behavior and

right to access to his/her personal the data subject to | Structure

data at a reasonable cost. access his/her personal | (Interface

data. DataManager,

Interface
PersonalData),

Implementation
(@ 3), Related
Patterns
(Security
Safeguards)
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Individual Participation Principle
4. A data subject should have the | PT-IPO2 | The system should | Behavior and
right to access to his/her personal allow the data subject | Structure (Interface
data in a reasonable manner. to access his/her | DataManager,
personal data. Interface
PersonalData),
Implementation
(@9 3), Related
Patterns (Security
Safeguards)
5. A data subject should have the | PT-IPO2 | The system should | Behavior and
right to access to his/her personal allow the data subject | Structure (Interface
data in a form that is readily to access his/her | DataManager,
intelligible. personal data. Interface
PersonalData),
Implementation
(@9 3), Related
Patterns (Security
Safeguards)
6. A data subject should have the | PT-IPO1 | The system should | Behavior and

right to reasons for, and challenge,
adverse decisions when requests for

confirmation or access are denied.

allow inquiry of and
response to issues
related to personal

data.

Structure (Interface
ContactMessage,
Interface
ContactMethod),

Implementation

@9 3)
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Individual Participation Principle
7. A data subject should have the | PT-IPO1 | The system should allow | Behavior  and
right to challenge his/her personal inquiry of and response | Structure
data. to issues related to | (Interface
personal data. ContactMessage,
Interface
ContactMethod),
Implementation
(o a)
8. A data controller should erase, | PT-IPO3 | The system should allow | Behavior and
rectify, complete, or amend the data the data controller to | Structure
subject’s personal data if the erase and update the | (Interface
challenge is successful. data subject’s personal | DataManager,
data. Interface
PersonalData)
Accountability Principle
1. A data controller and a data 1914y Implementation
processor who carries out the (“?J’EJ 1), Related
processing of personal data on Patterns (All
behalf of the data controller (if any) Privacy Pattern)
are held accountable for complying
with measures which give effect to
all other principles.
2. A data controller should have in laig) Implementation

place a privacy management

program that is tailored to its
operations and integrated into its

governance structure.

@9 1)
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Accountability Principle Sd $18A1IAUABINNT
3. A data controller should provide | PT-AC02 | The system should be | Behavior and
ongoing monitoring, periodic able  to perform | Structure (Interface
assessment of data breach, and periodic assessment of | DataBreach
response to incidents. data breach. Monitoring)
PT-AC03 | The system should be
able to handle data
breach.
PT-ACO5 | The system should be
able to report on data
breach checking.
4. There should be a method for | PT-ACO4 | The system should | Behavior and
the data subject to inquire about allow inquiry of and | Structure (Interface
issues related to privacy of personal response to issues | ContactMessage,
data. related to personal | Interface
data. ContactMethod
5. A data controller should provide | PT-ACO1 | The system should be | Implementation
evidence of its privacy management able to record events (“?J’EJ 2), Behavior
program to the privacy enforcement that occur in the | and Structure
authorities. system. (Interface User,
Interface
EventManager,
Interface Activity)
6. A data controller should provide | PT-AC06 | The system should be | Implementation
notice to the privacy enforcement able to notify relevant (%'a 2), Behavior
authorities and data subject in the parties, i.e. privacy | and Structure
event of significant data breach. enforcement (Interface
authorities and data | pataBreach
subject, in the event of | ponitoring)
significant data breach.
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Collection Limitation Principle

1. There should be limits to the

collection of personal data.

pid §

1.1 | The collected personal T
data should be of high
quality so that they can be
used to derive other
sufficiently  high  quality
information without having
to collect such information

directly.

1.2 | The data collection should | PT-CLO1 | The system should be able to
be restricced to the collect personal data that are

minimum  necessary to necessary for use.

fulfil the specified | PT-CLO2 | The system should be able to
purpose. record the information about
how long personal data will be

retained.

1.3 | Personal data that are aid
considered sensitive
according to traditions and
attitudes in each country
should be of concern in

the data collection.
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Collection Limitation Principle
1.4 | There should be limits to | PT-CLO3 | The system should be able to
data collection activities record the information about
of the data controller the source of personal data
such that the data should collection.
not be collected by the
means that is unknown or
deceiving to the data
subject.
1.5 | Civil rights of the data lud
subject should be of
concern in the data
collection.
2. The data should be obtained | PT-CLO4 | The system should let the data
by lawful and fair means and, subject know about personal
where appropriate, with the data collection.
knowledge of the data subject.
3. The data should be obtained | PT-CLO5 | The system should allow the
by lawful and fair means and, data subject to give or refuse
where appropriate, with the consent to data collection.
consent of the data subject.
4. The Collection Limitation | PT-CLO6 | The system should be able to

Principle does not exclude the
possibility of a data subject
being represented by another
party, for instance in the case of
disabled

minors,  mentally

person, etc.

record the information about
the party who gives consent to
data collection on behalf of

the data subject.
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1. néndedintunisifiu - - - ]
SIUSIUTe YA

(Collection Limitation

Principle)
2. VENAMAMNVBITBYA shwavidundeudon 1 2 Motivation Implementation,
(Data Quality Principle) | “Personal data should Related Patterns
be relevant to the
purposes for which they
are to be used.”
3. ndndedivun | srwaziBendesded 2 1 Motivation Implementation

[

TngUszasd (Purpose | “The subsequent use of
Specification Principle) | personal data should be
limited to the fulfilment
of the purposes specified
prior to or at the time of

collection.”

4. ndnvadialunisld - } N .

R 38 (Use Limitation

Pattern)
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5. MANN1TINYIAINY
funsveadoya
(Security  Safeguards
Principle)

s1earidundaaded 6
“Personal data should
be protected by
reasonable security
safeguards based on
physical measures (such
as locked doors and
identification cards) and
proper organizational
procedure  (such  as
employees’ security
training, up-to-date

security safeguards).”

1

Consequences

Implementation

6. nann1ssUALNg

(Openness Principle)

T
a

s1uazLdund U
“The Openness Principle

may be viewed as a

prerequisite  for  the
Individual  Participation
Principle.”

Behavior and

Structure

Implementation,

Related Patterns

7. wann1silEIuTI
993yAAa (Individual
Participation
Principle)
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8. nNAUTURAYOU | SIwazLdentosdan 1 “A 2 Intent, Implementation,

(Accountability
Principle)

data controller and a

data  processor  who
carries out the processing
of personal data on

behalf of the data
controller (if any) are
held accountable for
complying with measures
which give effect to all

other principles.”

Behavior and

Structure

Related Patterns

NANT19T 4.3 uanseanBengasvesmannisanududiuiingnsivaeunuusiin

g §I3eladariazuduiunisasianusieaidungesvesmannisanududiudiin

AU AanandlumsIen 4.4

A15099 4. 4 a3UTIIUNNIITIINUTIgazBuntoe v AN sAUTuE AR WA

wann1saaludiuda Sruausiemsiinuin UIUFWURR
1. néndedrintunisiiusausindeya (Collection - -
Limitation Principle)
2. vidnAmnMYeeaya (Data Quality Principle) 1 )
3. ndandeninundingussadd (Purpose 1 1
Specification Principle)
4. nandedninlunislddaya (Use Limitation - -
Pattern)
5. wﬁﬂmi%ﬂmmmﬁuﬂwm%aga (Security 1 1
Safeguards Principle)
6. nann1sUALNe (Openness Principle) 1 2
7. ndnn1siidiusiuvesymana (ndividual - -
Participation Principle)
8. nanANUTURAYBU (Accountability Principle) 1 2
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1. wdndedndalunisiiusiusiu - -
48y a (Collection Limitation
Principle)
2. vanguaInvestaya (Data - -
Quiality Principle)
3. ndndefivuninguszasd | s1waziBengesdedl 5 “On each occasion of 1
(Purpose Specification Principle) change of purpose, the new purposes should
not be incompatible with the original
purposes.”
4. vandedinlunislddeya (Use - -
Limitation Principle)
5. wdnmsinwinnuiunmwesteya | Meazidengestedi 6 “Personal data should be 2
(Security Safeguards Principle) protected by reasonable security safeguards
based on physical measures (such as locked
doors and identification cards) and proper
organizational procedure (such as employees’
security  training, up-to-date security
safeguards).”
6. nanni1stUaLluey (Openness - -
Principle)
7. nénnisildrudinvesynna | s1azidendesdedl 3 “A data subject should 1

(Individual Participation Principle)

have the right to access to his/her personal

data at a reasonable cost.”
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8. ndnAa1ufuUfAaveu | uandendesded 1 “Adata controller and a 1
(Accountability Principle) data processor who carries out the processing

of personal data on behalf of the data
controller (if any) are held accountable for
complying with measures which give effect to

all other principles”

s1eauiduntesdadi 2 “A data controller should 2
have in place a privacy management program
that is tailored to its operations and integrated

into its governance structure.”

1nA15197 4.5 §3deliinnisnsirasuluusaznsaziBoadesiigasaaouliny
Usinglusuugunisesnuuuaguin

1. vdndefvuninguszasd Twazidengesdol 5 “On each occasion of change
of purpose, the new purposes should not be incompatible with the original purposes.”
funngluwuusunisesnuuudmiunandemmuningUssasaluiite Implementation U8
doedl 4 U

2. Mé’ﬂmi%’ﬂmmmﬁuﬂwaﬁaga swaziBendentef 6 “Personal data should
be protected by reasonable security safeguards based on physical measures (such as
locked doors and identification cards) and proper organizational procedure (such as
employees’ security training, up-to-date security safeguards).” 151 ﬂQIuLLUU'gUms
ponuuudmsundnnsinmmnusiuasesteyalusiide Implementation dogoedl 7 wd

3. nénnsiidiusanvesyana uazidengosteil 3 “A data subject should have
the right to access to his/her personal data at a reasonable cost.” fiusngluiuugunis

PoNLUUAMTUMENNSHlaIUIINvRIYARaluTIUe Implementation Tataeh 3 e
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4. vénAusuiinreu seaziBendesdadl 2 “A data controller should have in
place a privacy management program that is tailored to its operations and integrated
into its governance structure.” fiunnglukuusunisesnuuudmsunanausuiingeu Tu
#ite Implementation dogesii 1 wén

5. ndnAuSuinteu s1eazBungasdedl 1 “A data controller and a data
processor who carries out the processing of personal data on behalf of the data
controller (if any) are held accountable for complying with measures which give effect
to all other principles.” #us1nglukuuiuniseenwuudmsundnaiiusuiiavey luiite
Related Patterns

IINNANIIATIVADUAIINATUAIUTBILUUUNITRBNRULdmSUAINL U
Uszifiudgminulunisasivaeude wuusunisesnuuuiduniwsanguidmsiunsd
Aoudsengasaaeusundiliviile wazseazidendesdilifiusingluside “Behavior
and Structure” gnsivaauazidntadnludidusingluiuugyd desesue uwavendledreli

Wear1gnstuanladnisidsuaioduieliluiite “Implementation” #38 “Related

eX2p

Pattern” \fipavntuusseazidundesiuldaunsadeusenuluguiuuvesununng.dy
LoalAlAunTY LU SEALBENUREURINANNITHAIUTINVRIUARS T1UaBEntoaTaN 3 “A
data subject should have the right to access to his/her personal data at a reasonable

cost.” \Jusiu uazinyvaeulalirmuueii uazdonsusuuselinimsi 4.6
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1.MaﬂGUEJ‘\]'lﬂ@sLUﬂqiLﬁUi’JUi'lll
i) 3 a (Collection Limitation

Principle)

2. vangunInvesdaya (Data

Quality Principle)
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Uszgnaludiunds (Back

End) vaskaunantula

3. udndeninuningussada

(Purpose Specification Principle)

4. vandedrinlunislddeya (Use

Limitation Principle)

5. nidnn1ssnwIANiuAswestaya

(Security Safeguards Principle)

6. nanni1stUaLuey (Openness

Principle)
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7.vanni1sddiusiuvesynna

(Individual Participation Principle)

8 NaNAITUSURAT DU

(Accountability Principle)

AsLAuIIEaLdeansldau
(User Detail @ Activity
Detail) TugUuuuvesindden
(Log File) limasaz@asilnand
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nsalnuiluisenldau Logger
Library nsatiutas waqly
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| Collection Limitation Pattern |
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\ RequiredDataChecker I |
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| ! IPurposé Specification Pattern I 1!
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| | | Openness Pattern T |
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} Emailvalidation | : i } | I } | | | Individual Participation Pattern|
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| —‘ " | : I : RegistrationData : | | : | ContactMessage |
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MobileValidation | | [
| | | | |
| Lt NN !
| Lin ! fyl |
ffffffffff iy b |
| | | : | | | | I ContactByEmail |
| | istrati |
| DataUpdateManager ] | Y | | RegistrationDataManager L 1! |
| Datalntegrity | T ) L | | | |
[ . R Il ‘
| |
‘ T ! ‘
| [ B 7777777T7|7|4 7777777777 !
T e - 4 = L I N N hT————"—""—"—"—"—"—"—"—————————=——=
i Bl & | |
77777777777 Syt | T——————n
I p! M= L ___ — PrivacyPolicyChangeNotification | |
| T | 1| I |
| i ' } |
| |
| TransmitConsent : | | RegistrationConsent : PrivacyPolicyManager : I e ———— 3
|
[ P! ] e
| ) | | } 1
I 1! | ! I
! [
| i_ [—— 1_ — A ‘P P | | | PurposeDeviationNotification |
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Security Safeguards Pattern |
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: DataCategory RightAccess Role I User : :
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| ] |

| I

| |

JUT 5.2 ununnaaavesszuuitudesulatl (aseumau 2 wdnmsaanandudiu)

Tae@9819n159IuURIsEUUnsSalanwIS A eaulal (Gulyd HELLOBEAUTYS) 9

= o ° [ [ ] Y vya o A
llﬂ?iiﬂLL‘U‘UE‘UﬂWiEJEJﬂLL‘U“Uﬁ’]‘WTUﬂ'J']lILUUﬁ’JUGI'JbLIJEL“UiJGNu

5.1 nsasreulgunganududiuni

WievinsWaIsEUURTRILN AL Aa9in15aseulautgAu T udIuFTULN

Y

el ldiuszuy viiednvesloyaninuinssuuagynnsinuniusiudeyasslsting uas

Toyawmarlazgninluldedials laglunisadrsulevisanududiudiaglduuugunis

a

ganuuudmsunannsliame ununweataveInsaialsveauludiuiiuansdagy
5.3 shegralusunsudmiunisadiaulovisanuludiud wanadagun 5.4 uasilledinig

LU%EJHLLUMUIEJUWEJFD’]MLﬂuﬁﬁuﬁ’ﬁzUUf\]zéfmﬁmiLL{]’ﬁﬂ’liL‘UaEJULLUaQﬁIMﬂUQ’L%UL{]J’PUBQ

TOYANINULARIRIFUT 5.5



I Openness Pattern

Purpose

PrivacyPolicyChangeNotification

PrivacyPolicy

PrivacyPolicyManager

PERMISSIOI

MESSAGE INVESTIGATE DATA

Create Privacy Policy

EDIT PRIVACY POLICY

Name
hellobeautys.com Privacy Policy

What personal information do we collect from the people that vsit our website?
When ordering or registering on our site, as appropriate, you may be asked to enter
your name, email address, mailing address, phone number, credit card information,
Location or other details to help you with your experience.

How do we use your information?
We may use the information we collect from you when you register, make a
purchase, sign up for our newsletter, respond to a survey or marketing
communication, surf the website, or use certain other site features.

+ ()

What purpose of use your information?

To quickly process your transactions.

What purpose of use your information?

To send periodic emails regarding your order or other

products and services.

What purpose of use your information?

To follow up with them after correspondence (live chat,

email or phone inquiries)

Contact Us

Address
776/263 vt nazaeviiia sasWauINTs 38
U2 TUVEN 120 FINARAN

city Gountry
NFIAN Iny
Phone

0814714117

CREATE PRIVACY POLICY

5UN 5.4 mihdmsuaia

Detail

This privacy policy has been compiled to better serve those who are
concerned with how their Personally Identifiable Information (Pll) is being
used online. PII, as described in US privacy law and information security, is
information that can be used on its own or with other information to identify,

When do we collect information?
We collect information from you when you register on our site, place an
order, fill out a form or enter information on our site

How do we protect your information?
Our website is scanned on a regular basis for security holes and known
vulnerabilities in order to make your visit to our site as safe as possible.

We use regular Malware Scanning.

Your personal information is contained behind secured networks and is only

Data Categories
Registation

Data Categories
Registation

Data Categories
Registation

Zip Code
10250

Email
hellobeautys_official@hotmail.com

waziUdsuwlasuleuieanuudiusi
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Notify to our Privacy Policy

o hellobeautys.officials@gmail.com M S Reply |V
Today, 6:54 AM

You ¥

We are always looking for new ways to improve how you create and work together using Hello Web. That is why we recently launched several
new productivity tools and sharing features. And there is more to come. To support these changes, we have made a few updates to our Privacy
Policy.

Here is a quick Privacy Policy

<
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VYaa

d115UnTI9@UAIUAIINAIANINYDITBLE (Data Integrity) Inglusiogaliagldisnns
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DataAvailability

DataEncryption

|
OnBehalfManager :
|

+
Collection Limitation Pattem‘
|
|
|

!

RegistrationConsent

Data Quality Pattern

L~

Datalntegrity RegistrationDataManager PrivacyPolicyManager

FacebookAgent PrivacyPolicy Purpose

EmailValidation MobileValidation

|
} DataUpdateManager
|
|

JUN 5.6 unun mAaaveINTALiATaNIEN

HOME ABOUT US PRODUCT CONTACT US LOG IN

REGISTER

Username * Email *

Password * Re-Password *
Firstname * Lastname *
Mobile Number * Gender
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contact, or locate a single person, or to identify an individual in context. Please read our privacy policy
carefully to get a clear understanding of how we collect, use, protect or otherwise handle your
Personally Identifiable Information in accordance with our website.

What personal information do we collect from the people that visit our website?
When ordering or registering on our site, as appropriate, you may be asked to enter your name, email
address, mailing address, phone number, credit card information, Location or other details to help you
with your experience.

When do we collect information?

We collect information from you when you register on our site, place an order, fill out a form or enter
information on our site.

How do we use your information?
We may use the information we collect from you when you register, make a purchase, sign up for our

newsletter, respond to a survey or marketing communication, surf the website, or use certain other
site features.

What purpose of use your information?
« To quickly process your transactions.

« To send periodic emails regarding your order or other products and services.
« To follow up with them after correspondence (live chat, email or phone inquiries)

How to contact us with questions

776/263 viajiu 1ABLABULEA YBEWRININTT 38 LAY SIUWA LBA FIUNAIL

nganw ne 10250
0814714117 hellobeautys_official @ hotmail.com

CANCEL SUBMIT

JUN 5.8 Wegldnaadasani@nszuvagyinsudalevieanududiudmlig iy

+ wpuus
— T w id username password pate_date update_date
~| ¢ Edit 3¢ Copy @ Delete 2 wasannoom X6QXTY5sAAYC4DmsDCBeOerYWLsRolBFrF3jpRpWkhU= P17-06-20 07:53:19 | 0000-00-00 00:00:00
7| o Edit 3¢ Copy () Delete 3 baumwolle XBAXTYS5sAAYCADmsDCBeOe4eCCQZBYuUGAKeCpkiEHg= D17-06-20 09:21:49 0000-00-00 00:00:00
] Y o v A ! 1
E‘U‘VI 59 ﬂ?iL“U?iMﬁ“UE]HaV]lIﬂ’NlIE]E)u A7
id firstname lastname gender email tel tel_cs

1 Wasan Chubuatong \male | wasannoom@hotmail.com | 0877061073l c274fec470ea7e14767df0c221671a8f | c9b3e73bcb65ebeasl26cd79048917ed18
3| Theeraporn | Suphakul female | baumwolle.faii@gmail.com | 098689884 4 8bb83866080a15bBc6bE06BC01e27¢37 | efd9905ec8391eae675bb159b3dedbBe
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[ JoX ] registration.csv
H-0- [Eaa AR = B o S [ = el O Al PR L LT ke
beraionsans [ [0 @ B 7 U To-B- = = = = T+4 $ %o
F22 B - =
A | B | c | b | = F B
1 [faiibaumwolle Faii Baumwolle female 877061075 faiil@hotmail.com
2 |baumwolle Theeraporn Baumwolle female 877061075 faiil@hotmail.com
| 3 [Theerapornl Theerapornl Supakhul female = 877061075 faiil@hotmail.com
| 4 |Chistianno Chiatianno  Ronaldo female = 877061075 faiil@hotmail.com
| 5 |Lionel Lionel Messi female | 877061075 worldcup@hotmail.com
| 6 [Zlatan Zlatan Imbraimovic female 877061075 worldcup@hotmail.com
7 Juan Juan Mata female | 877061075 worldcup@hotmail.com
| 8 [Taylor Taylor Swift female = 877061075 worldcup@hotmail.com
9 |Scarlet Scarlet Johanson  female | 877061075 avenger@hotmail.com
| 10 [Tony123 Tony Stark female 877061075 avenger@hotmail.com
11 Tonyl123 Tony Stark female 877061075 avenger@hotmail.com
| 12 [Tony123 Tony Stark female = 877061075 avenger@hotmail.com

JUN 5.11 nswiseadeyalvdeyaiiaunieslunisidauegiaue
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Tddayaanniiuled HELLOBEAUTYS viulesl HELLOBEAUTYS agyiin1sudeligldnsiuin

Joyadiuyanavetidazgniuiinasluguiuled HELLOCOSMETIC wandsagudl 5.14 mn

dld8uouiuled HELLOBEAUTYS agdsdayavesyldlviiu HELLOCOSMETIC

RegistrationDataManager TransmitConsent PrivacyPolicyManager

RegistrationData Purpose PrivacyPolicy
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HEHECCOSMETIC

HOME ABOUT US PRODUCT REVIEW LOG IN

HELLOCOSMETIC LOGIN
Username :

Password ::

“snam [l oamwmiveuoseauty

fnsvad e | adasanndn

sUfl 5.13 wihiuleduesyanadiany (HELLOCOSMETIC) fiagdsdayaannsyuululd

Hellocosmetic.com will receive the personal data
(firstname, lastname, email, phone number, gender)
from Hellobeauty.com

CANCEL OK

© 2017 hellobeautys all beauty for you. | Privacy Policy
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Individual Participation Pattern

ContactMessage ContactByEmail

]

JUN 5.15 wnunmaatavesmsinssludaguassuy

Y

HOME ABOUT US PRODUCT CONTACT US HELLO
Theeraporn

CONTACT US

Sender

baumwolle.faii@hotmail.com

Receiver

Subject

Message

[y
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Accountability Pattern

| I
I |
| T——— "~~~ ————— - A
I | Security Safeguards Pattern : :
(I
I ' '
: : User : Authentication :
I - |
I ' '
I ' '
Il ! '
I ' |
[ |L| ——————————————— !
L — |
|
: : AccessAccount I Activity I
o ! '
T |
(.
| |
[
| |
[
| |
|1
1 ' '
— |_ ______________ m— .r ______________ 4
I |
: DataBreach :
I |
| |
I |
I |
I |
|

¥

JUT 5.17 wnunnaaavesnsiiuuseifnsdnde Ty dgly

d ipaddress location browser 1] irstaccess lastaccess username
b6 | localhost:5002 | Bangkok | Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) Ap... | Windows 7 [017-07-05 22:14:44 2017-07-05 22:55:03 faiibaumwolle
b7 localhost:5002 Bangkok Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) Ap... Macintel 017-07-05 22:15:44 2017-07-05 22:55:03 faiibaumwolle
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New login from other system

o hellobeautys.officials@gmail.com B S Reply |v
Today, 7.07 AM

You ¥

We noticed you logged into Hellobeautys using Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/59.0.3071.109 Safari/537.36
Note: Your location may be inaccurate since it was estimated using your IP address.

You can check on this and other login events by visiting your accout page.
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User Role RightAccess DataCategory

5UM 5.20 ununmaaaueInsimuadnsnisiifleya

Roles

D 1 admin

JUT 5.21 msmvuaunumvesldlussuy



Data Category

D Data Gategory Status

1 Registation

JUN 5.22 Msmvuadssiandeyalussuy

Registation

SAVE ACCESS TYPE

Access Type
D Access Type Data Category Status
1 edit Registation
D 2 delete Registation

5U# 5.23 msmruamsussinnnisidnnadeya

Registation > edit

SAVE RIGHT ACCESS

Right Access

D D Role Access Type Data Category

® 2017 hellobeautys all beauty for you.
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:Accountability Pattern

User

EventManager Activity

JUN 5.25 wnunmaatavesnsiiulndgden

Data Category
Registration

Access Type
edit

Date Log File
22/06/2017

ciagle cl

Log Detail
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PurposeDeviationNotification PrivacyPolicyManager

Purpose PrivacyPolicy

sUT 5.27 ununmaaiaveinisveinfedeyadiuyanavegly

PERMISSION MESSAGE INVESTIGATE DATA

Email
Subject

Message

© 2017 hellobeautys all beauty for you.
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Paragraph 7: Collection Limitation Principle

As an introductory comment on the principles set out in Paragraphs 7 to 14 of the
Guidelines it should be pointed out that these principles are interrelated and partly overlappine.
Thus, the distinctions between different activities and stages involved in the processing of data
which are assumed in the principles, are somewhat artificial and it is essential that the principles
are treated together and studied as a whole. Paragraph 7 deals with two issues, viz. (a) limits to
the collection of data which, because of the manner in which they are to be processed, their
nature, the context in which they are to be used or other circumstances, are regarded as specially
sensitive; and (b) requirements concerning data collection methods. Different views are frequently
put forward with respect to the first issue. It could be argued that it is both possible and desirable
to enumerate types or categories of data which are per se sensitive and the collection of which
should be restricted or even prohibited. There are precedents in European legislation to this effect
(race, religious beliefs, criminal records, for instance). On the other hand, it may be held that no
data are intrinsically “private” or “sensitive” but may become so in view of their context and
use. This view is reflected, for example, in the privacy legislation of the United States.

The Expert Group discussed a number of sensitivity criteria, such as the risk of
discrimination, but has not found it possible to define any set of data which are universally
regarded as sensitive. Consequently, Paragraph 7 merely contains a general statement that there
should be limits to the collection of personal data. For one thing, this represents an affirmative
recommendation to lawmakers to decide on limits which would put an end to the indiscriminate
collection of personal data. The nature of the limits is not spelt out but it is understood that the

limits may relate to:

® data quality aspects (i.e. that it should be possible to derive information of sufficiently
high quality from the data collected, that data should be collected in a proper information

framework, etc.);

® |imits associated with the purpose of the processing of data (i.e. that only certain
categories of data ought to be collected and, possibly, that data collection should be

restricted to the minimum necessary to fulfil the specified purpose);

® “carmarking” of specially sensitive data according to traditions and attitudes in each

Member country;
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® |imits to data collection activities of certain data controllers;

® civil rights concems.

The second part of Paragraph 7 (data collection methods) is directed against practices
which involve, for instance, the use of hidden data registration devices such as tape recorders, or
deceiving data subjects to make them supply information. The knowledge or consent of the data
subject is as a rule essential, knowledge bheing the minimum requirement. On the other hand,
consent cannot always be imposed, for practical reasons. In addition, Paragraph 7 contains a
reminder (“where appropriate”) that there are situations where for practical or policy reasons the
data subject’s knowledse or consent cannot be considered necessary. Criminal investigation
activities and the routine up-dating of mailing lists may be mentioned as examples. Finally,
Paragraph 7 does not exclude the possihility of a data subject being represented by another party,

for instance in the case of minors, mentally disabled person, etc.

n. 2 nanAMAMYaItaya

Paragraph 8: Data Quality Principle

Requirements that data be relevant can be viewed in different ways. In fact, some
members of the Expert Group hesitated as to whether such requirements actually fitted into the
framework of privacy protection. The conclusion of the Group was to the effect, however, that
data should be related to the purpose for which they are to be used. For instance, data
concerning opinions may easily be misleading if they are used for purposes to which they bear
no relation, and the same is true of evaluative data. Paragraph 8 also deals with accuracy,
completeness and up-to-dateness which are all important elements of the data quality concept.
The requirements in this respect are linked to the purposes of data, i.e. they are not intended to
be more far-reaching than is necessary for the purposes for which the data are used. Thus,
historical data may often have to be collected or retained; cases in point are social research,
involving so-called longitudinal studies of developrments in society, historical research, and the
activities of archives. The “purpose test” will often involve the problem of whether or not harm

can be caused to data subjects because of lack of accuracy, completeness and up-datine.
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n. 3 nann1snmuAIngUsTaNA

Paragraph 9: Purpose Specification Principle

The Purpose Specification Principle is closely associated with the two surrounding
principles, i.e. the Data Quality Principle and the Use Limitation Principle. Basically, Paragraph 9
implies that before, and in any case not later than at the time data collection it should be possible
to identify the purposes for which these data are to be used, and that later changes of purposes
should likewise be specified. Such specification of purposes can be made in a number of
alternative or complementary ways, e.g. by public declarations, information to data subjects,
legislation, administrative decrees, and licences provided by supervisory bodies. According to
Paragraphs 9 and 10, new purposes should not be introduced arbitrarily; freedom to make
changes should imply compatibility with the original purposes. Finally, when data no longer serve
a purpose, and if it is practicable, it may be necessary to have them destroyed (erased) or given
an anonymous form. The reason is that control over data may be lost when data are no longer

of interest; this may lead to risks of theft, unauthaorised copying or the like.

v Y o Y v
n. 4 wandedialunislddoya

Paragraph 10: Use Limitation Principle

This paragraph deals with uses of different kinds, including disclosure, which involve
deviations from specified purposes. For instance, data may be transmitted from one computer to
another where they can be used for unauthorised purposes without being inspected and thus
disclosed in the proper sense of the word. As a rule the initially or subsequently specified
purposes should be decisive for the uses to which data can be put. Paragraph 10 foresees two
general exceptions to this principle: the consent of the data subject (or his representative - see
Paragraph 52 above) and the authority of law (including, for example, licences granted by
supervisory bodies). For instance, it may be provided that data which have been collected for
purposes of administrative decision-making may be made available for research, statistics and

social planning.
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n. 5 nann1ssnwianusiuasvestaya

Paragraph 11: Security Safeguards Principle

Security and privacy issues are not identical. However, limitations on data use and
disclosure should be reinforced by security safeguards. Such safeguards include physical measures
(locked doors and identification cards, for instance), oreanisational measures (such as authority
levels with regard to access to data) and, particularly in computer systemns, informational
measures (such as enciphering and threat monitoring of unusual activities and responses to them).
It should be emphasised that the category of organisational measures includes obligations for
data processing personnel to maintain confidentiality. Paragraph 11 has a broad coverage. The
cases mentioned in the provision are to some extent overlapping (e.g. access/ disclosure). “Loss”
of data encompasses such cases as accidental erasure of data, destruction of data storage media
(and thus destruction of data) and theft of data storage media. “Modified” should be construed

to cover unauthorised input of data, and “use” to cover unauthorised copying.

. 6 NANNISLUALKEY

Paragraph 12: Openness Principle

The Openness Principle may be viewed as a prerequisite for the Individual Participation
Principle (Paragraph 13); for the latter principle to be effective, it must be possible in practice to
acquire information about the collection, storage or use of personal data. Regular information
from data controllers on a voluntary basis, publication in official registers of descriptions of
activities concerned with the processing of personal data, and registration with public bodies are
some, though not all, of the ways by which this may be brousht about. The reference to means
which are “readily available” implies that individuals should be able to obtain information
without unreasonable effort as to time, advance knowledge, travelling, and so forth, and without

unreasonable cost.

n. 7 NaNN1SAEIUIINVDIYAAR

Paragraph 13: Individual Participation Principle

The right of individuals to access and challenge personal data is generally regarded as
perhaps the most important privacy protection safesuard. This view is shared by the Expert Group
which, although aware that the right to access and challenge cannot be absolute, has chosen to
express it in clear and fairly specific language. With respect to the individual sub-paragraphs, the

following explanations are called for:
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The right to access should as a rule be simple to exercise. This may mean, among other
things, that it should be part of the day-to-day activities of the data controller or his representative
and should not involve any legal process or similar measures. In some cases it may be appropriate
to provide for intermediate access to data; for example, in the medical area a medical practitioner
can serve as a go-between. In some countries supervisory organs, such as data inspection
authorities, may provide similar services. The requirement that data be communicated within
reasonable time may be satisfied in different ways. For instance, a data controller who provides
information to data subjects at recular intervals may be exempted from obligations to respond
at once to individual requests. Normally, the time is to be counted from the receipt of a request.
Its length may vary to some extent from one situation to another depending on circumstances
such as the nature of the data processing activity. Communication of such data “in a reasonable
manner” means, among other things, that problems of geographical distance should be given
due attention. Moreover, if intervals are prescribed between the times when requests for access
must be met, such intervals should be reasonable. The extent to which data subjects should be
able to obtain copies of data relating to them is a matter of implementation which must be left

to the decision of each Member country.

The right to reasons in Paragraph 13(c) is narrow in the sense that it is limited to situations
where requests for information have been refused. A broadening of this risht to include reasons
for adverse decisions in general, based on the use of personal data, met with sympathy in the
Expert Group. However, on final consideration a right of this kind was thought to be too broad for
insertion in the privacy framework constituted by the Guidelines. This is not to say that a right to
reasons for adverse decisions may not be appropriate, e.g. in order to inform and alert a subject

to his rights so that he can exercise them effectively.

The right to challenge in 13(c) and (d) is broad in scope and includes first instance
challenges to data controllers as well as subsequent challenges in courts, administrative bodies,
professional organs or other institutions according to domestic rules of procedure (compare with
Paragraph 19 of the Guidelines). The right to challenge does not imply that the data subject can
decide what remedy or relief is available (rectification, annotation that data are in dispute, etc.):
such matters will be decided by domestic law and legal procedures. Generally speaking, the
criteria which decide the outcome of a challenge are those which are stated elsewhere in the

Guidelines.
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. 8 NANANUSURAYAU

Paragraph 14: Accountability Principle

The data controller decides about data and data processing activities. It is for his benefit
that the processing of data is carried out. Accordingly. it is essential that under domestic law
accountability for complying with privacy protection rules and decisions should be placed on the
data controller who should not be relieved of this obligation merely because the processing of
data is carried out on his behalf by another party, such as a service bureau. On the other hand,
nothing in the Guidelines prevents service bureaux personnel, “dependent users” (see paragraph
40) and others from also being held accountable. For instance, sanctions against breaches of
confidentiality obligations may be directed against all parties entrusted with the handling of
personal information (cf. Paragraph 19 of the Guidelines). Accountability under Paragraph 14 refers
to accountability supported by legal sanctions, as well as to accountability established by codes

of conduct, for instance.



AMARNUIN V.

s 1 o/ &, 1 o/ aaa
i’lﬂama‘c’mEJEJEJ‘U’EJ\‘maﬂﬂ’]iﬂ’J’ISJLU‘IJﬁ’J‘IJGl’J‘UEJ\?I’éJEJ‘Uﬂ

v. 1 Muasdeagasvamandadnintunmsiiusiusiudoys

M15719% 2.1 SgazBundesvasmandedidnlunmsiiusiusudeya

nann1sANdudIu

=)
FYATLYYA

snvazdentan

L o w <
nindadnialunisiiu
sausdrudaya
(Collection Limitation

Principle)

There should be limits to
the collection of personal
data and any such data
should be obtained by
lawful and fair means and,
where appropriate, with the
knowledge or consent of the

data subject. (5188¢ Laen

WA TNIANLIN)

1. There should be limits to the

collection of personal data, where

limits may relate to the following.

1.1

1.2

13

1.4

1.5

The collected personal data
should be of high quality so
that they can be used to
derive other sufficiently high
quality information without
having to collect such
information directly.

The data collection should be
restricted to the minimum
necessary to  fulfil the
specified purpose.

Personal data that are
considered sensitive according
to traditions and attitudes in
each country should be of
concern in the data collection.
There should be limits to data
collection activities of the data
controller.

Civil rights of the data subject
should be of concern in the

data collection.
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(Collection Limitation

Principle)

2. The data should be obtained by
lawful and fair means and, where
appropriate, with the knowledge of
the data subject.

3. The data should be obtained by
lawful and fair means and, where
appropriate, with the consent of the

data subject.

4. The Collection Limitation Principle
does not exclude the possibility of a
data subject being represented by
another party, for instance in the case
of minors, mentally disabled person,

etc.
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(Data Quality
Principle)

Personal data should be
relevant to the purposes for
which they are to be used,
and, to the extent necessary
for those purposes, should
be accurate, complete and

kept up-to-date.

1. Personal data should be relevant to
the purposes for which they are to be

used.

2. Personal data, to the extent
necessary for their purposes, should

be accurate.

3. Personal data, to the extent
necessary for their purposes, should

be complete.

4. Personal data, to the extent

necessary for their purposes, should

be kept up-to-date.
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ngUszasA (Purpose
Specification

Principle)

The purposes for which
personal data are collected
should be specified not later
than at the time of data
collection and the
subsequent use limited to
the fulfilment of those
purposes or such others as
are not incompatible with
those purposes and as are
specified on each occasion of

change of purpose.

1. The purposes for which personal
data are collected should be specified
not later than at the time of data

collection.

2. The subsequent use of personal

data should be limited to the
fulfilment of the purposes specified

prior to or at the time of collection.

3. The subsequent use of personal
data may be for purposes other than
the original purposes, but such
purposes should be specified as

change.

4. Later changes of purposes should

be specified.

5. On each occasion of change of
purpose, the new purposes should
not be incompatible with the original

purposes.

6. Specification of purpose should be
made by public declarations or

information to the data subject.

7. When data no longer serve a
purpose, and if it is practicable, it may
be necessary to have them destroyed
(erased) or given an

anonymous form.

8. The Purpose Specification Principle
is closely associated with the Data

Quality Principle and the Use

Limitation Principle.
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Principle)

Personal data should not be
disclosed, made available, or
otherwise used for purposes
other than those specified in
accordance with the Purpose
Specification Principle
except:

a) with the consent of the
data subject; or

b) by the authority of law.

1. Personal data should not be

disclosed, made available or
otherwise used for purposes other
than those specified in accordance
with  the Purpose  Specification
Principle, except with the consent of

the data subject or his representative.

2. Personal data should not be

disclosed, made available or
otherwise used for purposes other
than those specified in accordance
with  the Purpose  Specification
Principle, except by the authority of
law or licences granted by supervisory

bodies.
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nannsanaludiusi ERlCHGLL IUALDYNLDY
wanns3nEIAINuAS | Personal data should be | 1. Personal data should be protected
mae%’ayja (Security protected by reasonable | by reasonable security safeguards
Safeguards Principle) | security safeguards against | against unauthorized disclosure of
such risks as loss or | data, based on informational
unauthorized access, | measures such as enciphering.
destruction, use, | 2. Personal data should be protected

modification, or disclosure of

data.

by reasonable security safeguards

against unauthorized access,
destruction, use, and modification of
data, based on organizational
measures such as authority levels with

regard to access to data.
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vasdoya (Security

Safeguards Principle)

3. Personal data should be protected
by reasonable security safeguards
against loss or destruction and
modification of data, both
accidentally and deliberately, where

data integrity would be affected.

4. Personal data should be protected
by reasonable security safeguards
against loss of access by which data

availability would be affected.

5. Personal data should be protected
by reasonable security safeguards
against threats of data breach, based
on informational measures such as
monitoring of unusual activities and

responses to them.

6. Personal data should be protected
by reasonable security safeguards
based on physical measures (such as
locked doors and identification cards)
and proper organizational procedure
(such as employees’ security training,

up-to-date security safeguards).




9. 6 S19aYNLYVRIMANNISIUALNY

A5199 V.6 S1UALLDYNLDYVDIVANNITHURLE

110

wann1sanudududa

sN8azan

SUazLunL 0y

nann1siUaLKe

(Openness Principle)

There should be a general
policy of openness about
developments, practices and
policies with respect to
personal data. Means should
be readily available of
establishing the existence
and nature of personal data,
and the main purposes of
their use, as well as the
identity and usual residence

of the data controller.

1. There should be a general policy of

openness  about  developments,
practices and policies with respect to

personal data.

2. Means should be readily available
of establishing the existence and

nature of personal data.

3. Means should be readily available
of establishing the main purposes of

the use of personal data.

4. Means should be readily available
of establishing the identity and usual

residence of the data controller.

5. “Readily available” implies that
data subjects should be able to
without

obtain information

unreasonable effort as to time,
advance knowledge, travelling, and so

forth, and without unreasonable cost.

6. Regular information from the data
controller regarding the privacy policy

should be published.

7. The Openness Principle may be

viewed as a prerequisite for the

Individual Participation Principle.
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yara (Individual
Participation

Principle)

An individual should have the
right:
a) to obtain from a data
controller, or otherwise,
confirmation of whether or
not the data controller has
data relating to him;
b) to have communicated to
him, data relating to him
i. within a
reasonable time;
ii. at a charge, if
any, that is not
excessive;
iil. in a reasonable
manner; and
iv. in a form that is
readily
intelligible  to
him;
c) to be given reasons if a
request made under
subparagraphs (a) and (b) is
denied, and to be able to
challenge such denial; and
d) to challenge data relating
to him and, if the challenge is
successful, to have the data

erased, rectified, completed

or amended.

1. A data subject can obtain from a

data  controller, or otherwise,
confirmation of whether or not the
data controller has data relating to

him/her (or his/her personal data).

2. A data subject should have the right
to access to his/her personal data
within a reasonable time when a

request to access is made.

3. A data subject should have the right
to access to his/her personal data at

a reasonable cost.

4. A data subject should have the right
to access to his/her personal data in a

reasonable manner.

5. A data subject should have the right
to access to his/her personal data in a

form that is readily intelligible.

6. A data subject should have the right
to reasons for, and challenge, adverse
when for

decisions requests

confirmation or access are denied.

7. A data subject should have the right

to challenge his/her personal data.

8. A data controller should erase,
rectify, complete, or amend the data
data if the

subject’s  personal

challenge is successful.
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(Accountability
Principle)

A data controller should be
accountable for complying
with measures which give
effect to the principles

stated above.

1. A data controller and a data
processor who carries out the
processing of personal data on behalf
of the data controller (if any) are held
accountable for complying with
measures which give effect to all

other principles.

2. A data controller should have in
place a privacy management program
that is tailored to its operations and
integrated into its  governance

structure.

3. A data controller should provide
ongoing monitoring, periodic
assessment of data breach, and

response to incidents.

4. There should be a method for the
data subject to inquire about issues

related to privacy of personal data.

5. A data controller should provide
evidence of its privacy management
program to the privacy enforcement

authorities.

6. A data controller should provide
notice to the privacy enforcement
authorities and data subject in the

event of significant data breach.
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Pattern Name Collection Limitation Pattern

Privacy Principle | Collection Limitation Principle

Pattern Requirement

ID Requirement

PT-CLO1 | The system should be able to collect personal data that are necessary for use.

PT-CLO2 | The system should be able to record the information about the source of personal

data collection.

PT-CLO3 | The system should be able to record the information about how long personal data

will be retained.

PT-CLO4 | The system should let the data subject know about personal data collection.

PT-CLO5 | The system should allow the data subject to give or refuse consent to data

collection.

PT-CLO6 | The system should be able to record the information about the party who gives

consent to data collection on behalf of the data subject.
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A13199 A.2 $I8NTANABINITVBILUUFUNNTBRNLUUAMTUNENAMNA N UBITRYA

Pattern Name Data Quality Pattern

Privacy Principle | Data Quality Principle

Pattern Requirement

ID

Requirement

PT-DQO1

The system should be able to check, for data completeness, that all required

personal data are collected.

PT-DQO2

The system should be able to validate the collected personal data for accuracy.

PT-DQO3

The system should be able to check integrity of the collected personal data for

accuracy.

PT-DQO4

The system should be able to collect current personal data for data up-to-dateness.

A. 3 518N13AMARBINTTVBSHUUFUNMTBBNLUUE S UnANdafmundngUszesa

M13199 A.3 TIENTANLABINNTTBUUIUNITRRNLUUEmTUNAN T fmuaTngUsaw

Pattern Name Purpose Specification Pattern

Privacy Principle | Purpose Specification Principle

Pattern Requirement

ID Requirement
PT-PS01 | The system should be able to inform the information about the purpose for which
the collected data are to be used.
PT-PS02 | The system should be able to check the retention period or expiration date of
personal data.
PT-PS03 | The system should be able to delete or anonymize personal data after their

retention has expired.
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Pattern Name Use Limitation Pattern

Privacy Principle | Use Limitation Principle

Pattern Requirement

ID Requirement
PT-ULO1 | The system should let the data subject know about the use of personal data which
deviates from the specified purposes.
PT-ULO2 | The system should allow the data subject to give or refuse consent to the use of

personal data which deviates from the specified purposes.

A. 5 318M1IANNABINTTYBILUUTUMBBNLULEWTUnaNN1TInIAUEiuAcYastaya

A15199 A.5 SWEJﬂ’]iﬂ’J’]iJ(;]/@QﬂWTU@QLL‘U‘UE‘Uﬂ’ﬁE]E]ﬂLLUUE?’]M%JUMﬂUﬂﬂ?i%ﬂ@?ﬂ’l’]ﬂﬁﬂﬂﬂ%@\‘i
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Pattern Name Security Safeguards Pattern

Privacy Principle | Security Safeguards Principle

Pattern Requirement

ID Requirement

PT-SS01 | The system should be able to encrypt the personal data to ensure confidentiality.

PT-SS02 | The system should be able to authenticate users of the system before accessing
personal data.

PT-SS03 | The system should be able to define access rights to create, destroy, view, and
modify personal data based on authority levels or roles within the organization.

PT-SS04 | The system should be able to control access to the personal data by different access
types including create, destroy, view, and modify, based on authority levels or roles
within the organization.

PT-SS05 | The system should be able to provide a mechanism to ensure data integrity.

PT-SS06 | The system should be able to provide a mechanism to ensure data availability.

PT-SSO7 | The system should be able to monitor and record access to personal data.

PT-SS08 | The system should be able to check for suspicious data breach and notify the data

controller and data subject.
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A13199 A.6 18NITANABINTVBILUUFUNNTORNLUUE S UNENNSIUANE

Pattern Name Openness Pattern

Privacy Principle | Openness Principle

Pattern Requirement

ID Requirement

PT-OP01 | The system should be able to record the information about the privacy policy,
including the existence and nature of personal data, main purpose of collection and

use, and identity and usual residence of the data controller.

PT-OP02 | The system should let the data subject know about the privacy policy.

PT-OP03 | The system should let the data subject know about change of the privacy policy.

PT-OP04 | The system should provide the data subject with access to the privacy policy.

A. 7 378A1IAUABINTTVBIMUUFUNMTBBNLUUAMTUNANNSTEIUTIUVIYARS

M15199 A.7 T1UNTANUABINTTVRILUUFUNTERAKUUAMTUNENNTTdIUTINYRIYAAS

Pattern Name Individual Participation Pattern

Privacy Principle | Individual Participation Principle

Pattern Requirement

ID Requirement

PT-IPO1 | The system should allow inquiry of and response to issues related to personal data.

PT-IPO2 | The system should allow the data subject to access his/her personal data.

PT-IPO3 | The system should allow the data controller to erase and update the data subject’s

personal data.
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Pattern Name Accountability Pattern

Privacy Principle | Accountability Principle

Pattern Requirement

ID Requirement

PT-AC01 | The system should be able to record events that occur in the system.

PT-AC02 | The system should be able to perform periodic assessment of data breach.

PT-AC03 | The system should be able to handle data breach.

PT-ACO4 | The system should allow inquiry of and response to issues related to personal data.

PT-ACO5 | The system should be able to report on data breach checkinsg.

PT-AC06 | The system should be able to notify relevant parties, i.e. privacy enforcement

authorities and data subject, in the event of significant data breach.
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Pattern Name

Collection Limitation Pattern

Privacy Principle

Collection Limitation Principle

Intent

This pattern assures that the personal data that the system of the data
controller will collect should be limited and are collected with the
knowledge or consent of the data subject. As personal data are attributes
of the data subject, it is necessary to assure that he/she is still in control of
the personal data and the collection does not violate his/her civil right as

the owner of the collected data.

Motivation

When a data subject (or user) is about to use a service of a data controller
on the Internet, the service may need to collect certain personal data of
the data subject for the processing of the service. For example, a cosmetic
online shopping web site needs to collect a customer’s personal data at
registration time. Among the collected personal data (such as name, email,
and phone number), the web site also collects national ID and does not
ask the customer to give consent to the collection. In this scenario, sensitive
information (i.e. national ID) that is not used in the processing of the online
shop is unnecessarily disclosed. If the online shop neither asks the customer
to give consent to the collection nor handles data privacy well, the
customer’s sensitive information may leak and be misused in a way that
causes harm to the customer. Thus, the data subject should be aware of
what, when, and how personal data are collected. The system of the data
controller should collect only the personal data that are necessary for use,
and let the data subject know about personal data collection and give
consent. Sometimes it may be the case that consent is given by a

representative on behalf of the data subject.
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Applicability

Use the Collection Limitation pattern whenever the system is about to
collect personal data, i.e. any information relating to an identified or
identifiable individual (data subject) [1]. According to [11], the system should
use the Collection Limitation pattern when collecting any of the following
categories of personal data:
® Preference data i.e. Preferences on books, music, cities, friends,
wish list, and so forth.
® Communication record i.e. SMS text, phone records, address book,
and so forth.
® \Web footprint i.e. Visited websites, search keywords, social
comment logs and social graph, and so forth
® Personal profile ie. Height, weight, published papers,
education/career experiences, exam performance, and so forth.
® Consumption service record i.e. Bank account and transaction
records, flisht and hotel orders, car rental orders, supermarket
records, e-commerce transaction record, and so forth.
® Public service record Personal salary records, household energy
record, personal credit, and so forth.
Also, the system should use the Collection Limitation pattern no matter
where such personal data are collected from [11]:
® Personal device i.e. PC, smart phones, mobile devices, tablet, and

so forth.
® Services i.e. Web applications, and so forth.
® Social network i.e. Facebook, Twitter, blogs, and so forth.
® Sensors i.e. GPS, thermometer, wearable devices, and so forth.

® The data subject itself i.e. Email, work schedule, documents,

pictures, video, audio.
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Behavior and Structure

Activity Diagram

Collection Limitation Pattern

External Agent

Data Subject or Representative

System

Use The System

[Collect from Data Subject]

Collect Personal Data

[Collect from External Agent]

4[ Request for Consent } [Connect to ExtemaLAgent}

[ Respond to Consent Request }

[Refuse Consent] [Give Consent]

Submit Personal Data

[Give Consent] [Refuse Consent]

Record Data Source

Record Retention Period

Insert Personal Data

[Give Consent]

Submit Personal
Data

Check Consent

[Refuse Consent]

Notify Refusal of
Consent

Phase
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Class Diagram

<<Interface>>
ConcreteAgent
Agent
S
+ connectToExternalAgent()
+ connectToExternalAgent()
<<Interface>> <<Interface>>
<<Interface>> <<Interface>>
PersonalData DataManager
ConsentManager OnBehalfManager
I N S
+ recordDataSource() + collectData()
+ checkConsent + recordRepresentative!
+ recordRetentionPeriod() + insertData() 5 0 P & 0
? B ! :
i | ! !
| |
: 1 1 :
‘ | | |
ConcretePersonalData ! ! i
ConcreteDataManager i
ConcreteConsentManager -
+ getPersonalData — (1. ConcreteOnBehalfManager
+ setPersonalData() + collectData()
+ checkConsent()
+ recordDataSource() + insertData()
. ) + recordRepresentative()
+ recordRetentionPeriod()

Participants

Interface Name/Class Name

Detail

Interface DataManager

An interface that has the responsibilities to coordinate checking
of consent and collection of personal data from the data
subject. It inserts the collected data into the system if the data

subject gives consent.

Class ConcreteDataManager

A concrete class that implements the interface DataManager.
Other responsibilities related to managing personal data can
be added, i.e. coordinating update of personal data when

there are changes etc.

Interface ConsentManager

An interface that has the responsibilities to inform the data
subject that the system needs to collect personal data and

check whether the data subject gives or refuses consent.

Class ConcreteConsentManager

A concrete class that implements the interface

ConsentManager.

Interface OnBehalfManager

An interface that inherits from the interface ConsentManager.
It has the responsibility to record the information about who,
on behalf of the data subject, has given the consent to collect

the personal data.
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Participants

Interface Name/Class Name Detail

Class A concrete class that implements the interface
ConcreteOnBehalfManager OnBehalfManager.

Interface Agent An interface that has the responsibilities to connect to an

external agent to collect personal data of the data subject on
behalf of the system, and obtain personal data via the external

agent if consent is given.

Class ConcreteAgent A concrete class that implements the interface Agent.
Interface PersonalData An interface that represents the collected personal data.
Class ConcretePersonalData A concrete class with the data attributes that are necessary for

the purpose of the system.

Collaboration

1. When the data subject requests to use a system function, the system controller creates a
ConcreteDataManager object to collect personal data. The data source where personal data
will be collected (i.e. data subject or external agent) and data retention detail (e.g. retention
time, format) should be determined by the data controller.

2. If personal data will be collected directly from the data subject,

2.1 The ConcreteDataManager object creates a ConcreteConsentManager object to check
whether the data subject gives or refuse consent to personal data collection.

2.2 The ConcreteDataManager object notifies the system controller of the consent checking
result.

2.3 If consent is given, the system controller creates a ConcretePersonalData object and
calls the ConcreteDataManager to insert the ConcretePersonalData object into a data
store.

3 If personal data will be collected via an external agent,

3.1 The ConcreteDataManager object creates a ConcreteAgent object to connect to an
external agent.

3.2 If the external agent is given the consent to collect personal data, the ConcreteAgent
object creates a ConcretePersonalData object and calls the ConcreteDataManager to

insert the ConcretePersonalData object into a data store.
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Collaboration

4 In the case that consent is given by a representative on behalf of the data subject and the
system needs to record such a fact, the ConcreteDataManager can create an OnBehalfManager
object, instead of a ConcreteConsentManager object, to check consent and also record the

representative information.

Sequence Diagram (When collecting personal data directly from Data Subject.)

sd Collection Limitation Pattern (When collecting personal data directly from Data Subject.)J

o

<<Control>>
Data Subject :SystemController
T

T
<<create>>
cdm:ConcreteDataManager

| use the system |
>

I
I
I
collectData(dataSource) !

opt J
<<create>>
[datgSpurce = user] c:ConcreteConsentManager
T
checkConsent() |
>
message for consent
press confirm
>
response
[mmmmm oo ‘
response !
< !
i
all J !
i
I
[Give Consent] !
i
submit personal data |
|
|
<<create>> |
‘ i % d:ConcretePersonalData
|
| T
setPersonalData(personalData) | |

T >
recordDataSource(dataSource) |

T >
recordRetentionPeriod(dataRetention) |

T >
insertData(d) '
I
getPersonalData() !

T >

personaldata | |
message to inform message to inform data inserted ~ 3

data inserted

[Reflise Consent]

message to inform that systel

function cannot be used

|
|
|
|
|
|
O I A
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
|
t
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Collaboration

Sequence Diagram (When collecting personal data via External Agent.)

sd Collection Limitation Pattern (When collecting personal data via External Agent.)J

@)

<<Control>>
‘ Data Subject ‘ ‘ External Agent ‘ SystemController
T

T
| use the system |
>
<<create>>
cdm:ConcreteDataManager
T
collectData(dataSource) 1

>

[datapopurce = External Agent]

connectToExternalAgent() |
»

:
\
\
I
I
|
I
I
|
|
3

opt J |
I
\
\
I
\
\
I
I
\
|
I
|
\

connect to externa agent

send information

<<create>>
c:ConcreteAgent

[Reffuse Consent]
message to inform that system

function cannot be used

T »
} response
3 response !
1 T St | I
i I
i i
alt ! !
I <<create>> \
| T d:ConcretePersonalData
[Giye|Consent] | |
| setPersonalData(personalData) | - 1
I 1 »
| recordDataSource(dataSource) | N
I 1 »
| recordRetentionPeriod(dataRetention) | N
I 1 »
| insertData(d) |
I »
! getPersonalData()
I T »
| __________ personal data |
i message to inform data inserted | o
message to inform data inserted
,,,,,,,,,,,,,,,, e ST ]
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Consequences

1. Using this pattern, the system of the data controller can handle collection
of personal data as recommended by OECD. The system can handle
important tasks that are addressed by the Collection Limitation principle.
That is, the personal data management, consent and on-behalf consent
management, and connection to external agents tasks are specifically
accommodated by corresponding interfaces (and their concrete classes).
Thus, cohesion of each individual class in the design pattern structure can
be enhanced.

2. The data subject can be assured that the personal data that will be used
by the system are collected with the knowledge or consent of his/hers. The
data subject can be informed of what data are about to be collected and
can decide whether such data are necessary for the processing of the
system. The data subject has the right to reject the collection and, as a
result, the service, if he/she does not want to disclose such requested

personal information.

Implementation

Issues regarding the implementation of the Collection Limitation pattern are
as follows.

1. The collected personal data should be of high quality so that they can
be used to derive other sufficiently high quality information without having
to collect such information directly. Such a limit imposed on personal data
collection entails a data quality requirement and the data controller who
implements the system should refer to the Data Quality pattern also.

2. Since data collection should be restricted to the minimum necessary to
fulfil the specified purpose [1], the data controller who implements the
system should decide on which personal data are really needed. Therefore,
the class ConcretePersonalData should be implemented to have only the
data attributes that are necessary for the purpose of the system.

3. Even though OECD defines that there should be limits to the collection
of personal data, the detail about which data are prohibited from collection
are left out because it depends on the traditions and attitudes in each
country where the system operates. For example [1], personal data such as
race, religious beliefs, criminal records, health, sex life, and so forth are
sensitive and the collection of which should be restricted or even prohibited

by European legislation. On the other hand, for the United States privacy
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legislation, no data are specified as being more private or sensitive than others
as sensitivity may depend on the context and use of the data.

Therefore, the data controller who implements the system should decide on
which personal data attributes should be included in the class
ConcretePersonalData while not violating the privacy legislation and traditions
that apply to the system.

4. OECD defines that there should be limits to data collection activities of the
data controller. For example [1], hidden devices should not be used and the
data subject should not be deceived to provide personal information.
However, the control of such limits cannot be captured completely by the
structural model of this design pattern. To help address this issue, the data
controller should record the source of the data collection, i.e. whether the
data are collected from the data subject directly or an external agent. The
class ConcretePersonalData should be implemented to record the source of
the collected personal data. This could help to deal with data collection
misconduct if such a case arises. In addition, the data controller should be
open with the data subject about what data are collected and for what
purposes. The data controller should refer to the Openness pattern also.

5. OECD defines that there should be limits to the collection of personal data
in such a way that the civil rights of the data subject should be of concemn
and the data collection should not violate civil rights of the data subject.
Since the data subject should be entitled to his/her civil rights including the
right to his/her collected personal data, the data controller should also refer
to the Individual Participation pattern.

6. It is possible that the data subject may be represented by another party
who gives consent to the collection of the data subject’s personal data, e.g.
in the case of minors, mentally disabled person etc. If the data controller
needs to record this fact, e.g. for legal purpose, the interface OnBehalfManager
that inherits from the interface ConsentManager can be implemented (i.e.
class ConcreteOnBehalfManager) to also record the information about who,

on behalf of the data subject, has given the consent to collect the personal

data.
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Sample
Design

and Code

An example of a user registration system that applies the Collection Limitation
pattern is shown below. The system collects personal data of any user who
requests to use the system and the collection can be done either by the system

or via Facebook.

<<Interface>> FacebookAgent

Agent

+ connectToExternalAgent()

+ getFBGraph(accessToken)

+ connectToExternalAgent()

+ getGraphData(fbGraph)

<<Interface>> <<Interface>>
<<Interface>>
PersonalData DataManager
ConsentManager
AL LA [P
+ recordDataSource(dataSource) + collectData(dataSource)
M| + checkConsent()

+ recordRetentionPeriod(dataRetention) + insertData(data) iy

[ [

RegistrationPersonalData

RegistrationDataManager . .
RegistrationConsentManager

+ getPersonalData() WA —M
+ setPersonalData(data) + collectData(dataSource)

+ checkConsent()
+ recordDataSource(dataSource) + insertData(data)

+ recordRetentionPeriod(dataRetention) —‘

<<Interface>>

RegistrationConsentOnBehalf

OnBehalfManager

+ recordRepresentative()

+ recordRepresentative()

When a user (data subject) is required to register with the system to use its
service, the system uses the class RegistrationDataManager that implements the
interface DataManager to collect personal data (name, email, tel) as shown in
the sample code below. If the data source of collection is “User”, the data are
collected directly from the user. Otherwise they are collected via Facebook.
interface DataManager|

public Map<String, String> collectData(String dataSource);
public void insertData (RegistrationPersonalData pd):
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Sample
Design

and Code

public class RegistrationDataManager implements DataManager({

@Override

public Map<String, String> collectData(String dataSource) {
Map<String,String> data = new HashMap<String, String>();
if (dataSource.equalsIgnoreCase ("User")) {

RegistrationConsentManager rcm = new RegistrationConsentManager();

if (rcm.checkConsent ()) {

data.put ("consent"”, "accept"):
lelse{
data.put ("consent"”, "refuse"):

}
lelse{
FacebookAgent fa = new FacebookAgent():s
data.putAll (fa.connectToExternalAgent ());
}
return data;

}

@0verride
public void insertData(RegistrationPersonalData data){
[/ Add your code to insert personal data into data store.

DatabaseConnection dbConnection = new DatabaseConnection()
Connection connection = dbConnection.getDBConnection();
try |
String insert = "INSERT INTO personaldata "
+ "(name, email, tel, dataScource, dataRetention)
+ "VALUES (2, 2, 2, 2, )"
PreparedStatement stmt = connection.prepareStatement (insert)
int parameterIndex = 1;

stmt.setString(parameterIndex++, data.getName()):
stmt.setString(parameterIndex++, data.getEmail()):
stmt.setString(parameterIndex++, data.getTel()):
stmt.setString(parameterIndex++, data.getDataSource()):
stmt.setString(parameterIndex++, data.getDataRetention()):

stmt.execute () s
stmt.close();

} catch (SQLExzception e) {e.printStackTrace();}

}

i

If personal data are collected directly from the wuser, the class

RegistrationConsentManager that implements the interface ConsentManager is

used to check whether the user gives or refuse consent to personal data

collection as shown in the sample code below.

public interface ConsentManager {
public boolean checkConsent():

}

public class RegistrationConsentManager implements ConsentManager{
private Scanner scan;

@0verride
public boolean checkConsent () {
scan = new Scanner (System.in);
System.out.println("Give Consent Please Enter 'Y' "
+ "and Refuse Consent Please Enter 'N'"):
String accept = scan.next():
if (accept.equalsIgnoreCase ("Y"))
return true;
else
return false;
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Sample
Design

and Code

The class RegistrationPersonalData that implements the interface PersonalData
is implemented to have only the data attributes that are necessary for the
purpose of the system as shown in the sample code below. The system requires
only the attributes name, email, and telephone number to use its service. In
addition, it records the source of collection of these data as well as the end of
the retention period which varies by different types of data that the system
collects during the use of its service, i.e. registration data, location data, and

others.

public interface PersonalData {

public String recordDatasource(String dataSource):

public String recordRetentionPeriod(String dataRetention):
}

public class RegistrationPersonalData implements PersonalDataf
private String name;
private String email;
private String tel;
private String dataSource;
private String dataRetention;

public String getName() {
return name;

}

public void setName (String name) {
this.name = name;

}

public String getEmail() {
return email;

}

public void setEmail (String email) {
this.email = email;

}

public String getTel() {
return tel;

}

public void setTel (String tel) {
this.tel = tel;

}

public String getDataSource() {
return dataSource;

}

public String getDataRetention() {
return dataRetention;

}

@0verride

public String recordDatasource (String dSource) {
dataSource = dSource;
return dataSource;

}

@override

public String recordRetentionPeriod(String dRetention) ({
if (dRetention.equalsIgnoreCase ("Registration"))

dataRetention = "When deleting account”:
else if (dRetention.equalsIgnoreCase ("Location"))
dataRetention = "When ending program":
else
dataRetention = "When deleting data";

return dataRetention;
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Sample
Design

and Code

In the case that the user registers via Facebook, the class FacebookAgent that
implements the interface Agent is used to collect personal data as shown in the

sample code below.

public interface Agent |
public Map<String, String> connectToExternalBAgent ()

}
public class FacebookAgent implements Agent{

@GOverride
public Map<String, String> connectToExternalBgent() {
String accessToken = "";
/* TODO Add your code to connect to external agent,
* i.e. Facebook, to obtain an access token here */
String graph = getFBGraph (accessToken);
Map<String, String> fbProfileData = getGraphData (graph):
return fbProfileData;

}

public String getFBGraph (String accessToken) {
String graph = null;
try |

String g = "https://graph.facebook.com/me?" + accessToken;

URL u = new URL(g):

URLConnection ¢ = u.openConnection ()

BufferedReader in = new BufferedReader (new InputStreamReader (
c.getInputStream())):

String inputLine;

StringBuffer b = new StringBuffer():

while ((inputline = in.readLine()) != null)
b.append(inputlLine + "\n");
in.close() s

graph = b.toString():

System.out.println(graph);
} catech (Exception e) {

e.printStackTrace ()

throw new RuntimeException("ERROR in getting FB graph data. " +|e)r
}
return graph;

}
publiec Map<String, String> getGraphData (String fbGraph) {

Map<String, String> fbProfile = new HashMap<String, String>():
try |

JSONObject json = new JSONObiject (fbGraph)

fbProfile.put ("id", json.getString("id")):

fbProfile.put ("name", json.getString("name")):

if (json.has("email"™))

fbProfile.put("email", json.getString("email")):
if (json.has("gender")
fbProfile.put ("gender"”, json.getString("gender")):

} catch (JSONException e) {

e.printStackTrace () ;

throw new RuntimeException ("ERROR in parsing FB graph data. " + €):
}
return fbProfile;
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Sample In the case that that the system needs to record, e.g. for legal purpose, who gives
Design consent on behalf of the user, the class RegistrationConsentOnBehalf that
and Code implements the interface OnBehalfManager as shown in the sample code below
would be called by the class RegistrationDataManager instead of the class
RegistrationConsentManager.
public interface OnBehalfManager extends ConsentManager {
public String recordRepresentative():
}
publiec class RegistrationConsentOnBehalf implements OnBehalfManager{
private Scanner scan;
@0verride
public boolean checkConsent () {
scan = new Scanner (System. in);
System.out.println("Give Consent Please Enter 'Y' "
+ "and Refuse Consent Please Enter 'N'");
String accept = scan.next();
if (accept.equalsIgnoreCase ("Y"))
return true;
else
return false;
}
@0verride
publie String recordRepresentative() {
scan = new Scanner (System. in);
System.out.println ("Enter name of representative");
String representative = scan.next():;
return representative;
Known use | Examples of existing systems that take the Collection Limitation principle into

account include:

® JetStar (Website): While a user is using a web service on a mobile
phone, the system requires further access to the user location and will
ask for user consent. The user can then give or refuse consent to the
collection of his/her location data.

Jetstart ] osin |

Allow location access?

https://m jetstar.com/ wants to
know your location.

Remember choice

extras

(W

About Jetstar Contact us
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Known use ® AliExpress (Website): When a user creates an account, the system will
collect personal data. If the user gives consent to the system to collect
and use personal data, the user should check the agreement checkbox.

Express
Create a New Account Already a Member? Sign in
Or sign up for an account using your email address.
Email address
|
This will be your sign in email address
Name:
Create password
Confirm your password
Enter the code below
\u—’lgb Refresh the code
l [“11 agree to the AliExpress.com Free Membership Agreement. View Agreement I
Related Data Quality
Patterns The Data Quality pattern can be used with the Collection Limitation pattern to

ensure that the personal data that are collected are accurate, complete, and up-

to-date for the processing of the system.

Openness

The Openness pattern can be used with the Collection Limitation pattern to
ensure that the collection of personal data is for the real benefit of the data
subject in the use of the system service. The data subject should be informed of

what personal data are collected and for what purposes.

Individual Participation

In addition to the Collection Limitation pattern, the Individual Participation pattern
can be used so that the data subject remains entitled to the right to participate
in the use of the collected personal data by the system and be informed of the

issues related to the collected personal data.
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Pattern Name

Data Quality Pattern

Privacy Principle

Data Quality Principle

Intent

This pattern assures that the collected personal data are relevant to the
purposes for which they are to be used. At the same time, the pattern
assures accuracy, completeness, and up-to-dateness of the collected data,
since poor quality data, as a result of any mistakes or passage of time, may

lead to poor quality service of the system.

Motivation

The data controller should consider different quality aspects of the
personal data that are collected, processed, and stored. First, the collected
data should be relevant to the purpose of use, otherwise the collection
would be wasteful. Furthermore, even though the data are relevant, their
inaccuracy, incompleteness, and out-of-dateness may lead to processing
mistakes and misinterpretations of data, and harm can be caused to the
data subject. Thus, the system should collect only the data that are
relevant to the purpose of use, and provide mechanisms to promote
completeness, accuracy, and up-to-dateness of the collected personal

data.

Applicability

Use the Data Quality pattern to maintain quality of the personal data of a
data subject throughout their life cycle within the system, ie. from
collection to storage and processing:
® \When collecting data, the data controller should ensure that the
collected data are relevant to the purposes. This pattern can be
used to check also that all necessary data are collected and those
collected are validated.
® \When storing data, this pattern can be used to allow a data integrity
mechanism to be incorporated into the system to ensure integrity
of the personal data maintained by the system.
® \When processing data, this pattern can be used to ensure that the

personal data to be processed are kept up-to-date.
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Behavior and Structure

Activity Diagram (When checking data integrity)

Data Quality Pattern (When checking data integrity)

System

{ Get Personal Data }

l

Check Data Integrity

(l.e. Mirroring, Disk Parity, Checksumming)

[Data Corrupted] [Data Integrity Preserved]

Notify Data Corruption]

@
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Behavior and Structure

Activity Diagram (When automating update of personal data)

Data Quality Pattern (When automating update of personal data)

System External Agent

b

Get Personal Data

/R
N

{ Connect to External Agent J

1

{ Get Personal Data }

[Data Not Changed] /k [Data Changed]

{ Check Required Data }

[Complete Personal Data] [Incomplete Personal Data]

1
Validate Personal Notify Personal Data
Data Incompleteness

[Correct Personal Datal [Incorrect Personal Data]

Update Personal
Data

l

[ Notify Personal Data

Inaccuracy
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Behavior and Structure

Class Diagram

<<Interface>>

DatalntegrityManager

<<Interface>>

DataManager

<<Interface>>

PersonalData

+ checklIntegrityOfData()
+ notifyDataCorruption()

[

+ showData()

+ insertData()

+ updateData()

—

ConcreteDatalntegrityManager

ConcreteDataManager

+ checkintegrityOfData()
+ notifyDataCorruption()

<<Interface>>

DataValidation

B

+ validateData()

+ notifyDatalnaccuracy()

5

ConcretePersonalData

ConcreteDataValidation

+ showData()
+ insertData()

+ updateData()

+ getPersonalData()

+ setPersonalData()

+ validateData()

+ notifyDatalnaccuracy()

<<Interface>>

DataUpdateManager

ConcreteDataUpdateManager

RequiredDataChecker

+ checkDataUpdate()

+ checkDataUpdate()

<<Interface>>

Agent

ConcreteAgent

+ connectToExternalAgent()

+ connectToExternalAgent()

+ checkRequiredData()

+ notifyDatalncompleteness()

Participants

Interface Name/Class Name

Detail

Interface DataManager

subject gives consent.

An interface that has the responsibilities to coordinate checking
of consent and collection of personal data from the data

subject. It inserts the collected data into the system if the data

Class ConcreteDataManager

are changes etc.

A concrete class that implements the interface DataManager.
Other responsibilities related to managing personal data can be

added, i.e. coordinating update of personal data when there

Interface PersonalData

An interface that represents the collected personal data.

Class ConcretePersonalData

the purpose of the system.

A concrete class with the data attributes that are necessary for

Interface DataValidation

if the collected data are not valid.

An interface that has the responsibilities to validate personal

data for accuracy, and notify the data subject or data controller
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Participants

Interface Name/Class Name

Detail

Class ConcreteDataValidation

A concrete class that implements the interface DataValidation.
lts behavior varies by the validation criteria, e.g. validation of

data values and format.

Class RequiredDataChecker

A concrete class that has the responsibilities to check
completeness of the data that are required by the system, and
notify the data subject or data controller if the collected

personal data are incomplete.

Interface DatalntegrityManager

An interface that inherits from the interface DataManager. It has
the responsibilities to implement a data integrity mechanism to

assure data integrity.

Class

ConcreteDatalntegrityManager

A concrete class that implements the interface

DatalntegrityManager. Other responsibilities related to checking

personal data integrity can be added.

Interface DataUpdateManager

An interface that has the responsibilities to automate collection

of the updates of personal data when needed.

Class

ConcreteDataUpdateManager

A concrete class that implements the interface

DataUpdateManager.  Other responsibilities  related to

automating the collection or update of personal data can be

added.

Interface Agent

An interface that has the responsibilities to connect to an

external agent to collect personal data.

Class ConcreteAgent

A concrete class that implements the interface Agent.

Collaboration

1. When checking data integrity

1.1. The system controller creates a ConcreteDatalntegrityManager object to check personal

data integrity.
1.2. The

ConcreteDatalntegrityManager

object get personal  data. The

ConcreteDatalntegrityManager object then creates a ConcretePersonalData object, gets

the personal data from a data store, and sets the personal data into the

ConcretePersonalData

object which in tun will be sent to the

ConcreteDatalntegrityChecker object.
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1.3. If personal data are corrupted, the ConcreteDatalntegrityManager object notifies the

system controller of data corruption.
2. When automating update of personal data

2.1. The system controller creates a ConcreteDataUpdateManager object to check personal
data updates.

2.2. The ConcreteDataUpdateManager object creates a ConcreteDataManager object which
in turn creates a ConcretePersonalData object, gets the personal data from a data
store, and sets the personal data into the ConcretePersonalData object. Then the
ConcretePersonalData object will be sent to the ConcreteDataUpdateManager object.

2.3. The ConcreteDataUpdateManager object creates a ConcreteAgent object to connect
to an external agent in order to get the current personal data from the external agent.

2.4. If the ConcreteDataUpdateManager finds that there are updates of personal data from
the external agent, the ConcreteDataUpdateManager object will set the updates of
personal data into the ConcretePersonalData object.

2.5. The ConcretePersonalData object creates a RequiredDataChecker object to check the
updated personal data items that are required and notify the system controller if
updated personal data are incomplete.

2.6. The ConcretePersonalData object creates a ConcreteDataValidation object to validate
the updated personal data and notify the system controller if the updated data are
inaccurate.

27. If the updated personal data are complete and accurate, the
ConcreteDataUpdateManager object calls the ConcreteDataManager object to update

the ConcretePersonalData object into a data store.
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Sequence Diagram (When checking data integrity)

sd Data Quality Pattern (When checking data integrity)J

<<Control>>

:SystemController

\ <<create>>

di:ConcreteDatalntegrityChecker

checkDatalntegrity() \

——showData()

l

l

<<Create>>

d[il:ConcretePersonalData

loop J

[more perspnal data]

setPersonalData()

loop J

[more personal data d[il]

opt J

[pergonal data are corrupted] NotifyDataCorruption()

o

message to notify personal data are corrupted
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Sequence Diagram (When automating update of personal data)

sd Data Quality Pattern (When automating update of personal data)J

<<Control>>

:SystemController
T
|
| <<create>> |
ﬂ um:ConcreteDataUpdateManager

T
<<create>>
dm:ConcreteDataManager

cheackDataUpdate() |

Ll
showData() |

» <<create>>

d[il:ConcretePersonalData

loop J

[more personal data]

setPersonalData(personalData)

Ll
personal data d
ref
Get personal data from external agent
loop J
[more pergonal data d[i]]
opt J
[changed personal data] setPersonalData(personalDataUpdate)
Lt
ref
Check require data
ref
Validate data

updateData(d) ‘u

|
|
message to inform personal data update complete i
B S ittt b e !

|

|

|
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Sequence Diagram (When automating update of personal data - continued)

sd Get personal data from external agentJ

‘ External Agent ‘ ‘ um:ConcreteDataUpdateManager
T T
i i <<create>>
! a:ConcreteAgent
i connectToExternalAgent() )
| — >
' connect to external agent
a
response
A — N — .
,,,,,,,,,,,,, personal data from extenal agent |

sd Check required dataJ

<<create>>

<<Control>> ‘
d[il:ConcretePersonalData
:Systemgontroller ‘

checkRequiredData(field,personalDataUpdate)

% r:RequiredDataChecker
T

P

{

T
I

I

I

I

I

T

I

I

I

T

I

I

I i
lincomplete personal data] !
I
I

notifyDatalncompleteness(field)

sd Validate data

<<create>>

d[lil:ConcretePersonalData |

<<Control>> ‘
:S) stementrolLer

validateData(personalDataUpdate)

% v:ConcreteDataValidation
T

!
I

I

‘

‘

I

;

I

1

o ] 1
I

I

I

I

I

I

I

‘

‘

I
linaccurate personal data]

notifyDatalnaccuracy(personalData)
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Consequences

1. Using this pattern, the system of the data controller can maintain the
quality of the personal data as recommended by OECD. The data Subject
can be assured that the personal data that are collected by the system are
relevant to the purposes of use, accurate, complete, and kept up-to-date.
Given the data of good quality, the system should perform its service as
intended.

2. There are costs in terms of time and space associated with checking for
accuracy, completeness, and up-to-dateness of the personal data. For
example, the system has to perform data validation any time personal data
are collected or updated. Regular checks may be performed to keep personal
data updated. Also, extra storage space is required for any data integrity
mechanisms that are used by the system.

3. In the case that mirroring is used as a data integrity mechanism, the system
architecture employs a replication model. Consistency across replicas has to

be maintained when there are updates to the personal data.

Implementation

1. The OECD defines that the collected personal data should be relevant to
the purpose for which they are to be used since the data that are used in a
manner different from the intended purpose could be misleading or
misinterpreted. The data controller who implements the system should
decide on which personal data are relevant to the purpose of use and clearly
specify the purpose. The data controller should refer to the Purpose
Specification pattern also.

2. To assure accuracy of the collected personal data, data integrity should
be maintained over the entire lifecycle of the data. That is, the system should
prevent or at least detect unintended changes made to the data as a result
of storage, retrieval, or processing of data and human errors, as well as
intended  changes made by  malicious intent. The class
ConcreteDatalntegrityChecker should implement a data integrity mechanism
to assure data integrity. Common techniques include mirroring (or replicating
data to compare different copies of the data), disk parity, and checksumming

[12].
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Implementation

3. To assure data up-to-dateness, the system may collect the update of the
personal data from time to time. The storage of the collected data may vary
depending on the purpose of wuse. For example, the class
ConcreteDataManager should be implemented to either maintain only the
most recent data or retain them as an archive. For automated collection, the
class ConcreteDataUpdateManager can be configured to collect the updates
when needed.

4. To assure up-to-dateness of personal data that are collected directly from
the data subject, the system should allow the data subject to keep their
personal data up-to-date. The data controller who implements the system

should refer to the Individual Participation pattern also.

Sample Design

and Code

An example of a system which collect personal data from external source
and the system should update personal data to currently that applies the

Data Quality pattern is shown below.
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Sample
Design

and Code

RequiredDataChecker

+ checkRequiredDatal(field personalData)

+ notifyDatalncompleteness(field)

<<Interface>>

<<Interface>> <<Interface>>
) DataManager
DatalntegrityManager PersonalData
. L I
+ showData()
+ checkintegrityOfData() + getPersonalData()
+ insertData(personalData)
+ notifyDataCorruption() + setPersonalData(personalData)
5 + updateData(personalDataUpdate) 5
I

RegistrationDataManager

PersonalDatalntegrityManager RegistrationPersonalData
e L [
- + showData()
+ checkintegrityOfData() ' |+ getPersonalDatal()
. i + insertData(personalData)
+ notifyDataCorruption() + setPersonalData(personalData)

+ updateData(personalDataUpdate)

EmailValidation

<<Interface>>

PersonalDataUpdateManager

DataUpdateManager | | 7 b ke
L XA AN,
+ validateData(email)
+ checkDataUpdate() + notifyDatalnaccuracy(email)
+ checkDataUpdate()
MobileValidation
<<Interface>>
SystemAgent
Agent |
PR
+ validateData(mobile)
+ connectToExternalAgent() + notifyDatalnaccuracy(mobile)
+ connectToExternalAgent() T
|
v

<<Interface>>

DataValidation

+ validateData(personalData)

+ notifyDatalnaccuracy(personalData)

An example shows the system that collect personal (i.e. name, email, tel) data from
an external agent and the system should update personal data from time to time.
The class PersonalDataUpdateManager that implements the interface

DataUpdateManager should be implemented to collect the updated personal data.

interface DataUpdateManager {
public void checkDataUpdate():
}
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Sample
Design

and Code

public class PersonalDataUpdateManager implements DataUpdateManager{

@Override
public void checkDataUpdate() {
/7 Add your code to check check update personal data

RegistrationDataManager rdm = new RegistrationDataManager():
ArrayList<RegistrationPerscnalData> personalData =
new ArraylList<RegistrationPersonalData>()?

personalData = rdm.showData()

SystemAgent agent = new SystemAgent();
JSONArray personalDataFromAgent = new JSONArray();
personalDataFromAgent = agent.connectToExternalAgent ()

for (int i=0; i<personalData.size(); i++){
RegistrationPersonalData updData = new RegistrationPersonalData();
boolean chk = false;

try {
for (int j=0; j<personalDataFromAgent.length(); j++){

if (personalDataFromAgent.getJSONCbject (j) .getString ("id")
.equalsIgnoreCase (personalData.get (i) .getExid())) {
if (!personalDataFromAgent.getJSONObject (j) .getString ("email™) .
equalsIgnoreCase (personalData.get (i) .getEmail())){
updData.setEmail (personalDataFromAgent.getJSONObject (j) .getString("email™));
chk = true;

}

if(!personalDataFromAgent.getJSONObject (j) .getString("tel”).
equalsIgnoreCase (personalData.get (i) .getTel())){
updData.setTel (personalDataFromAgent .getJSONCbject (j) .getString ("tel")):

chk = true;

}

}
} catch (JSONException e) {
e.printstackTrace():

}
if (chk) {
System.out.println("update personal data");

updData.setId(personalData.get (1) .getId()):
rdm.updateData (updData) ;

The class SystemAgent that implements the interface Agent is used to collect

personal data from an external agent as shown in the sample code below.

public interface Agent {
public JSONArray connectToExternalBgent():
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Sample
Design

and Code

public class SystemAgent implements Agent{

@Override
publie J50NArray connectToExternalBAgent () {
// TODO Add your code to connect to external agent

J50NArray JjsonArr = new JSONArray():;
DatabaseConnection dbConnection = new DatabaseConnection();
Connection connection = dbConnection.getExternalDBConnection():

try {
String query = "SELECT * FROM personaldata”
PreparedStatement stmt = connection.prepareStatement (query)
ResultSet result = stmt.executeQuery():

while (result.next()) {
J50NCObject json = new JSONCbject():
json.put ("id", result.getString("id")):
json.put ("name", result.getString("name")):
json.put ("email"”, result.getString("email"));
json.put ("tel"”, result.getString("tel")):
jsonArr.put (json) ;
}
System.out.println(jsonArr.toString());
stmt.close() s
} catch (SQLException e) {e.printStackTrace():}
catch (JSONExzception e) {e.printStackTrace():}
return jsonArr;

The class RegistrationDataManager that implements the interface DataManager to
show, insert, and update personal data (name, email, tel) is shown in the sample
code below. Note that the data inserted or updated will have their checksum values

generated for integrity checking later.

public interface DataManager ({
public ArraylList<RegistrationPersonalData> showDatal():
public void insertData(RegistrationPersonalData data):
public void updateData (RegistrationPersonalData data);

@0verride

public void insertData (RegistrationPersonalData data) {
//TODO Add your code to insert personal data into data store.
DatabaseConnection dbConnection = new DatabaseConnection():

Connection connection = dbConnection.getDBConnection()
MessageToMDb msgmdS = new MessageToMDS5 () !
try {

String insert = "INSERT INTO personaldata "

+ "(name, email, email cs, tel, tel cs)

+ "VALUES (2, 2, 2, 2, 2)"
PreparedStatement stmt = connection.prepareStatement (insert) ;
int parameterIndex = 1;

stmt.setString (parameterIndex++, data.getName()):

stmt.setString (parameterIndex++, data.getEmail()):

stmt.setString (parameterIndex++, msgmd5.messageToMD5 (data.getEmail())) s
stmt.setString (parameterIndex++, data.getTel()):

stmt.setString (parameterIndex++, msgmd5.messageToMD5 (data.getTel())) s

stmt.execute ()
stmt.close() s

} catch (5QLException e) ({e.printStackTrace();}
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Sample
Design

and Code

@override
public wvoid updateData (RegistrationPersonalData data) {
/7 Add your code to update personal data

DatabaseConnection dbConnection = new DatabaseConnection():
Connection connection = dbConnection.getDBConnection() s
MessageToMD5 msgmdS = new MessageToMD5 () #

try {
StringBuffer upd = new StringBuffer ("UPDATE personaldata SET ");
if (data.getName() !'= null) {
upd.append ("name = '"+data.getName ()+"', ")¢
}
if (data.getEmail() != null) {
upd.append ("email = '"+data.getEmail ()+"', "):
upd.append ("email_cs = '"+msgmd5.messageToMDS (data.getEmail())+"",
}
if (data.getTel() != null) {
upd.append ("tel = ""tdata.getTel()+"', "):
upd.append ("tel cs = ""+msgmd5.messageToMDS (data.getTel () +"', ")):
}
upd.append ("updatedate = '"+sdf.format (now)+"' "):
upd.append ("WHERE id = '"+data.getId()+"' ");
System.out.println (upd.toString()) ;
PreparedStatement stmt = connection.prepareStatement (upd.toString())

stmt.execute () ;
stmt.close():
} catch (SQLException e) {e.printStackTrace();}

"y

The class RegistrationPersonalData that implements the interface PersonalData is

implemented to have only the data attributes that are necessary for the purpose

of the system as shown in the sample code below.

public interface PersonalData |

}

public class RegistrationPersonalData implements PersonalDataf{
private String id;
private String exid;
private String name;
private String email;
private String emailChecksum;
private String tel;
private String telChecksum;
private DataValidation wvalid;
private RequiredDataChecker rdc;

public String getId() {
return id;

}

public void setId(String id) {
this.id = id;

}

public String getExid() {
return exid;

}

public void setExid(String exid) {
this.exid = exid;

}
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Sanﬁple public String getName () {
return name;
. h
Design public void setName (String name) |
and Code rdc = new RequiredDataChecker():

rdc.checkRequireData ("name", name);
this.name = name;

}

public String getEmail() {
return email;:

}

public wvoid setEmail (String email) {
rdc = new RequiredDataChecker():
rdc.checkRequireData ("email", email):
valid = new EmailValidation():
if(valid.validateData (email)) {

this.email = email;

}

}

public String getEmailChecksum() {
return emailChecksum;

}

public void setEmailChecksum(String emailChecksum) {
this.emailChecksum = emailChecksum;

}

public String getTel() {
return tel;

}

public void setTel (String tel) {
rdc = new RequiredDataChecker () :
rdc.checkRequireData ("mobile"”, tel):
valid = new MobileValidation():;
if (valid.validateData(tel)) {

this.tel = tel;

}

}

public String getTelChecksum() {
return telChecksum;

}

public void setTelChecksum(String telChecksum) {
this.telChecksum = telChecksum;

}

The class RequiredDataChecker have responsibilities to check personal data that
are required by the system and notify the data subject if the collected personal

data are incomplete.

public class RequiredDataChecker {
public void checkRequireData (String field, String data) {
if(data == null || data.equals("")){
notifyDataIncompleteness (field):
System.exit (1)

}

public void notifyDataIncompleteness(String field) {
System.out.println("Please insert "+field+" feild"):;

}
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Sample
Design

and Code

The class EmailValidation and class MobileValidation that implements the interface
DataValidation is implemented to validate the accuracy of personal data. In this

example, the system validates email and mobile number.

public interface DataValidation {
public boolean validateData(String data):
public void notifyDataInaccuracy(String data):
}

public class EmailValidation implements DataValidation{

@Override

public boeoclean validateData(String email) {
boolean result = false;
try {

InternetAddress emailBAddress = new InternetAddress(email):
emailAddress.validate () ;
result = true;
} catch (AddressException ex) {
notifyDataInaccuracy (email):
System.exit (1)
}
return result;

}

@Override

public void notifyDatalnaccuracy(String email) {
System. out.println(email+”™ is not walid");
System.out.println("Please insert valid email™);

}

public class MobileValidation implements DataValidationf{
@Override
public boolean validateData(String mobile) {
boolean result = false;
if (mobile.length() < 10){
notifyDataInaccuracy (mobile);
System.exit(1l);
telse(
result = true;
}

return result;

}

@Override

public void notifyDatalnaccuracy(String mobile) {
System.out.println (mobile+" not wvalid");:
System.out.println("FPlease insert valid mobile"):
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Sample
Design

and Code

To assure accuracy of the collected personal data, the system uses the class
PersonalDatalntegrityManager that implements the interface DatalntegrityManager
to check integrity of the personal data in a data store, i.e. using the checksum

method in this case, and notify the system if personal data are corrupted.

public interface DataIntegrityManager extends DataManager({
public void checkDatalntegrity():
public void notifyDataCorruption():
}
public class RegistrationDataIntegrityManager
extends RegistrationDataManager implements DatalntegrityManager({

private MessageToMD5 msgmd5;

@Override
public void checkDataIntegrity() {
// TODO Add your code to check data integrity
ArraylList<RegistrationPersonalData> personalData =
new ArraylList<RegistrationPersonalData>():
personalData = showData():
for (int i=0; i<personalData.size(); i++) {
System.out.println("Check data integrity... "+i);
msgmd5 = new MessageToMD5 () ;
String email = msgmd5.messageToMD5 (personalData.get(i).getEmail()) s
String emailCheckSum = personalData.get (i) .getEmailChecksum()
if(!email.equalsIgnoreCase (emailCheckSum))
notifyDataCorruption() s

}

@Override

public void notifyDataCorruption() {
// TODO Add your code to notify data are corrupted
System.out.println("Personal data are corrupted"”):

}

Known use

Examples of existing systems that take the Data Quality principle into account
include:

® Facebook (Website): When a user creates an account and does not specify

all the required data or specifies incorrect data, the system will notify the

user to correct the input.

Email or Phone Password
I

facebook . toom

Facebook helps you connect and share with the Create an accou nt

people in your life. It's free and always will be.

2 > & - - 55 8 Theeraporn Suphakul
0 2 = +66986898840
[ ] - | e R Y TYT Y T T Y Y
Birthday

19 v Dec v 1991 v M

Please choose a gender. You can change who can Female Male
see this later.

Create an account
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Known use

facebook

Create an account

It's free and always will be.

F

t and share with the

k helps you
people in your life.

The seiected date is not valid.
- Theerapomn Suphakul
baumwolle faii@mail.com
baumwolle faii@mail.com

Birthday

30 v Feb v 1991 v

* Female Male

e  Google (Website): When a user creates an account and does not specify
all the required data or specifies incorrect data, the system will notify
the user to correct the input.

Create your Google Account

tis all you need Name

Theerapomn Suphakul

Choose your username

theeraporn.sup

Create a password

Birthday

February $ |30 1991

You can't leave this empty,

Related

Patterns

Collection Limitation
The Collection Limitation pattern requires the Data Quality pattern to ensure that
the personal data that are collected are accurate, complete, and up-to-date for

the processing of the system.
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Related

Patterns

Purpose Specification
As the collected personal data will be considered of good quality if they are
useful with regard to the purposes of use as specified by the data controller, the

Data Quality pattern should be used with the Purpose Specification pattern.

Individual Participation
The Individual Participation pattern can be used with the Data Quality pattern
to ensure that the data subject can participate in keeping his/her personal data

up-to-date.

Security Safeguards
The Security Safeguards pattern requires the Data Quality pattern as preserving
to ensure that the personal data that are collected are protected by reasonable

security safeguards against loss or destruction and maodification of data.

1. 3 wuugunisesnuuudmsunanderinuaingussasa

M19197 4.3 wuusUnseenwuudmsunanteimun Ing Useasn

Pattern Name

Purpose Specification Pattern

Privacy Principle | Purpose Specification Principle

Intent

This pattern assures that the personal data for which the system are to be
collected and used should have their purposes specified. Any change of

purposes should also be specified.

Motivation

The data controller should bear in mind the purposes of the collected
personal data and always use them in a way that corresponds to the
purposes. Therefore, the purposes of collection and use should be specified
and made known to the data subject no later than the collection time as
well as during use, in the case of any changes of purposes. This also implies
that, when the collected data are no longer serve any purposes, they
should be removed, or at least anonymized to lower the risk of theft or
unauthorized access when the data that are no longer of interest are still

retained.

Applicability

Use the Purpose Specification pattern when the system is about to collect

personal data and to change and end their use.
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Behavior and Structure

Activity Diagram (When collecting personal data)

Purpose Specification Pattern (When collecting personal data)

Data Subject or Representative System

®

[ Use The System }
\

[ Collect Personal Data }

Send Privacy Policy with Main Purposes of
Use and Request for Consent

[

[Respond to Consent Request}

[Refuse Consent] [Give Consent]

[Submit Personal Data}

|

[ Record Retention Period J

[ Record Data Category J

[ Insert Personal Data J

Phase
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Behavior and Structure

Activity Diagram (When checking retention period of personal data)

Purpose Specification Pattern (When checking retention period of personal data)

System

Check Retention Period of
Personal Data

[Retention Period is Expired] [Retention Period is Not Expired]

Destroy (Erase) or Give an
Anonymous Form of Personal Data

L

Phase
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Behavior and Structure
Class Diagram
<<Interface>>
<<Interface>> DataManager <<Interface>> <<Interface>>
PersonalData
RetentionChecker ConsentManager
+ collectData() [ T
- - + showData() + recordRetentionPeriod()
+ checkRetentionPeriod() + checkConsent()
z + insertData() + recordDataCategory() z
3 + deleteData() [\l 3
| 7 | |
i ConcreteDataManager ConcretePersonalData i
ConcreteRetentionChecker RegistrationConsentManager
—— + collectData() — + getPersonalData() — ]
+ showData() + setPersonalData()
+ checkRetentionPeriod() + checkConsent()
+ insertData() + recordRetentionPeriod()
+ deleteData() + recordDataCategory()
PrivacyPolicy
PurposeOfPersonalData
+ getPrivacyPolicy() PrivacyPolicyManager
+ setPrivacyPolicy()
+ getPurpose() 771 — —
+ recordPurposeOfPersonalData()
+ setPurpose()
) + recordCollectedPersonalData() + showPrivacyPolicy()
+ recordActiveStatus()
+ recordUseOfPersonalData()
+ recordDataCategory()
+ recordMethodToCollect()
+ recordResidenceOfController()
Participants
Interface Name/Class Name Detail

Interface DataManager An interface that has the responsibilities to
coordinate checking of consent and collection of
personal data from the data subject. It inserts the
collected data into the system if the data subject
gives consent.

Class ConcreteDataManager A concrete class that implements the interface
DataManager. Other responsibilities related to
managing personal data can be added, ie.
coordinating update of personal data when there are
changes etc.

Interface PersonalData An interface that represents the collected personal
data.

Class ConcretePersonalData A concrete class with the data attributes that are
necessary for the purpose of the system.




156

M13199 9.3 wuugunisesnuuudmsunandemmvuainguseasd (de)

Participants

Interface Name/Class Name

Detail

Interface ConsentManager

An interface that has the responsibilities to inform the data
subject that the system needs to collect personal data and

check whether the data subject sives consent.

Class ConcreteConsentManager

A concrete class that implements the interface

ConsentManager.

Class PrivacyPolicyManager

A concrete class that has the responsibilities to show and

update the privacy policy.

Class PrivacyPolicy

A concrete class that represents the privacy policy of the
system with the data attributes that record the policy
content, including the collection method, purpose of use,

and data controller information.

Class PurposeOfPersonalData

A concrete class that represents the purpose of personal
data with the data attributes that record the purpose of use

of personal data.

Interface RetentionChecker

An interface that has the responsibilities to check the

retention period of personal data.

Class ConcreteRetentionChecker

A concrete class that implements the interface

RetentionChecker.

Collaboration

1. When collecting personal data
1.1 The system controller creates a ConcreteDataManager object to collect personal data.
1.2 The ConcreteDataManager object checks for consent of the data subject:
1.2.1  The ConcreteDataManager object creates a ConcreteConsentManager object to

check whether the data subject gives or refuse consent to collect his/her

personal data.

1.2.2  The ConcreteConsentManager object creates a PrivacyPolicyManager object to
view the privacy policy. The PrivacyPolicyManager object then creates a
PrivacyPolicy object, gets the privacy policy from a data store, and sets the
policy into the PrivacyPolicy object.

1.2.3  The PrivacyPolicy objects creates PurposeOfPersonalData objects and sets the

purposes of use into them.
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Collaboration

1.24  The PrivacyPolicyManager object sends the privacy policy to the
ConcreteConsentManager object which in turn will pass on the policy to the
data subject.

1.3 If the data subject gives consent, the system controller creates a ConcretePersonalData
object with its retention period and data category, and then calls the
ConcreteDataManager to insert the ConcretePersonalData object into a data store.

2. When checking retention period of personal data

2.1 The system controller creates a ConcreteRetentionChecker object to check retention
period of personal data.

2.2 The ConcreteRetentionChecker object creates a ConcreteDataManager object to get
personal data from a data store.

2.3 The ConcreteDataManager object creates a ConcretePersonalData object and sets the
personal data into the ConcretePersonalData object.

2.4 The ConcreteRetentionChecker object gets the retention period of personal data from
the ConcretePersonalData object and check if it has expired.

2.5 If the retention period is expired, the ConcreteRetentionChecker object calls the

ConcreteDataManager object to destroy (erase) personal data.
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Collaboration

Sequence Diagram (When collecting personal data)

sd Purpose Specification Pattern (When collecting personal data.)J

@)

<<Control>>
Data Subject :SystemController
! use the system !
<<create>>
cdm:ConcreteDataManager

collectData() !

!

11

ref

Check consent

response
< ,,,,,,,,,,,,,,,,,,,,,,,,
alt J
[Give Conlsent]
submit personal data
insertData(d)
>
<<create>> N
‘ ‘ ﬂ d:ConcretePersonalData
T
setPersonalData(personalData) |
recordRetentionPeriod(dataRetention)
>
recordDataCategory(dataCategory)
T
I
i
message to inform <rp§§sgge to inform data inserted i
__________________ ‘
data inserted ! |
,,,,,,,,,,,,,,,,,,,,,, |
,,,,,, ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,:r,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,},,,,,,,,,,,
[Refuse| Cpnsent] ! i
I
! |
I
message to inform that system } 1
I
function cannot be used } |
TN T T T Tt T T T } |
! I
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Collaboration

Sequence Diagram (When collecting personal data - continued)

sd Check consent

o

W

‘ Data Subject H cdm:ConcreteDataManager ‘

i
|<<create>>_ |
1 c:ConcreteConsentManager

T
checkConsent() 1
1

it
fecreate>>, pm:PrivacyPolicyManager
showPrivacyPolicy() 1
»
<<create>>

setanacyPoucy(poUcyData)‘ 1

hg|

recordPurposeOfPersonalData(purpose)

»
<<create>>

H pplil:PurposeOfPersonalData ‘

loop J

[More|ppirpose with active status]
setPurpose(purpose)

recordActiveStatus(status)

recordDataCategory(category)

privacy policy

message to inform privacy policy and check consent

press confirm

response

A,
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Collaboration

Sequence Diagram (When checking retention period of personal data)

specified also.

sd Purpose Specification Pattern (When checking retention period of personal data)J
<<Control>>
:SystemController
T
| <<create>> N
j r:ConcreteRetentionChecker ‘
T
checkRetentionPeriod() |
»
<<create>>
’—% dm:ConcreteDataManager ‘
T
showData() |
<<create>>
d[i]:ConcretePersonalData
T
i
loop J i
|
[more personal data] i
setPersonalData(personalData) |
»
personal data d
loop J
[mote personal data dfi]] getRetentionPeriod()
»
retention period
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, L]
i
opt J 3
|
[expited retention period] deleteData(p) . i
|
message to inform data are deleted | !
message to inform data are deleted T i
TS T | |
| | | |
Consequences | Using this pattern, The personal data for which the system is to be collected

and used have their purposes specified and any change of purposes be
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Implementation

Issues regarding the implementation of the Purpose Specification pattern are
as follows.

1. The Purpose Specification principle is closely associated with Data Quality
principle and the Use Limitation principle since the collected data should
be relevant to the purpose so as to be considered useful and their use
should be constrained by the purpose. Thus, the data controller who
implements the system should refer to the Data Quality pattern and Use
Limitation pattern also.

2. The OECD defines that the purposes of the collected personal data
should be specified not later than at the time of data collection. The data
controller who implements the system should inform the purpose when
collecting personal data. The class ConcretePersonalData should record the
category of the collected personal data, and the class
PurposeOfPersonalData should record the purpose for which such collected
category of data is used. This is to allow checking if the collected category
of personal data is relevant to the purpose.

3. The OECD defines that the specification of purposes can be made in a
number of alternative or complementary ways, e.g. by public declarations,
information to data subjects, legislation, administrative decrees, and licenses
provided by supervisory bodies. To address this issue, the data controller
who implements the system should refer to the Openness pattern and
specify the purposes in the published privacy policy.

4. The new purposes for which the personal data are subsequently used
should be introduced as change of purposes while the change should not
be in an arbitrary way. The data controller who implements the system
should record the change of purposes while always maintaining
compatibility between the original purposes and the changed purposes. In
addition, the data controller should maintain a history of purposes. That is,
the class PurposeOfPersonalData should record the status of purpose such
as “inactive” for the purposes that were canceled or changed, and “active”
for the latest purposes that are in use. The data controller should also refer
to the Openness pattern to make the change of purposes known to the data

subject.
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Implementation

5. When personal data no longer serve the purposes, the data controller
who implements the system should make sure that the personal data are
destroyed (erased) or given an anonymous form. The class
ConcreteRetentionChecker can be called by the system whenever the data
controller needs to check retention expiration. Otherwise, the system can
be configured to call the class ConcreteRetentionChecker automatically to

check retention expiration at a regular time interval.

Sample Design

and Code

An example of a user registration system that applies the Purpose

Specification pattern is shown below.

<<Interface>>

<<Interface>>
<<Interface>> DataManager

PersonalData
RetentionChecker

+ collectData(dataType)

+ showData() + recordRetentionPeriod(dataRetention)

+ checkRetentionPeriod()
) + insertData(personalData)

+ recordDataCategory(dataCategory)

+ deleteData(personal Data)
N

RegistrationDataManager RegistrationPersonalData

RegistrationRetentionChecker

+ collectData(dataType) —— + getPersonalData() -

+ showData() + setPersonalData(personalData)

+ checkRetentionPeriod()

+ recordRetentionPeriod(dataRetention)

+ insertData(personalData)

+ deleteData(personalData) + recordDataCategory(dataCategory)

PrivacyPolicy

PurposeOfPersonalData

+ getPrivacyPolicy() PrivacyPolicyManager

+ setPrivacyPolicy(policyData)

+ getPurpose() — [
+ recordPurposeOfPersonalDatalpurpose)

+ setPurpose(purpose)

+ recordCollectedPersonal Data(data) + showPrivacyPolicy()

+ recordActiveStatus(status)
+ recordUseOfPersonalData(use)

+ recordMethodToCollect(method)

+ recordDataCategory(dataCategory)

+ recordResidenceOfController(residence)

When a user (or data subject) is required to register with the system to use
its service, the system uses the class RegistrationDataManager that

implements the interface DataManager to collect personal data (name,

email, tel) as shown in the sample code below.
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public interface DataManager {
public boolean collectData(String dataCategory):
. public ArrayList<RegistrationPersonalData> showData()s
DeSIgn public wvoid insertData(RegistrationPersonalData data);
public void deleteData(RegistrationPersonalData data);
and Code | ;

public class RegistrationDataManager implements DataManager({
@Override
public boolean collectData(String dataCategory){
//TODO Add your code to check whatever user give or refuse consent
boolean checker = false;

Sample

if (consent.checkConsent())
checker = true:
return checker;
}

@Override
public ArrayList<RegistrationPersonalData> showData() {
// TODO Add your code to get personal data from data store

DatabaseConnection dbConnection = new DatabaseConnection();
Connection connection = dbConnection.getDBConnection():
try {

String query = "SELECT * FROM personaldata" ;

PreparedStatement stmt = connection.prepareStatement (query) 7

ResultSet result = stmt.executeQuery();

while (result.next ()) {

RegistrationPersonalData d = new RegistrationPersonalData();

d.setName (result.getString ("name"));
d.setEmail (result.getString ("email™));
d.setTel (result.getString("tel")):

d.setRetentionPeriod(result.getString("retention"));

data.add(d);
}
stmt.close():
} catch (SQLException e) {}
return data;
}
@Override
public void insertData(RegistrationPersonalData data){
//TODO Add your code to insert personal data into data store.

DatabaseConnection dbConnection = new DatabaseConnection():
Connection connection = dbConnection.getDBConnection():
try {

String insert = "INSERT INTO personaldata "

+ "(name, email, tel, retention, data category)
+ "VALUES (2, 2, 2, 2, ?)"

int parameterIndex = 1:
stmt.setString(parameterIndextt, data.getName()):
stmt.setString (parameterIindex++, data.getEmail()):
stmt.setString (parameterIindex++, data.getTel()):

stmt.setString (parameterIndex++, data.getDataCategory()):

stmt.execute () ;
stmt.close ()

} catch (SQLException e) {e.printStackTrace();}

RegistrationConsentManager consent = new RegistrationConsentManager ();

PreparedStatement stmt = connection.prepareStatement (insert)

stmt.setString(parameterIndex++t, data.getRetentionPeriod()):

ArraylList<RegistrationPersonalData> data = new ArrayList<RegistrationPersonalData> ()

H
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and

Code

@Override
public veoid deleteData(RegistrationPersonalData data) {
/7 Add your code to delete personal data when data no longer serve a purpose.

DatabaseConnection dbConnection = new DatabaseConnection();
Connection connection = dbConnection.getDBConnection():;

try{
String insert = "DELETE FROM personaldata "
+ "where name = ? and email = 2" ;
PreparedStatement stmt = connection.prepareStatement (insert) ;

int parameterIndex = 1;

stmt.setString(parameterIndex++, data.getName()):
stmt.setString(parameterIndex++, data.getEmail());

stmt.execute() ;
stmt.close()
}catch (SQLException &) {}
}

When data are collected directly from the user, the class
RegistrationConsentManager that implements the interface ConsentManager
acquires the privacy policy with main purpose of use to inform the user. It also
checks whether the user gives or refuse consent to personal data collection. The

sample code is shown below.

public interface ConsentManager ({
public boeclean checkConsent ()
}

public class RegistrationConsentManager implements ConsentManager{
private Scanner scan;

@0verride
public boolean checkConsent () {
/* Add your code to show policy to user and check whatever
* user give or refuse consent
®/
scan = new Scanner (System.in);

PrivacyPolicyManager policyManager = new PrivacyPolicyManager():

PrivacyPolicy policy = policyManager.showPrivacyPolicy()

System.out.println("Name :: "+policy.getName())rs
System.out.println("Collected Data :: "+policy.getDataCollected()):
System.out.println("Use Data :: "+4policy.getDataUse()):
System.out.println("Collected Method :: "+policy.getCollectionMethod()):
for (int i=0; i<policy.getPurpose().size(); i++){

"

System.out.println("Purpose "+i+" ::
+policy.getPurpose () .get (i) .getDetail()):
}
System.out.println("Residence :: "+policy.getResidenceOfController()):

System.out.println("Give Consent Please Enter 'Y' "
+ "and Refuse Consent Please Enter 'N'"):
String accept = scan.next();
if (accept.equalsIgnoreCase ("Y"))
return true;
else
return false;

When a data controller wants to show or update (or change) the privacy policy, the
system uses the class PrivacyPolicyManager to show or update the policy of the

system.
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Design

and Code

public class PrivacyPolicyManager {

public PrivacyPolicy showPrivacyPolicy() {
/7 Add your code to show privacy policy
DatabaseConnection dbConnection = new DatabaseConnection():
Connection connection = dbConnection.getDBConnection():
PrivacyPolicy pp = new PrivacyPolicy():
PreparedStatement stmt;

try {
String queryl = "SELECT * FROM privacypolicy ORDER BY id DESC LIMIT 1"
stmt = connection.prepareStatement (queryl) ;
ResultSet resultl = stmt.executeQuery();
while (resultl.next()){

pp.setId(resultl.getString ("id"));

pp.setName (resultl.getString ("name") )
pp.setDataCollected(resultl.getString("collecteddata™)) s
pp.setDataUse (resultl.getString("usedata™)):
pp.setCollectionMethod (resultl.getString("collectedmethod")
pp.setResidenceOfController (resultl.getString("residence"))

}

JSONArray jsonArr = new JSONArray():;
String queryZ = "SELECT * FROM purpose where active status = 'Yes'
stmt = connection.prepareStatement (query2) ;
ResultSet result2 = stmt.executeQueryl();
while (result2.next()){
JS50NObject json = new JSONObject():
json.put ("id", result2.getString("id"))}:
Jjson.put ("detail", resultZ.getString("detail")):
json.put ("data_category", result2.getString(“"data_category"))s
json.put ("active_status", resultZ.getString("active_status"))s;
jsonArr.put (json);

}
pp.recordPurposeOfPerscnalData (jsonArr);
stmt.close ()
} catch (SQLException e) {e.printStackTrace()i:}
catch (JSONException e) {e.printStackTrace():}
return pp;

The class PrivacyPolicy is implemented to have the data attributes that record the
policy content, including the purpose of collection, what personal data are

collected, use of personal data, collection method, and data controller

information as shown in the sample code below.

public class PrivacyPolicy {
private String id:
private String name;
private String detail;
private Arraylist<PurposeOfPerscnalData> purpose;
private String dataCollected;
private String dataUse;
private String collectionMethod;
private String residenceOfController;
private Date dateCreation;
private Date dateUpdate;

public String getId() {
return id;

}

public veid setId(String id) ({
this.id = id:

}

publiec String getName () {
return name;

}

public veoid setName (S5tring name) {
this.name = name;

}

public String getDetail() {
return detail;

}

public void setDetail (String detail) {
this.detail = detail;

}

)
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public ArrayList<PurposeOfPersconalData> getPurpose() {
return purpose;

}

public void setPurpose (ArrayList<PurposeOfPersonalData> purpose) {
this.purpose = purpose;

}

public String getDataCollected() {
return dataCollected;

}

public void setDataCollected(String dataCollected) {
this.dataCollected = dataCollected:

}

public String getDataUse() {
return dataUse;

}

public void setDataUse (String dataUse) {
this.dataUse = dataUse;

}

public String getCollectionMethod() {
return collectionMethod;

}

public void setCollectionMethod(String collectionMethod) {
this.collectionMethod = collectionMethod:

}

public String getResidenceOfController() {
return residenceOfController;

}

public void setResidenceOfController(String residenceOfController) {
this.residenceOfController = residenceOfController;

}

public Date getDateCreation() {
return dateCreation;

}

public void setDateCreation(Date dateCreation) {
this.dateCreation = dateCreation;

}

public Date getDateUpdate() {
return dateUpdate;

}

public void setDateUpdate (Date dateUpdate) {
this.dateUpdate = dateUpdate;

}

public veoid recordPurposeOfPersonalData (JSONArray purpose) {
/7 Add your code to record purpose
this.purpose = new ArraylList<PurposeOfPersonalData>()’
for(int i=0; i<purpose.length(); i++){
PurposeOfPersonalData p = new PurposeOfPersonalData();
try {
p.setId(purpose.getJSONObject (i) .getString ("id")) s
p.setDetail (purpose.getJSONObject (i) .getString ("detail"));
p.recordDataCategory (purpose.getJSONObject (1) .getString("data_category")):
p.recordActiveStatus (purpose.getdSONObject (1) .getString("active_status"));
} catch (JSONException e) {e.printStackTrace();}
this.purpose.add(p) -

}

public veid recordCollectedPersonalData(String data) {
/7 Add your code to record collected personal data
this.dataCollected = data;

}

public void recordUseOfPersonalData(String use) {
/7 Add your code to record use of personal data
this.dataUse = use;

}

public void recordMethodToCollect (String method) {
/7 Add your code to record method to collect personal data
this.collectionMethod = method;

}

public veid recordResidenceOfController (String residence) {

/7 Add your code to record residence of data controller
this.residenceOfController = residence;

The class PurposeForPersonalData is implemented to have the data attributes that
store the purpose of the collection and use of personal data. The sample code is

shown below.
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public class PurposeOfPersonalData {
private String id;
private String detail:
private String dataCategory:;
private String activestatus;
private Date dateCreation;
private Date dateUpdate;

public String getId() {
return id;

}

public void setId(String id) {
this.id = ids

}

public String getDetail() {
return detail;

}

public void setDetail (String detail) {
this.detail = detail;

}

public String getDataCategory () {
return dataCategorys

}

public String getActiveStatus () {
return activeStatus;

}

public Date getDateCreation() {
return dateCreation;

}

public veoid setDateCreation(Date dateCreation) {
this.dateCreation = dateCreation;

}

public Date getDateUpdate() {
return dateUpdate;

}

public void setDateUpdate (Date dateUpdate) {
this.dateUpdate = dateUpdate;

}

public veoid recordActiveStatus(String activeStatus) {
/o Add your code to record purpose status
this.activeStatus = activeStatus;

}

public woid recordDataCategory(String dataCategory) {
/7 Add your code to record category of collected personal data
this.dataCategory = dataCategory;

The class RegistrationPersonalData that implements the interface PersonalData is
implemented to have only the data attributes that are necessary for the purpose

of the system as shown in the sample code below.

public interface PersonalData |
public void recordRetentionPeriod(String dataRetention):
public void recordDataCategory(String dataCategory);

}

public class RegistrationPersonalData implements PersonalDataf{
private String name;
private String email;
private String tel;
private String retentionPeriod;
private String dataCategory;

public String getName () {
return name;

}

public void setName (String name) {
this.name = name;

}

public String getEmail() {
return email;

}

public void setEmail (String email) {
this.email = email;

}
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public String getTel() {
return tel;
}
public void setTel(String tel) {
this.tel = tel;
}
public String getRetentionPeriod() {
return retentionPeriod;
}
public void setRetentionPeriod(String retentionPeriod) {
this.retentionPeriod = retentionPeriod;
}
public String getDataCategory() {
return dataCategory:
}
@Override
public void recordRetentionPeriod(String dRetention) {
/7 Add your code to record retention period of collected personal data
if (drRetention.equalsIgnoreCase ("Registration™))
this.retentionPeriod = "Until delete account";
else if (dRetention.equalsIgnoreCase ("Location”))
this.retentionPeriod = "Until end program";
else
this.retentionPeriod = "Until deleting data";:
}

@Override

public void recordDataCategory(String dataCategory) {
/7 Add your code to record type of collected personal data
this.dataCategory = dataCategorys

The class RegistrationRetentionChecker that implements the interface
RetentionChecker is implemented to check retention period. If retention period of
personal data is expired, the system should destroy (erase) or give an anonymous
form of personal data. An example shows erase personal data when not serve the

purpose.

public interface RetentionChecker {
public void checkRetentionPeriod():
}

public class RegistrationRetentionChecker implements RetentionChecker{

@Override

public veid checkRetentionPeriod() {
/7 Add your code to check retention period
RegistrationDataManager dataManager = new RegistrationDataManager();

Arraylist<RegistrationPersonalData> data = dataManager.showData():
for(int i=0; i<data.size(); i++){
String retention = data.get(i).getRetentionPeriod():
if (retention.equals ("An expired retention")){
dataManager.deleteData(data.get (i)) s
}
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Known use | Examples of existing systems that take the Purpose Specification principle into
account include:
® Google (Website): When a user creates an account, the system will collect
personal data and inform the user of the privacy policy that describes
how the system process his/her personal data. If the user gives consent
to the system to collect and use personal data, the user should click the
agreement button.
Why we process it
We process this data for the purposes described in our policy, including to:
» Help our services deliver more useful, customized content such as more
relevant search results;
Improve the quality of our services and develop new ones;
Deliver personalized ads, both on Google services and on sites and apps
that partner with Google;
Improve security by protecting against fraud and abuse; and
Conduct analytics and measurement to understand how our services
are used
Combining data
We also combine data among our services and across your devices for these
purposes. For example, we show you ads based on information from your use
of Search and Gmail, and we use data from trillions of search queries to build
spell-correction models that we use across all of our services.
Related Data Quality
Patterns The Data Quality pattern requires the Purpose Specification pattern to ensure that

the collected personal data will be considered of good quality if they are useful

with regard to the purposes of use as specified by the data controller.

Use Limitation
The Use Limitation pattern requires the Purpose Specification pattern to ensure
that the use and disclosure of the personal data should always be limited to the

purpose specification.

Openness.
The Openness pattern can be used with the Purpose Specification pattern to
ensure that the information about purpose of use should always be open to the

data subject.
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Pattern Name

Use Limitation Pattern

Privacy Principle

Use Limitation Principle

Intent

This pattern assures that the collected personal data should not be
disclosed, made available, or otherwise used for purposes other than the
initially or subsequently specified purposes. Deviations from the specified

purposes are possible but should be in a limited way.

Motivation

In normal circumstances, the collected personal data should be put to use
for the specified purposes, but sometimes the disclosure and use of
collected personal data may deviate from the specified purposes. For
example, the data may be

transmitted from one computer to another and therefore disclosed and
used for unauthorised purposes without knowledge of the data subject. In
some cases, the data collected initially for operational or administrative
purposes may be required for further research, statistics, and social
planning. It is also often the case that the collected data are disclosed for
investigation by the authority of law. Such deviations may be allowed but
consent from the data subject or its representative should be given prior to
personal data disclosure. In the case of the use by the authority of law or
supervisory bodies where consent is not required, the data controller may

inform the data subject.

Applicability

Use the Use Limitation pattern when the collected personal data may be

used in a way that deviates from the specified purposes.
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Behavior and Structure

and requiring consent.)

Activity Diagram (When requesting to do something that deviates from Purpose Specification

Use Limitation Pattern (When requesting to do something that deviates from Purpose Specification and requiring consent.)

Data Subject or Representative

System

?

Request to Do Something that Deviates from
Purpose Specification

|

[ Send Purpose and Request for Consent }

|

{ Respond to Consent Request }

[Refuse Consent] [Give Consent]

Reject Request

|

{ Continue Process }

Phase

requiring consent)

Activity Diagram (When doing something that deviates from Purpose Specification without

Use Limitation Pattern (When doing something that deviates from Purpose Specification without requiring consent)

Data Subject or Representative

System

[ Send Purpose }

[ Receive Notification J

X

Phase

I
|

Do Something that Deviates
from Purpose Specification
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Class Diagram

<<Interface>>

ConsentManager

<<Interface>> <<Interface>>

DataManager PersonalData

+ checkConsent()

+ recordConsent()

+ showData() + recordDataCategory()

A

ConcreteConsentManager

) 4

ConcretePersonalData

ConcreteDataManager

+ checkConsent()

+ recordConsent()

+ getPersonalData()

+ showData() + setPersonalData()

+ recordDataCategory()

PrivacyPolicy

PurposeOfPersonalData

PrivacyPolicyManager

+ showPrivacyPolicy()

PurposeDeviationNotification

+ getPrivacyPolicy()

+ setPrivacyPolicy()

+ getPurpose()
+ recordPurposeOfPersonalData()
+ setPurpose()
+ recordCollectedPersonal Data() )
+ recordActiveStatus()
+ recordUseOfPersonalData()

+ recordMethodToCollect()

+ recordDataCategory()

+ recordResidenceOfControllen()

+ notifyDeviation()

Participants

Interface Name/Class Name

Detail

Interface DataManager

An interface that has the responsibilities to coordinate checking

of consent and manage personal data.

Class ConcreteDataManager

A concrete class that implements the interface DataManager.
Other responsibilities related to managing personal data can

be added, i.e. collect or update of personal data.

Interface ConsentManager

An interface that has the responsibilities to inform the data
subject that the system needs to transmit personal data and

check whether the data subject gives or refuses consent.

Class

ConcreteConsentManager

A concrete class that implements the interface

ConsentManager.
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Participants

Interface Name/Class Name Detail
Interface PersonalData A concrete that represents the collected personal data.
Class ConcretePersonalData An object class with the data attributes that are necessary for

the purpose of the system.

Class PrivacyPolicyManager A concrete class that has the responsibilities to show and

update the privacy policy.

Class PrivacyPolicy A concrete class that represents the privacy policy of the
system with the data attributes that record the policy content,
including the collection method, purpose of use, and data

controller information.

Class PurposeOfPersonalData | A concrete class that represents the purpose of personal data
with the data attributes that record the purpose of use of

personal data.

Class A concrete class that has the responsibilities to notify the data

PurposeDeviationNotification subject when the data controller requires to do something that

deviates from the specified purpose without requiring consent.
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Collaboration

1. When requesting to do something that deviates from the specified purpose and requiring
consent,
1.1. The system controller creates a ConcreteDataManager object to use personal data.
1.2. The ConcreteDataManager object checks for consent of the data subject:

1.2.1. The ConcreteDataManager object creates a ConcreteConsentManager object to
check whether the data subject gives or refuse consent to use his/her personal
data.

1.2.2. The ConcreteConsentManager object creates a PrivacyPolicyManager object to
view the privacy policy. The PrivacyPolicyManager object then creates a
PrivacyPolicy object, gets the privacy policy from a data store, and sets the policy
into the PrivacyPolicy object.

1.2.3. The PrivacyPolicy objects creates a PurposeOfPersonalData objects and sets the
purposes of use into them.

1.2.4. The PrivacyPolicyManager object sends the privacy policy to the
ConcreteConsentManager object which in turn will pass on the policy to the data
subject.

1.2.5. If consent is given by the data subject, the ConcreteConsentManager object
records the consent information.

1.3. If the data subject gives consent,

1.3.1. The ConcreteDataManager object then creates a ConcretePersonalData object,
get the personal data from a data store, sets the personal data into the
ConcretePersonalData object which in turn will be sent to the system controller.

2. When doing something that deviates from the specified purpose without requiring consent.
2.1. The system controller creates a PurposeDeviationNotification object to notify the data
subject about the use of personal data which deviates from the specified purpose.
2.2. The PurposeDeviationNotification object shows the privacy policy:

2.2.1. The PurposeDeviationNotification object creates a PrivacyPolicyManager object to
view the privacy policy. The PrivacyPolicyManager object then creates a
PrivacyPolicy object, gets the privacy policy from a data store, and sets the policy
into the PrivacyPolicy object.

2.2.2. The PrivacyPolicy objects creates PurposeOfPersonalData objects and sets the

purposes of use into them.
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Collaboration

223 The PrivacyPolicyManager object sends the privacy policy to the
PurposeDeviationNotification object.

2.3 The PurposeDeviationNotification object sends the privacy policy to the data subject.

2.4 The system controller creates a ConcreteDataManager object to view personal data.

The ConcreteDataManager object then creates a ConcretePersonalData object, get the

personal data from a data store, sets the personal data into the ConcretePersonalData

object which in turn will be sent to the system controller.

Sequence Diagram (When requesting to do something that deviates from the specified

purpose and requiring consent.)

sd Use Limitation Pattern (When requesting to do something that deviates from the specified purpose and requiring consent)J

O

<<Control>>
Data Subject :SystemController

|
I
|
|

| <<create>> N

request to do something o !
»

T
|
I
|
1
| ﬂ cdm:ConcreteDataManager
|
1
|
|
I

ref

Check consent

|
i
alt !
|
[Give Consent]
! showData(datald)
! L
|
|
i <<create>> N
! ﬂ d:ConcretePersonalData
I T
! setPersonalData(personalData) o !
! I >
I
| message to inform personal data d can be used !
: ] !
I I
| |
| |
| |
[ b b L ——
I I
[Reque Consent] !
| |
|
! message to inform personal data can not be used !
I I
L |
| | | |
I 1
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Collaboration

Sequence Diagram (When requesting to do something that deviates from the specified purpose

and requiring consent. - continued)

sd Check consent

o

‘ Data Subject H cdm:ConcreteDataManager ‘
T
|
| <<create>>_|
c:ConcreteConsentManager
checkConsent()

B

<<create>>, . .
pm:PrivacyPolicyManager

showPrivacyPolicy() |
>

<<create>>

».

gl

privacy policy

message to inform privacy policy and check consent

press confirm

T
|
|
|
|
|
|

| \
|

| response !

L T i

L L

p:PrivacyPolicy

setPrivacyPolicy(policyData)

recordPurposeOfPersonalData(purpose)

<<create>>
’—% pplil:PurposeOfPersonalData

|
T
loop J i
|
[More|ppirpose with active status] i
setPurpose(purpose) g
g
recordActiveStatus(status) |
>
recordDataCategory(category)i ‘
>
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Collaboration

Sequence Diagram (When doing something that deviates from the specified purpose without

requiring consent)

sd Use Limitation Pattern (When doing something that deviates from the specified purpose without requiring consent)J

@
<<Control>>
Data Subject :SystemController
T 7
i | <<create>>
i ! ﬂ nd:PurposeDeviationNotification
| T
! notifyUseDeviation() |
I
I
; 1]
ref
Show privacy policy
message to notify about deviation and privacy policy ‘
<
<

<<create>>

cdm:ConcreteDataManager ‘

showData(datald) i

!

i

I

I

I

I

I

[l

}

a

I

I

I

I

I

i

I

personal datg d
I

D Tt

7

<<create>>
d:ConcretePersonalData

setPersonalData(personalData) _ i

sd Show privacy policy
<<create>>
nd:PurposeDeviationNotification

. T
! showPrivacyPolicy() |

o

pm:PrivacyPolicyManager ‘

<<create>>

setPrivacyPolicy(policyData)

P
recordPurposeOfPersonalData(purpose)
<<create>>
H pplil:PurposeOfPersonalData
T
i
loop J
[More purpose with active status]
setPurpose(purpose) |
recordActiveStatus(status)
>
recordDataCategory(category)

»

privacy policy
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Consequences

Using this pattern, the system of the data controller can ensure that the use
of the data subject’s personal data is well-controlled within the limit of the
specified purposes as recommended by OECD. Even in the case that the
personal data are to be used in certain exception situations that are not
intended by the initial purposes, the data subject is further requested for

consent or at least informed.

Implementation

Issues regarding the implementation of the Use Limitation pattern are as
follows.

1. The OECD defines that the collected personal data should not be disclosed,
made available or otherwise used for purposes other than those specified in
accordance with Purpose Specification Principle. To address this issue, the data
controller should refer to the Purpose Specification pattern and Openness
pattern to maintain the purposes in a privacy policy.

2. The data controller should always consult the privacy policy prior to the
use of the collected personal data to determine whether such use will deviate

from the specified purposes and, if so, whether consent will be needed.

Sample Design

and Code

An example below shows the case of a system that requires to transmit
personal data for use in another computer where such use is not specified in

the initial purpose of use.

<<Interface>>

<<Interface>> <<Interface>>

ConsentManager
DataManager PersonalData
+ checkConsent(datald)
+ showData(datald) + recordDataCategory(dataCategory)
+ recordConsent(datald) 5

K i ]
; | !
! | !
! | !
! !

RegistrationPersonalData

TransmitConsentManager RegistrationDataManager

+ getPersonalDatal()
+ checkConsent(datald) + showData(datald)
+ setPersonalData(personalData)

+ recordConsent(datald) + transmitData(dataType, datald)

+ recordDataCategory(dataCategory)

PrivacyPolicy

PurposeOfPersonalData

Pri Poli
PrivacyPolicyManager + getPrivacyPolicy

+ setPrivacyPolicy()

+ getPurpose()
+ recordPurposeOfPersonalData(purpose)

+ setPurpose()

+ showPrivacyPolicy() + recordCollectedPersonalData(data)

+ recordActiveStatus(status)
+ recordUsePersonalData(use)

+ recordDataCategory(dataCategory)
+ recordMethodToCollect(method)

+ recordResidenceOfController(residence)

PurposeDeviationNotification

+ notifyDeviation()
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Sample
Design

and Code

When requiring to transmit personal registration data of the data subject to another
system, the system uses the class RegistrationDataManager that implements the
interface DataManager to transmit personal data as shown in the sample code

below.

public interface DataManager {
public RegistrationPersonalData showData(String datalId):

}

public class RegistrationDataManager implements DataManager{

@Override
public RegistrationPersonalData showData (String datalId) {
// Add your code to get personal data from data store
RegistrationPersconalData data = new RegistrationPersonalData():
DatabaseConnection dbConnection = new DatabaseConnection():
Connection connection = dbConnection.getDBConnection()
try {
String query = "SELECT * FROM perscnaldata WHERE id = 2"
PreparedStatement stmt = connection.prepareStatement (query) -
stmt.setInt (1, Integer.parselnt(datald)):
ResultSet result = stmt.executeQuery():
while (result.next ()) {
data.setName (result.getString("name"));
data.setEmail (result.getString("email™));
data.setTel (result.getString ("tel™)):
data.recordDataCategory(result.getString(“"data category")):
}
stmt.close ()
} catch (SQLException ) {e.printStackTrace():}
return data;

}

public RegistrationPersonalData transmitData(String dataType, String datald) {

/* Add your code to check whatever user give or refuse consent to
* transmit personal data from one computer to another.
*/

TransmissionConsentManager consent = new TransmissionConsentManager():
if (consent.checkConsent (datald)) {

RegistrationPersonalData data = showData(dataId);

return data;

}

return null;

The system is required to transmit personal data from one computer to another,
the class TransmissionConsentManager that implements the interface
ConsentManager is used to check whether the user gives or refuses consent to
transmit personal data as shown in the sample code below.

public interface ConsentManager {

public boolean checkConsent (String datalId);
public wvoid recordConsent (String datald):
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Sample
Design

and Code

public class TransmissionConsentManager implements ConsentManager{
private Scanner scan;
private SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd");
private Date date = new Date():

@Override

public boolean checkConsent (String dataId) ({
/* TODO Add your code to inform user about personal data are
* transmitted from one computer to another i.e. personal data
* are transmitted to external agent.

*/
scan = new Scanner (System.in);
System.out.println("The system will transmit your personal data.");

SystemPrivacyPolicyManager policyManager = new SystemPrivacyPolicyManager():

SystemPrivacyPolicy policy = policyManager.showPrivacyPolicy();
System.out.println("Name :: "4policy.getName()):
System.out.println("Collected Data :: "+policy.getDataCollected()):
System.out.println("Use Data :: "+policy.getDataUse()):
System.out.println("Collected Method :: "+policy.getCollectionMethod())
for (int i=0; i<policy.getPurpose().size(}); i++)

System.out.println("Purpose "+i+" :: "

+ policy.getPurpose() .get (i) .getDetail()):

System.out.println("Residence :: "+policy.getResidenceOfController()):

System.out.println("Give Consent Please Enter 'Y' "
+ "and Refuse Consent Please Enter 'N'"):
String accept = scan.next():
if (accept.equalsIgnoreCase ("Y")) {
recordConsent (datald);
return true;
}
else
return false;

}

@Override
publie wvoid recordConsent (String dataId) {
// TODO Add your code to record about consent.
Logger logger = Logger.getlogger(TransmissionConsentManager.class.getName()):
FileHandler fh;
try {
fh = new FileHandler ("D:/log/event-transmission-"

+ "consent"+sdf.format (date)+".log", true);
logger.addHandler (£h) ;
logger.info ("Data ID "+datald+" are consent to transmit");
}eatch (IOExzception e) { e.printStackTrace(): }

When a data controller wants to show the privacy policy, the system uses the class

PrivacyPolicyManager to show the policy of the system.
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Sample
Design

and Code

publie class PrivacyPolicyManager {

public PrivacyPolicy showPrivacyPolicy() {
/7 Add your code to show privacy policy
DatabaseConnection dbConnection = new DatabaseConnection() !
Connection connection = dbConnection.getDBConnection():
PrivacyPolicy pp = new PrivacyPolicy():
PreparedStatement stmt;
try {
String queryl = "SELECT * FROM privacypolicy ORDER BY id DESC LIMIT 1"
stmt = connection.prepareStatement (queryl) -
ResultSet resultl = stmt.executeQuery():
while (resultl.next()){
pp.setId(resultl.getString ("id")):
pp.setName (resultl.getString ("name"));
pp.setDataCollected(resultl.getString("collecteddata™)):
pp.setDataUse (resultl.getString("usedata™))s
pp.setCollectionMethod (resultl.getString("collectedmethod")) ;s
pp.setResidenceOfController (resultl.getString ("residence"));

}

JSONArray jsonArr = new JSONArray():;

String queryZ = "SELECT * FROM purpose where active status = 'Yes' " ;

stmt = connection.prepareStatement (query2) ;

ResultSet result2 = stmt.executeQueryl();

while (result2.next()){
JS50NObject json = new JSONObject():
json.put ("id", result2.getString("id"))}:
Jjson.put ("detail", resultZ.getString("detail")):
json.put ("data_category", result2.getString(“"data_category"))s
json.put ("active_status", resultZ.getString("active_status"))s;
jsonArr.put (json);

}
pp.recordPurposeOfPerscnalData (jsonArr);
stmt.close ()
} catch (SQLException e) {e.printStackTrace()i:}
catch (JSONException e) {e.printStackTrace():}
return pp;

The class PrivacyPolicy is implemented to have the data attributes that record the
policy content, including the purpose of collection, what personal data are
collected, use of personal data, collection method, and data controller information

as shown in the sample code below.

public class PrivacyPolicy ({
private String id;
private String name;
private String detail:
private ArrayList<PurposeOfPersonalData> purpose:
private String dataCollected:
private String datalUse;
private String collectionMethod;
private String residenceOfController;
private Date dateCreation;
private Date dateUpdate;
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Sample
Design

and Code

public String getName () {
return name;
}
public void setName (String name) {
this.name = name;
}
public String getDetail() {
return detail;
}
public void setDetail (String detail) {
this.detail = detail;
}
public ArrayList<PurposeOfPersonalData> getPurpose() {
return purpose;
}
public void setPurpose (ArrayList<PurposeOfPersonalData> purpose) {
this.purpose = purpose;}
}
public String getDataCollected() {
return dataCollected;
}
publiec woid setDataCollected(String dataCollected) {
this.dataCollected = dataCollected;
}
public String getDataUse() {
return dataUse;
}
public wvoid setDataUse(String datalUse) {
this.dataUse = dataUse;
}
public String getCollectionMethod() {
return collectionMethod;
}
public void setCollectionMethod(String collectionMethod) {
this.collectionMethod = collectionMethod;
}
public String getResidenceOfController() {
return residenceOfController;
}
public void setResidenceOfController (String residenceOfController) {
this.residenceOfController = residenceOfController;
}
public Date getDateCreation() {
return dateCreation;
}
public void setDateCreation(Date dateCreation) {
this.dateCreation = dateCreation;
}
public Date getDateUpdate() {
return dateUpdate;
}
public void setDateUpdate (Date dateUpdate) ({
this.dateUpdate = dateUpdate;
}
public void recordPurposeOfPersonalData (JSONArray purpose) {
/7 Add your code to record purpose
this.purpose = new ArrayList<PurposeQfPersonalData>();
for(int i=0; i<purpose.length(); i++){
PurposeOfPersonalData p = new PurposeOfPersonalData();
try {
p.setId(purpose.getJSONObject (i) .getString ("id")):
p.setDetail (purpose.getJSONObject (i) .getString ("detail™));
p.recordDataCategory (purpose.getJSONObject (i) .getString ("data_category")):
p-recordActiveStatus (purpose.getJSONObject (i) .getString ("active status"));
} catch (JSONException e) {e.printStackTrace();:}
this.purpose.add(p)
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Sample
Design

and Code

public veid recordCollectedPersonalData(String data) {
//TODO Add your code to record collected personal data
this.dataCollected = datas

}

public wvoid recordUseOfPersonalData(String use) {
//TODO Add your code to record use of personal data
this.datalUse = use;

}

public wvoid recordMethodToCollect (String method) {
//TODO Add your code to record method to collect personal data
this.collectionMethod = method:

}

public wvoid recordResidenceOfController (String residence) {
//TODO Add your code to record residence of data controller
this.residenceOfController = residence:;

}
The class PurposeForPersonalData is implemented to have the data attributes that

store the purpose of the collection and use of personal data. The sample code is

shown below.

public class PurposeOfPersonalData {
private String id:
private String detail:
private String dataCategory;
private String activeStatus;
private Date dateCreation;
private Date dateUpdate;

public String getId() {
return id:

}

public void setId(String id) {
this.id = id;

}

public String getDetail() {
return detail;

}

public void setDetail (String detail) {
this.detail = detail:

}

public String getDataCategory() {
return dataCategory:

}

public String getActiveStatus() {
return activeStatus;

}

public Date getDateCreation() {
return dateCreation:

}

public void setDateCreation(Date dateCreation) {
this.dateCreation = dateCreation;

}

public Date getDateUpdate() {
return dateUpdate:;

}

public void setDateUpdate (Date dateUpdate) {
this.dateUpdate = dateUpdate;

}

publie wvoid recordActiveStatus(String activeStatus) {
// // TODO Add your code to record purpose status
this.activeStatus = activeStatus:

}

public void recordDataCategory(String dataCategory) {
// TODO Add your code to record category of collected personal data
this.dataCategory = dataCategory:
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Sample
Design

and Code

The class RegistrationPersonalData that implements the interface PersonalData is
implemented to have only the data attributes that are necessary for the purpose

of the system as shown in the sample code below.

public interface PersonalData {
public wvoid recordDataCategory(String dataCategory):
}

public class RegistrationPersconalData implements PersonalDataf{
private String name;
private String email;
private String tel:
private String dataCategory:;

public String getName () {
return name;

}

public void setName (String name) {
this.name = name;

}

public String getEmail() {
return email;

}

public void setEmail (String email) {
this.email = email;

}

public String getTel () {
return tel;

}

public void setTel (String tel) {
this.tel = tel;

}

public String getDataCategory () {
return dataCategory;

}

@Override
public void recordDataCategory(String dataCategory) {
Iy Add your code to record category of collected personal datg

this.dataCategory = dataCategory:

When the data controller requires to do something that deviates from the specified
purpose without requiring consent, the class PurposeDeviationNotification should

be implemented to notify the data subject.
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Sample
Design

and Code

public class PurposeDeviationNotification {
public void notifyDeviation() {
/* TODO Add your code to notify data subject when the data controller requires
* to do something that deviates from the specified purpose
*/
System.out.print ("We notice you about...");

PrivacyPolicyManager policyManager = new PrivacyPolicyManager():
PrivacyPolicy policy = policyManager.showPrivacyPolicy():
System.out.println("Name :: "+policy.getName()):
System.out.println("Collected Data :: "+policy.getDataCollected()):
System.out.println("Use Data :: "+policy.getDataUse());
System.out.println("Collected Method :: "+policy.getCollectionMethod()):
for(int i=0; i<policy.getPurpose().size(); i++)

System.out.println("Purpose "+i+" :: "+policy.getPurpose().get(i).getDetaill())
System.out.println("Residence :: "+policy.getResidenceOfController()):

System.out.println("Should you have any inquiries, please feel free to contact us'

Known use

Examples of existing systems that take the Use Limitation principle into account

include:

® Twitter (Website): When PantipMarket.com requires users’ personal
data from Twitter, Twitter informs the user (or data subject) about
the personal data that will be transmitted to PantipMarket.com. If the

user gives consent, personal data are transmitted.
 J

Authorize PantipMarket.com to use
your account?

PantipMarket.com
Authorize app Cancel : tipMarket

This application will be able to
+ Read Tweets from your timeline.
» See who you follow.

Will not be able to:

« Follow new people

» Update your profile

« Post Tweets for you.

» Access your direct messages

« See your Twitter password

y applicat t fr he Applications tab of

Terms of Service

Privacy Policy
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Known use ® Google (Website): When the Adidas website require users’ personal
data from Google, Google informs the user (or data subject) about
the personal data that will be transmitted to the Adidas website. If
the user gives consent, personal data are transmitted.

Google <<Email Account>>
Bl Th
ird
- adidas would like to:
; View your email address
; TS
By clicking Allow, you allow this app and Google to use your information in
accordance with their respective terms of service and privacy policies. You can
change this and other Account Permissions at any time
Related Purpose Specification
Patterns The Purpose Specification pattern can be used with the Use Limitation pattern to

ensure that the use and disclosure of the personal data should always be limited

to the purpose specification.

Openness

The Openness pattern can be used with the Use Limitation pattern to ensure that
the information about how the personal data are used and disclosed should
always be open to the data subject. Even in the case that the system has to do
something that deviates from the specified purpose, that should be made known

to the data subject.

Individual Participation

The Individual Participation pattern requires the Use Limitation pattern to ensure
that the data subject can participate in the use of his/her personal data by being
informed of the use of his/her personal data which deviates from the specified

purposes.
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Pattern Name

Security Safeguards Pattern

Privacy Principle

Security Safeguards Principle

Intent

This pattern assures that the system should be able to protect personal data
from risks such as loss or unauthorized access, destruction, use, modification

or disclosure of data.

Motivation

The collected personal data are an important asset. Personal data breach
may be caused by careless employees who do not follow security
procedures, hackers who access inadequately protected databases, or
thieves who steal unsecured devices etc. Personal data breach can do harm
to both the data controller and data subject in terms of financial loss,
reputational impact, and loss of trust and confidence. The data controller
needs to have security safeguards in place to protect the three principal

components of information security, i.e. confidentiality, integrity, availability.

Applicability

Use the Security Safeguards pattern to maintain security of the personal data
of a data subject throughout their life cycle within the system:
® On storage or during transmission, the collected personal data
should be encrypted.
® On creation, use, and destruction of the personal data, access
control has to be defined and enforced.
® On access to the personal data, the system should privide an
authentication mechanism to authenticate users who are either the
data subject or other users of the system who can access personal
data.
® On data collection and storage, the system should provide a data
integrity mechanism so that the collected personal data can be
checked for integrity, and in some cases of failure, the corrupted
data can be fixed or replaced.
® On data collection and storage, the system should provide a
mechanism to prevent disruption of access to personal data, and in

the case of failure, the service or data can be replaced.
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Applicability ® On use of the personal data, data breach monitoring is in place
and relevant parties are notified of suspicious circumstances. The

system should handle further the suspicious data breach.

Behavior and Structure

Activity Diagram (When collecting personal data.)

Security Safeguards Pattern (When collecting personal data)

Data Subject System

*

{ Submit Personal Data }

[Sensitive Data] [Insensitive Datal

{ Encrypt Personal Data }

hd

Insert Personal Data

|

Prepare for Data Integrity

L

[Prepare for Data Avaiabitity}

°

Phase
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Behavior and Structure

Activity Diagram (When authenticating user)

Security Safeguards Pattern (When authenticating user)

User System

*

[Request to Access Personal Dataj
\
[ Authenticate J

[Authentication Failure] )\ [Authentication Success]

{ Notify Athetication Failure j [Change User to Authenticated Userj

[

[ Receive Notification }

()

Phase
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Behavior and Structure

Activity Diagram (When accessing personal data)

Security Safeguards Pattern (When accessing personal data)

System

Data Subject

Authenticated User

?

[Request to Access Personal Data]

l

)

Check Right ]

[Authorized to Access]

[Unauthorized to Access]

|

[ Can Access Personal Data ]

|

[ Notify Unathorized to Access }

By

.

|

Receive Notification

)

T
~—

(

Check Data Breach }

[Unusual Activities] )\ [Usual Activities]

[Notify Suspicious Data Breach]

[ Receive Notification j

[Handle Suspicious Data Breadﬂ

o

Phase
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Behavior and Structure

Class Diagram

<<Interface>>

Authentication

<<Interface>>

User

+ authenticate()

+ recordUserDetail()

+ recordAccessDetail()

[

ConcreteAuthentication

ConcreteUser

+ authenticate()

+ getUser()
+ setUser()

+ recordUserDetail()

+ recordAccessDetail()

<<Interface>>

Role

+ recordRole(

)
8

ConcreteRole

+ recordRole()

<<Interface>>

PersonalData

ConcretePersonalData

<<Interface>>

Right

[ —

+ recordDataCategory()

+ getPersonalData()
+ setPersonalData()

+ recordDataCategory()

+ recordAccessType()
+ checkRights()

<<Interface>>

DataManager

A

ConcreteDataManager

ConcreteRight

+ showData()
+ insertData()
+ updateData()

+ eraseData()

[—

+ showData()
+ insertData()
+ updateData()

+ eraseData()

+ recordAccessType()
+ checkRights()

LAl joNExE

<<Interface>>

DatalntegrityManager

<<Interface>>

DataBreachMonitoring

<<Interface>>

DataEncryptionManager

<<Interface>>

DataAvailabilityManager

+ handleDatalntegrity()
+ checkintegrityOfData()
+ notifyDataCorruption()

+ checkDataBreach()
+ notifyDataBreach()
+ handleDataBreach()

+ encryptDatal()
+ decryptDatal()

Iy

7

1

+ handleDataAvailability()
+ checkDataAvailability()

+ retrieveData()

ConcreteDatalntegrityManager

ConcreteDataBreachMonitoring

ConcreteDataEncryptionManager

[
i

ConcreteDataAvailabilityManager

+ handleDatalntegrity()
+ checkintegrityOfData()

+ notifyDataCorruption()

+ checkDataBreach()
+ notifyDataBreach()
+ handleDataBreach()

+ encryptData()
+ decryptData()

+ handleDataAvailability()
+ checkDataAvailability()

+ retrieveData()
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Participants

Interface Name/Class Name

Detail

Interface DataManager

An interface that has the responsibilities to manage personal
data, including showing the personal data to an authorized

user.

Class ConcreteDataManager

A concrete class that implements the interface DataManager.
Other responsibilities related to managing personal data can

be added, i.e. insert, erase or update of personal data etc.

Interface PersonalData

An interface that represents the collected personal data.

Class ConcretePersonalData

A concrete class that implement PersonalData with the data

attributes that are necessary for the purpose of the system.

Interface User

An interface that represents the user who accesses the system
(and may not be the data subject) and has responsibilities to

record user detail and access detail.

Class ConcreteUser

A concrete class that implements the interface User with the
data attributes to identify who accesses the system as well as

access detail.

Interface Authentication

An interface that has responsibilities to authenticate users

before accessing the personal data.

Class ConcreteAuthentication

A concrete class that implements the interface Authentication.

Interface Role

An interface that represents the role of the user who accesses

the system (e.g. member, admin, guest).

Class ConcreteRole

A concrete class that implements the interface Role with the

data attributes to identify the role of the user.

Interface Right

An interface that has responsibilities to record and check the
access right of a user role over protected personal data based

on the access type (e.q. create, destroy, view, modify).

Class ConcreteRight

A concrete class that implements the interface Right.

Interface DataBreachMonitoring

An interface that has responsibilities to monitor access to
personal data, notify relevant parties (e.g. data subject and
data controller) about unauthorized or suspicious access

behavior, and further handle the breach.
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Participants

Interface Name/Class Name

Detail

Class

ConcreteDataBreachMonitoring

A concrete class that implements the interface

DataBreachMonitoring.

Interface An interface that has the responsibilities to encrypt personal

DataEncryptionManager data to hide them from plain view for confidentiality as well
as decrypt them.

Class A concrete class that implements the interface

ConcreteDataEncryptionManag

er

DataEncryptionManager.

Interface DatalntegrityManager

An interface that has the responsibilities to provide a

mechanism and check for integrity of personal data.

Class

ConcreteDatalntegrityManager

A concrete class that implements the interface

DatalntegrityManager.

Interface

DataAvailabilityManager

An interface that has the responsibilities to provide a

mechanism and check for availability of personal data.

Class
ConcreteDataAvailabilityManag

er

A concrete class that implements the interface

DataAvailabilityManager.

Collaboration

1. When collecting personal data

1.1 The system controller creates a ConcretePersonalData object to set the collected

personal data into the object.

1.2 The system controller handles data confidentiality:

1.2.1  If the collected personal data are sensitive, the ConcretePersonalData
creates a ConcreteDataEncryptionManager object to encrypt personal
data.

1.3 The system controller calls the ConcreteDataManager to insert the

ConcretePersonalData object into a data store.

1.4 The system controller handles data integrity:

1.4.1

The system controller creates a ConcreteDatalntegrityManager object

to provide a mechanism for data integrity.
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Collaboration

142 The ConcreteDatalntegrityManager object calls the
ConcretePersonalData object to get the collected personal data and
provide an integrity mechanism for those data.

1.5 The system controller handles data availability:

1.5.1  The system controller creates a ConcreteDataAvailabilityManager
object to provide a mechanism for data availability.

152 The ConcreteDataAvailabilityManaser object calls the
ConcretePersonalData object to get the collected personal data and
provide an availability mechanism for those data.

2. When accessing personal data

2.1 A user is authenticated:

2.1.1 A user requests to access personal data.

2.1.2  The system controller creates a ConcreteAuthentication object which
then gets the user detail from a ConcreteUser object for authentication.

2.1.3  If authentication fails, the system controller notifies the user.

2.2 The authenticated user requests to access personal data.

2.3 The system controller calls a ConcreteUser object to get a ConcreteRole object that
identifies the role of the authenticated user.

2.4 The system controller calls the ConcreteRole object to get a set of ConcreteRight
objects for that role.

2.5 The system controller calls the ConcreteRight objects to get the associated
ConcretePersonalData objects and checks if the authenticated user is authorized to
access the personal data with regard to its role and the access type.

2.6 If the authenticated user is authorized to access, the system controller creates a
ConcreteDataManager to access the personal data.

2.7 If the authenticated user is not authorized to access, the system controller notifies
the authenticated user.

2.8 The system controller creates a ConcreteDataBreachMonitoring object to monitor
access to personal data.

2.8.1  The system controller calls the ConcreteDataBreachMonitoring to check

for suspicious access behavior.




M15197 4.5 wuugun1sesnuwuudmsunanmsinwauduAwedeya (ve)

195

Collaboration

2.8.2  If access behavior is unusual, the ConcreteDataBreachMonitoring

object notifies the data subject about suspicious access behavior, and

handles the data breach.

Sequence Diagram (When collecting personal data.)

sd Security Safeguards Pattern (When collecting personal data)J

@
<<Control>>
Data Subject :SystemController
I ML-ontrotier |

I submit personal data |
.

ref

<<create>>
d:ConcretePersonalData
T
setPersonalData(data) |
1

Handle Data Confidentially

message to inform data inserted

L]
insertData(d)

dm:ConcreteDataManager

»

message to inform data inserted

ref

R i
)

Handle Data Integrity

ref

Handle Data Availability

L‘J |
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Collaboration

Sequence Diagram (When collecting personal data. — continued)

sd Handle Data ConﬁdentialLyJ

d:ConcretePersonalData ‘

opt J

[Sensitive data]

<<create>>
ﬂ e:ConcreteDataEncryptionManager

encryptData(data)

]

sd Handle Data IntegrityJ

<<Control>>

:SystemController
T

‘ d:ConcretePersonalData

|
|
| <<create>>_|

ﬂ n:ConcreteDatalntegrityManager ‘

handleDatalntegrity(d)

N

message to inform data integrity

handling successful

getPersonalData()

personal data d

sd Handle Data AvailabilityJ

<<Control>>

:SystemController
T

‘ d:ConcretePersonalData

*<<create>>% n:ConcreteDataAvailabilityManager ‘

handleDataAvailability(d)

»
L

message to inform data availability

handling successful

getPersonalData()

personal data d
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Collaboration

Sequence Diagram (When accessing personal data.)

sd Security Safeguards Pattern (When accessing personal data)J

O

<<Control>>
Authenticated User SystemController ‘ r:ConcreteUser ‘
T T

rfil:ConcreteRole

‘ ra[i]:ConcreteRight

ref

Authentication

access personal data
getRole()
role
(mmmmmmm ‘
I
loop J |
I
I
[more right] getRights()
T »
right
< 7777777777777 g\ 7777777777777777 T
! getPersonalData() |
T T
1 personal data |
< 7777777777777 T T T T T T T T T T T T T T T TTTTT T T T T T T T T T T T T T
I I I
I I I
I I I
I I I
\ l l
alt ! ! !
i i i
[Authorized to access) 1 | |
I I I
I I I
| <<create>>| |
i ! ! ‘ dm:ConcreteDataManager
i access pe‘rsonal data i o i
T T T
L | persohal data | m
7777777777777 B e
personal data ' | i i
77777777777777777 I I I I
I I I I
| | | |

ref

[Unauthiorjzed to access]

message to notify

unauthorized to access
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Collaboration

Sequence Diagram (When accessing personal data. - continued)

sd Authentication J
O

W

<<Control>>

User u:ConcreteUser

:SystemController
T T
| request to access personal data_ | |

<<create>>

a:ConcreteAuthentication

authenticate(user)

response

opt J

[adthentication failure]

message to notify

authentication failure
e LJ

sd Check for suspicious data breach J

O

W

Data Subject

<<Control>>

:SystemController
T

I <<create>>

db:ConcreteDataBreachMonitoring

T
|
|
|
|
|
|
|
|
|
|
|
|
+

checkDataBreach() |
i
i
opt J |

|

| |
[Unusugl Activity] | .

I I notifyDataBreach()
| |
| ‘
}‘ message to notify for suspicious data breach (
| +
|
|
| HandleDataBreach()
|
|
|
|
|
|
|
|

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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Consequences

1. Using this pattern, the system of the data controller can maintain the
security of the personal data as recommended by OECD. The data Subject
can be assured that the system will protect personal data by reasonable
security safeguards from risks such as loss or unauthorized access,
destruction, use, modification or disclosure of data.

2. There can be a performance impact related to encryption, depending on
the encryption process that is implemented. In general, the actual
encryption is not a significant factor. On the contrary, the overhead from
network connection to fetch an encryption key from a key server, storage of
the encrypted data, and event logging related to every key request and
authentication with the key server are time-consuming processes.

2. There are costs in terms of time and space associated with providing for
data integrity and data availability. Extra storage space is required for any
data integrity mechanisms that are used by the system and regular checking
has to be in place.

3. In the case that mirroring is used as a data integrity and data availability
mechanism, the system architecture employs a replication model.
Consistency across replicas has to be maintained when there are updates to

the personal data.

Implementation

Issues regarding the implementation of the Security Safeguards pattern are
as follows.

1. To implement security safeguards, the data controller should additionally
refer to existing security patterns, such as those in the book titled Security
Patterns Integrating Security and Systems Engineering [13].

2. The class ConcreteAuthentication should implement an authentication
mechanism to validate the identity of the user who is about to access
personal data. Common mechanisms include username-password, smart
card authentication, fingerprint scanning.

3. The class ConcreteDataEncryptionManager should implement a data
encryption method to assure data confidentiality. Common methods
include hashing, symmetric method (private-key cryptography), and
asymmetric method (public-key cryptography) [14].
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Implementation

4. The class ConcreteDatalntegrityManager should implement a data
integrity mechanism to assure data integrity. Common techniques include
mirroring (or replicating data to compare different copies of the data), disk
parity, and checksumming [12].

5. The class ConcreteDataAvailabilityManager should implement a data
availability mechanism to assure data availability. Common techniques
include mirroring (or replicating data) and backup with log rerun.

6. The class ConcreteDataBreachMonitoring should make use of the user
detail and the history of access detail that is maintained as a log of events
in the system in order to check for data breach. The data controller should
refer to the Accountability pattern also. To handle the data breach, the
system may choose to notify the data subject only or block the user from
accessing personal data until further arrangement is made by the data
subject.

7. In addition to the security safeguards implemented by the system, the
data controller should also take proper physical measures, i.e. technical,
administrative, and physical controls, to guard against security threats to the
system and personal data [14]. Technical controls include access control
systems, intrusion detection systems, and auditing systems. Administrative
controls include site location, facility design, emergency plan. Examples of

physical controls are building materials, locks, guards.

Sample Design

and Code

An example below shows the case of a system that collects personal data
for use in the system where sensitive data should be encrypted. The system
should provide a data integrity mechanism, and corrupted data can be fixed.
Also, the system should provide a data availability mechanism to prevent

disruption of access to personal data.
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Sample
Design

and Code

<<Interface>>

Authentication

<<Interface>>

User

<<Interface>>

Role

+ authenticate(user)

[

+ recordUserDetail(userDetail)

+ recordAccessDetail(accessDetail)

+ recordRole(role)

[

Authentication

UserOfSystem

[

+ getUser()

+ authenticate(user)

+ setUser()

+ recordUserDetail(userDetail)

+ recordAccessDetail(accessDetail)

RoleOfUser

+ recordRole(role)

<<Interface>>

PersonalData

RegistrationPersonalData

[

+ recordDataCategory(dataCategory)

+ getPersonalData()
+ setPersonalData(data)

+ recordDataCategory(dataCategory)

<<Interface>>

DataManager

RegistrationDataManager

<<Interface>>

Right

+ recordAccessType(accessType)

+ checkRights(role,data)
[

ConcreteRight

+ showData(datald)
+ insertData(personalData)
+ updateData(personalData)

+ eraseData(personalData)

+ showData(datald)

+ insertData(personalData)
+ updateData(personalData)
+ eraseData(personalData)

+ recordAccessType(accessType)

+ checkRights(role,data)

| 1B

<<Interface>>

DatalntegrityManager

<<Interface>>

DataBreachMonitoring

<<Interface>>

DataEncryptionManager

<<Interface>>

DataAvailabilityManager

+ handleDatalntegrity(personalData)
+ checkintegrityOfData(personalData)

+ notifyDataCorruption()

+ checkDataBreach(user)
+ notifyDataBreach(user)
+ handleDataBreach()

+ encryptData(data)
+ decryptData(data)

+ handleDataAvailability()
+ checkDataAvailability()

)

[

i
i
i
1
|

Y

+ retrieveData(retrieveData)

[

!
RegistrationDataEncryptionManager i
1

RegistrationDatalntegrityManager

RegistrationDataBreachMonitoring

+ handleDatalntegrity(personalData)
+ checkintegrityOfData(personalData)

+ notifyDataCorruption()

+ checkDataBreach(user)
+ notifyDataBreach(user)
+ handleDataBreach()

+ encryptData(data)
+ decryptData(data)

RegistrationDataAvailabilityManager

+ handleDataAvailability()
+ checkDataAvailability()

+ retrieveData(RetrieveData)

When a user (data subject) submit personal data to the system, the system uses

the class RegistrationPersonalData that implements the interface PersonalData to

set the collected personal data into the object.

public interface PersonalData {
public void recordDataCategory(String dataCategory):
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Sample
Design

and Code

public class RegistrationPersonalData implements PersonalData{

private String ids

private String name;

private String email;
private String emailChecksum;
private String tel:s

private String telChecksum;
private String dataCategory;

public String getId() {
return id;

}

public void setId(String id) {
this.id = ids

}

public String getName () {
return name;

}

public void setName (String name) {
this.name = name;

}

public String getEmail () {
return email;

}

public void setEmail (String email) {
this.email = email;

}

public String getEmailChecksum() {
return emailChecksum;

}

public void setEmailChecksum(String emailChecksum) {
this.emailChecksum = emailChecksum;

}

public String getTel() {
return tel;

}

public void setTel(String tel) {

this.tel = tel;

}

public String getTelChecksum() {
return telChecksum;

}

public void setTelChecksum(String telChecksum) ({
this.telChecksum = telChecksum;

}

public String getDataCategory () {
return dataCategory;

}

@Override
public void recordDataCategory(String dataCategory) {
/7 Auto-generated method stub

this.dataCategory = dataCategorys

class  RegistrationDataEncryptionManager  that  implements

encryption in this example).

interface DataEncryptionManager extends DataManager({

public String encryptData(String data):
public String decryptData(String data):

To hide the sensitive data from plain view for confidentiality, the system uses the
interface

DataEncryptionManager to encrypt and decrypt personal data (e.g. using AES
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public class RegistrationDataEncryptionManager

Sample extends RegistrationDataManager implements DataEncryptionManager{
[) . private String key = "Barl2345Barl2345"; // 128 bit key
EESIgr1 private String initVector = "RandomInitVector"; // 16é bytes IV
@Override
and COde public String encryptData(String data) {
try {

IvParameterSpec iv = new IvParameterSpec(initVector.getBytes ("UTF-8"));
SecretKeySpec skeySpec = new SecretKeySpec(key.getBytes("UTF-8"), "AES");

Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5PADDING") ;
cipher.init (Cipher.ENCRYPT MODE, skeySpec, iv);

byte[] encrypted = cipher.doFinal(data.getBytes()):
System.out.println("encrypted string: "
+ Base64.encodeBase64String(encrypted));

return Base64.encodeBase64String(encrypted);
} ecatch (Exception ex) { ex.printStackTrace():}
return null;
I
@Override
public String decryptData(String data) {

try {
IvParameterSpec iv = new IvParameterSpec(initVector.getBytes("UTF-8")):
SecretKeySpec skeySpec = new SecretKeySpec (key.getBytes("UTF-8"), "AES");

Cipher cipher = Cipher.getInstance("AES/CBC/PKCSS5PADDING") ;
cipher.init (Cipher.DECRYPT MODE, skeySpec, iv);

byte[] original = cipher.doFinal (Base64.decodeBase64(data))

return new String(original);
} catch (Exception ex) { ex.printStackTrace():}
return null;

insert, update or erase personal data

public interface DataManager ({
public PersonalData showData (String datald);
public void insertData(RegistrationPersonalData data):
public void updateData (RegistrationPerscnalData data);
public void eraseData (RegistrationPersconalData data):

}
public class RegistrationDataManager implements DataManager(

protected Date now = new Date();
protected SimpleDateFormat sdf =
new SimpleDateFormat ("yyyy-MM-dd HH:mm:ss"):

@Override
public PersonalData showData(String datald) {
// Add your code to get personal data from a data store

RegistrationPersonalData data = new RegistrationPersonalData():
DatabaseConnection dbConnection = new DatabaseConnection():
Connection connection = dbConnection.getDBConnection():
try {
String query = "SELECT * FROM personaldata WHERE id = 27"
PreparedStatement stmt = connection.prepareStatement (query):
stmt.setInt (1, Integer.parselnt(datald));
ResultSet result = stmt.executeQuery():
while (result.next ()){
data.setId(result.getString("id")):
data.setName (result.getString("name"));
data.setEmail (result.getString("email™)):
data.setEmailChecksum(result.getString("email cs"))s
data.setTel (result.getString ("tel"));
data.setTelChecksum(result.getString ("tel cs"));
}
stmt.close()
} catch (SQLException e) {}
return data;

The class RegistrationDataManager implements the interface DataManager to show,
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Sample
Design

and Code

@override

public void insertData(RegistrationPersonalData data) {
//TODO Add your code to insert personal data into a data store.
DatabaseConnection dbConnection = new DatabaseConnection();

Connection connection = dbConnection.getDBConnection();
try |
String insert = "INSERT INTO personaldata "

+ " (name, email, tel) "

+ "VALUES (2, 2, 2)" ;
PreparedStatement stmt = connection.prepareStatement (insert)
int parameterIndex = 1;

stmt.setString(parameterIndext++, data.getName()):
stmt.setString(parameterIindext++, data.getEmail()):
stmt.setString (parameterIndex++, data.getTel()):

stmt.execute () ;
stmt.close():

} cateh (SQLException e) {e.printStackTrace():}
}

@Override
publie woid updateData(RegistrationPersonalData data) {
// TODO Add your code to update perscnal data
DatabaseConnection dbConnection = new DatabaseConnection():
Connection connection = dbConnection.getDBConnection();
try {
StringBuffer upd = new StringBuffer ("UPDATE personaldata SET ");
if (data.getName() != null) {
upd.append ("name = '"+data.getName ()+"', ");
}
if (data.getEmail() != null) {
upd.append ("email = '"+data.getEmail ()+"', ");:
}
if (data.getTel() != null) {
upd.append ("tel = '"+data.getTel()+"', "):
}

upd.append ("updatedate = '"+sdf.format (now)+"' ");
upd.append ("WHERE id = '"+data.getId()+"' "):
System.out.println (upd.toString())
PreparedStatement stmt =
connection.prepareStatement (upd.toString()) -

stmt.execute ()
stmt.close()

} catch (SQLException e) {e.printStackTrace();}

}

@Override
public void eraseData(RegistrationPersonalData data) {
// TODO Add your code to erase personal data
DatabaseConnection dbConnection = new DatabaseConnection():
Connection connection = dbConnection.getDBConnection();
try{
String insert = "DELETE FROM personaldata "
+ "where id = 2 " ;

PreparedStatement stmt = connection.prepareStatement (insert)
int parameterIndex = 1;

stmt.setString(parameterIndex++, data.getId()):
stmt.execute ()

stmt.close () ;
teatch (SQLException &) {}
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To provide a mechanism to assure data integrity, the system uses the class

RegistrationDatalntegrityManager that implements the

interface

DatalntegrityManager to provide and check integrity of the personal data (e.g. using

bcrypt checksum in this example), and notify the system if personal data are

corrupted.

interface DatalntegrityManager extends DataManager{
public void handleDatalntegrity(RegistrationPersonalData data);
public void checkDatalntegrity(RegistrationPersonalData data);
public void notifyDataCorruption():

}

public class RegistrationDatalntegrityManager
extends RegistrationDataManager implements DatalntegrityManager{
private static int workload = 12;

@override
public wvoid handleDataIntegrity(RegistrationPersonalData data) {
/7 Add your code to prepare personal data for check data integrity

DatabaseConnection dbConnection = new DatabaseConnection():
Connection connection = dbConnection.getDBConnection():
String salt = BCrypt.gensalt(workload):
try {
StringBuffer upd = new StringBuffer ("UPDATE perscnaldata SET ");

if (data.getEmail() != null) {

upd.append ("email_cs = '"+BCrypt.hashpw(data.getEmail(),salt)+"',
}
if (data.getTel() != null) {

upd.append ("tel _cs = '"+BCrypt.hashpw(data.getTel(),salt)+""', ");
}
upd.append (" updatedate = '"+sdf.format (now)+"' ");
upd.append ("WHERE name = '"+data.getName()+"' "):
upd.append ("AND email = ""+data.getEmail()+""' "):
System.out.println(upd.toString())
PreparedStatement stmt = connection.prepareStatement (upd.toString())

stmt.execute ()7
stmt.close():
} catch (SQLException e) {e.printStackTrace();}
}

@0verride
public void checkDatalIntegrity(RegistrationPersonalData data) ({
1/ Add your code to check data integrity

i

"

RegistrationPersonalData personalData = new RegistrationPersonalData(

persconalData = (RegistrationPerscnalData) showData(data.getId()):

System.out.println("Check data integrity..."):;

String email = personalData.getEmail();

String emailCheckSum = personalData.getEmailChecksum();

if (!BCrypt.checkpw(email, emailCheckSum))
notifyDataCorruption():

String tel = perscnalData.getTel():
String telCheckSum = personalData.getTelChecksum():
if (!BCrypt.checkpw(tel, telCheckSum))
notifyDataCorruption()s
}

@Override
public void notifyDataCorruption() {
7/ Add your code to notify data are corrupted

System.out.println("Personal data are corrupted");
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To provide a mechanism to assure data availability, the system uses the class
RegistrationDataAvailabilityManager that implements the interface
DataAvailabilityManager to provide availability of personal data (e.g. using

replication in this example), and check to recover if personal data are lost.

interface DataAvailabilityManager extends DataManager{
public void handleDataAvailability();
public void checkDataAvailability():
public void retrieveData(String date):
}
public class RegistrationDataAvailabilityManager
extends RegistrationDataManager
implements DataAvailabilityManager{
private SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd");
private Date datenow = new Date():

@0Override

public void handleDataAvailability () {
/7 Add your code to prepare personal data for data availability
PrintWriter pw;
try

pw = new PrintWriter (new File("D:/log/registrationdata-"+
sdf.format (datenow)+".csv"));
StringBuilder sb = new StringBuilder();

JSONArray data = showData()s

for (int i=0; i<data.length(); i++){
sb.append(data.getdSONObject (1) .getString ("id")) s sb.append(',"):
sb.append(data.getJSONObject (1) .getString ("name")); sb.append(','):
sb.append(data.getJSONObject (i) .getString("email™)); sb.append(',"'):
sb.append (data.getJSONObject (i) .getString("email _cs")); sb.append(',"')
sb.append(data.getJSONObject (1) .getString ("tel")); sb.append(','):
sb.append(data.getJSONObject (1) .getString(“"tel cs"))s sh.append('\n');

}

pw.write (sb.toString()):

pw.close():

System.out.println("prepare perscnal data done!");

} catch (FileNotFoundException e) {e.printStackTrace();}

catch (JSONException e) {e.printStackTrace();}
}

@Override
public wvoid checkDataAvailability() {
// Add your code to check for data availability

JSONArray data = showData():
for(int i=0; i<data.length():; i++){
System.out.println("can access personal data");
}
}

@Override
public void retrieveData(String date) {
Yy Add your code to retrive data
DatabaseConnection dbConnection = new DatabaseConnection();
Connection connection = dbConnection.getDBConnection():
String filePath = "D:/log/registrationdata-"+date+".csv";
try {
String insert = "INSERT INTO personaldata "
+ "(name, email, email_cs, tel, tel_cs) "
+ "VALUES (2, 2, 2, 2, ?)"
PreparedStatement stmt = connection.prepareStatement (insert)

FileReader fl = new FileReader(filePath);
BufferedReader readFile = new BufferedReader(fl);:
String line = "";
while ((line = readFile.readLine()) != null) {
String[] data = line.split(","):
for(int i = 1; i<data.length; i+4)
stmt.setString(i, datalil);

;

stmt.execute () ;
}
stmt.close();
readFile.close();
} catch (FileNotFoundException e) {e.printStackTrace();}
catch (IOException e) {e.printStackTrace():}
catch (SQLException e) {e.printStackTrace():}
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The system uses the class UserAuthentication that implements the interface

Authentication to authenticate users before accessing the personal data and notify

the user, if authentication fails.

interface RAuthentication {
public boolean authenticate (UserOfSystem user):
}

public class UserAuthentication implements Authentication{

@Override
public boolean authenticate (UserOfSystem user) {
DatabaseConnection dbConnection = new DatabaseConnection():
Connection connection = dbConnection.getDBConnection() !
try {
String query = "SELECT * FROM useraccount "

+ " WHERE username = ? AND password = 2" ;
PreparedStatement stmt = connection.prepareStatement (query)
stmt.setString(l, user.getUsername())s;
stmt.setString (2, user.getPassword()):s
ResultSet result = stmt.executeQuery():
while (result.next ()){

return true;
}
stmt.close():
} catch (SQLException e) {e.printStackTrace():}
return false;

The class UserOfSystem that implements the interface User can record who

accesses the system, access detail, and user role in the system.

interface User {
public void recordUsername (String username);
public void recordPassword(String password);
public void recordLocation();
public void recordOS():
public void recordAccessDate()

}

public class UserOfSystem implements User({
private String username;
private String password;
private String location;
private String os;
private Date accessDate;
private RoleQfUser role;

RegistrationDataEncryptionManager encrypt =
new RegistrationDataEncryptionManager():;
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public String getUsername () {
return username;

}

public String getPassword() {
return password;

}

public String getlocation() {
return location;

}

public veoid setLocation(String location) {
this.location = location:

}

public String getOs () {
return os;

}

public veid setOs(String os) {
this.os = os;

}

public Date getAccessDate() {
return accessDate;

}

public void setAccessDate (Date accessDate)
this.accessDate = accessDate;

}

public RoleOfUser getRole() {
return role;

}

public void setRole (RoleOfUser role) {
this.role = role;

}

@Override

public void recordUsername (String username) {
/* TODO Add your code to record username
*/
this.username = username;

}
@Override
public void recordPassword(String password) |
/* TODO Add your code to record password
*/
this.password = encrypt.encryptData (password);
}
@Override
public void recordLocation() {

/* TODC Add your code to record location that user live
* when access personal data.
x/
Locale currentLocale = Locale.getDefault():
this.location = currentLocale.getDisplayLanguage ();
}
@Override

public void recordOS5() {
/* TODO Add your code to recode operating system that user
* uses to access personal data.

*/
String operate = System.getProperty("os.name");
this.os = operate;

}

@Override

public void recordAccessDate() {
/* TODO Add your code to recode date that user access
* personal data.

*/
Date datenow = new Date():
this.accessDate = datenow;

The class RoleOfUser that implements the interface Role can record a role (e.g.

member, admin, guest) and different rights associated with the role.

interface Role |

public void recordRole (String role):
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public class RoleOfUser implements Role({
private String role;
private ArrayList<AccessRight> right;

public String getRole() {
return role;

}

public void setRole (String role) {
this.role = role;

}

public ArrayList<AccessRight> getRight () {
return right;

}

public void setRight (ArrayList<AccessRight> right) {
this.right = right:

}

@Override

public wvoid recordRole (String role) {
1/ Add your code to record role of user
this.role = role;

}

The class AccessRight that implements the interface Right can record the

accesstype (e.g. create, destroy, view, modify) associated with

a

RegistrationPersonalData object. It also records which RoleOfUser object has this

right.

interface Right {
public void recordAccessType (String accessType)?
public boolean checkRights (String accessType, String role,
String dataCategory) !
}

public class AccessRight implements Right{
private String accessType;
private RoleOfUser role;
private RegistrationPersonalData data;

public String getAccessType() {
return accessType;

}

public void setAccessType(String accessType) {
this.accessType = accessType;

}

public RoleOfUser getRole() {
return role;

}

public veid setRole (RoleOfUser role) {
this.role = role;

}

public RegistrationPersonalData getData() {
return data;

}

public void setData(RegistrationPersonalData data) {
this.data = data;

}

@override
public void recordAccessType (String accessType) {
// Add your cord to record access type

this.accessType = accessType;

}

@Override
public boolean checkRights (String accessType,String role,String dataCategory)
/7 Add your code to check right to access personal data

if (this.accessType.equalsIgnoreCase (accessType
&& this.role.getReole().equalsIgnoreCase (role)
&& this.data.getDataCategory () .equalsIgnoreCase (dataCategory)
return true;
return false;




M15197 4.5 wuugun1sesnuwuudmsunanmsinwauduAwedeya (ve)

210

Sample To monitor access to personal data, the system uses the class
Design RegistrationDataBreachMonitoring to check for suspicious access behavior, notify
and Code | the data subject if access behavior is unusual, and handle the data breach.
interface DataBreachMonitoring extends DataManager({
public boolean checkDataBreach (UserOfSystem user,String date);
public void notifyDataBreach (UserOfSystem user);
public veid HandleDataBreach()r
}
public class RegistrationDataBreachMonitoring
extends RegistrationDataManager implements DataBreachMonitoringf
@Override
public boolean checkDataBreach (UserOfSystem user, String date) {
/* Add your code to check for suspicious access behavior.
* if this access are suspicious the system should notify user
*/
booclean checker = false;
SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd"):
Date dateCheck;
try {
dateCheck = sdf.parse(date):
UserEventManager uEvent = new UserEventManager();:
uEvent.showEvent ("Update"”, "Registration", dateCheck):
//Add your code to check for suspicious access behavior
} catch (ParseException e) {e.printStackTrace():}
if (!checker)
notifyDataBreach (user):
return checker;
}
@0verride
public woid notifyDataBreach (UserOfSystem user) |
/* Add your code to notify data subject that access are
* suspicious i.e. notify email, send SMS and so on
*/
SimpleDateFormat ft =
new SimpleDateFormat ("E yyyy.MM.dd 'at' hh:mm:ss a"):;
System.out.println("Send notice to email!!"):
System.out.println("We noticed you logged into Account using");
System.out.println(user.getOs());
System.out.println("from "+user.getLocation()):
System.out.println("date "+ft.format (user.getAccessDate()));:
}
@0verride
public woid HandleDataBreach() {
7/ Add your code to handle data breach
}
}
Known Examples of existing systems that take the Security Safeguards principle into
use account include:

® Dropbox (Website): When a user logs in to Dropbox with a user
name and password, the user is authenticated. In addition, if the
user uses a new browser, a new operating system or a new
location to log in, Dropbox will notify the data subject (or

representative) to inform about a potential data breach.
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Known use @ Dropbox
Today. 1:35 PM

*S
%4

We noticed you logged into Dropbox using Edge on Windows 10 at
01:34 PM GMT +07:00 from Bangkok, 40, Thailand

Note: Your location may be inaccurate since it was estimated using
your IP address

You can check on this and other login events by visiting your account

page.

® Google (Website): When a user logs in to Google with a user name
and password, the user is authenticated. In addition, if the user
uses a new browser, a new operating system or a new location
to log in, Facebook will notify the data subject (or representative)

to inform about a potential data breach.

Google (1)

New sign-in from Chrome on Windows

Hi
Your Google Account <<Email Account>> was just used to sign in from Chrome on Windows.

‘ <<User Account>>
<<Email Account>>

Windows
D_ Monday, September 7, 2015 8:37 AM (Indochina Time)

Bangkok, Thailand*
Chrome

Don't recognize this activity?
Review your recently used devices now.

Why are we sending this? We take security very seriously and we want to keep you in the
loop on important actions in your account.

We were unable to determine whether you have used this browser or device with your
account before. This can happen when you sign in for the first time on a new computer,
phone or browser, when you use your browser's incognite or private browsing mode or clear
your cookies, or when somebody else is accessing your account

Related Data Quality
Patterns The Data Quality pattern can be used with the Security Safeguards pattern as
preserving integrity of the collected personal data can ensure accuracy of the data

as well as that a security mechanism is in place.
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Related Accountability

Patterns The Accountability pattern can be used with the Security Safeguards pattern as a
system needs to log events when monitoring to check for unusual activities so
that proper actions can be taken by the system and data controller.

Individual Participation

The Individual Participation requires the Security Safeguards to ensure that the
data subject can participate in the handling of his/her personal data with regard

to access types.

1. 6 wuugunseenuuudmiurannsitame

M1519% 4.6 wuugumMsesnwuudmiunanmsiainey

Pattern Name

Openness Pattern

Privacy Principle

Openness Pattern

Intent

This pattern assures that the general developments, practices, and policies
with respect to the collected personal data should be open to a data
subject. Such information should be accessible without unreasonable effort
from the data subject and without unreasonable cost, since failure to do so

may result in the data subject losing trust in using the system.

Motivation

When the system needs to collect certain personal data of the data subject
for the processing of the system, the data subject should be informed of the
general policy of the collection, storage, and use of personal data by the
system. This is to allow the data subject to further control the use of his/her
data throughout the use of the system, and, in the case of problems, to

make requests to the right person in charge.

Applicability

Use the Openness pattern when a system of a data controller needs to
® (reate a privacy policy
® Update a privacy policy be creating a new version of the policy
® |nform the data subject when collecting personal data

® |nform the data subject when the policy is changed and the new

version of the policy becomes effective

® Allow the data subject to access the current privacy policy.




213

d' o o o a !
A5 4.6 LUUFUNT0RNLUUAMTUNANNSIUAWNY (AD)

Behavior and Structure

Activity Diagram (When data controller creates privacy policy)

Openness Pattern (When data controller creates privacy policy.)

Data Controller System

¢

[ Request to Create Policy }

I

Send Detail of Policy

(Including Main Purpose of Use, Kind of

Collected Personal Data, and so on)

|

[Record Main Purpose of Use}

I

Record Kind of Collected

Personal Data

I

[Record Use Of Personal Data}

Record Method to Collect
Personal Data

Controller

l

[ Insert Policy

Record Residence of Data

—/

Phase
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Behavior and Structure

Activity Diagram (When collecting personal data)

Openness Pattern (When collecting personal data.)

Data Subject or Representative System

b

{ Use The System }

1

[ Collect Personal Data j

‘ Send Privacy Policy and ‘
‘ Request for Consent

|

[Respond to Consent Request}

[Refuse Consent] )\ [Give Consent]

Submit Personal Data

|

[ Insert Personal Data j

Phase
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Behavior and Structure

Activity Diagram (When data controller changes privacy policy)

Openness Pattern (When data controller changes privacy policy.)

System

Data Subject or Representative Data Controller

g

[Request to Update Policy}

l

Show Policy

g

Send Detail to Update ‘
Policy

1

Update Policy

I

Notify Change

‘ Receive Information ‘

About Policy Update

.

Phase
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Behavior and Structure

Class Diagram

<<Interface>>

PersonalData

<<Interface>>

DataManager

+ recordDataCategory()

<<Interface>>

ConsentManager

+ collectData()

[y

+ insertData()

ConcretePersonalData

1

ConcreteDataManager

+ getPersonalData()

+ setPersonalData()

+ recordDataCategory()

+ collectData()

+ insertData()

<<Interface>>

OnBehalfManager

+ checkConsent()

+ recordRepresentative()

[

ConcreteConsentManager

I

+ checkConsent()

ConcreteOnBehalfManager

+ recordRepresentative()

PurposeOfPersonalData

PrivacyPolicy

+ getPurpose()
+ setPurpose()
+ recordActiveStatus()

+ recordDataCategory()

+ getPrivacyPolicy()

+ setPrivacyPolicy()

+ recordPurposeOfPersonalData()
+ recordCollectedPersonal Data()
+ recordUseOfPersonal Data()

+ recordMethodToCollect()

+ recordResidenceOfController()

PrivacyPolicyManager

|

+ showPrivacyPolicy()
+ insertPrivacyPolicy()

+ updatePrivacyPolicy()

PrivacyPolicyChangeNotification

+ notifyChangePrivacyPolicy()

Participants

Interface Name/Class Name

Detail

Interface DataManager

subject gives consent.

An interface that has the responsibilities to coordinate checking
of consent and collection of personal data from the data

subject. It inserts the collected data into the system if the data

Class ConcreteDataManager

are changes etc.

A concrete class that implements the interface DataManager.
Other responsibilities related to managing personal data can be

added, i.e. coordinating update of personal data when there

Interface ConsentManager

An interface that has the responsibilities to inform the data
subject that the system needs to collect personal data and

check whether the data subject gives consent.
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Participants

Interface Name/Class Name

Detail

Class ConcreteConsentManager

A concrete class that implements the interface

ConsentManager.

Interface OnBehalfManager

An interface that inherits from the interface ConsentManager.
It has the responsibility to record the information about who,
on behalf of the data subject, has given the consent to collect

the personal data.

Class ConcreteOnBehalfManager

A concrete class that implements the interface

OnBehalfManager.

Interface PersonalData

An interface that represents the collected personal data.

Class ConcretePersonalData

A concrete class with the data attributes that are necessary for

the purpose of the system.

Class PrivacyPolicyManager

A concrete class that has the responsibilities to show and

update the privacy policy.

Class PrivacyPolicy

A concrete class that represents the privacy policy of the
system with the data attributes that record the policy content,
including the collection method, purpose of use, and data

controller information.

Class PurposeOfPersonalData

A concrete class that represents the purpose of use of personal
data with the data attributes that record the purpose of use of

personal data.

Class

PrivacyPolicyChangeNotification

A concrete class that has the responsibilities to notify the data

subject when the privacy policy is changed.

Collaboration

1. When data controller creates privacy policy,

1.1. The system controller creates a PrivacyPolicy object to set the privacy policy from the

data controller (with the detail of the policy, purpose of use, kind of collected personal

data, use of personal data, method to collect personal data, and residence of data

controller) into the PrivacyPolicy object.

1.2. To set the purpose of use, the PrivacyPolicy object creates a PurposeOfPersonalData

object to set the purpose (with the active status and category of data that are collected

for this purpose) into the PurposeOfPersonalData object.
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Collaboration

1.3 The system controller creates the PrivacyPolicyManaser object to insert the PrivacyPolicy
object into a data store.

2 When collecting personal data.

2.1 The system controller creates a ConcreteDataManager object to collect personal data.

2.2 The ConcreteDataManager object checks for consent of the data subject:

2.2.1  The ConcreteDataManager object creates a ConcreteConsentManager object to
check whether the data subject gives or refuse consent to collect his/her
personal data.

2.2.2  The ConcreteConsentManager object creates a PrivacyPolicyManager object to
view the privacy policy. The PrivacyPolicyManager object then creates a
PrivacyPolicy object, gets the privacy policy from a data store, and sets the
policy into the PrivacyPolicy object.

2.2.3  The PrivacyPolicy objects creates PurposeOfPersonalData objects and sets the
purposes of use into them.

224  The PrivacyPolicyManager object sends the privacy policy to the
ConcreteConsentManager object which in turn will pass on the policy to the
data subject.

2.3 If the data subject gives consent, the system controller creates a ConcretePersonalData
object and calls the ConcreteDataManager to insert the ConcretePersonalData object
into a data store.

3 When data controller changes privacy policy,

3.1 The system controller creates a PrivacyPolicyManager object to view the privacy policy.
The PrivacyPolicyManager object then creates a PrivacyPolicy object, gets the privacy
policy from a data store, and sets the policy into the PrivacyPolicy object which in turn
will be sent to the data controller.

3.2 If the data controller updates the privacy policy, the system controller creates a new
PrivacyPolicy object to set the policy updates into the PrivacyPolicy object.

3.3 If the purpose in the policy are change or update, the PrivacyPolicy object creates a
PurposeOfPersonalData object to sets the purpose updates into the
PurposeOfPersonalData object

3.4 The system controller calls the PrivacyPolicyManager object to update the PrivacyPolicy

object into a data store.
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3.5 If the wupdate is successful, the PrivacyPolicyManager object creates a
PrivacyPolicyChangeNotification object to inform the data subject about privacy policy

change.

Sequence Diagram (When data controller creates privacy policy)

sd Openness Pattern (When data controller creates privacy policy‘)J

@
<<Control>>
Data Controller :SystemController
T T
| request to create policy _ |
»

send detail of policy

send main purpose of use

>

send kind of collected personal data
>

send use of personal data
»

send method to collect personal data

send residence of data controller

>
<<create>>
p:PrivacyPolicy

setPrivacyPolicy(policyData) |
% pp:PurposeOfPersonalData
T
|
loop

[more purppsg]

recordPurposeOfPersonalData(purpose)

setPurpose(purpose) o

recordActiveStatus(status)

>
recordDataCategory(dataCategory)
>

recordCollectedPersonalData(data)

recordUseOfPersonalData(use)
recordMethodToCollect(method)

recordResidenceOfController(residence)

<<create>>

/‘ pm:PrivacyPolicyManager

T
|
o !

insertPrivacyPolicy(p)

L message to notify privacy policy inserted
,,,,,,,,,,,,,,,,,,,,,,,,,,,,, PSRRI RS0 A Lot e S

i
message to notify privacy policy created i
BRS - i
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Sequence Diagram (When collecting personal data.)

sd Openness Pattern (When collecting personal data.)J
@
<<Control>>
Data Subject :SystemController
2RO |
} use the system
Ll
<<create>>
cdm:ConcreteDataManager
T
collectData() i
Tl
ref
Check consent
response
< ,,,,,,,,,,,,,,,,,,,,,,,
alt J
[Give Consgnt]
submit personal data
g <<create>> J‘ d:ConcretePersonalData
T
setPersonalData(personalData) o
1 i
recordRetentionPeriod(dataRetention) N
[ "
recordDataCategory(dataCategory) >
insertData(d)
getPersonalData()
personal data d
,,,,,,,,,,,,,,,,,,,,,, L]
message to inform message to inform data inserted !
________________________ LJ ‘
data inserted | i
—————————————————————— | |
|
! |
|
,,,,,,,,, S ,,,,,,,,,,,,,,,,,,,,,,,,,J“,,,,,,,,,,,,,,,,,,,,,,,},,,,,,,,,,,,
[Refuse Consent] | !
message to inform that system } }
function cannot be used i |
D = e |
| | |
| | |
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Sequence Diagram (When collecting personal data. - continued)

<<create>>

pplil:PurposeOfPersonalData

)

ve status]

setPurpose(purpose)

recordActiveStatus(status)

recordDataCategory(category)
>

sd Check consent
@
‘ Data Subject ‘ ‘ cdm:ConcreteDataManager ‘
T T
| | <<create>>
| c:ConcreteConsentManager
T
checkConsent() 1
»
<<create>>
pm:PrivacyPolicyManager
showPrivacyPolicy() |
N
<<create>>
p:PrivacyPolicy
setPrivacyPolicy(policyData) !
 —— ]
recordPurposeOfPersonalData(purpose)
loop
[More purpose with acti
i
| |
! privacy policy !
1 B Sttt T i
| message to inform privacy policy and check consent | |
- i i
‘ [\ press confirm | !
> i
i Li response | i
! ST T ! !
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Sequence Diagram (When data controller changes privacy policy)

sd Openness Pattern (When data controller changes privacy poUcy.)J

@
<<Control>>
Data Subject || Data Controller systemController

i

| request to update policy _ |

privacy policy p

send detail to update policy

<<create>>
pm:PrivacyPolicyManager

showPrivacyPolicy() i

privacy policy p

<<create>>

<<create>>
p:PrivacyPolicy

setPrivacyPolicy(policyData)

setPrivacyPolicy(policyDataUpdate)

>{ up:PrivacyPolicy

be built.

opt
(updiate purpose] recoredPurpose(purposeUpdate) N
<<create>>
pp:PurposeOfPersonalData
toop ]
[more |plrpose]
setPurpose(purposeUpdate) |
recordActiveStatus(status)
recordDataCategory(category)
updatePrivacyPolicy(up)
message to notify privacy policy updated
message to notify (L.
privacy policy updated
<<create3>
>{ pen:PrivacyPolicyChangeNotification
notifyChangePrivacyPolicy() !
message to notify privacy policy changed \ \
= 1 ; T
! i i |
Consequences Using this pattern, the openness of the system with regard to

personal data can be achieved as recommended by OECD. The
system can create a current version of the privacy policy while
maintaining the policy history. The data subject can be assured that
he/she is informed of the current policy that controls the collection,

storage, and use of personal data by which trust in the system can
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Implementation

Issues regarding the implementation of the Openness pattern are as
follows.

1. The OECD defines that the data subject should be able to obtain privacy
policy information without unreasonable effort and unreasonable cost, and
recular information from the data controller regarding the privacy policy
should be published. To address this issue, the class PrivacyPolicyManager
should implement the method showPrivacyPolicy for another class to
obtain privacy policy information. The system

2. The system may retain only the latest version of the PrivacyPolicy object,
specifying the creation date and latest update date of the policy. In certain
cases, the system may be implemented to retain a history of policy changes
as a collection of different versions of the PrivacyPolicy objects.

3. The Openness Principle may be viewed as a prerequisite for the Individual
Participation Principle since the data subject should first acquire the
information about what, when, why, and how his/her personal data are
collected and used before he/she can take part in the processing of personal
data. The Openness pattern should already be in place when the Individual

Participation pattern is applied.

Sample Design

and Code

An example of a user registration system that applies the Openness pattern
is shown below. Any user who requests to use the system is informed of the

privacy policy at the time personal data are collected.




224

d' o o o a !
A5 4.6 LUUFUNT0RNLUUAMTUNANNSIUAWNY (AD)

<<Interface>>
Sam ple <<Interface>> <<Interface>>

DataManager
Design PersonalData ConsentManager

+ collectData(dataSource)
and Code + recordDataCategory(dataCategory) + checkConsent()
K + insertData(personalData) 5
[y

RegistrationPersonalData

RegistrationDataManager

RegistrationConsentManager

+ getPersonalData()

+ collectData(dataSource)

+ setPersonalData(personalData) + checkConsent()

+ insertData(personalData)
+ recordDataCategory(dataCategory)

PrivacyPolicy

PurposeOfPersonalData

PrivacyPolicyManager

+ getPrivacyPolicy()

+ setPrivacyPolicy(policyData)
+ getPurpose() — —

+ setPurpose()
+ recordActiveStatus(status)

+ recordDataCategory(dataCategory)

+ recordPurposeOfPersonalData(purpose)
+ recordCollectedPersonalData(data)

+ recordUseOfPersonal Data(use)

+ recordMethodToCollect(method)

+ recordResidenceOfController(residence)

+ showPrivacyPolicy()
+ insertPrivacyPolicy(policyData)

+ updatePrivacyPolicy(policyDataUpdate)

PrivacyPolicyChangeNotification

+ notifyChangePrivacyPolicy()

When a user (data subject) is required to register with the system to use its service,
the system uses the class RegistrationDataManager that implements the interface
DataManager to collect personal data (name, email, tel) as shown in the sample
code below.

public interface DataManager {

public boolean collectData():
public woid insertData(RegistrationPersonalData data):
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Code

public class RegistrationDataManager implements DataManager{

@Override
public boolean collectData() {
//TODO Add your code to check whatever user give or refuse consent
boolean checker = false;
RegistrationConsentManager consent = new RegistrationConsentManager():
if (consent.checkConsent())
checker = true;
return checker;

}

@0verride

public void insertData(RegistrationPersonalData data) {
//TODO RAdd your code to insert personal data into data store.
DatabaseConnection dbConnection = new DatabaseConnection();

Connection connection = dbConnection.getDBConnection():
try {
String insert = "INSERT INTO personaldata "

+ "(name, email, tel, data_category)

+ "VALUES (2, 2, 2, 2)"
PreparedStatement stmt = connection.prepareStatement (insert) ;
int parameterIndex = 1;
stmt.setString(parameterIndex++, data.getName()):
stmt.setString (parameterIndex++, data.getEmail()):
stmt.setString (parameterIndex++, data.getTel()):
stmt.setString(parameterIndex++, data.getDataCategory()):

stmt.execute () ;
stmt.close():

} catch (SQLException =) {}

When data are collected directly from the user, the class
RegistrationConsentManager that implements the interface ConsentManager acquires
the privacy policy of the system to inform the user. It also checks whether the user
gives or refuse consent to personal data collection. The sample code is shown

below.

public interface ConsentManager {
public boolean checkConsent():

}
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public class RegistrationConsentManager implements ConsentManager{
private Scanner scan;
@Override
public boolean checkConsent() {
/* TODO Add your code to show policy to user and check whatever
* user give or refuse consent
*/
scan = new Scanner (System.in);:
PrivacyPolicyManager policyManager = new PrivacyPolicyManager();

PrivacyPolicy policy = policyManager.showPrivacyPolicy() s
System.out.println("Name :: "+policy.getName());

System.out.println("Cocllected Data :: "+policy.getDataCollected()):
System.out.println("Use Data :: "+policy.getDataUse());
System.out.println("Collected Method :: "4policy.getCollectionMethod()

for (int i=0; i<policy.getPurpose().size(); i++){
System.out.println("Purpose "+i+" "
+policy.getPurpose () .get (i) .getDetail());
}
System.out.println("Residence :: "+policy.getResidenceOfController()):

System.out.println("Give Consent Please Enter 'Y' "
+ "and Refuse Consent Please Enter 'N'");
String accept = scan.next():
if (accept.equalsIgnoreCase ("Y")
return true;
else
return false;

When a data controller wants to show or update (or change) the privacy policy, the
system uses the class SystemPrivacyPolicyManager that implements the interface

PrivacyPolicyManager to show or update the policy of the system.

public interface PrivacyPolicyManager {
publie SystemPrivacyPolicy showPrivacyPolicy():
public veoid insertPrivacyPolicy(SystemPrivacyPolicy policy);
public void updatePrivacyPolicy(SystemPrivacyPolicy policy):
}

public class SystemPrivacyPolicyManager implements PrivacyPolicyManager{

Date now = new Date();:
SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd HH:mm:ss"):
Calendar cal = Calendar.getInstance():

@Override
public SystemPrivacyPolicy showPrivacyPolicy() {
// TODO Add your code to show privacy policy
DatabaseConnection dbConnection = new DatabaseConnection():
Connection connection = dbConnection.getDBConnection():
SystemPrivacyPolicy pp = new SystemPrivacyPolicy():
PreparedStatement stmt:
try |
String queryl = "SELECT * FROM privacypolicy ORDER BY id DESC LIMIT 1"
stmt = connection.prepareStatement (queryl) ;i
ResultSet resultl = stmt.executeQuery();
while (resultl.next()){
pp.setld(resultl.getString ("id")):
pp.setName (resultl.getString("name"));
pp.setDataCollected(resultl.getString ("collecteddata"))s
pp.setDataUse (resultl.getString ("usedata"));
pp.setCollectionMethod (resultl.getString("collectedmethod")) ;
Pp.setResidenceOfController (resultl.getString ("residence"));
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JSONArray jsonArr = new JSONArray():
String queryZ = "SELECT * FROM purpose where active status = 'Active' " ;
stmt = connection.prepareStatement (query2) i
ResultSet result2 = stmt.executeQuery();
while (resultZ.next()){
JSO0NObject json = new JSONObject ()
json.put ("id", result2.getString("id")):
json.put ("detail"”, result2.getString("detail"));
json.put ("data_category", result2.getString("data category")):
json.put ("active_status", result2.getString("active_ status"));
jsonArr.put (json);
}

Pp.recordPurposeOfPersonalData(jsonArr);

stmt.close ()
} catch (SQLException e) {e.printStackTrace():}
catch (JSONException e) {e.printStackTrace();}
return pp;
}
@Override
public void insertPrivacyPolicy(SystemPrivacyPolicy policy) ({
// TODO Add your code to insert privacy policy
DatabaseConnection dbConnection = new DatabaseConnection();
Connection connection = dbConnection.getDBConnection();
PreparedStatement stmt;
try{
String insertl = "INSERT INTO privacypolicy
+ "(name, detail, collecteddata, collectedmethod, usedata,"
+ "residence, createdate, updatedate) "
+ "VALUES (2, 2, 2, 2, 2, 2, 2, )" :

stmt = connection.prepareStatement (insertl) ;
int parameterIndexl = 1;

stmt.setString (parameterIndexl++, policy.getName()):
stmt.setString (parameterIndexl++, policy.getDetail()):
stmt.setString(parameterIndexl++, policy.getDataCollected()):
stmt.setString (parameterIndexl++, policy.getCollectionMethod()):
stmt.setString (parameterIndexl++, policy.getDataUse()):
stmt.setString (parameterIndexl++, policy.getResidenceOfController());
stmt.setTimestamp (parameterIndexl++, new Timestamp (now.getTime())):
stmt.setTimestamp (parameterindexl++, new Timestamp (now.getTime())):
stmt.execute () s
for (int i=0; i<policy.getPurpose().size(): i++){
String insert2 = "INSERT INTO purpose "

+ "(detail, data category, active_ status,

+ "createdate, updatedate) "

+ "VALUES (2, 2, 2, 2, )" &

stmt = connection.prepareStatement (insert2) ;

int parameterIndex2 = 1;

stmt.setString (parameterIndex2++, policy.getPurpose().get(i).getDetail()):
stmt.setString (parameterIndex2++, policy.getPurpose().get(i).getDataCategory())
stmt.setString (parameterIndex2++, policy.getPurpose().get(i).getActiveStatus())
stmt.setTimestamp (parameterIndex2+44, new Timestamp (now.getTime())):
stmt.setTimestamp (parameterIndex2++, new Timestamp (now.getTime())):
stmt.execute();

i

}
stmt.close()

}ecatch (SQLException e) {e.printStackTrace():}
}
@Override
public void updatePrivacyPolicy (SystemPrivacyPolicy policy) {
// TODO Add your code to update privacy policy
DatabaseConnection dbConnection = new DatabaseConnection();
Connection connection = dbConnection.getDBConnection():
PreparedStatement stmt;
try |
String insertl = "INSERT INTO privacypolicy
+ "(name, detail, collecteddata, collectedmethod, usedata,”
+ "residence, createdate, updatedate) "
+ "VALUES (2, 2, 2, 2, 2, 2, 2, 2)" :

stmt = connection.prepareStatement (insertl)
int parameterIndexl = 1;

stmt.setString(parameterIndexl++, policy.getName()):
stmt.setString(parameterIndexl++, policy.getDetail()):s
stmt.setString(parameterIndexl++, policy.getDataCollected()):
stmt.setString(parameterIndexl++, policy.getCollectionMethod()):
stmt.setString(parameterIndexl++, policy.getDataUse()):
stmt.setString(parameterIndexl++, policy.getResidenceOfController()):
stmt.setTimestamp (parameterIndexl++, new Timestamp (now.getTime())):
stmt.setTimestamp (parameterIndexl++, new Timestamp (now.getTime())):
stmt.execute ()
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if (policy.getPurpose() != null){
for(int i=0; i<policy.getPurpose().size(); i++){
if (policy.getPurpose() .get(i).getActiveStatus().equals("Yes")) {
String insert2 = "INSERT INTO purpose "

+ " (detail, data_category, active_ status,
+ "createdate, updatedate)
+ "VALUES (2, 2, 2, 2, 2)" ;

stmt = connection.prepareStatement (insert2) :
int parameterIndex2 = 1;
stmt.setString (parameterIndex2++,

policy.getPurpose().get (i) .getDetail()) s
stmt.setString (parameterIndex2++,

policy.getPurpose () .get (i) .getDataCategory()):
stmt.setString (parameterIndex2++,

policy.getPurpose () .get (i) .getActiveStatus())s
stmt.setTimestamp (parameterIndex2++, new Timestamp (now.getTime (
stmt.setTimestamp (parameterIndex2++, new Timestamp (now.getTime (
stmt.execute ()

1))
1))

} else{
StringBuffer upd = new StringBuffer ("UPDATE purpose SET ");
upd.append ("active_status = '"+policy.getPurpose().get(i).getActiveStatus()+"', ")
upd.append ("updatedate = +sdf.format (now)+""' ")r
upd.append ("WHERE id = '"+policy.getPurpose().get(i).getId()+"' ");
stmt = connection.prepareStatement (upd.toString())

stmt.execute() s

)
stmt.close ()

} catch (SQLException e) {e.printStackTrace():}

// Add your code to notify user

PrivacyPolicyChangeNotification notice = new PrivacyPolicyChangeNotification();
notice.notifyChangePrivacyPolicy ()

The class PrivacyPolicy is implemented to have the data attributes that record the
policy content, including the purpose of collection, what personal data are
collected, use of personal data, collection method, and data controller information

as shown in the sample code below.

public class PrivacyPolicy {
private String ids
private String name;
private String detail;
private ArrayList<PurposeOfPersonalData> purpose;
private String dataCollected;
private String dataUse;
private String collectionMethod;
private String residenceOfController;
private Date dateCreation;
private Date dateUpdate;

public String getId() {
return id;

}

public void setId(String id) {
this.id = id;

}

public String getName() {
return name;

}

public void setName (String name) {
this.name = name;

}

public String getDetail() {
return detail;

}

public void setDetail(String detail) {
this.detail = detail;

}
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public ArrayList<PurposeOfPersonalData> getPurpose() {
return purpose;
}
public void setPurpose (Arraylist<PurposeOfPersonalData> purpose) {
this.purpose = purpose;
}
public String getDataCollected() {
return dataCollected;
}
public wvoid setDataCollected(String dataCollected) {
this.dataCollected = dataCollected:
}
public String getDataUse() {
return dataUse;
}
public void setDataUse (String dataUse) {
this.dataUse = dataUse;
}
publie String getCollectionMethod() ({
return collectionMethod;
}
publie void setCollectionMethod(String collectionMethod) {
this.collectionMethod = collectionMethod;
}
publie String getResidenceOfController () {
return residenceOfController;
}
publie void setResidenceOfController (String residenceOfController) {
this.residenceOfContreoller = residenceOfController;
}
publie Date getDateCreation() {
return dateCreation;
}
publie void setDateCreation(Date dateCreation) {
this.dateCreation = dateCreation;
}
publie Date getDateUpdate() {
return dateUpdate;
}
publie void setDateUpdate(Date dateUpdate) {
this.dateUpdate = dateUpdate;
}
@0verride
public void recordPurposeOfPersonalData (JSONArray purpose) {
//TODO Add your code to record purpose
this.purpose = new ArrayList<SystemPurposeOfPersonalData>();
for (int i=0; i<purpose.length(); i++){
SystemPurposeCfPersonalData p = new SystemPurposeOfPersonalData():
try {
p.setld(purpose.getJSONCObject (1) .getString ("id") )+
p.setDetail (purpose.getJSONObject (i) .getString ("detail™) )
p.recordDataCategory(purpose.getJSONCbject (i) .getString("data_category"))
p.recordActiveStatus (purpose.getJSONCbject (i) .getString ("active status"));
} catch (JSONException e) {e.printStackTrace():}
this.purpose.add(p)s

H

}

@Override

public void recordCollectedPersonalData(String data) {
//TODO Add your code to record collected personal data
this.dataCollected = data;

}

@Override

public void recordUseOfPersonalData (String use) {
//TODO Add your code to record use of personal data
this.dataUse = use;

}

@Override

public void recordMethodToCollect (String method) {
//TODO Add your code to record method to collect personal data
this.collectionMethod = method;

}

@Ooverride

public void recordResidenceOfController (String residence) ({
//TODO Add your code to record residence of data controller
this.residenceQfController = residence;
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The class PurposeForPersonalData is implemented to have the data attributes that
store the purpose of the collection and use of personal data. The sample code is

shown below.

public class PurposeOfPerscnalData {
private String id:
private String detail;
private String dataCategory;
private String activeStatus;
private Date dateCreation;
private Date dateUpdater

public String getId({() {
return id;

}

public void setId(String id) {
this.id = id;

}

public String getDetail() {
return detail;

}

public void setDetail (String detail) {
this.detail = details

}

public String getDataCategory() {
return dataCategory;

}

public String getActiveStatus() {
return activeStatus;y

}

public Date getDateCreation() {
return dateCreation;

}

public veoid setDateCreation(Date dateCreation)
this.dateCreation = dateCreation;

}

public Date getDateUpdate() {
return dateUpdate;

}

public void setDateUpdate (Date dateUpdate) {
this.dateUpdate = dateUpdate;

}

public void recordActiveStatus(String activeStatus) {
AN Add your code to record purpose status
this.activeStatus = activeStatus;

}

public void recordDataCategory(String dataCategory) {
/7 Add your code to record type of collected personal data
this.dataCategory = dataCategorys

The class RegistrationPersonalData that implements the interface PersonalData is
implemented to have only the data attributes that are necessary for the purpose of

the system as shown in the sample code below.
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public interface PersonalData {
public wvoid recordDataCategory(String dataCategory):

}

public class RegistrationPersonalData implements PersonalData(
private String name;
private String email;
private String tel;
private String dataCategory;

public String getName () {
return name;

}

public void setName (String name) {
this.name = name;

}

public String getEmail() {
return email;

}

public void setEmail (String email) {
this.email = email;

}

public String getTel() {
return tel;

}

public void setTel (String tel) {
this.tel = tel;

}

public String getDataCategory () {
return dataCategory;

}

public void setDataCategory(String dataCategory) {
this.dataCategory = dataCategory;

}

@0verride
public void recordDataCategory(String dataCategory) {
/7 Add your code to record category of collected personal data

this.dataCategory = dataCategory:

In the case that the data controller updates the privacy policy of the system, the
system uses the class PrivacyPolicyChangeNotification to notify the user about

change.

public class PrivacyPolicyChangeNotification {
public void notifyChangePrivacyPolicy() {
// Add your code to notify change of privacy policy to data subject
System.out.println("We are updating the Privacy Policy."
+ "We want to notify you about these updates."):
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Known use

Examples of existing systems that take the Openness principle into account include:

®  Google (Website): When a user creates an account, the system will collect

personal data and inform the user of the privacy policy that describes how
the system process his/her personal data. If the user gives consent to the
system to collect and use personal data, the user should click the

agreement button.

Privacy and Terms

You also agree 1o our Privacy Policy, w
process your information, including these key points

Data we process when you use Google

® Dropbox (Website): When a system changes the privacy policy, the system

will inform the user of the change.

Hi Theeraporn,

We're always looking for new ways to improve how you create and
work together using Dropbox. That's why we recently launched
several new productivity tools and sharing features. And there's more
to come. To support these changes, we've made a few updates to our

Terms of Service and Privacy Policy

Here's a quick summary.

* Privacy Shield. We're excited to be certified under the
EU-US. Privacy Shield Framework, and have updated our
Privacy Policy to reflect this update

« Profile visibility. Dropbox may display some of your basic
profile information (like your name and profile picture) when

vou're collaboratina with others
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Related

Patterns

Collection Limitation

The Collection Limitation pattern requires the Openness pattern to ensure that the
data subject is informed of the privacy policy related to the collection of the
personal data, where the policy includes the detail on what personal data are

collected and for what purposes.

Individual Participation

The Individual Participation pattern requires the Openness pattern to establish the
privacy policy and inform the data about what, when, why, and how his/her
personal data are collected and used before he/she can take part in the processing

of personal data.
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Pattern Name

Individual Participation Pattern

Privacy Principle

Individual Participation Principle

Intent

This pattern assures that a data subject has the rights to participate in his/her
personal data that are handled by the data controller and other parties, such
as a data processor (if any). Participation includes request for information,

access, be given reasons, and challenge, with regard to personal data.

Motivation

Throughout the use of a service by a data subject, several categories of
personal data are collected, used, and stored. For example, user profile
information may be first collected during registration. Details of access and
activities of the data subject may be recorded during the use of the service.
Certain data are readily available for access while other data are not. To
preserve the data subject’s right to control his/her personal data, the data
controller should provide a convenient and efficient way for the data subject
to access and make a request about personal data when needed. Where
there is a dispute, the data subject’s right to control personal data should
be protected. That is, reasons or explanations should be given by the data

controller and further challenges can be made by the data subject.

Applicability

Use the Individual Participation pattern throughout the life cycle of personal
data within the system. That is, use this pattern when
® The data subject needs to inquire about his/her personal data.
® The data subject requests to access (i.e. view, update, erase) his/her
personal data.
® The data subject is to be given reasons for adverse decisions when
a request is denied.
® The data subject needs to challenge adverse decisions when a
request is denied.
® The data subject needs to challenge the use of his/her personal
data by the data controller.

® The data controller responds to a successful challenge by erasing,

rectifying, completing, or amending personal data.
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Behavior and Structure

controller.)

Activity Diagram (When a data subject makes an inquiry and is responded by the data

Individual Participation Pattern (When a data subject makes an inquiry and is responded by the data controller.)
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Class Diagram
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Participants

Interface Name/Class Name

Detail

Interface DataManager

An interface that has the responsibilities to manage personal

data, including show, insert, update, and erase personal data.

Class ConcreteDataManager

A concrete class that implements the interface DataManager.

Interface PersonalData

An interface that represents the collected personal data.

Class ConcretePersonalData

A concrete class that implements the interface PersonalData
with the data attributes that are necessary for the purpose of

the system.

Interface ContactMessage

An interface that represents the inquiry (or response) message
of the user (or data controller) with regard to a privacy issue,
and has the responsibilities to record the sender, receiver, and

content of the message.

Class

ConcreteContactMessage

A concrete class that implements the interface
ContactMessage. Other responsibilities related to the message

can be added.

Interface ContactMethod

An interface that has responsibilities to send a message from a

sender to a receiver.

Class ConcreteContactMethod

A concrete class that implements the interface

ContactMethod.

Collaboration

1. When the data subject requests to contact the data controller, e.g. for confirmation
information, access to personal data, or challenge
1.1 The system controller creates a ConcreteContactMessage object to set the sender,
receiver and message content (e.g. for confirmation information, access to personal
data, or challenge) into the object.
1.2 The system controller creates a ConcreteContactMethod object to send the

ConcreteContactMessage to the receiver.

2. If the request is accepted

2.1 The system controller creates a ConcreteDataManager object to do something with
the personal data as requested.
2.2 The system controller creates a ConcreteContactMessage object to set the

sender, receiver and message content (e.g. for response) into the object.




238

A13199 4.7 LUUFUNSERNBUUEMTUNANNSHdIUTIveIUARa (5iD)

Collaboration

2.3 The system controller creates a ConcreteContactMethod object to send the
ConcreteContactMessage to the receiver.
3. If the request is denied
3.1 The system controller creates a ConcreteContactMessage object to set the sender,
receiver and message content (e.g. for reason) into the object.
3.2 The system controller creates a ConcreteContactMethod object to send the
ConcreteContactMessage to the receiver.
3.3 If the data subject wants to challenge
3.3.1 The system controller creates a ConcreteContactMessage object to set
the sender, receiver and message content (e.g. for challenge request)
into the object.
3.3.2 The system controller creates a ConcreteContactMethod object to send
the ConcreteContactMessage to the receiver.

4. Repeat steps 2 and 3 until the data controller accepts the request or the data subject

accepts the reason or wants to escalate challenge.




M15197 4.7 wuusunisesnuuudmiunannmsidiuiuvesyana (sie)

239

Collaboration

controller.)

Sequence Diagram (When a data subject makes an inquiry and is responded by the data

sd Individual Participation Pattem (When communicate, give reasons or chauengeJJ
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Respond to the accepted request

T
request to contact (for response)———

<<create>>

recordSender(sender) i

recordReceiver(receiver)

YV

recordMessage(responseMessage!

T m2:ConcreteContactMessage
i :|

sendMessage(m2) R i
i
message (for response) |
[Data controller denies request] !
i
request to contact (for reason) !
Lg it
Secreate>> m3:ConcreteContactMessage
recordSender(sender) ol
| recordReceiver(receiver)
>
recordMessage(reasonMessage)
sendMessage(m3) |
> i
message (for reason) i
ffffff - I
opt J
[ Data subject wants to challenge]
request to contact
(for challenge)
<<create>>
m4:ConcreteContactMessage
recordSender(sender) i

recordReceiver(receiver)

!
!
] recordMessage(challengeMessage)

vyYvY

sendMessage(m4) N

message (for Challenge)

»
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Collaboration

Sequence Diagram (When a data subject makes an inquiry and is responded by the data

controller. -continued)

sd Respond to the accepted requestJ

@
<<Control>>
Data Controller || .ystemController
T

T

Respond to the

|
|
|
i
| accepted request
|

<<Create>>

dm:ConcreteDataManager

do something \

response

response
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Consequences

Using this pattern, the system of the data controller can assure that the data

subject can exercise the right to personal data as recommended by OECD.

Implementation

Issues regarding the implementation of the Individual Participation pattern
are as follows.

1. Several categories of personal data may be collected by the system. Some
are not readily accessible to the data subject whereas some are available for
access. For example, details of access and activities of the data subject may
not be readily accessible and, if needed, a request has to be made. The data
controller is then obliged to confirm whether or not such data are available
or can be prepared and provided. For other personal data that the system
collects or makes available for access, e.g. user profile data at registration,
the system effectively confirms the data subject in the handling of such data
through the privacy policy and request for consent. The data controller
should refer to the Openness, Collection Limitation, and Use Limitation
patterns.

2. The system should allow the data subject to participate in his/her personal
data with regard to different access types (e.g. create, destroy, view modify).
The data controller should refer to the Security Safeguards pattern.

3. For personal data that are not readily accessible but can be requested and
those that are made available for the data subject to access via the system,
the data subject should be able to access within a reasonable time, at a
reasonable cost (if that is the case), in a reasonable manner, and in a form
that is readily intelligible. This implies that, access or request to access
personal data should be incorporated as a normal operation into the system
and does not involve any legal or complex process. Nevertheless, the time
it takes to access the personal data once a request is made may depend on
the varied length of the data processing activity. Also, providing access to
personal data electronically via the system would be a reasonable manner
and it could help reduce potential costs, e.g. when compared to a trip to the
data controller for an access to a copy of personal data. The data controller

should present the data in a usable and easy to understand manner.
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Implementation

4. Even though the system allows the data subject, in the first step, to
challenge the adverse decisions to the data controller, the dispute may not
be settled. The data subject may decide to escalate to subsequent

challenges in courts or administrative bodies.

Sample Design

and Code

An example below shows the case of a data subject who inquires about the

detail of a payment transaction.

<<Interface>>

DataManager <<Interface>>

PersonalData

+ showData(datald)

+ insertData(data)

+ eraseData(data)
A

+ updateData(data) A

TransactionDataManager
TransactionData
+ showData(datald)
+ insertData(data) + getPersonalData()
+ updateData(data) + setPersonalData(data)
+ eraseData(data)
<<Interface>>
ContactMessage <<Interface>>
ContactMethod
+ recordSender(sender)
+ recordReceiver(receiver) + sendMessage(contactMessage)
+ recordMessage(message)

A

A
|
|
|
|
|

CommunicationMessage i
|

ContactByEmail
+ getMessage()

+ setMessage()

+ recordSender(sender) + sendMessage(contactMessage)

+ recordReceiver(receiver)

+ recordMessage(message)
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Sample
Design

and Code

When a data subject communicates to the data controller about the payment
transaction, the system uses the class CommunicationMessage that implements
the interface ContactMessage to record the sender, receiver, and content of the

message as shown in the sample code below.

interface ContactMessage {
public void recordSender (String sender);
public void recordReceiver (String receiver):
public void recordMessage (String message);

}

public class CommunicationMessage implements ContactMessage({
private String sender;
private String receiver;
private String message:

public String getSender () ({
return sender;

}

public S5tring getReceiver() {
return receiver;

}

public String getMessage () {
return message;

}

BOverride

public void recordSender (String sender) {
/7 Add your code to record who sends message.
this.sender = sender;

}

@Override

public void recordReceiver (String receiver) {
I/ BAdd your code to record who receives message.
this.receiver = receiver;

}

@Override

public void recordMessage (String message) {
I/ Add your code to record the message.

this.message = message;

The class ContactByEmail that implements the interface ContactMethod is

implemented to send a message from a sender to a receiver.

interface ContactMethod {
public veid sendMessage (CommunicationMessage msqg):
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Sample
Design

and Code

public class ContactByEmail implements ContactMethod({
@override
public void sendMessage (CommunicationMessage msg) {
// TODO Add your code to send a message from a sender to a receiver.
String to = msg.getReceiver():
String from = msg.getSender();

String host = "localhost";

//Get the session object

Properties properties = System.getProperties();:
properties.setProperty("mail.smtp.host"”, host):

Session session = Session.getDefaultInstance(properties);

//Compose the message

try{
MimeMessage message = new MimeMessage (session);
message.setFrom(new InternetAddress(from)):
message.addRecipient

(Message.RecipientType.TO,new InternetAddress(to));

message.setSubject ("Ping"):
message.setText (msg.getMessage())

//Send message

Transport.send(message) ;

System.out.println("message sent successfully....");
}cateh (MessagingException mex) {mex.printStackTrace():}

The data controller accepts the request from the data subject. The system uses
the class TransactionDataManager that implements the interface DataManager to

show personal data as shown in the sample code below.

public interface DataManager {
public PersonalData showData (String dataId):
public woid insertData(PaymentTransactionData trans);
public wvoid updateData(PaymentTransactionData trans);
public void eraseData(PaymentTransactionData trans);

}

public class TransactionDataManager implements DataManager{

protected Date now = new Date():’
protected SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd HH:mm:ss");
protected Timestamp timestamp = new java.sgl.Timestamp(now.getTime()):

@Override
public PersonalData showData (String dataId) ({
// TODO Add your code to get data from data store.
PaymentTransactionData data = new PaymentTransactionDatal();
DatabaseConnection dbConnection = new DatabaseConnection();
Connection connection = dbConnection.getDBConnection():
try{
String query = "SELECT * FROM transaction WHERE id = 2" ;
PreparedStatement stmt = connection.prepareStatement (query)
stmt.setInt(l, Integer.parseInt(datald)):
ResultSet result = stmt.executeQuery();:
while (result.next()) {
data.setId(result.getString("id")});
data.setTransactionType (result.getString ("type")) s
data.setTransactionDetail (result.getString("detail")) s
data.setTransactionResult (result.getString("result"))
data.setTransactionDate (result.getDate ("date")) s

}

stmt.close ()
} catch (SQLException e) {}
return data;
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Sample
Design

and Code

@Override
public void insertData(PaymentTransactionData trans) {
//TODO Add your code to insert data into data store.
DatabaseConnection dbConnection = new DatabaseConnection():
Connection connection = dbConnection.getDBConnection():
try {
String insert = "INSERT INTO transaction "
+ " (type, detail, result,date ) "
+ "VALUES (2, 2, 2, 2)"
PreparedStatement stmt = connection.prepareStatement (insert) i
int parameterIndex = 1;

stmt.setString(parameterIndex++, trans.getTransactionType()):
stmt.setString (parameterIndext+t, trans.getTransactionDetail()):
stmt.setString(parameterIndex++, trans.getTransactionResult()):s
stmt.setTimestamp (parameterIndex++, timestamp):

stmt.execute () s
stmt.close () ;

} catch (SQLException e) {e.printStackTrace();}
}
@Override
public void updateData (PaymentTransactionData trans) {
// TODO Add your code to update data.
DatabaseConnection dbConnection = new DatabaseConnection():
Connection connection = dbConnection.getDBConnection();
try {
StringBuffer upd = new StringBuffer ("UEDATE transaction SET "):
if (trans.getTransactionType() != null) {
upd.append ("typr = '"+trans.getTransactionType()+"', "):
}
if (trans.getTransactionDetail() != null) {
upd.append ("email = '"+trans.getTransactionDetail ()+"", "):
}
if (trans.getTransactionResult () != null) {
upd.append("tel = '""+trans.getTransactionResult()+"', ")¢

}

upd.append ("updatedate = '""+sdf.format (now)+""' "):
upd.append ("WHERE id = ""+trans.getId()+"' "):
System.out.println (upd.toString())
PreparedStatement stmt = connection.prepareStatement (upd.toString()
stmt.execute () #
stmt.close ()7
} catch (SQLException e) {e.printStackTrace():}

EOverride

public void eraseData (PaymentTransactionData trans) {

//TODO Add your code to erase data.
DatabaseConnection dbConnection = new DatabaseConnection():
Connection connection = dbConnection.getDBConnection():

try{
String insert = "DELETE FROM transaction "

"

+ "where id = 72 i

PreparedStatement stmt = connection.prepareStatement (insert)
int parameterIndex = 1;

stmt.setString (parameterIindex++, trans.getId()):
stmt.execute () ;

stmt.close();
}eatch (SQLException &) {}
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Sample
Design

and Code

The class PaymentTransactionData that implements the interface PersonalData is
implemented to have only the data attributes that are necessary for the purpose of

payment transaction as shown in the sample code below.

public interface PersonalData {

}

public class PaymentTransactionData implements PersonalData({

private String id;

private String transactionTypes

private String transactionResult;

private String transactionDetail;

private Date transactionDate;

public String getId() {
return id;

}

public void setId(String id) {
this.id = id:

}

public String getTransactionType() {
return transactionType;

}

public wveid setTransactionType (String transactionType) {
this.transactionType = transactionType;

}

public String getTransactionResult() {
return transactionResult;

}

public void setTransactionResult (String transactionResult) {
this.transactionResult = transactionResult;

}

public String getTransactionDetail() {
return transactionDetail;

}

public void setTransactionDetail (String transactionDetail) ({
this.transactionDetail = transactionDetail:

}

public Date getTransactionDate() {
return transactionDate;

}

public void setTransactionDate (Date transactionDate) ({
this.transactionDate = transactionDate;

}
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Known use

Examples of existing systems that take the Individual Participation principle into

account include:

® Facebook Page (Website): When a data subject wants to access the page
name to have it changed, the data subject has to make a request to the
data controller via the system.
Request New Page Name
Your Page name should accurately reflect what the Page is about. We review name changes
to protect the identity of the businesses, brands and organizations that Facebook Pages
represent.
Current Page name HELLOEYETAPE SHOP
New Page name = HELLOEYETAPE SHOP 58 characters left
Facebook Page Naming Tips:
v DO X DON'T
Use a name that accurately represents what = Mislead people by representing a person,
this Page is about. business or organization other than your
Match the name of your business, brand or own.
organization. * Include any variation of the word "Facebook"
or include the word "official.”
Use terms or phrases that may be abusive
or violate someone’s rights
For more info, see our guidelines for Page names
Cancel
® |inkedin (Website): The website provides a way to contact the data
controller via the system to inquire about issues related to personal
data.
Contact us

What can we help you with?

Briefly describe the issue *

| ’E,g, "How do | reset my password?"

Tell us more
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Theeraporn Suphakul

baumwolle.faii@hotmail.com

& Add an attachment

In order to answer your question or troubleshoot a problem, a LinkedIn representative may need

Related Openness

Patterns The Openness pattern can be used with the Individual Participation pattern to
ensure that the data subject can participate in the collection and use of his/her
personal data by being informed of the privacy policy and what personal data

are collected for what purposes.

Collection Limitation
The Collection Limitation pattern can be used with the Individual Participation
pattern to ensure that the data subject can participate in giving or refusing

consent to his/her personal data collection.

Use Limitation

The Use Limitation pattern can be used with the Individual Participation pattern
to ensure that the data subject can participate in the collection and use of his/her
personal data by being informed of the use of his/her personal data which

deviates from the specified purposes.

Security Safeguards
The Security Safeguards can be used with the Individual Participation pattern to
ensure that the data subject can participate in the handling of his/her personal

data with regard to access types.
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Pattern Name

Accountability Pattern

Privacy Principle

Accountability Principle

Intent

This pattern assures that the data controller and the data processor who
carries out the processing of personal data on behalf of the data controller
(if any) comply with the privacy principles of the OECD, and provide

necessary measures for accountability.

Motivation

The data subject entrusts the data controller with the handling of his/her
personal data. The data controller is therefore held accountable for
demonstrating to the data subject, as well as the privacy enforcement
authorities, its compliance with privacy principles. To do so, the data
controller and the data processor have to ensure that necessary privacy-
enabling mechanisms are taken into account in order to protect, detect,

and handle privacy issues.

Applicability

Use the Accountability pattern throughout the life cycle of personal data
within the system. That is, use all other patterns in order to comply with
the OECD principles. In addition, use this pattern to
® Record and view a log of events which enables monitoring of the
system.
® Assess data breach using the log of events or history of access.
® Handle and report on data breach incidents and notify relevant

parties.

® FEnable inquiry of privacy issues.
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Behavior and Structure

Activity Diagram (When logging an event that occurs in the system)

Accountability Pattern (When logging an event that occurs in the system)

User System

*

{ Use The System j

|
]

{ Record User J [ Continue Process j

Record Activity } @

I

Record Event

.

Activity Diagram (When a user (or data controller) makes (or responds to) an inquiry)

'R

Phase

Accountability Pattern (When a user (or data controller) makes (or responds to) an inquiry)

User or Data Controller System

¢

[ Make (or Respond to) Inquiry J

[ Submit Message }

|

Send Message to

Data Controller (or User)

.

Phase
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Behavior and Structure

Activity Diagram (When checking for suspicious data breach)

Accountability Pattern (When chechking for suspicious data breach)

User

System

[ Check Data Breach J

[Unusual Activities]

[Usual Activities]

{Notify Suspicious Data Breach}

NN |

[Handle Suspicious Data Breac@

[ Receive Notification }

[Report Suspicious Data Breach%

®

Phase
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Behavior and Structure

Class Diagram

<<Interface>>

o ConcreteDataBreachMonitoring
DataBreachMonitoring

(SR + checkDataBreach()
+ notifyDataBreach()
+ handleDataBreach()

+ checkDataBreach()
+ notifyDataBreach()
+ handleDataBreach()

+ reportDataBreach()

+ reportDataBreach()

<<Interface>> <<Interface>>
<<Interface>>
User EventManager L
Activity
+ recordUserDetail() + recordEvent() o ”
+ recordActivityDetail()
+ recordAccessDetail() + showEvent() )
B 3 i
I ! I
| | :
I ! I
I { I
| | |
| ! |
| ! |
: e N |
I
ConcreteUser =
ConcreteActivity
ConcreteEventManager

+ getUser()

+ getActivity()
+ setUser() + recordEvent()
+ setActivity()

+ recordUserDetail() + showEvent()

+ recordActivityDetail()

+ recordAccessDetail()

<<Interface>>

ContactMessage <<Interface>>

ContactMethod

+ recordSender()

+ recordReceiver() + sendMessage()
A
[I
i
|
I
I
I
I
I
I

+ recordMessage()

o

ConcreteContactMessage

ConcreteContactMethod
+ getMessage()

+ setMessage()

+ recordSender() + sendMessage()

+ recordReceiver()

+ recordMessage()
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Participants

Interface Name/Class Name

Detail

Interface User

An interface that represents the user who accesses the system
(and may not be the data subject) and has responsibilities to

record user detail and access detail.

Class ConcreteUser

A concrete class that implements the interface User with the
data attributes to identify who accesses the system as well as

access detail.

Interface Activity

An interface that represents the user activity within the system
and has responsibilities to record activity detail, e.g. what

personal data are accessed and access type.

Class ConcreteActivity

A concrete class that implements the Interface Activity with the

data attributes to identify the user activity.

Interface EventManager

An interface that has responsibilities to record and show events

that occur in the system.

Class ConcreteEventManager

A concrete class that implements the Interface EventManager.

Interface

DataBreachMonitoring

An interface that has responsibilities to monitor access to
personal data, notify relevant parties (e.g. data subject and data
controller) about unauthorized or suspicious access behavior,

further handle the breach, and report data breach.

Class

ConcreteDataBreachMonitorin

8

A concrete class that implements the interface

DataBreachMonitoring.

Interface ContactMessage

An interface that represents the inquiry (or response) message
of the user (or data controller) with regard to a privacy issue,
and has the responsibilities to record the sender, receiver, and

content of the message.

Class

ConcreteContactMessage

A concrete class that implements the interface ContactMessage.

Other responsibilities related to the message can be added.

Interface ContactMethod

An interface that has responsibilities to send a message from a

sender to a receiver.

Class ConcreteContactMethod

A concrete class that implements the interface ContactMethod.
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Collaboration

1. When logging an event that occurs in the system
1.1 When a user uses the system, the system controller creates a ConcreteUser object to
record the user detail (e.g. username, role) and access detail (e.g. location, browser,
operating system, access date).
1.2 The system controller creates a ConcreteActivity object to record the user activity detail
(e.g. access type and accessed data).
1.3 The system controller creates a ConcreteEventManager object to record the
ConcreteUser and ConcreteActivity objects as an event in a data store.
2. When a user (or data controller) makes (or responds to) an inquiry
2.1 The system controller creates a ConcreteContactMessage object to set the sender,
receiver and message content into the object.
2.2 The system controller creates a ConcreteContactMethod object to send the
ConcreteContactMessage to the receiver.
3. When checking for suspicious data breach
3.1 The system controller creates a ConcreteDataBreachMonitoring object to monitor access
to personal data
3.2 The system controller calls the ConcreteDataBreachMonitoring to check for suspicious
access behavior.
3.3 The ConcreteDataBreachMonitoring object calls ConcreteEventManager to view a log of
events that occur in the system.
3.4 If access behavior is unusual, the ConcreteDataBreachMonitoring object notifies the

data subject about suspicious access behavior, and handles data breach.

3.5 The ConcreteDataBreachMonitoring object generates a data breach checking report.
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Collaboration

Sequence Diagram (When logging an event that occurs in the system)

sd Accountability Pattern (When logging an event that occurs in the system)J

U

<<Control>>
User :SystemController
L SML-ONtroTer |

I usethesystem |

<<(Create>>

ac:ConcreteUser

recordUserDetail() !

Ll
recordAccessDetail() .

recordActivityDetail()

>

<<Lcreate>>

at:ConcreteActivity

recordActivityDetail() \

vy

setActivity()

<<Create>>

[

et:ConcreteEventManager

recordEvent(ac,at)

message to inform event are recorded
S il !

L‘] Ll

.
Ll
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Collaboration

Sequence Diagram (When a user (or data controller) makes (or responds to) an inquiry)

sd Accountability Pattern (When a user (or data controller) makes (or responds to) an inquiry)J

m:ConcreteContactMessage

@
<<Control>>
User/Data Controller :SystemController
T T
| |
! request to contract !
<<create>>
recordSender(sender)

T
|
|

recordReceiver(receiver)

recordMessage(message)

message to inform message are sended

T
|
<<create>> |
} c:ConcreteContractMethod
T
sendMessage(m) !
P
e message to inform message are sended u
,,,,,,,,,,,,,,,,,,,,,,, At
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Collaboration

Sequence Diagram (When checking for suspicious data breach)

sd Accountability Pattern (When checking for suspicious data breach)J

@
<<Control>>
Data Subject :SystemController em:ConcreteEventManager
T T T
| <<create>> |

db:ConcreteDataBreachMonitoring

T

checkDataBreach() |

showEvent(eventDetail)

a log of event
<, ,,,,,,,,,,,,,,,,,,,,,,,,

T

opt

notifyDataBreach()
< message to notify for suspicious data breach I

handleDataBreach()

reportDataBreach()

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
[u nusué‘et Activity]

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| report data breach
|

|

|

|
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Consequences

1. Using this pattern, the system of the data controller can comply with the
principles as recommended by OECD. The data controller and data processor
are prepared to demonstrate accountability to the data subject.

2. There are costs in terms of time and space associated with managing a log
of events. Extra storage space is required for logging user activities and
periodic assessment of data breach on the log may consume time and may
require an algorithm to identify suspicious behavior or loopholes in the

system.

Implementation

Issues regarding the implementation of the Accountability pattern are as
follows.

1. All privacy-enabling mechanisms recommended by OECD privacy principles
should be tailored to the operations of the data controller itself and of the
data processor who performs data processing on behalf of the data
controller. All mechanisms should be recorded in the privacy management
program of the data controller and data processor.

2. The data controller may choose to notify privacy enforcement authorities
only when there is a significant data breach. The data controller should report
to the authorized bodies an intrusion by an attacker that accesses all
personal data, rather than failed attempts to log in to a user account.
However, the latter might be a threat to an individual and should be reported

the relevant data subject.

Sample Design

and Code

An example below shows the case of a system that records details of events
of access and activities of a user within the system. The system allows the
user to make inquiries and can respond to the user. The system operation is
constantly monitored and regularly checked for data breach incidents. In the
presence of such incidents, relevant parties are notified. The system

generates a report as evidence of data breach monitoring and checking.
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Sample
Design

and Code

<<Interface>>

DataBreachMonitoring

+ checkDataBreach(user,date)
+ notifyDataBreach(user)

+ handleDataBreach()

+ reportDataBreach()

<<Interface>>

User

RegistrationDataBreachMonitoring

+ checkDataBreach(user,date)
+ notifyDataBreach(user)
+ handleDataBreach()

+ reportDataBreach()

<<Interface>>

EventManager

+ recordUsername(user)
+ recordLocation()
+ recordOS()

+ recordAccessDate()

+ recordEvent(user,activity)

+ showEvent(eventDetail)

[

UserOfSystem

[y

T
1
|
|
|
|
|
|
|
|
|
|
|
|
1
|
L

—

+ getUser()

+ setUser()

+ recordUsername(user)
+ recordLocation()

+ recordOS()

+ recordAccessDate()

UserEventManager

+ recordEvent(user,activity)

+ showEvent(eventDetail)

<<Interface>>

Activity

+ recordAccessType(accessType)
+ recordDataCategory(dataCategory)

+ recordPersonalData(datald)

A
i
i
i

UserActivity

+ getActivity()
+ setActivity()
+ recordAccessType(accessType)

+ recordDataCategory(dataCategory)

+ recordPersonalData(datald)

<<Interface>>

ContactMessage

+ recordSender(sender)

+ recordReceiver(receiver)

+ recordMessage(message)

8

<<Interface>>

ContactMethod

+ sendMessage(contractMessage)

InquiryMessage

A
i
:
:
:

+ getMessage()

+ setMessage()

+ recordSender(sender)

+ recordReceiver(receiver)

+ recordMessage(message)

ContactByEmail

+ sendMessage(contractMessage)
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Sample
Design

and Code

When a user uses the system, the system uses the class UserOfSystem that
implements the interface User to record user detail (e.g. username) and access

detail (e.g. location, os, and access date) as shown in the sample code below.

interface User {
public void recordUsername (String username);
public wvoid recordLocation();
public void recordOS():
public void recordAccessDate()
}
public class UserOfSystem implements User({
private String username;
private String location;
private String os;
private Date accessDate;

public String getUsername () {
return username;
}
public void setUsername (String username) {
this.username = username;
}
public String getLocation() {
return location;
}
public void setLocation(String location) {
this.location = location;
}
public String getOs() {
return os;
}
public void setOs(String os) {
this.os = os;
}
public Date getAccessDate() {
return accessDate;
}
public void setAccessDate (Date accessDate) {
this.accessDate = accessDate;
}
@Override
public void recordUsername (String username) {
/* TODO Add your code to record user
*/
this.username = username;
}
@Override
public void recordLocation() {
/* TODO Add your code to record location that user live
* when access personal data.
*/
Locale currentlLocale = Locale.getDefault():
this.location = currentlLocale.getDisplayLanguage ()
}
@Override
public void recordOS() {
/* TODO Add your code to recode operating system that user
* uses to access personal data.
*/
String operate = System.getProperty("os.name");
this.os = operate;
}
@Override
public void recordAccessDate() {
/* TODO Add your code to recode date that user access
* personal data.
*/
Date datenow = new Date():
this.accessDate = datenow;
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Sample
Design

and Code

The system uses the class UserActivity that implements the interface Activity to

record activity detail (e.g. access type, data category, id of personal data)

public interface Activity {
public veid recordAccessType (String accessType):
public veid recordDataCategory(String dataCategory):
public void recordPersonalData(String datald);

}

public class UserActivity implements Activity{
private String accessTyper
private String dataCategory:
private String datald;

public String getAccessType() {
return accessType;

}

public void setAccessType(String accessType) {
this.accessType = accessType:

}

public String getDataCategory () {
return dataCategory:

}

public wvoid setDataCategory(String dataCategory) {
this.dataCategory = dataCategory:r

}

public String getDataId() {
return datald;

}

public void setDatald(String dataId) {
this.datald = datald;

}

@0verride

public void recordAccessType (String accessType) |
// TODO Add your code to record activity
this.accessType = accessType!

}

@Override

public void recordDataCategory(String dataCategory) {
// TODO Add your code to record data category
this.dataCategory = dataCategory;

}

@Override

public void recordPersonalData(String datald) {
// TODO Add your code to record personal data
this.datald = datald:
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Sample
Design

and Code

The system uses the class UserEventManager that implements the interface

EventManager to record and show events that occur in the system. An example

records events into a log file as shown in the sample code below.

public interface EventManager {
public void recordEvent (UserOfSystem user,UserActivity activity):
public void showEvent (String activity, String dataCategory,Date date);s
}
public class UserEventManager implements EventManager{
private final static Logger logger =
Logger.getLogger (UserEventManager.class.getName () ) ;
private SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd");
@Override
public weoid recordEvent (UserQfSystem user,UserActivity activity) {
// TODO Add your code to record event into a data store.
FileHandler th;
try {
String accessType = activity.getAccessType();
String dataCategory = activity.getDataCategory():
fh = new FileHandler ("D:/log/"+accessType+"-"+dataCategory+"-
+sdf.format (user.getAccessDate () })+".log", true);
logger.addHandler (fh) s

v

JSONObject juser = new JSONObject():

juser.put ("username", user.getUsername());
juser.put ("location", user.getLocation());:
juser.put ("os", user.getOs()):

juser.put ("date", user.getAccessDate()):
String accessorXml = XML.toString(juser);
logger.info (accessoriml) ;

JSONObject jactivity = new JSONCbiject():s

jactivity.put ("accesstype", activity.getAccessTypel());:
jactivity.put("datacategory", activity.getDataCategory()):
jactivity.put("datald", activity.getDatald());

String activityXml = ¥ML. toString(jactivity):

logger.info (activityXml);

} catch (SecurityException e) { e.printStackTrace();}
catch (IOException e) { e.printStackTrace();}
catch (JSONExzception e) { e.printStackTrace():

}

@Override

public void showEvent (String accessType,String dataCategory,Date date)
// TODO Add your code to show a log of events.
String fileName = "D:/log/"+taccessTypet"-"+dataCategoryt"-

+adf.format (date) +".log";

System.out.println (fileName);
BufferedReader reader;

try {
reader = new BufferedReader (new FileReader (filellame));
String line;
while((line = reader.readLine()) != null) {

System.out.println(line);
}
} catch (FileNotFoundException e) { e.printStackTrace();}
catch (IOException e) { e.printStackTrace():}

{
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Sample When a user makes an inquiry, the class InquiryMessage that implements the

Design interface ContactMessage is implemented to record the sender, receiver, and

and Code | content of the message as shown in the sample code below.

interface ContactMessage {
public void recordSender (String sender);
public void recordReceiver (String receiver);
public void recordMessage (String message):

}

public class InquiryMessage implements ContactMessage({
private String sender;
private String receiver;
private String message;

public String getSender() {
return sender;

}

public String getReceiver() {
return receiver;

}

public String getMessage () {
return message;

}

@0verride
public veoid recordSender (String sender) {
/7 Add your code to record who send message.

this.sender = sender;

}

@Override

public void recordReceiver (String receiver) {
174 Add your code to record who receive message.
this.receiver = receiver;

}

@override

public void recordMessage (String message) {
/7 Add your code to record the message.

this.message = message;

implemented to send a message from a sender to a receiver.

interface ContactMethod ({
public void sendMessage (InquiryMessage msg) 7

}

The class ContactByEmail that implements the interface ContactMethod
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Sample
Design

and Code

public class ContactByEmail implements ContactMethod{
@Override
public void sendMessage (InquiryMessage msg) {
// TODO Add your code to send a message from a sender to a receiver.
String to = msg.getReceiver();
String from = msg.getSender():
String host = "localhost";

//Get the session object

Properties properties = System.getProperties():
properties.setProperty("mail.smtp.host", host):

Session session = Session.getDefaultInstance(properties);

//Compose the message

try{
MimeMessage message = new MimeMessage (session);
message.setFrom(new InternetAddress(from)):
message.addRecipient

(Message.RecipientType.TO, new InternetAddress(to)):s

message.setSubject ("Ping");
message.setText (msg.getMessage()) s

//8end message

Transport.send(message) ;

System.out.println("message sent successfully....");
}eatch (MessagingException mex) {mex.printStackTrace();:}

In the case that the system needs to check for suspicious data breach, the class
RegistrationDataBreachMonitoring that implements the interface
DataBreachMonitoring as shown in the sample code below would be called to
check access behavior for data breach and notify suspicious access behavior (e.g.
logging in from a different OS platform and location in this example). Furthermore,

the system could handle data breach and generate a data breach report.

interface DataBreachMonitoring extends DataManager(
public boolean checkDataBreach (UserOfSystem user,String date);
public void notifyDataBreach (UserOfSystem user);
public void HandleDataBreach():
public void ReportDataBreach():
}

public class RegistrationDataBreachMonitoring
extends RegistrationDataManager implements DataBreachMonitoring{

@Override
public boolean checkDataBreach (UserOfSystem user,String date) {
boolean checker = false;
/* TODO Add your code to check for suspicious access behavior.
*# if this access are suspicious the system should notify user
*/
SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd");
Date dateCheck;
try {
dateCheck = sdf.parse(date);
UserEventManager uEvent = new UserEventManager():
uEvent.showEvent ("Update", "Registration", dateCheck):
//Rdd your code to check for suspicious access behavior

} ecatch (ParseException =) {e.printStackTrace():}
if (!checker)

notifyDataBreach (user) ;
return checker;
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@Override

Sample public veid notifyDataBreach (UserOfSystem user) {
/* TODO Add your code to notify data subject that access are
Design * suspiciousi.e. notify email, send SMS and so on
*/
SimpleDateFormat ft =
and COde new SimpleDateFormat ("E yyyy.MM.dd 'at' hh:mm:ss a"):
System.out.println("Send notice to email!!");
System.out.println("We noticed you logged into Account using"):
System.out.println(user.getlOs());
System.out.println("from "+user.getLocation()):
System.out.println("date "+ft.format (user.getBAccessDate()));
}
@Override

public void HandleDataBreach() {
// TODO Add your code to handle data breach

}
@Override

public veid ReportDataBreach() {
// TODO Add your code to report data breach

inquiry can be made via the system.

. SUMMARY ACTIVITY SEND & REQUEST WALLET SHOP|

Help Center Ask the Community

Email us

Thanks for reaching out to us. Please select the topic and sub-topic that
best match your reason for contacting us.

Privacy Policy ~
Privacy Questions ~

Message: Please be specific

inquiry can be made via the system.

® cBay (Website): When a user wants to contact the data controller, an

}
)
Known Examples of existing systems that take the Accountability principle into account
use include:

® PayPal (Website): When a user wants to contact the data controller, an
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Known use ebay

Home » Customer Service » Email Us

Contact us

To: eBay Customer Service
From: theeraporsuphaku_0
Subject: Someone has used your account

Enter your question / concern

10000 characters left. Do not include HTML or JavaScript

Send a copy to your email address. It may take up to 5 minutes

Enter the verification code

26777

Change the image | Listen to the numbers

® Facebook (Website): When a user logs in from an IP address, browser, OS,
and device that differ from those in the previous logging-in, the web site
tracks this unusual behavior and allows the user to block any access to

the web site from such suspicious setting.

Where You're Logged In

EI Windows PC - Bangkok, Thailand
“hrome - Active now

OPPO F1 - Bangkok, Thailand

Messenger - 3 h

Related All privacy patterns

Patterns The Accountability pattern will be effective when all other privacy patterns are
applied to the system. The data controller can demonstrate its accountability to
the data subject by having all privacy-enabling mechanisms, present in the other

patterns, to protect the data subject’s personal data.
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