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# # 5870969821 : MAJOR SOFTWARE ENGINEERING
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SIRIKWAN = TREETIPPAYARUK: Security Vulnerability Assessment Tool for
Software Version Upgrade. ADVISOR: ASSOC. PROF.TWITTIE SENIVONGSE, Ph.D.,

70 pp.

Software installed on a computer may have vulnerabilities that allow an
attacker to access or exploit a computer and the best protection is upgrading software.
Software vendors periodically release software updates to upgrade software to the
latest versions with new features, to fix bugs, or to fix security weaknesses. However,
it is difficult for administrators or users to upgrade all software to the latest version,
because there are concerns about problems that might ensue after upgrading the

software version.

Therefore, this thesis proposes a tool to assess severity of the vulnerabilities
of the installed software version in comparison with that of the latest version. The
assessment is based on the CVSS vulnerability scoring system and considers all metric
groups, i.e. Base, Temporal, and Environmental metric groups. The Base score of
particular software is taken from the National Vulnerability Database (NVD) and the
Temporal score from IBM XForce Exchange. The Environmental score follows NIST
classification of the security impact an information system would have on an
organization. The assessment tool can suggest whether the upgrade to the latest
versions is necessary. Thus, the users can decide to upgrade software version that has

the most severe vulnerability first.

In a user satisfaction evaluation, the tool scores 4.26 out of 5. In addition, the
performance of the tool in finding software names and versions information in the NVD

in terms of the average F-measure is 0.9919. Both evaluation results are satisfactory.
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Confidentiality Integrity Availability
Impact Impact Impact
Administrative Management
Help Desk Services Low Low Low
Security Management Moderate Moderate Low
Workplace Policy
Development and Low Low Low
Management
Financial Management
Asset and Liability Low Low Low
Management
Reporting and Low Moderate Low
Information
Funds Control Moderate Moderate Low
Accounting Low Moderate Low
Payments Low Moderate Low
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2.2.1. Betrayed By Updates: How Negative Experiences Affect Future Security
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2.2.3. Enhancing Service-Side QoS Monitoring for Web Services
11139 [10] Iauainsesllodmsudhdunaauninnisliuinis (Quality of services)

vuiladsrinesdmiuivwesis s tanmunmnislvuing 6 du wasluiuiifidoaulade

d

caa

fuiTadmsuanutuae Inenuisesinanagyinisaunusedevensuasa :uasflumiaa

@srnesiliusmsiuwesis ndintuaziisedesenduisuasneituludumsionis
ﬁziaﬂmﬁ'Lﬁwi’faqﬁ’wawmn'%ﬁumﬂmwﬁamL'Su"”aﬁ iolimsuinwendusnostuiandly
audsnedtuiisnenisdedlnilatng uas Us‘vLmumwmumwawaqiwdﬁ RoLAS 09
Wseslaeldnzuuudiioaiod Imaammﬂwjiv\lwawmmmnuLsnaswmaﬂmmumq
doudanaronuawiuanuiuadunsliuinsveaiuwe ey Tanziuuiioaead

W lgtuayldieangudyiniiugiumintu

[

31NN1sMATeRINaNnInsUssvauguLswestadnilngldasuuuiiieandlungy

1 Y

Adnnugiuwinny Ieibildanunsoasiouaninvessenduisuetasins a Jagiulanin

[ |

7989 JLmmeqmmﬂm%mﬂanuum Wmimﬂﬂaum’mmm’mma ﬂﬁll(ﬂ']’)@ﬁﬂll

eEw

anminndensiumglunsAuIMAzLULT I oded



14

2.2.4. Improving CVSS-based vulnerability prioritization and response with

context information
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Feed
CVE-Maodified

CVE-Recent

CVE-2017 6/M11/2017 3:00:58 AM -04:00
CVE-2014 G/10/2017 3:04:18 AM -04:00
CVE-2015 6M0/2017 3:07:05 AM -04:00
] aaal = A
JUN 3.2 599n150I0LUNATUUTLNEUNS
"c;e" HEE
"CVE_data meta" {
"ID" : "CVE-2016-0001"
b
"configurations" : {
"CVE_data_version" "4.0",
"nodes™ : [ {
"operator" "AND",
"children™ : [ {
"operator” "CR",
"epe™ ¢ [ {
"vulnerable™ true,
"cpeMatch3tring” : "cpe:/a:microsoft:jscript:5.7",
Tepe230ri™ "ecpe:2.3:aimicrosoft:ijscripti 5. Ti*o* = e * o *0
oo A
"vulnerable™ true,
"cpeMatchString™ : "cpe:/a:microsoft:jscript:5.8",
Mepe230ri™ "epe:2.3:a:microsoft:jscript:5. 8 ¥ kR d ko wl
Pe A
"vulnerable™ true,
"cpeMatchString™ : "cpe:/a:microsoft:vbscript:5.7",
"cpe230ri” "cpe:2.3:a:microsoftivbscriprtiS.TisimoR R R AR
Pe A
"vulnerable™ true,
"cpeMatchScring™ : "cpe:/a:microsoft:vbscript:5.8",
"cpe23Uri” "cpe:2.3:aimicrosoftivbscriptiS.B M IR IR R IR AT
Hl
o4

Updated
6112017 6:00:28 AM -04:00

6M11/2017 6:00:11 AM -04:00

Y

Download Size (MB)
META,

GZ 0.13
ZIP

META,

GZ

1P g
META,

GZ 0.7a
ZIP 0.78
META,

GZ 245
P 245
META,

GZ 2.04
ZIP 2.04

< f @ Ao
e3u oI

"impact™ : {
"baseMetricV3" : {

"cwssVIT @ |
"attackVector"” "HETWORE",
"attackComplexicy™ "HIGH",
"privilegesRequired” "HONE™,
"userInteraction” "REQUIRED",
"scope" "OMCHAMGED",
"confidentialityImpact™ "HIGH",
"integrityImpact” "HIGH",
"availabilityImpact™ "HIGH",
"baseScore™ : 7.5,
"baseSeverity" "HIGH"™

b

"exploitabilityScore™ : 1.6,

"impactScore™ : 5.9

"baseMetricV2" : {

"ocwssVant oo
"accessVector"™ "NETWCERK",
"accessComplexicy™ "HIGH",
"authentication™ "NCNE"™,
"confidentialityImpact™ "CCMPLETE",
"integrityImpact™ "CCMPLETE™,
"availabilityImpact” "COMPLETE"™,
"baseScore™ : 7.6

T

"severity"” "HIGH",

"exploitabilityScore™ : 4.9,

"impactScore™ : 10.0,

"obtainAllPrivilege™ false,

"obtainUserPrivilege"™ false,

"obtainOtherPrivilege"™ false,

"aserInteractionRequired™ : true

Naa a v & 2 aa
‘(j'ﬂ@%ﬂﬂ‘ﬂ@LﬂUIUL@ujﬂ

UM 3.3 Inseainavessnenis
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TnofinosduvessruuUfdanisiulaidazgniAuldly HKEY LOCAL MACHINE\

' ¥
f v Aa v

SOFTWARE\Microsoft\Windows NT\CurrentVersion wags1gdaganduisuagiiasduiinge
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d1vsurenduisinesdu 32 TnazgniAuliTuHKEY LOCAL MACHINE\SOFTWARE
\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall
euazBuavesteyanedovendwsinesdumivliluiulmdsians iudagud 3.5 3

Y

SeTeraNdlITazRwNnTan DisplayName wagiauiostuazianainilan DisplayVersion

Mame Type Data

ab) (Default) REG_SZ (value not set)

-"'_'ﬂ Authorized COFPrefic  REG_SZ

a'ﬂ Displaylcon REG 52 C:\Python34' python.exe
-"'_'ﬂ DisplayMame REG_SZ Python 3.4.2 (64-bit)

a'ﬂ DisplayVersion REG 52 3.4.2150
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" ynjjgUseanana Intel® Core™ i7-3520M CPU AM1bS7 2.90GHzZ
" 2uANNT1 4 GB
" g15aRan AI1Ng 320 GB
\A3adsHIIeS (Server)
" ygUsEanana Intel® Xeon® L5520 A13t57 2.27GHz
" 29ANNT7 4 GB

" ginfan AI1ug 200 GB
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\inJud 1ofd (NetBeans IDE 8.0.2)
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fevfinaniioy 47.5 (PHPDESKTOP 47.5)

dulu wndU poulniaas 5.5.9 (Inno Setup Compiler 5.5.9)
sruuUFtAnslulassewsiiulaad 7 (Microsoft windows 7) dmiuladesaeuiiaimes
Fldfaneosie

JeUUUHUANSAYNG (Linux) 139594 3.11.0-15-generic dmMTULATOUTINLIOS
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LastModified EnvironmentalScores
PK id PK id
Vear head_system
last_meodified_datetime system_name
detail
C
I
A
SoftwareNames BaseScores EEJLSt—F
PK id PK id adjust_|
cye o————+H cye adjust_a
cpe AV
AC
PR
UI
5
C
I
A
base_score
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lastModifiedDate: 2015-89-18TA8:40: 89-84 : 88

size:1273382

zipSize:91619

gz51ize:91477
sha256:ac782e2db4@322b@9ad5dd676501e8755Tda3if2bef347b7503491708chc5eaft
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[temporal_score] =» 4.1
[remedy] => Mo remedy available as of October 1, 2014.
[remedy fmt] =

Mo remedy available as of October 1, 20814.

[reported] => 2014-085-22T00:808:087
[tagname] =» conversionninja-wordpress-index-xss
[stdcode] => Array

(

[@] => BID-67598@

[1] =» CVE-2814-4817
y
J

[platforms_affected] => Array

[@] => WordPress Conversion Ninja Plugin for WordPress
3
4

[platforms_dependent] => Array

[@] => WordPress WordPress
bt
El

[exploitability] =»> High
[consequences] =» Cross-Site Scripting
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Update Data

Update vulnerability database

Update Data

FILE LAST UPDATE

2002 2017-05-12 03:39:57
2003 2017-05-12 03:38:03
2004 2017-05-12 03:37:28
2005 2017-05-12 03:36:21
2006 2017-05-27 03:12:20
2007 2017-05-24 03:24:53
2008 2017-05-12 03:28:53
2009 2017-05-27 03:09:41
2010 2017-05-12 03:23:30

5UN 4.6 vihasuansiunauul g uteyadedniaianan
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Find installed Software

U2 Find installed software

Empty

Please click "Find installed software" button
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Additional Installed Software List of Added Installed Software
SOFTWARE NAME
Software name Software version
Adobe Photoshop
Adobe Photoshop CS6
SOFTWARE VERSION
Ccs6

=

sUN 4.8 viaeuansilandunisiiuseterenduisuaziiastuies

' ' (%
¥ & € aa v

= = o s = a s = o v o A
LN@L@ﬁaﬁNaﬂu‘VﬂsqEJSU'EJG?I@WG’]LL’JﬁV]mWC‘NIULﬂsaﬂﬂ@NW'JLmaﬁLiEJ‘Ui@EJLLa'JQSLLﬁﬂQ'Ju‘V]

Rndamondig fuendnfasisoning edevending uasoidurenduag daguil 4.9

Find installed Software

SHOW 19 v ENTRIES SEARCH
E‘;:TTE;L'ED' VENDOR SOFTWARE NAME SOFTWARE VERSION
2017-06-15  Acunetix Ltd. Acunetix 11 Trial 11.0.171381251
2017-06-04  Microsoft Corporation ClickOnce Bootstrapper Package for Microsoft .NET Framework 4.6.01590
2017-06-04  Microsoft Corporation DiagnosticsHub_CollectionService 15.0.26208
2017-06-04  Microsoft Corporation Entity Framework 6.1.3 Tools for Visual Studio 15 6.1.60104.0
2017-06-04  Microsoft Corporation icecap_collection_neutral 15.0.26208
2017-06-04  Microsoft Corporation icecap_collection_x64 15.0.26208
2017-06-04  Microsoft Corporation icecap_collectionresources 15.0.26208
2017-06-04  Microsoft Corporation icecap_collectionresourcesx64 15.0.26208
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woALITIENIwaNALIS B TUNARAluAToIRRUN NS LaztandwIsIestuatannilly
Fudeya SN uanisen1sTidvesreniuIsiug uarazluudeaeangnAuIlag
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Compare Software and Calculate CVSSv2

Between installed software and latest software.

Compare Software

Determine environmental metric score

Installed Software latest Software
Software Name Softyva € Cvss Software Name Softyva © Cvss
Version Score Version Score
Adobe Flash Player 25 ActiveX 25.0.0.148 - Adobe Flash Player 25 ActiveX 25.0.0.163 -
VLC media player 221 :'ed'”"" VLC media player 225 low: 3.2
Microsoft NET Framework 4.5.2 Multi- 4.5.51651 Microsoft NET Framework 4.5.2 Multi- 47 medium :
Targeting Pack e Targeting Pack . 53
Microsoft .NET Framework 4.6 Microsoft .NET Framework 4.6 medium :
Targeting Pack 4.6.00081 - Targeting Pack a7 53
Microsoft NET Framework 4.5 Multi- 4550710 Microsoft NET Framework 4.5 Multi- 47 medium :
Targeting Pack o Targeting Pack : 5.3

3UM 4.10 vhdeuanman1siUSeuliigusenineeniuls 2 ety

(%
=

\WeAAnveveniLIFITUanITIIN15TIDVeIaNALITIUY LagavluungURIInNUgIY

wazazluulunguiinnuaIRegUn 4.11

Compare Software and Calculate CVSS v2

Between installed software and latest software

Compare Software

Determine environmental metric score

Installed Software latest Software

Software Name Soft\:va © CVSS Score  Software Name Soft\:va © CVSS Score
Version Version

Adobe Flash Player 25 ActiveX 25.0.0.148 - Adobe Flash Player 25 ActiveX 25.0.0.163 -
base score base score
10 10
AV: temporal AV: temporal
NETWORK Scorz . NETWORK mr‘; =
AC:LOwW E: Unﬁrc;ven AC:LOwW E: Unpllm‘ven

CVE-2017-3068 gu “NONE RL : Official CVE-2017-3068 gu “NONE RL : Official

: Fix : Fix

F.OMPLETE RC: F.OMPLETE RC:
COMPLETE Confirmed COMPLETE Confirmed
A A
COMPLETE COMPLETE
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[nstalled Software Version Not in Database

Installed Software

Software Name Software CVSs
Version Score
C\gco AnyConnect Secure Mobility 3.1.07021 Medium
Client
Gom Player 2.2.69.5227 Medium
Graphviz 2.28 2.28.0 Medium

latest Software

Software Name

anyconnect_secure_mobility_client

gom_player

graphviz

Software

Version CVSS Score
4.3.04027 :gdium :
2.3.10.5266 ;r-w;dium :
2.8 gjgdium :

JUN 4.12 mihvauanman1siSeuiieuseninegeniuas 2 westulunsalifgeniuisiiesdu
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Installed Software Version Higher Than Version Installed Software Name Not in Database
in Database

""""""" 360 Total Security 9.0.0.1146

Adobe AIR 26.0.0.118 RapidBoot HDD Accelerator 1.00.0802

Adobe Flash Player 25 ActiveX 25.0.0171 DocuPrint P215 b 1.013.00

Adobe Flash Player 25 NPAPI 25.0.0171 Intel AppUp(SM) center 3.6.1.33057.10

Dropbox 28.414 Mozilla Maintenance Service 53.0.3.6347

Microsoft Help Viewer 2.0 2.0.50727 OBS Studio 17.0.2

Mozilla Firefox 53.0.3 (x86 en-US) 53.0.3 Potplayer

Picasa 3 3.9.140.239 SugarSync Manager 1.9.61.90905

TeamViewer 10 10.0.47484 Sony Mobile Update Engine 2.16.9.201606210840
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Calculate CVSS v2

Calculate CvSS

Collateral Damage Potential (CDP):

Target Distribution (TD):

Security Requirements (CR, IR, AR)
Information type :
Detail:
Confidentiality Requirement:
Integrity Requirement:

Availability Requirement:

Environmental Metric Group

Not Defined

Not Defined

Please Select

Please Select

Please Select

Please Select

a2
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Security Requirements (CR, IR, AR)
Information type :
Detail:
Confidentiality Requirement:
Integrity Requirement:

Availability Requirement:

CVE

Adobe Flash Player 23 NPAPI 23.0.0.205

MODIFIED ATTAC

VODIFIED A

WODIFIED

N
N .
CVE-2016-7857 MODIFIED PRIVILEG
N
h

MODIFIED SC

LOANDITU 2

Environmental Metric Group

Please Select

Please Select

Please Select

Please Select

7| Not Defined

Base Modifiers

v

exiTy -| Not Defined MODIFIES

ouiReD - | Not Defined v MODIFIE!

\TerACTION: | Not Defined +
:|Not Defined

D CONFIDENTIALITY

Not Defined »

D INTEGRITY - | Not Defined

MODIFIED AVAILABILITY : | Not Defined
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LOAVIBITUY 3

lunsnsendaya Security Requirement dmsudiianiuanInwinges @3u Information

v A

type AzifndonUsngaiulssinnaisaunaniualag NIST WoldonUssnnias ninee
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lansAlasuseny (Default) 989 Confidentiality/Integrity/Availability Requirement ¢

AISEAUNANTENUVBIUTEIANANTAUNATINIVUALAY NIST Uiy NHlaRaseuU0989ANS

#11150U5UA AN ILANULAINZANYDIBIANS

Calculate CVSS v2
Environmental Metric Group

Collateral Damage Potential (CDP): Medium-High v

Target Distribution (TD): High v

Security Requirements (CR, IR, AR)
Information type : Help Desk Services v

Help Desk Services involves the management of a service center to respond to government

Detail: employees' technical and administrative questions.
Confidentiality Requirement: Medium v
Integrity Requirement: Medium v
Availability Requirement: High v
Submit

5UN 4.16 vihveuanstayandniian Security Requirement muUsznnansaume

WonsantayangufiiinaIuanIniIngeulseuTesuad wn3eslorznadulunminianiua
waRINAN1 T UL UZaNARITIENIgaNALIs o TUNAnntlulAToIRaNN A0S waY

s & s 1 a v a < o & Ny = ° &
gonAwITIestuAaanilluguteyadnass lnglundlazuuuiiioaeanuansasgnAuinms

3 nguAain Ao nauIRNugU nqudinmunauazngudInn AN IR eNAgUN 4.17



aa

Compare Software and Calculate CVSS v2

Between installed software and latest software.

Compare Software

Determine environmental metric score

Installed Software latest Software

Software Cvss Software CVSS
Software Name ) Software Name .
Version Score Version Score

Adobe Flash Player 25 ActiveX 25.0.0.148 . Adobe Flash Player 25 ActiveX 25.0.0.163 -
VLC media player 221 . VLC media player 225 :‘;d'”"":
Mlcmsloft NET Framework 4.5.2 Multi- 4551651 Mlcmsgft .NET Framework 4.5.2 Multi- a7

Targeting Pack Targeting Pack

Microsloft NET Framework 4.6 4600081 Microsoft NET Framework 4.6 Targeting a7

Targeting Pack Pack

Microsloft NET Framework 4.5 Multi- 4550710 Microsoft NET Framewaork 4.5 Multi- a7

Targeting Pack Targeting Pack
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List of Vulnerabilities

SHOW ' 1p v ENTRIES SEARCH:

# - Severity CVE Software Name Software Version

131 - CVE-2014-4261 Oracle VM VirtualBox 4.3.12_27Z7 4312
132 - CVE-2017-0246 Windows 7 Professional 1703

133 | medium: 6.8 CVE-2015-2526 Microsoft NET Framework 4.5.2 Multi-Targeting Pack 4.5.51651
134 medium: 6.8 CVE-2015-2526 Microsoft NET Framework 4.6 Targeting Pack 4.6.00081
135 | medium:6.8 CVE-2015-2526 Microsoft NET Framework 4.5 Multi-Targeting Pack 4.5.50710
136 medium: 6.8 CVE-2015-2526 Microsoft NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932
137 | medium: 6.8 CVE-2017-3538 Oracle VM VirtualBox 4.3.12_27Z7 35.1.8

138  medium: 6.6 CVE-2014-4072 Microsoft .NET Framework 4.5.2 Multi-Targeting Pack 4.5.51651
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CVSS scores of computer Number of Vulnerabilities

Max :
Number of Vulnerabilities

8.7 high : Microsoft .NET Framework 4.

6 Targeting Pack 4.6.00081
low, 71

Avg:
8.3 high
i medium, 113
Min e crit\cal,oo
~ none,
7.1 high : Oracle VM VirtualBox 4.3.12
_T777 4.3.12

high, 72

Number of Software

Number of Software
Wersio

Tnstalled rsion _
n DB, 38
_ Installed Software Version

Not in DB, 16

\_ — Compare Software, 11

Installed Software Name
Mot in DB, 102
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INSTALLED SOFTWARE

Adobe Flash Player 25 ActiveX 25.0.0.148

VLC media player 2.2.1

Microsoft NET Framework 4.5.2 Multi-Targeting Pack

4.5.51651

Microsoft NET Framework 4.6 Targeting Pack 4.6.00081

Microsoft .NET Framework 4.5 Multi-Targeting Pack

4.5.50710

Compare software
Between installed software and latest software.

CVSS SCORE
OF
INSTALLED
SOFTWARE

LATEST SOFTWARE

\VLC media player2.2.5 |

Microsoft NET Framew
ork 4.5.2 Multi-Targetin
g Pack 4.7

Microsoft .NET Framew
ork 4.6 Targeting Pack 4
N

Microsoft .NET Framew
ork 4.5 Multi-Targeting
Pack 4.7

CVSS SCORE
OF LATEST
SOFTWARE

SUGGESTION

Adobe Flash Player 25 A -
ctiveX 25.0.0.163

BN O
N 6
N 6
Hl ©
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5.1. Usziiunauuugauaiuauinana laangldauiaiaile

Uszillunanuuaauanuanuiisnelanngldaueiosdediluiguassuuvesesdns 8
518 wagdldaunald 13 e

5.2. ULl uaUssousVaILASa3a

NM5USLLNUANTTOULVDILATBINB I UAIUNITAUNISIENISTIDUDITBILAIVDILARY
godwIshaTTuAINguteyavedlnihlauiUSeufisuiuNan SRS 1N 5TI8Meil
b

Iomeiialag
Jotes nminAraussauslaely Aen-Lues (F-measure) T dumaussauslngsiudi

=) X

FUIINANAIUTYINTIUAzANSENAY tngansiliauin A

2 X Precision X Recall
Precision + Recall

ANAMULTEIRTS (Precision) [WUAINUIUENINAT LB MWAILITUAILITOAUNITIENT
Anay ¥ A ~ g Yo a
Fglmnewmsaiiedn lngansildiuin A

TP
" TP + FP

o = [ oA ! a4 A do & v SNaav v
ALsenAY (Recall) WuefivsuaninaTesiloMimuITuaIu 5051801583810
asumuiiedle lnggnsnldruinme

TP
" TP+ FN
Tnedien

TP (True Positive) An 3NUIUIIENITTIDVDIYBNALISLIDSTULALLAIBILDAUNINUINN
Futayavedlm

FP (False Positive) A8 314U518N158799 bl 1100900 NAKISLI0 S TULALAS DI DA UNINY
PNFruteyavedln
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FN (False Negative) Ain 41uausien1sdiondlurenduwisiesdulanissiofumlinu

PNFuteyavedlm
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53.1  wamsUssiunanuuseuaiuanuianaleangldsuiaiasie
vdanlridguasruvvesesAnsuaziliamluasmaasuindesiloiiouiosuda levh
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M13197 5.1 nansussiiiumanuugeunuauiianelanngldanunieile

v w4 Nan15UsELlu
NAVaNUILLUU

504|321 ]we

A = 9 A & ¢
ANMUANNITAVDILAT DL DI UNITAUNTI8T DO NAWIS
e L 9o |11 1|0 |0 |438
NRRAIULATDIADUNLADS

AU lUNITAUMNT e TaranAwIS ARGl

LA DIABUNIADS

A - q ~ | ¢ .
LATDIHREUNTALUSHUNYUTEL I NYDNALITNAAANY
lueSesrauiiinosiazganiulsiasdudagaly g8 |12 1|0 | 0|433

Futoyalavss

< = = | ¢ sa
ANUTIASTUNTUSBULTIEUTEVT N AT
AnaslupsneuiimesuaseendwIsestuaan | 5 | 12| 4 | 0 | 0 | 4.05

lugudeya

ANU5INSTUNTAUNNTIENSTIDUDITDNALS 5115 1| 0| 0 |419

Toyailasudulszlorisnofansannisenay
o 9o (11| 1| 0| 0 |438
YONALII

Toyanlasuriiiiausddalumsdmengenduwas | 7 | 13| 0 | 0 | 0 |4.14

w3esdleldanudne 11719 1|01 0 |448

Useavsnmlagsiuveaadosle 6 |15 0| 0 | 0 | 429

T
al = v

dl LY ¥ dl = £ %4 | 14 =l v
nAN5199 5.1 Fdeinsesiinldnuieldnsiuuindegdignfe 4.48 S83a9u0 AT

Y 9
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53.2 wan1sUssdfiuaussauzvasaiasie

Soasmnaouirdesiieaniaiesuetiguaszuuvesesdnsuaziadesvesyliasiluud
iéfwamsmaaqé’m%m‘%'awaaz’j@LLaizuumaqaqﬁm $IUIU 8 1A3BY AINNTT 5.2 B9 A3
759 LLazmamiwmamﬁm%’ULﬂ%aqmaa;ﬂ%ﬂwuﬁalﬂ $IUIU 13 1A309 FM13197 5.10 Femns9
7i 5.22

'
v aa

INHANTTNARBIVDIRAUATEUUVBIDIANTLATEN 1 nutayagandwisiiostunansdly

(3

grudayadiuin 6 Menisuazlinu 18 51815 915197 5.2 1dAn F-measure Wi 0.9944
azifiudnildofanann (False Positive) lun1sAunigoniuas Microsoft Visual C++ 2008
Redistributable Lﬁaﬂmﬂiugmsﬁagaﬁ’uﬁﬂﬁdw cpe:/a:microsoft:visual c%2 b%2 b:2 00 8
 redistribution_pkg 14ila Redistributable wilaugagansiiasnlauiainnisaumainiulaid
aa e ! Ao a A i aNaa A

33an339kinus1an13TI8NAINU 2 518715 walUnuIIBN15T3D 1 a1 liAIINUYes

cpe:/a:microsoft:visual c%2b%20:2008 unu

= = ¥ s A A
f1919N 5.2 NANTIVINADILATDIUDIYARAISUUVBIBIANILATDONN 1

g .. 195U F-
YDYINALLIT . . TP |FP | FN
YIWALLII measure
Microsoft SQL Server 2012 11.1.3128.0 11 0 0 1
Microsoft  Visual — C4++ 2008
9.0.30729.4974 0] 1 2 0
Redistributable
Python 3.4.2 3.4.2150 51 0] O 1
Microsoft Visual Studio 2010 10.0.40219 41 0 O 1
Microsoft .NET Framework 4 Multi-
4.0.30319 571 0| O 1
Targeting Pack
Windows Server 2012 R2 Standard | - 201 0 0 1
594 267 | 1 2 0.9944
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INWNANTNABIVBIHAUATEUUVDIBIANTLATEIN 2 nudayarenduifiiesduninnsly

gudayadnuiu 3 enisuazlinu 20 578015 91nA13199 5.3 @A F-measure 1u 1

H9991N518NNSTDVDITANA LIS DS TUNHARAILLLATDIADUN LA DITATU

v aa

a = v I A A
M1919N 5.3 Naﬂ'ﬁmﬂa@\ﬂﬂsaﬂm@qaaLLaﬁ%UU"U@Q@QﬂﬂﬁLﬂﬁa\Tﬂ 2

Fowanlduas nastuzandwds | TP | FP | FN | F-measure

Windows Server 2012 R2 Standard | - 200 O O 1
VMware vSphere Client 5.5 55.0.4216 11 01 O 1
Wireshark 2.2.3 (64-bit) 223 321 0] O 1
33U 2341 0] O 1
INHANINAABI TN RUATFUUTBSIANTLASEsT 3 nudayavensiuafineiFuiinnsily

grudayadiuiu 4 ensuaglinu 19 5983 91na15199 5.4 1A F-measure 10 0.9763

199N ARANURANAIA LUNTAUMLENALIS Microsoft Visual C++ 2008 Redistributable

R TUNNA UL TUNAN1INAABILAS DIVDINALATEUUTDIBIANILATEN 1

= < o s A A
f1919N 5.4 NANTINAGDILATDNVDIHALAIZUUVDIBIANTLATDIN 3

y .. 193U F-
YBYANALIT .. TP | FP | FN
YINALL2T measure
Microsoft .NET Framework 4 Multi-
4.0.30319 57 0 0 1
Targeting Pack
Microsoft SQL Server 2012 (64-bit) | - 11 0] O 1
Microsoft Visual C++ 2008
9.0.30729.4974 0 1 2 0
Redistributable - x86 9.0.30729.4974
Microsoft Visual Studio 2010 Shell
10.0.40219 4| 0 0 1
(Integrated) - ENU
374 62 1 2 0.9763

LY

INHANITNAABIVBIEAUATTUUYDIDIANILATEN 4 wutayagenswIsiiastuninnsly

giudeyadnuiu 4 yensuaglinu 21 518015 91na15199 5.5 1R F-measure 10U 0.9926

999 1NLANANURANAA TUNTAUMTENALIS Microsoft Visual C++ 2008 Redistributable

WA IUNNATILUMA T UNENINARBIAT DIVDILAUATEUUUDIDIANIIATONM 1 UAZIATOM 3
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M19197 5.5 NANITNARBIATDIVDILAWATEUUVDIDIANTLASDN 4

4 .. 195U F-
YDYDNALIT . . TP |FP |FN
YAINALL2T measure
Microsoft  Visual C++ 2008
9.0.30729.4148 0| 1 2 0
Redistributable - x64 9.0.30729.4148
VMware vSphere Client 5.5 5.5.0.3165 11 01 O 0
Windows Server 2012 R2 Standard | - 201 O 0 0
OpenVPN 2.3.13-1601 2.3.13-1601 11 0] O 0
594 203 | 1 2 0.9926

INHANITNARBIVBIRAUATTUUVDIDIANILATRIN 5 Wudayarenduisiastuninnsly
gudayadnuin 3 enisuazlinu 57 578015 91N013199 5.6 LaA1 F-measure 1u 1

WH9991NM18NNSTIDVDITONA LIS DS TUNHARAILLLATDIADUN LA DITATU

M13197 5.6 NANITNARBIATDIVDILALATEUUVBIBIANILATONW 5

4 .. 195U F-
Y2YINALIT .. TP |FP|FN
YINALL2T measure
Microsoft SQL Server 2012 Native
11.0.2100.60 11 0] O 1
Client
Microsoft SQL Server 2 0 1 4
12.0.2000.8 11 0] O 1
Transact-SQL ScriptDom
Windows Server 2012 R2 Standard | - 201 0 0 1
54 203 0| O 1

' o
Y aa o

INHANITNARDIVDIHALATEUUVDIBIANTLATON 6 NuTayagavliuisiiostunsng
Tugruteyadiuiu 2 s1ensuaghiny 4 519015 310915799 5.7 AR F-measure 1Uu 1

H9991NI518NNSTIDVDIONA LIS DS TUNHARILULATDIADUN LA DITATU
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M19197 5.7 KANITNARBAATDIVDILAWATEUUVDIBIANTLATON 6

4 .. 195U F-
YDYDNALIT . . TP |FP |FN
YDWALLIT measure
Windows Server 2012 R2 Standard - 201 O 0 1
7-Zip 15.14 15.14 1 0 0 1
54 2021 0| O 1

[
Y

INNANITNARDIVDINALATEUUVDIBIANTLATONN 7 nudayageniuisiiostunsngs
lugrudeyadiuiu 2 s1en1suazlinu 1 518015 990015199 5.8 1AA1 F-measure 10u 1

= N ¢ ¢ fu da o = a ¢
Lua\‘ﬁ]’]ﬂ‘lﬁ?iﬂﬁlﬂ?i%?@%@ﬂ‘ﬁ@ﬂ@LLQiL’JaiﬂjuwmﬂmﬂLumiaﬂﬂE)NW’JLGIE]iﬂ‘JU

= = P s A A
19191 5.8 NANTIVINADILATDIUDIRA A ISUUVBNBIANILATDONY 7

y .. LIDITU F-
YaYINALIT . . TP | FP | FN
YAINALIT measure
Microsoft Windows XP 5.2 110 0] O 1
Ipswitch WhatsUp Gold  Premium
11.00.0004 11 0] O 1
Edition v11
394 111 0] O 1

INHANTVARDIDIAATEUTBIBANTIAT0T 8 wudayawonldurfnesduiinns
Tugnudeyadiuiu 5 Tennsuazlinu 11 518M15 29197 5.9 11 F-measure 1Ju
0.9820 \flosannildeiianainlun1smsen1sdIsvesvensiuas PRTG Network Monitor
nestu 8 Feldfinestuilugnudoys witedesdiolunusenisdis 1 son1svesvensinag
cpe:/a:paessler:prtg_network monitor:14.4.12.3282 stw%aiugmﬁagaﬁmm 8
Usenavageiy F9nAUMISIENIsTIBRANAN Lazlitelanainlun1snisien1saiaves
4oNAWIT Update for Microsoft .NET Framework 3.5 SP1 (KB963707) Fasran1siilald
Tugutoya wia3oalenus1en15987 2 s19n15v099eNAULT cpe/amicrosoft:

forefront_unified access gateway:2010:sp1 updatel
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4 .. 195U F-
YDYDNALIT . . TP |FP |FN
YDWALLIT measure
Microsoft .NET Framework 4.5.2 4.5.51209 42 | 0 0 1
PRTG Network Monitor 8 0 1 0 0
Update  for  Microsoft ~ .NET
1 0 2 0 0
Framework 3.5 SP1 (KB963707)
Wireshark 1.4.4 1.4.4 38| 0 0 1
Windows Server (R) 2008 Standard | 6.0 21 0] 0 1
574 82| 3] 0 0.9820

PNNANTNARDIVBIEITUNILURTEIN 1 nudeyagandisiie

s

a

stundndlugutoya

i 11 1en1swazliny 154 518015 31AR15199 5.10 1A F-measure 1Ju 1 1fio9an

P1518N5T0VDITDNA LIS DS TUNHARILULATDIABUNADITATU

M19199 5.10 Nan15nnaeATosvegldnuilunsesi 1

Targeting Pack

y .. 195TU F-
YDYDNALIT .. TP |FP|FN
YINALLT measure
Adobe Flash Player 25 ActiveX 25.0.0.148 71 0] O 1
Microsoft NET Framework 4 . 5
4.5.50710 421 0| O 1
Multi-Targeting Pack
Microsoft .NET Framework 4.5.1
4.5.50932 231 0| O 1
Multi-Targeting Pack
Microsoft .NET Framework 4.5.2
4551651 281 0| O 1
Multi-Targeting Pack
Microsoft NET Framework 4 . 6
4.6.00081 231 0| O 1
Targeting Pack
Microsoft .NET Framework 4.6.1 4.6.01055 81 O 0 1
Microsoft .NET Framework 4.6.1
4.6.01055 8| 0] O 1
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M13197 5.10 HAN15NARRUATENBIITIUTRLUATRN 1 (D)

Howavduas LastuUgaNAWIs | TP | FP | FN "
measure
Oracle VM VirtualBox 4.3.12 7777 | 4.3.12 21 0] O 1
Python 3.4.2 (64-bit) 3.4.2150 5/ 0] O 1
Windows 7 Professional 6.1 11 0] O 1
VLC media player 2.2.1 21 0] O 1
374 1491 0] O 1

Mnuanmsnaneselinuihliiniesd 2 nudeyavendusineiduiifadilugudoya
$1uru 5 s1ensuarhinyu 73 519015 910915197 5.11 16A1 F-measure 10w 0.1333
desniideiananlunismsenisdiseewensuag Dota 2 fio Mederendursiiliily
g1utdoya uiiaIesileludunusensidueaweniuas dota openstats mszitlugrudoya
Jurinlii cpe/a:neubivijiv:dota_openstats LLaziugﬁusﬁay“alﬁﬁiﬂEJ%IEJGUEJWG?LL’J% Microsoft
Office Office 64-bit Components 2010 weA3oailon1518n15838 909 Microsoft Office
Office 2010 1flsannlugudoyatufinliin cpev/amicrosoft:office:2010 unu uazAIY
Aananalunsmsensiisvaswensiuis Microsoft Visual C++ 2008 Redistributable #afi

nanluwaTnadu

M15197 5.11 HAN15NAADUATENDIL ITINUTIIUIATEW 2

y .. 195U F-
YDYDNALIT .. TP |FP|FN
YINALL2T measure
Dota 2 - 0 1 0 0
Microsoft  Office  Office  64-bit
14.0.4763.1000 0 6 0 0
Components 2010
Microsoft  Visual C++ 2008
9.0.30729.4148 0 1 2 0
Redistributable - x64 9.0.30729.4148
Microsoft  Visual CH++ 2008
9.0.30729.4148 0 1 2 0
Redistributable - x86 9.0.30729.4148
VMware vSphere Client 5.5 55.0.3165 11 0] O 1
374 1 9 q 0.1333
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' o
v A

MnHanInaassvesglinuiluieiesd 3 nudeyasendiniinestuiidandlugndoya
$1uru 9 Memswazlinu 73 1811591001597 5.12 1A F-measure 1u 0.8235 1losan
fiTeRnnarnlun1smIen1siisesweniuag 3CDaemon Aesedevensus 3CDaemon 7
Igannnsdumatniulmdsaans aumuestuliny vhlfedesdlofunsenisdisiaman
TUAW99518115838909 3CDaemon 11959U 2.0 uny wazindesiedunuson1sdisves
Dota 2, Microsoft Office Office 64-bit Components 2010, Microsoft Visual C++ 2008

Redistributable slanna1dlukaItnemu

M19199 5.12 Nan15nnaeaA3eueaglinumliniasdn 3

y .. 195TU F-
YDYDNALIT .. TP |FP|FN
YINALL2T measure
3CDaemon - Ol 5 0 0
Dota 2 - 0| 1 0 0
Microsoft .NET Framework 4.6.1 4.6.01055 8|1 0 0 1
Microsoft Office Office 6 4 - bit
14.0.4763.1000 0| 6| O 0
Components 2010
Microsoft Visual C++ 2 0 0 8
9.0.30729.4148 0] 1 2 0
Redistributable - x64 9.0.30729.4148
Microsoft Visual C++ 2 0 0 8
9.0.30729.4148 0] 1 2 0
Redistributable - x86 9.0.30729.4148
VMware vSphere Client 5.0 5.0.0.16964 21 0| 0 1
Windows 7 Professional 6.1 11 0 0 1
Wireshark 2.2.4 (64-bit) 224 311 0| O 1
594 a2 | 14| 4 0.8235

' 17
3 ] v

NnHanIMaaevedltumluindesil 4 wuteyawerduisnesfuiidandlugudoya
$1uau 14 emsuazlsinu 276 $19M391neNaR 5.13 TR0 F-measure 1 0.9962 1ilesan
fvaRana1nlun1sNITIUN5TI0U9eNFAILIS Update for Microsoft .NET Framework 4.6.1
(KB4014553) Fasnensii aiflugnudoya uiedosdionuson1s®dd 2 menisveswensiuag

cpe/a:microsoft:forefront_unified access gateway:2010:sp1_updatel



M13199 5.13 nan1snaaeaAsesvegldulunie 4
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4 .. 195U F-
FDYINALLIT . . TP |FP | FN
YDWALLIT measure

Cisco AnyConnect Secure Mobility

3.1.07021 a1 0 0 1
Client
Microsoft .NET Framework 4 Multi-

4.0.30319 571 0 0 1
Targeting Pack
Microsoft .NET Framework 4.5 Multi-

4.5.50709 421 0 0 1
Targeting Pack
Microsoft .NET Framework 4.6.1 4.6.01055 8|1 0 0 1
Microsoft SQL Server 2 0 1 2

11.0.2100.60 11 0 0 1
Command Line Utilities
Microsoft SQL Server 2012 Data-Tier

11.0.2316.0 11 0 0 1
App Framework
Microsoft SQL Server 2012 Native

11.0.2100.60 11 O 0 1
Client
Microsoft SQL Server 2012 T-SQL

11.0.2100.60 11 0 0 1
Language Service
Microsoft SQL Server 2012 Transact-

11.0.2100.60 11 O 0 1
SQL Compiler Service
Microsoft SQL Server 2012 Transact-

11.0.2100.60 11 0 0 1
SQL ScriptDom
QuickTime 7 7.78.80.95 921 0 0 1
Update  for  Microsoft  .NET

1 0| 2 0 0
Framework 4.6.1 (KB4014553)
Windows 7 Professional 6.1 11 0 0 1
Wireshark 1.12.7 (64-bit) 1.12.7 551 0 0 1
34 265 | 2 0 0.9962
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INWANIINARDIVDIIFNUNIURTBIN 5 nutayagandwisiestuninnslugiuteys
91u3U 3 918n15wagliny 18 518015 91nA15199 5.14 LAA1 F-measure 1y 0.8571
Leanditeianainlun1smisen15aidveswenduls Java(TM) 7 Aasiedegenduls
JAVACTM) 7 laifiTugnudeya wilUiaesienis@idvessenduis cpe/aibmijava_sdk:7.0.0.0

U

M19197 5.14 HAN15NAE01ATENB TN UMIULAS DM 5

Howanduas 1esduvanAuas | TP | FP | FN "
measure
Java(TM) 7 7.0.0 O 1 0 0
OpenVPN 2.4.0-1602 2.4.0-1602 21 0 0 1
WinSCP 4.3.2 4.3.2 11 O 0 1
394 3] 1 0 0.8571

NNaNIINAReBIRLTUMlUeTow 6 wudayavenduisiiesdunfnaslugiudoya
91uu 10 ensuazliny 173 519015 910915197 5.15 16A1 F-measure 1T 0.9993
WWesnideianainlun1snis1eni1s¥idvesganauas Microsoft Visual C++ 2008

Redistributable slanina1alukalIv19mu

M13199 5.15 Nan15MAaeuA3eveidldiumliiniedi 6

, F-
YaganAwls Lasdusanawls | TP | FP | FN
measure

Adobe AIR 2.5.1.17730 66 0 0 1
OpenVPN 2.3.13-1601 2.3.13-1601 11 0] O 1
Microsoft ~ Visual  C++ 2008

9.0.30729.4974 0 1 2 0
Redistributable
Microsoft Office Visio 2010 14.0.7015.1000 1 0 0 1
Microsoft Excel MUI (English) 2013 | 15.0.4569.1506 3101 0 1
Microsoft Word MUI (English) 2013 | 15.0.4569.1506 1 0 0 1
Microsoft Outlook MUI (English)

15.0.4569.1506 1 0 0 1
2013




M19197 5.15 HAN15NARRATENRITUTRLULATeN 6 (s0)
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; F-
Yaganawls vasTuganNAw?s | TP | FP | FN
measure
Microsoft Word MUI (English) 2013 | 15.0.4569.1506 2 0 0 1
Microsoft SQL Server 2005
3.1.0000 1 0 0 1
Compact Edition [ENU]
Windows 8.1 Pro 6.3 669 | 0 0 1
374 745 0 1 0.9993

[
Y

PNNANITNAABIVBIEITNUTILUATRIN 7 nudeyagendnisiieidunanaslugiudeya

72U 4 s1en1snazlidny 39 $79015 310915199 5.16 a1 F-measure 104 0.9915

1999 IT0RANAIALUNTIITIENISTIDVDIINAWIS Java(TM) 7 fainanlundlrgnedy

M13199 5.16 nan1snaaeATesveglduilunTem 7

. F-
YaganAwld LIRS TUYBNARIS | TP | FP | FN
measure
Java(TM) 7 7.0.0 0 1 0 0
Microsoft .NET Framework 4 Client
4.0.30319 57 0 0 1
Profile
OpenVPN 2.3.4-1003 2.3.4-1003 1 0 0 1
Windows 7 Professional 6.1 11 0 0 1
94 59 1 0 0.9915
Mnuamsnanesesiinuiiluiniesd 8 nudeyavenduasinesduiifaddlugudoya

$7uU 12 518n15uazldny 100 518015 91AR15199 5.17 18AN F-measure U 0.9865

L0991 TYRANAIATUNITUISIEN1STIDUDITONALIS Microsoft Visual C++ 2008

Redistributable #3ina1luka19196u
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M19197 5.17 HaN15NAa0ATENRIKTuTRLULATRN 8

, F-
Yaganawls Lasdusanawls | TP | FP | FN
measure

Foxit Reader 8.0.2.805 11 0] O 1
Mozilla Firefox 48.0 (x86 en-US) 48.0 181 0] O 1
VLC media player 2.2.4 51 0 0 1
Wireshark 1.12.4 (32-bit) 1.12.4 751 0 O 1
VMware vSphere Client 5.5 5.5.0.6352 11 0] O 1
Oracle VM VirtualBox 5.1.10 5.1.10 11 O 0 1
Microsoft Office Excel MUI (Thai)

14.0.7015.1000 31 0 O 1
2010
Microsoft Office PowerPoint MUI

14.0.7015.1000 21 0 O 1
(Thai) 2010
Microsoft Office Publisher MUI

14.0.7015.1000 21 0| O 1
(Thai) 2010
Microsoft Office Word MUI (Thai)

14.0.7015.1000 11 0] O 1
2010
Microsoft Office OneNote MUI

14.0.7015.1000 11 0] O 1
(Thai) 2010
Microsoft Visual C++ 2008

9.0.30729 0] 1 2 0
Redistributable - x86 9.0.30729.17
594 110 | 1 2 0.9865

(%
Y

NNNANIINARBIYBNElTUTILUATeN 9 nudeyageniulsineiduninaslugiudeya

1191 11 s19msuazliny 129 $189n0715 910915197 5.18 1@ F-measure 10u 1 11199910

v aa

518NN TI0VDITONA LIS IDSTUNHARAILULATBIADUNNDITATU
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; F-
Yaganawls Lasdusanawls | TP | FP | FN
measure
Adobe Flash Player 10 ActiveX 10.0.32.18 1941 0] O 1
Microsoft .NET Framework 4.6.1 4.6.01055 8|1 0 0 1
Windows 7 Professional 6.1 11 0 0 1
Wireshark 2.0.1 (32-bit) 2.0.1 87| 0] O 1
Microsoft  Office Access MUI
12.0.6612.1000 11 0] O 1
(English) 2007
Microsoft Office Excel MUI (English)
12.0.6612.1000 9 0 0 1
2007
Microsoft Office PowerPoint MUI
12.0.6612.1000 31 0] O 1
(English) 2007
Microsoft Office Publisher MUI
12.0.6612.1000 41 0 0 1
(English) 2007
Microsoft Office Outlook MUl | 12.0.6612.1000
1 0 0 1
(English) 2007
Microsoft Office Word MUI (English) | 12.0.6612.1000
91 0] O 1
2007
Microsoft Office Visio Professional | 12.0.6612.1000
11 0] O 1
2007
374 318 0 0 1
Mnransaaoseslfiuitiluedesd 10 mudeyavensduasinestuiifadilugutoya

F1UU 6 s1un1THaz Ny 76 578115 31NM15199 5.19 1eA1 F-measure tJu 0.9973

D99 1NLYBRANAIN L UNITUISIENTTIDVIBBNALIS Dota 2 wag Microsoft Visual C++

2008 Redistributable fafinanluuddediu
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M19197 5.19 HaN15VAaeATeIueltuillaTe 10

. F-
Yaganawls LIRSVUYBNARIS | TP | FP | FN
measure

Dota 2 - 0 1 0 0
Mozilla Firefox 43.0.2 (x86 en-US) 43.0.2 11 0| O 1
Wireshark 2.0.1 (64-bit) 2.0.1 87| 0] O 1
Steam 2.10.91.91 1 0 0 1
Microsoft ~ Visual  C++ 2008

9.0.30729.4974 0| 1| 2 0
Redistributable
Windows 8.1 Pro 6.3 669 0| O 1
574 758 | 2| 2 0.9973

v
o Y

MNuaN1INAaIrBEldnunIlueTe 11 nudeyageriuisinestunfnaslugiudeya
d1uau 12 sren1suazlanu 100 518015 91AA15199 5.20 TAR1 F-measure 18y 0.9890
Wosandderanarnluni191195180159378U039aNARIS Microsoft Visual C++ 2008

Redistributable slaina13lukalIv19mu

M13199 5.20 NaN15NARBIATDIYRIRITNUTRLUATEIN 11

: F-
YawanAwIs LI9sYuLaNAWIS | TP | FP | FN
measure

Adobe AIR 18.0.0.144 35 0 0 1
Microsoft .NET Framework 4.5 4.5.50709 a2 |1 0 0 1
Mozilla Firefox 43.0.4 (x86 th) 43.0.4 171 0 0 1
Windows 7 Professional 6.1 11 0 0 1
Wireshark 2.2.4 (64-bit) 224 31 0 0 1
Microsoft ~ Visual C++ 2008

9.0.30729 0 1 2 0
Redistributable
Microsoft Office Excel MUI

14.0.4763.1000 3 0 0 1
(English) 2010




M19197 5.20 HAN15NAERNATENBIITINUTIIUATEW 11 (s8)
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Howanlduas BsTULBNALIS | TP | FP | FN "
measure

Microsoft Office PowerPoint MUI 14.0.4763.1000
(English) 2010 2100 :
Microsoft Office Publisher MUI 14.0.4763.1000
(English) 2010 210 ° :
Microsoft Office Word MUI 14.0.4763.1000
(English) 2010 Mo O :
Microsoft Office OneNote MUI
(English) 2010 14.0.4763.1000 11 0 0 1
394 135 1 2 0.9890

NnHanImaaesesilinuluieiosd 12 wudeyavendwrsnestuifnnsluguteya

$7uu 11 518n15uazldny 112 518015 990915199 5.21 16A1 F-measure Ju 0.9739

a

= 44' & N
LUBDIIINLAIDINDVRIINYUNITIVIDUDIND

NAw5 Adobe Reader X1 (11.0.15) Tadwu ws1zlu

gﬁusﬁja;ﬂaﬁuﬁﬂw’jﬂ cpe:/a:adobe:acrobat xi:11.0.15 Luila adobe reader Luilouto

FANALITNAUIDINNITAUNANNIULAAS FENI I UNUITIENNTTIDNAITNU 3 518015

M19197 5.21 HaN1INAaeNATEUatTulUATe 12

(English) 2010

: F-
YawanAwIs 15T uTaNAWIS | TP | FP | FN
measure

CCleaner 4.11 11 0 0 1
Microsoft .NET Framework 4.5.2 4551209 a2 |1 0 0 1
VLC media player 2.2.1 21 0 O 1
Microsoft Office Visio Professional

12.0.4518.1014 1 0 0 1
2007
Microsoft Office Excel MUI

14.0.4763.1000 3 0 0 1




M19197 5.21 HAN15NAERNATERIITIUTIIUIATEN 12 (v8)
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Howanduas I93TUYINAWIS | TP | FP | FN "
measure
Microsoft Office Word MUI 14.0.4763.1000
(English) 2010 MO O :
Microsoft Office OneNote MUI
14.0.4763.1000 11 0] O 1
(English) 2010
Microsoft Office PowerPoint MUI 14.0.4763.1000
(English) 2010 21 0P :
Microsoft Office Publisher MUI 14.0.4763.1000
(English) 2010 210 ° :
Adobe Reader Xl (11.0.15) 11.0.15 o 0| 3 0
Windows 7 Professional 6.1 11 0] O 1
394 56| 0] 3 0.9739
Nnransmaassesilinunluieiosd 13 wudeyaseniwrsnestuiifnnsluguteya

72U 4 s1en1snazliny 19 578015 919191997 5.22 19A1 F-measure 104 0.9411

Wesanildeianainlun1inisneni15378ve990WeALI1§ Update for Microsoft .NET

Framework 4.6.1 (KBA014553) uag Microsoft Visual C++ 2008 Redistributable #s7inann

TUkagn98 U

M13199 5.22 nan1snnaeaATesveglduilunTe 13

. F-
YaganAwls LIRS TUYBNARIS | TP | FP | FN
measure

Microsoft .NET Framework 4.6.1 4.6.01055 8| 0 0 1
Update  for  Microsoft ~ .NET

1 0| 2| 0 0
Framework 4.6.1 (KB4014553)
Wireshark 2.2.2 (64-bit) 2.2.2 32 0 0 1
Microsoft  Visual C++ 2008

9.0.30729.6161 0 1 2 0
Redistributable
39U a0 3 2 0.9411
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INNANTITNABDIVINUAVBUATRIADUNUNDTVRIEA kA TEUULAEH LTWIlUa15D

AUIUAT F-measure 573LR88L01 0.9919 §4.AT9939a1U15011TI8N1STIDVDIBONALITLA

walugluseaunuianela Tanmis1ei 5.23

M15199 5.23 AN F-measure Y89A389319

\n3e3nBNTILAD S TP | FP | FN | F-measure
A3 OIVDIQUATL UUTDIDIANTIATENT 1 267| 1| 2 0.9944
A3DITBIUATTULVDIBIANTAT O 2 234 0] 0 1
3 IVBIAUATTULVDIDIANTAT O 3 62| 1| 2 0.9763
A3 IVBIRUATTUVDIDIANTLATOST 4 203 | 1| 2 0.9926
A3 IVBIRUATTUVDIDIANTLAT DT 5 203| 0| O 1
A3RITBIUATIULVDIBIANTATOM 6 202| 0] 0 1
\A3RIBIUATIUVBIBIANTAT O 7 11| 0| O 1
A3DIVDIPUATTUUTDIDIANSLATENT 8 82| 3| o0 0.9820
wwesvesldauimliiniead 1 49| 0] 0 1
\nesvesglinuiinluinio 2 1| 9| 4 0.1333
irsesvasfidnuinluieioat 3 42| 14| 4 0.8235
in3esvesldauimlliniesi 4 265| 2| 0 0.9962
iwesvesldauimlliniesi 5 30 1| 0 0.8571
iwsesvasfldnumnluindo 6 7451 0| 1 0.9993
iwsesvosldnumnluindo 7 59| 1] o0 0.9915
irsesvasfidnuinluieied 8 1mo| 1] 2 0.9865
iw3esvesldauimliiniesi 9 3181 0| O 1
isesvesgldnuiluinied 10 758 2| 2 0.9973
irsesvesldauimluiniesd 11 135 1] 2 0.9890
iresvasfldnuinluiniead 12 56| 0] 3 0.9739
iesesvasfidnuinluiniesd 13 a0 | 3| 2 0.9411
s 4045 | 40 | 26 | 1adle 0.9919
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5.4. AATITHNANITNAADY

~ = s gav v % a e Ay Y v Y

\Hesnederenduisilaainnsdumiulaidiians lasaivlugruteyadlaan
2 aa v & v = ¢ & Yooy U o & o 1 Y v
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uteyalagldds like Tunisdum daidsdiazaunutoyayne egraimileunumniily
AU Fatue1IAUNUTeTogeNALITUN lIfRIN e FavihliAndelianainlunisaumey
119 ufia1nAn F-measure sty 0.9919 wazilasuuuiadevesuuaouaiuaiiuianela

ndldnuesediodu 4.26 Fsegluszavitfianels
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6.2. Ugynuazdadninvasauive

¥
av v A

Pnmsauesesdenuamuastositnvesidosadl
1. desdlefifauntuansoldldluszuuufiansiuladwinduiesanldnisis
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2. w3esflefifauntuliannsadumaetorendursildunnguuinlmdstansialae

¥ =

olud NlguTIR oL eTeraNALITMaN LD

Y
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6 A

3. Tederorduifuaziesiuniluduin onafllinsunnneituremenduaitug ie

BuARgaldlAifamendnsnesiuagasgudeya

4. Tunsusuusenens?idleelddeyaananainiuledduia enaldiarlunsuiuls
AoUT18N YALULAIA (Bandwidth) vesszuulARetne (Network) fildegAeudne

5. nsiSeneiitovesledidu wndiend oraldaireudraunu uazldisanieiiloves
lofiBu Londienld ifiea 5,000 ada sawdeu esaniduuinisms

6. TumsAumaedevendurilaenisinmesndudiugosy du e1aindenisdum

eTeverdwIsianatauaylignaadla
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