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Security flaws in computer and information systems in an organization mean a
serious damage for the organization. The prevention of the system vulnerabilities and also
the attack activities have to be concerned to reduced the risk of the damage.

From the stated reason, many researches and methods have been developed to
prevent the system security vulnerability by extended the security parts in the operating
system. In Linux system, there’re 2 main methods: Hardening the operating system with
suitable configuration, and extending the system access control with more effective
methodology.

Consequently, this research is aimed to analyze and evaluate the vulnerability
prevention ability of different protection methods. First, Linux known-vulnerability from CVE
list have been selected and categorized. Then, the architecture and functionality of OS
hardening and LSM which are selected protection.methods have been analyzed. Then, the
evaluation of the vulnerability characteristics that can be reduced by applying each method
have been made. The research reveals that each method can prevent different vulnerability

characteristic In overall, the OS hardening prevent mare number of vulnerability than LSM.
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Organization Name referring to vulnerability

AXENT (now Symantec) Phf CGl allows remote command execution

Bindview #107 = cgi-phf

Bugtrag PHF Attacks — fun and games for the whole family
CERIAS http_escshellcmd

CERT CS-96.06.cgi_example_code

Cisco Systems HTTP —cgi-phf

CyberSafe Network: HTTP ‘phf’ attack

DARPA 0x00000025 = HTTP PHF attack

OBM ERS ERS-SVA-E01-1996:002.1

ISS http—cgi-phf

Symantec #180 HTTP server CGl example code compromises http server
Security Focus #629—phf Remote Command Execution Vulnerability
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Cve Name :CVE~-1999-0067

Description:CGI phf program allows remote command
execution through shell metacharacters.

Reference :CERT:CA-96.06.cgi example code,XF:http-
cgi-phf,BID:629
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AN5197 2.2 Araddlruldsunsunazdananisaun1ssneANlaannanldly

waLdsninas
Server Type Mail Server
Required Components Sendmail or gmail (SMTP Server)

BIND/DNS (Cache)
IPTABLE Firewall
IMAP/POP only for Sendmail

Optional Components

Required Security Software Secure Linux Kernel Patches
OpenSSL Encryption Software
OpenSSH (Server)

Tripwire Integrity Tool

Recommended Security Software | GnuPG
sXid
Logcheck
PortSentry

Quota

2.3.1.2 nafneANUanANtsEALNTENIN (Physical System Security)
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2.3.1.3 n3RafeszuLlf)iisnIs (Operating System Installation)
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Account)
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2.3.1.8 NMsfnEANlasnsaannnsdntessazlng (Securing Remote

Authentication)
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Preliminary

Planning Securing the root

Account

Physical System {}

Security [ User Authentication and J

User Account Attributes

Operating System
Installation

Securing Remote
Authentication

Securing Local File
Systems

Setup Ongoing
System Monitoring

Configuring and
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Ty
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P User Space
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LWS o j Kernel Space
R .
f Look up inode |
o )
Error check
DAC check LSM Module Policy Engine

-

"0k with you?” gExamme context. J

LSM Hook Dose request pass policy?
TFE Grant or Deny. |

Access inode
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( Object Manager Query _( Security Server
. Policy Security
L Enforcement ——t Policy
Decision
Enforcement : Policy
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CVE Number Description

CAN-1999-0061 File creation and deletion, and remote execution, in the BSD line printer
daemon (Ipd).

CAN-1999-0123 Race condition in Linux mailx command allows local users to read user
files.

CAN-1999-0171  Denial of service in syslog by sending it a large number of superfluous
messages.

CAN-1999-0216 Denial of service of inetd on Linux through SYN and RST packets.

CAN-1999-0242 Remote attackers can access mail files via POP3 in some Linux systems
that are using shadow passwords.

CAN-1999-0243 Linux cfingerd could be exploited to'gain root access.

s ol
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CVE ID
Severity
CVE Description

CAN-1999-0061

High

File creation and deletion, and remote execution, in the BSD line
printer daemon (Ipd).

Genesis Serialization

Location Support

Loss Type Integrity, Run Arbitrary Code
CVE ID CAN-1999-0123

Severity Medium

CVE Description

Race condition in Linux mailx command allows local users to read
user files.

Genesis Serialization
Location Process Management
Loss Type Elevated Privilege
CVE ID CAN-1999-0171
Severity Medium

CVE Description

Denial of service in syslog by sending it a large number of
superfluous messages.

Genesis Design Error
Location File Management
Loss Type Avaliability
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kernel_t
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Linux Capability

Descriptions

CAP_CHOWN

Override restrictions on changing file ownership and group ownership

CAP_DAC_OVERRIDE

Override all DAC access on files

CAP_DAC_READ_SEARCH

Overrides all DAC restrictions regarding read and search on files and

directories

Overrides all restrictions about allowed operations on files, where file

CAP_FOWNER owner ID must be equal to the user ID
Overrides the following restrictions that the effective user ID shall match
CAP_FSETID the file owner ID when setting the S_ISUID and S_ISGID bits on that file
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A15199 3.2 LAAINISIINUANSINSANRANENUFUN LD LUAYNT (sia)

Linux Capability Descriptions

Overrides the restriction that the real or effective user ID of a process

sending a signal must match the real or effective user ID of the process

CAP_KILL receiving the signal.
CAP_SETGID Allows setgid(2) manipulation
CAP_SETUID Allows set*uid(2) manipulation (including fsuid).

Transfer any capability in your permitted set to any pid, remove any

CAP_SETPCAP capability in your permitted set from any pid

CAP_LINUX_IMMUTABLE Allow modification of S_IMMUTABLE and S_APPEND file attributes

CAP_NET_BIND_SERVICE Allows binding to TCP/UDP sockets below 1024

CAP_NET_BROADCAST Allow broadcasting, listen to multicast

Administration of the network interfaces, firewall, routing tables,

CAP_NET_ADMIN masquerading, etc

CAP_NET_RAW Allow use of RAW sockets

CAP_IPC_LOCK Allow locking of shared memory segments

CAP_IPC_OWNER Override IPC ownership checks

CAP_SYS_MODULE Insert and remove kernel modules - modify kernel without limit
CAP_SYS_RAWIO Allow ioperm/iopl access

CAP_SYS_CHROOT Allow use of chroot()

CAP_SYS_PTRACE Allow ptrace() of any process

CAP_SYS_PACCT Allow configuration of process accounting

Many admin task; disk quota, setting-domainname, setting hostname,

CAP_SYS_ADMIN mount, etc

CAP_SYS_BOQOT Allow use of reboot()

CAP_SYS_NICE Allow raising priority and setting priority on other (different UID) processes
CAP_SYS_RESOURCE Override resource limits, set resource limits

CAP_SYS_TIME Allow manipulation of system clock

CAP_SYS_TTY_CONFIG Allow configuration of tty devices

CAP_MKNOD Allow the privileged aspects of mknod()

CAP_LEASE Allow taking of leases on files
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Linux Capability Descriptions
CAP_HIDDEN Restricts viewable processes by a user
CAP_KILL_PROTECTED Allow to kill protected processes
CAP_PROTECTED Protect process against signals
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Input Validation Error

Boundary Condition Error

Access Validation Error

Serialization

Genesis | Configuration Error

Environmental-Error

Design Error

Exceptional Handling Error

Others
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System Initialization

Memory Management

Process Management

Device Management
Location

File Management

Authentication

Support

Application
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Confidentiality

Integrity

Availability

System compromised

Security- Violation
Run Arbitrary Code

Elevated Privilege

Account Break-in

Root Break-in
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Loss Type
No. Genesis Confidentiality Integrity | Availability | System Total
Compromise

1 Input Validation Error 9 12 56 380 457
2 Boundary Condition Error 2 0 12 12 26
3 Access Validation Error 18 37 11 98 164
4 Serialization 0 23] 6 39 78
5 Configuration Error 30 19 5 65 119
6 Environmental Error 4 T 7 20 38
7 Design Error 28 39 67 169 303
8 Exceptional Handling Error 2 0 16 7 25
9 Others 0 0 0 6 6

Total 93 147 180 796 1216
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A1919% 4.5 AsrdaailsizuensRulaguLisaNALMUIIiNAqAaa Y

Loss Type
No. Location System Total
Confidentiality Integrity | Availability
Compromise

1 System Initialization 4 4 15 26 49
2 Memory Management 0 7 10 47 64
3 Process Management g 13 41 108 171
4 Device Management 1l 9 21 38 80
5 File Management 21 S 24 89 189
6 Authentication 7 2 5 103 127
7 Support 25 26 25 189 265
8 Application 15 21 39 196 271

Total 93 147 180 796 1216
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Loss Type
No. Genesis Confidentiality | Integrity | Availability | System Total
Compromise

1 Input Validation Error 0 2 17 52 71
2 Boundary Condition Error 0 0 2 5 7
3 Access Validation Error 4 16 0 18 38
4 Serialization 0 B 0 5 8
5 Configuration Error 0 0 0 0 0
6 Environmental Error 0 0 2 0 2
7 Design Error 1 12 31 36 80
8 Exceptional Handling Error 0 0 6 3 9
9 Others 0 0 0 0 0

Total ) 33 58 119 215
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Loss Type
No. Location System Total
Confidentiality Integrity. [ Availability
Compromise

1 System Initialization 0 0 5 0 5
2 Memory Management 0 2 2 2 6
3 Process Management Q 2 11 12 25
4 Device Management 1 2 13 8 24
5 File Management 4 11 4 23 42
6 Authentication 0 5 2 11 18
7 Support 0 7 6 34 47
8 Application 0 4 15 29 48

Total 5 33 58 119 215
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Loss Type
No. Genesis Confidentiality | Integrity | Availability | System Total
Compromise

1 Input Validation Error 9 12 56 0 77
2 Boundary Condition Error 2 0 12 0 14
3 Access Validation Error 5 9 3 0 17
4 Serialization 0 3 0 0 3
5 Configuration Error 4 0 0 0 4
6 Environmental Error 4 7 7 0 18
7 Design Error 28 39 67 0 134
8 Exceptional Handling Error 2 0 16 0 18
9 Others 0 0 0 0 0

Total 57 70 161 0 285
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Loss Type
No. Location System Total
Confidentiality | Integrity | Availability
Compromise

1 System Initialization 2 4 12 0 18
2 Memory Management 0 7 10 0 17
3 Process Management ) 8 39 0 56
4 Device Management 7 2 21 0 30
5 File Management 10 13 15 0 38
6 Authentication 2 4 2 0 8
7 Support 9 11 23 0 43
8 Application 15 21 39 0 75

Total 57 70 161 0 285
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Loss Type
No. Genesis Confidentiality | Integrity | Availability | System Total
Compromise

1 Input Validation Error 9 12 56 0 77
2 Boundary Condition Error 2 0 12 0 14
3 Access Validation Error S 2 3 0 17
4 Serialization 0 3 0 0 3
5 Configuration Error 30 19 5 0 54
6 Environmental Error 4 7 7 0 18
7 Design Error 28 39 67 0 134
8 Exceptional Handling Error 2 0 16 0 18
9 Others 0 0 0 0 0

Total 80 89 166 0 335
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Loss Type
No. Location System Total
Confidentiality | Integrity | Availability
Compromise

1 System Initialization 4 4 15 0 23
2 Memory Management 0 7 10 0 17
3 Process Management 9 8 39 0 56
4 Device Management 9 6 21 0 36
5 File Management 12 o 15 0 42
6 Authentication 7 9 2 0 18
7 Support 24 19 25 0 68
8 Application 15 21 39 0 75

Total 80 89 166 0 335
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Loss Type
No. Genesis Confidentiality | Integrity | Availability | System Total
Compromise

1 Input Validation Error 9 12 56 0 77
2 Boundary Condition Error 2 0 12 0 14
3 Access Validation Error 8 9 3 0 20
4 Serialization 0 6 0 0 6
5 Configuration Error 30 19 5 0 54
6 Environmental Error 4 7 7 0 18
7 Design Error 28 39 67 0 134
8 Exceptional Handling Error 2 0 16 0 18
9 Others 0 0 0 0 0

Total 83 92 166 0 341
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Loss Type
No. Location System Total
Confidentiality Integrity | Availability
Compromise

1 System Initialization 4 4 15 0 23
2 Memory Management 0 7 10 0 17
3 Process Management 9 8 39 0 56
4 Device Management 12 9 21 0 42
5 File Management 12 & 15 0 42
6 Authentication 7 9 2 0 18
7 Support 24 19 25 0 68
8 Application 15 21 39 0 75

Total 83 92 166 0 341
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Los Type OS Hardening | SELinux | LIDS DTE
Confidentiality 94.62% 41.94% | 13.98% | 10.75%
Integrity 77.55% 52.38% | 39.46% | 37.41%
Avaliability 67.78% 10.56% | 7.78% | 7.78%
System Compromised 85.05% 100% 100% 100%
\\W/ |
Hedanmulofifus » ianzunsesdayndilanniiunissnu
pnutlasdeusazlssnn lagfian 'a“mqhmaML@ﬂmﬂ QTNLIN NNIAHUNNT

mu‘llmaéwuml,ﬂmﬂ“ 14 WLW anmistanfAqagauldandd
Tuaniznial g

ANN17011R9RUANNLRL LN

ANFLATNAINN I LN

annistanfszuuTnemss SNGBEANNAL AN

@evnedssnmgudaysninneesszuy wazannidenedssinngodeaninnienldau
v 1 <3 ’
IAnduasleaan
500
450
400

350

300

200
150

100
gTaE

I 5454

50 i

i 14 . , 181818 B
o Ll [ TII o 21 T i EECEE

Input Boundary Access Serialization ~ Configuration Environmental Design Error  Exceptional Others
Validation ~ Condition Error  Validation Error Error Handling Error
Error Error

\ OPlain Linux B Hardended Linux O SELinux mLIDS EODTE \

51" 4.4 n'a*'mlu.l?sn.lmsmmmumwLﬂi’l.,mwmaunmzmmuﬂs.,mmm

'iﬂ’ﬂ’ﬂ‘u



54

-dl = = oA a ¢ ' a

mngﬂ‘ﬂ 4.4 LL?Nﬂ\m@lﬂqﬂ‘]ﬁ?ﬂ‘uLVIEI‘LIW]WﬁuﬂQ’mL‘]J?WZZU’N"II’PN@HT‘ISIJ TEUINW 72ULR

[ a a raial a [ | a raid a :l/ aa & =

Hﬂ‘]‘lﬂﬂ[f‘] TLULAUNTNHNNTIATHAINLINILNG FEUURUNTNNNITAARNLDADALND waalen
aaa 1 dwI ¥ 1 dl a

LRA  LLAZANE IG'WEILL"mLL@QWWNﬂ?%LﬂW’ﬂ@Q“’!@@@H F91lsenaunae AARAUNLNATN - AN

HanaIAredNIIATAaaLdayatindn AnEanaIATeseLadaya ANNEANATIATWNNT

R99AAALNNTENTN AMNEANAIATBINITINABNANTAINIIATIRAALANT ATNHANAIATA

NIUFLUANTIZLL  ANRANAIAANNANTNWIAREN  AINAANAIAAINNITRANLLILITELIL

' 1
o o o a

AYNRANAIAAINTAAIAIAANTIRIRALNG WaZANNRANAIALLILIEY 7]
iHaNansnnuanmNLszinnaedaaaan aznidn nsanitiunisEsnaANlaansde

Wiiuayndns 4 38 Aaruainienlunisanapaeunuansaiy naaunsauanslefigus

nsanasresqaneaulnedasng o InsutinuilszinnaesgaeaeulAfanisan 4.15

i < 1 1
A157199 4.15 asidusnsanadratanaan wanmnlszinnuaqnsau

Genesis OS Hardening | SELinux LIDS DTE
Input Validation Error 84.46% 83.15% | 83.15% | 83.15%
Boundary Condition Error 73.08% 46.15% | 46.15% | 46.15%
Access Validation Error 76.83% 89.63% | 89.63% | 89.63%
Serialization 89.74% 96.15% | 96.15% | 96.15%
Configuration Error 100% 96.64% | 54.62% | 54.62%
Environmental Error 73.60% 55.78% | 55.78% | 55.78%
Design Error 73.60% 55.78% | 55.78% | 55.78%
Exceptional Handling Error 64% 28% 28% 28%
Others 100% 100% 100% 100%
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Location OS Hardening | SELinux LIDS DTE

System Initialization 89.80 % 63.27% | 53.06% | 53.06%

Memory Management 90.63 % 73.44% | 73.44% | 73.44%
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Device Management 70% 62.50% | 55% | 47.50%
File Management 77.78% 79.89% | 77.78% | 77.78%
Authentication 85.83% 93.70% | 85.83% | 85.83%
Support 82.26 % 83.77% | 74.34% | 74.34%
Application 82.29% 72.32% | 72.32% | 72.32%
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Server Type Most Critical Loss Type

Mail Server Confidentiality

Web Server Availability

FTP Server Confidentiality

DNS Server Availability

Gateway Server Availability

File sharing Server | System Compromised
Database Server System Compromised
VPN Server System Compromised
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A1919% 4. 18 ABNSLEsNANNLaaRNaNNNEN LTS NIaslszinneng 9

Server Type Most Critical Loss Type | Recommended Method
Mail Server Confidentiality OS Hardening
Web Server Availability OS Hardening
FTP Server Confidentiality OS Hardening
DNS Server Availability OSHardening
Gateway Server Availability OS Hardening
File sharing Server | System Compromised LSM
Database Server System Compromised LSM
VPN Server System Compromised LSM
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CVE Number
CAN-1999-0061

CAN-1999-0123
CAN-1999-0171

CAN-1999-0216
CAN-1999-0242

CAN-1999-0243

CAN-1999-0257
CAN-1999-0298

CAN-1999-0317

CAN-1999-0330

CAN-1999-0389
CAN-1999-0398

CAN-1999-0400
CAN-1999-0401

CAN-1999-0426

CAN-1999-0431

CAN-1999-0434

CAN-1999-0451
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Description
File creation and deletion, and remote execution, in the BSD line printer daemon
(Ipd).
Race condition in Linux mailx command allows local users to read user files.
Denial of service in syslog by sending it a large number of superfluous
messages.
Denial of service of inetd on Linux through SYN and RST packets.
Remote attackers can access mail files via POP3 in some Linux systems that are
using shadow passwords.
Linux cfingerd could be exploited to gain root access.
Nestea variation of teardrop IP fragmentation denial of service.
ypbind with -ypset and -ypsetme options activated in Linux Slackware and
SunOS allows local and remote attackers to overwrite files via a .. (dot dot)
attack.
Buffer overflow in Linux su command gives root access to local users.
Linux bdash game has a buffer overflow that allows local users to gain root
access.
Buffer overflow in the bootp server in the Debian Linux netstd package.
In some instances of SSH 1.2.27 and 2.0.11 on Linux systems, SSH will allow
users with expired accounts to login.
Denial of service in Linux 2.2.0 running the Idd command on a core file.
A race condition in Linux 2.2.1 allows local users to read arbitrary memory from
/proc files.
The default' permissions of /dev/kmemin Linux versions before 2.0.36 allows IP
spoofing.
Linux 2.2.3 and earlier allow a remote attacker to perform.an IP fragmentation
attack, causing a denial of service.
XFree86 xfs command is vulnerable to a symlink attack, allowing local users to
create files in restricted directories, possibly allowing them to gain privileges or
cause a denial of service.
Denial of service in Linux 2.0.36 allows local users to prevent any server from

listening on any non-privileged port.



CVE Number
CAN-1999-0459

CAN-1999-0460

CAN-1999-0461

CAN-1999-0462

CAN-1999-0698

CAN-1999-0798

CAN-1999-1018

CAN-1999-1166

CAN-1999-1173

CAN-1999-1182

CAN-1999-1186

CAN-1999-1187
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Description
Local users can perform a denial of service in Alpha Linux, using MILO to force
a reboot.
Buffer overflow in Linux autofs module through long directory names allows local
users to perform a denial of service.
Versions of rpcbind including Linux, IRIX, and Wietse Venema's rpcbind allow a
remote attacker to insert and delete entries by spoofing a source address.
suidperl in Linux Perl does not check the nosuid mount option on file systems,
allowing local users to gain root access by placing a setuid script in a mountable
file system, e.g. a CD-ROM or floppy disk.
Denial of service in IP protocol logger (ippl) on Red Hat and Debian Linux.
Buffer overflow in bootpd on OpenBSD, FreeBSD, and Linux systems via a
malformed header type.
IPChains in Linux kernels 2.2.10 and earlier does not reassemble IP fragments
before checking the header information, which allows a remote attacker to
bypass the filtering rules using several fragments with 0 offsets.
Linux 2.0.37 does not properly encode the Custom segment limit, which allows
local users to gain root privileges by accessing and modifying kernel memory.
Corel Word Perfect 8 for Linux creates a temporary working directory with world-
writable permissions, which allows local users to (1) modify Word Perfect
behavior by modifying files in the working directory, or (2) modify files of other
users via a sym
Buffer overflow in run-time linkers (1) Id.so or (2) Id-linux.so for Linux systems
allows local usersto.gain privileges by calling a setuid program with a long
program name (argv[0]) and-forcing Id.so/Id-linux.so to report an error.
rxvt, when compiled with the PRINT_PIPE option in various Linux operating
systems including Linux Slackware 3.0 and RedHat 2.1, allows local users to
gain root privileges by specifying a malicious program using the -print-pipe
command line parameter.
Pine before version 3.94 allows local users to gain privileges via a symlink attack

on a lockfile that is created when a user receives new mail.



CVE Number
CAN-1999-1225

CAN-1999-1229

CAN-1999-1285

CAN-1999-1299

CAN-1999-1346

CAN-1999-1347

CAN-1999-1348

CAN-1999-1352

CAN-1999-1381

CAN-1999-1387
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Description
rpc.mountd on Linux, Ultrix, and possibly other operating systems, allows remote
attackers to determine the existence of a file on the server by attempting to
mount that file, which generates different error messages depending on whether
the file exist
Quake 2 server 3.13 on Linux does not properly check file permissions for the
config.cfg configuration file, which allows local users to read arbitrary files via a
symlink from config.cfg to the target file.
Linux 2.1.132 and earlier allows local users to cause a denial of service
(resource exhaustion) by reading a large buffer from a random device (e.g.
/dev/urandom), which cannot be interrupted until the read has completed.
rcp on various Linux systems including Red Hat 4.0 allows a "nobody" user or
other user with UID of 65535 to overwrite arbitrary files, since 65535 is
interpreted as -1 by chown and other system calls, which causes the calls to fail
to modify the owner
PAM configuration file for rlogin in Red Hat Linux 6.1 and earlier includes a less
restrictive rule before a more restrictive one, which allows users to access the
host via rlogin even if rlogin has been explicitly disabled using the /etc/nologin
file.
Xsession in Red Hat Linux 6.1 and earlier can allow local users with restricted
accounts to bypass execution of the .xsession file by starting kde, gnome or
anotherlevel from kdm.
Linuxconf on Red Hat Linux 6.0 and earlier does not properly disable PAM-
based access to the shutdown command, which could allow local users to
cause a denial of service.
mknod in Linux 2.2 follows symbolic links, which could allow local users to
overwrite files or gain privileges.
Buffer overflow in dbadmin CGI program 1.0.1 on Linux allows remote attackers
to execute arbitrary commands.
Windows NT 4.0 SP2 allows remote attackers to cause a denial of service
(crash), possibly via malformed inputs or packets, such as those generated by a
Linux smbmount command that was compiled on the Linux 2.0.29 kernel but

executed on Linux 2.0.25.



CVE Number

CAN-1999-1390

CAN-1999-1406

CAN-1999-1434

CAN-1999-1441

CAN-1999-1442

CAN-1999-1445

CAN-1999-1477

CAN-1999-1489

CAN-1999-1490

CAN-1999-1491

CAN-1999-1496

CAN-1999-1498
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Description
suidexec in suidmanager 0.18 on Debian 2.0 allows local users to gain root
privileges by specifying a malicious program on the command line.
dumpreg in Red Hat Linux 5.1 opens /dev/mem with O_RDWR access, which
allows local users to cause a denial of service (crash) by redirecting fd 1 (stdout)
to the kernel.
login in Slackware Linux 3.2 through 3.5 does not properly check for an error
when the /etc/group file is missing, which prevents it from dropping privileges,
causing it to assign root privileges to any local user who logs on to the server.
Linux 2.0.34 does not properly prevent users from sending SIGIO signals to
arbitrary processes, which allows local users to cause a denial of service by
sending SIGIO to processes that do not catch it.
Bug in AMD K6 processor on Linux 2.0.x and 2.1.x kernels allows local users to
cause a denial of service (crash) via a particular sequence of instructions,
possibly related to accessing addresses outside of segments.
Vulnerability in imapd and ipop3d in Slackware 3.4 and 3.3 with shadowing
enabled, and possibly other operating systems, allows remote attackers to
cause a core dump via a short sequence of USER and PASS commands that do
not provide valid usernames or
Buffer overflow in GNOME libraries 1.0.8 allows local user to gain root access via
a long --espeaker argument in programs such as nethack.
Buffer overflow in TestChip function in XFree86 SuperProbe in Slackware Linux
3.1 allows local users to gain root privileges via a long -nopr argument.
xosview 1.5.1 in Red Hat 5.1 allows local users to gain root access via a long
HOME environmental variable.
abuse.console in Red Hat 2.1 uses relative pathnames to find and execute the
undrv program, which allows local users to execute arbitrary commands via a
path that points to a Trojan horse program.
Sudo 1.5 in Debian Linux 2.1 and Red Hat 6.0 allows local users to determine
the existence of arbitrary files by attempting to execute the target filename as a
program, which generates a different error message when the file does not exist.
Slackware Linux 3.4 pkgtool allows local attacker to read and write to arbitrary

files via a symlink attack on the reply file.



CVE Number
CAN-2000-0017

CAN-2000-0109

CAN-2000-0118

CAN-2000-0219

CAN-2000-0227

CAN-2000-0248

CAN-2000-0293

CAN-2000-0355
CAN-2000-0357

CAN-2000-0358

CAN-2000-0364

CAN-2000-0365

CAN-2000-0433
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Description
Buffer overflow in Linux linuxconf package allows remote attackers to gain root
privileges via a long parameter.
The mcsp Client Site Processor system (MultiCSP) in Standard and Poor's
ComStock is installed with several accounts that have no passwords or easily
guessable default passwords.
The Red Hat Linux su program does not log failed password guesses if the su
process is killed before it times out, which allows local attackers to conduct
brute force password guessing.
Red Hat 6.0 allows local users to gain root access by booting single user and
hitting ~ C at the password prompt.
The Linux 2.2.x kernel does not restrict the number of Unix domain sockets as
defined by the wmem_max paremeter, which allows local users to cause a
denial of service by requesting a large number of sockets.
The web GUI for the Linux Virtual Server (LVS) software in the Red Hat Linux
Piranha package has a backdoor passowrd that allows remote attackers to
execute arbitrary commands.
aaa_base in SUSE Linux 6.3, and cron.daily in earlier versions, allow local users
to delete arbitrary files by creating files whose names include spaces, which are
then incorrectly interpreted by aaa_base when it deletes expired files from the
/tmp direct
pg and pb in SUSE pbpg 1.x package allows an attacker to read arbitrary files.
ORBiIt and esound in Red Hat Linux 6.1 do not use sufficiently random numbers,
which allows local'users to guess the authentication keys.
ORBIt and gnome-session in-Red Hat Linux 6.1 allows remote attackers to crash
a program.
screen and rxvt in Red Hat Linux 6.0 do not properly set the modes of tty
devices, which allows local users to write to other ttys.
Red Hat Linux 6.0 installs the /dev/pts file system with insecure modes, which
allows local users to write to other tty devices.
The SuSE aaa_base package installs some system accounts with home
directories set to /tmp, which allows local users to gain privileges to those

accounts by creating standard user startup scripts such as profiles.



CVE Number
CAN-2000-0491

CAN-2000-0520

CAN-2000-0531

CAN-2000-0545

CAN-2000-0606

CAN-2000-0607

CAN-2000-0614

CAN-2000-0617

CAN-2000-0618

CAN-2000-0667

CAN-2000-0701

CAN-2000-0714

CAN-2000-0715

CAN-2000-0747
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Description
Buffer overflow in the XDMCP parsing code of GNOME gdm, KDE kdm, and
wdm allows remote attackers to execute arbitrary commands or cause a denial
of service via a long FORWARD_QUERY request.
Buffer overflow in restore program 0.4b17 and earlier in dump package allows
local users to execute arbitrary commands via a long tape name.
Linux gpm program allows local users to cause a denial of service by flooding
the /dev/gpmctl device with STREAM sockets.
Buffer overflow in mailx mail command (aka Mail) on Linux systems allows local
users to gain privileges via a long -c (carbon copy) parameter.
Buffer overflow in kon program in Kanji on Console (KON) package on Linux may
allow local users to gain root privileges via a long -StartupMessage parameter.
Buffer overflow in fld program in Kanji on Console (KON) package on Linux may
allow local users to gain root privileges via an input file containing long
CHARSET_REGISTRY or CHARSET_ENCODING settings.
Tnef program in Linux systems allows remote attackers to overwrite arbitrary files
via TNEF encoded compressed attachments which specify absolute path names
for the decompressed output.
Buffer overflow in xcong and ccong game programs on Red Hat Linux allows
local users to gain additional privileges via long USER environmental variable.
Buffer overflow in xcong and ccong game programs on Red Hat Linux allows
local users to gain additional privileges via long DISPLAY environmental
variable.
Vulnerability in gpmein Caldera Linux-allows local users to delete arbitrary files or
conduct a denial of service.
The wrapper program in mailman 2.0beta3 and 2.0beta4 does not properly
cleanse untrusted format strings, which allows local users to gain privileges.
Some problems like this one are related to installations of files that set improper
permissions. Should each separate file get a separate CVE entry? Or should dot
notation be used? This question has been labeled as CD:INSTALL-PERM.
DiskCheck script diskcheck.pl in Red Hat Linux allows local users to create or
overwrite arbitrary files via a symlink attack.
The logrotate script for openldap earlier than 1.2.11 in Conectiva Linux sends an

improper signal to the kernel log daemon (klogd) and kills it.



CVE Number

CAN-2000-0800

CAN-2000-0843

CAN-2000-0866

CAN-2000-0963

CAN-2000-0986

CAN-2000-1009

CAN-2000-1125

CAN-2000-1134

CAN-2000-1175

CAN-2000-1183

CAN-2000-1207

CAN-2000-1208

71

Description
String parsing error in rpc.kstatd in the linuxnfs or knfsd packages in SUSE and
possibly other Linux systems allows remote attackers to gain root privileges.
Buffer overflow in pam_smb and pam_ntdom pluggable authentication modules
(PAM) allow remote attackers to execute arbitrary commands via a login with a
long user name.
Interbase 6 SuperServer for Linux allows an attacker to cause a denial of service
via a query containing 0 bytes.
Buffer overflow in ncurses library allows local users to execute arbitrary
commands via long environmental information such as TERM or
TERMINFO_DIRS.
Buffer overflow in Oracle 8.1.5 applications such as names, namesctl, onrsd,
osslogin, tnslsnr, tnsping, trcasst, and trcroute possibly allow local users to gain
privileges via a long ORACLE_HOME environmental variable.
dump in Red Hat Linux 6.2 trusts the pathname specified by the RSH
environmental variable, which allows local users to obtain root privileges by
modifying the RSH variable to point to a Trojan horse program.
restore 0.4b15 and earlier in Red Hat Linux 6.2 trusts the pathname specified by
the RSH environmental variable, which allows local users to obtain root
privileges by modifying the RSH variable to point to a Trojan horse program.
tesh, csh; sh, and bash on various Unix systems follow symlinks when
processing << redirects (aka here-documents or in-here documents), which
allows local users to overwrite files of other users via a symlink attack.
Buffer overflow in Koules 1.4 allows local users to execute arbitrary commands
via a long command line argument.
Buffer overflow in socks5 server on Linux allows attackers to execute arbitrary
commands via a long connection request.
userhelper in the usermode package on Red Hat Linux executes non-setuid
programs as root, which does not activate the security measures in glibc and
allows the programs to be exploited via format string vulnerabilities in glibc via
the LANG or LC_ALL envi
Format string vulnerability in startprinting() function of printjob.c in BSD-based
Ipr Ipd package may allow local users to gain privileges via an improper syslog

call that uses format strings from the checkremote() call.



CVE Number
CAN-2000-1213

CAN-2000-1214

CAN-2001-0073

CAN-2001-0107

CAN-2001-0112

CAN-2001-0131

CAN-2001-0172

CAN-2001-0181

CAN-2001-0229

CAN-2001-0468

CAN-2001-0496

CAN-2001-0623

72

Description
ping in iputils before 20001010, as distributed on Red Hat Linux 6.2 through 7J
and other operating systems, does not drop privileges after acquiring a raw
socket, which increases ping's exposure to bugs that otherwise would occur at
lower privileges.
Buffer overflows in the (1) outpack or (2) buf variables of ping in iputils before
20001010, as distributed on Red Hat Linux 6.2 through 7J and other operating
systems, may allow local users to gain privileges.
Buffer overflow in the find_default_type function in libsecure in NSA Security-
enhanced Linux, which may allow attackers to modify critical data in memory.
Veritas Backup agent on Linux allows remote attackers to cause a denial of
service by establishing a connection without sending any data, which causes
the process to hang.
Multiple buffer overflows in splitvt before 1.6.5 allow local users to execute
arbitrary commands.
htpasswd and htdigest in Apache 2.0a9, 1.3.14, and others allows local users to
overwrite arbitrary files via a symlink attack.
Buffer overflow in ReiserFS 3.5.28 in SUSE Linux allows local users to cause a
denial of service and possibly execute arbitrary commands by via a long
directory name.
Format string vulnerability in the error logging code of DHCP server and client in
Caldera Linux allows remote attackers to execute arbitrary commands.
Chili!Soft ASP for Linux before 3.6 does not properly set group privileges when
running in-inherited-mode, which could allow attackers to gain privileges via
malicious scripts.
Buffer overflow in FTPFS allows local users to gain root privileges via a long user
name.
kdesu creates world readable temporary files containing authentication info,
which can allow local users to gain privileges.
sendfiled, as included with Simple Asynchronous File Transfer (SAFT), on
various Linux systems does not properly drop privileges when sending

notification emails, which allows local attackers to gain privileges.



CVE Number
CAN-2001-0632

CAN-2001-0755

CAN-2001-0759

CAN-2001-0763

CAN-2001-0775

CAN-2001-0907

CAN-2001-0914

CAN-2001-1012

CAN-2001-1013

CAN-2001-1028

CAN-2001-1069

73

Description
Sun Chili!Soft 3.5.2 on Linux and 3.6 on AlX creates a default admin username
and password in the default installation, which can allow a remote attacker to
gain additional privileges.
Buffer overflow in ftp daemon (ftpd) 6.2 in Debian Linux allows attackers to
cause a denial of service and possibly execute arbitrary code via a long SITE
command.
Buffer overflow in bctool in Jetico BestCrypt 0.8.1 and earlier allows local users
to execute arbitrary code via a file or directory with a long pathname, which is
processed during an unmount.
Buffer overflow in Linux xinetd 2.1.8.9pre11-1 and earlier may allow remote
attackers to execute arbitrary code via a long ident response, which is not
properly handled by the svc_logprint function.
Buffer overflow in xloadimage 4.1 (aka xli 1.16 and 1.17) in Linux allows remote
attacker to execute arbitrary code via a FACES format image containing a long
(1) Firstname or (2) Lastname field.
Linux kernel 2.2.1 through 2.2.19, and 2.4.1 through 2.4.10, allows local users to
cause a denial of service via a series of deeply nested symlinks, which causes
the kernel to spend extra time when trying to access the link.
Linux kernel before 2.4.11pre3 in multiple Linux distributions allows local users
to cause a denial of service (crash) by starting the core vmlinux kernel, possibly
related to poor error checking during ELF loading.
Vulnerability in screen before 3.9.10, related to a multi-attach error, allows local
users to gain root privileges when there.is a subdirectory under /tmp/screens/.
Apache on Red Hat Linux with with the UserDir directive enabled generates
different error codes when a username exists and there is‘no public_html
directory and'when the username does not exist, which could allow remote
attackers to determine valid use
Buffer overflow in ultimate_source function of man 1.5 and earlier allows local
users to gain privileges.
libCoolType library as used in Adobe Acrobat (acroread) on Linux creates the
AdobeFnt.lst file with world-writable permissions, which allows local users to

modify the file and possibly modify acroread's behavior.



CVE Number
CAN-2001-1190

CAN-2001-1244

CAN-2001-1245

CAN-2001-1273

CAN-2001-1304

CAN-2001-1327

CAN-2001-1332

CAN-2001-1333

CAN-2001-1374

CAN-2001-1383

CAN-2001-1384

CAN-2001-1390
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Description
The default PAM files included with passwd in Mandrake Linux 8.1 do not
support MD5 passwords, which could result in a lower level of password security
than intended.
Multiple TCP implementations could allow remote attackers to cause a denial of
service (bandwidth and CPU exhaustion) by setting the maximum segment size
(MSS) to a very small number and requesting large amounts of data, which
generates more packets with
Opera 5.0 for Linux does not properly handle malformed HTTP headers, which
allows remote attackers to cause a denial of service, possibly with a header
whose value is the same as a MIME header name.
The "mxesr P4" vulnerability in the Linux kernel before 2.2.17-14, when running
on certain Intel CPUs, allows local users to cause a denial of service (system
halt).
Buffer overflow in SHOUTcast Server 1.8.2 allows remote attackers to cause a
denial of service (crash) via several HTTP requests with a long (1) user-agent or
(2) host HTTP header.
pmake before 2.1.35 in Turbolinux 6.05 and earlier is installed with setuid root
privileges, which could allow local users to gain privileges by exploiting
vulnerabilities in pmake or programs that are used by pmake.
Buffer overflows in Linux CUPS before 1.1.6 may allow remote attackers to
execute arbitrary code.
Linux CUPS before 1.1.6 does not securely handle temporary files, possibly due
to a symlink vulnerability that could allow local users to overwrite files.
expect before 5.32 searches for its libraries in /var/tmp before other directories,
which could allow local users to gain root privileges via a Trojan horse library
that is accessed by mkpasswd.
initscript in setserial 2.17-4 and earlier uses predictable temporary file names,
which could allow local users to conduct unauthorized operations on files.
ptrace in Linux 2.2.x through 2.2.19, and 2.4.x through 2.4.9, allows local users
to gain root privileges by running ptrace on a setuid or setgid program that itself
calls an unprivileged program, such as newgrp.
Unknown vulnerability in binfmt_misc in the Linux kernel before 2.2.19, related to

user pages.



CVE Number
CAN-2001-1391

CAN-2001-1392

CAN-2001-1393

CAN-2001-1394

CAN-2001-1395

CAN-2001-1396

CAN-2001-1397

CAN-2001-1398

CAN-2001-1399

CAN-2001-1400

CAN-2002-0062

CAN-2002-0086

CAN-2002-0164
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Description
off-by-one vulnerability in CPIA driver of Linux kernel before 2.2.19 allows users
to modify kernel memory.
The Linux kernel before 2.2.19 does not have unregister calls for (1) CPUID and
(2) MSR drivers, which could cause a DoS (crash) by unloading and reloading
the drivers.
Unknown vulnerability in classifier code for Linux kernel before 2.2.19 could
result in denial of service (hang).
Signedness error in (1) getsockopt and (2) setsockopt for Linux kernel before
2.2.19 allows local users to cause a denial of service.
Unknown vulnerability in sockfilter for Linux kernel before 2.2.19 related to
"boundary cases," with unknown impact.
Unknown vulnerabilities in strnlen_user for Linux kernel before 2.2.19, with
unknown impact.
The System V (SYS5) shared memory implementation for Linux kernel before
2.2.19 could allow attackers to modify recently freed memory.
Masquerading code for Linux kernel before 2.2.19 does not fully check packet
lengths in certain cases, which may lead to a vulnerability.
Certain operations in Linux kernel-before 2.2.19 on the x86 architecture copy the
wrong number of bytes, which might allow attackers to modify memory, aka
"User access asm bug on x86."
Unknown vulnerabilities in the UDP port allocation for Linux kernel before 2.2.19
could allow local users to cause a denial of service (deadlock).
Buffer overflow in.ncurses 5.0, and the ncurses4 compatibility package which is
based on it, allows local users to gain privileges.
Buffer overflow in bindsock in Lotus Domino 5.0.4 and 5.0.7 on Linux allows local
users to gain root privileges via a long (1) Notes_ExecDirectory or (2) PATH
environment variable.
Vulnerability in the MIT-SHM extension of the X server on Linux allows local users
to read and write arbitrary shared memory, possibly to cause a denial of service

or gain privileges.



CVE Number
CAN-2002-0169

CAN-2002-0203

CAN-2002-0378

CAN-2002-0429

CAN-2002-0488

CAN-2002-0489

CAN-2002-0499

CAN-2002-0510

CAN-2002-0512

CAN-2002-0570
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Description
The default stylesheet for DocBook on Red Hat Linux 6.2 through 7.2 is installed
with an insecure option enabled, which could allow users to overwrite files
outside of the current directory from an untrusted document by using a full
pathname as an element
ttawebtop.cgi in Tarantella Enterprise 3.20 on SPARC Solaris and Linux, and
3.1x and 3.0x including 3.11.903, allows remote attackers to view directory
contents via an empty pg parameter.
The default configuration of LPRng print spooler in Red Hat Linux 7.0 through 7.3
accepts print jobs from arbitrary remote hosts.
The iBCS routines in arch/i386/kernel/traps.c for Linux kernels 2.4.18 and earlier
on x86 systems allow local users to kill arbitrary processes via a a binary
compatibility interface (Icall).
Linux Directory Penguin traceroute.pl CGl script 1.0 allows remote attackers to
execute arbitrary code via shell metacharacters in the host parameter.
Linux Directory Penguin NsLookup CGl script (nslookup.pl) 1.0 allows remote
attackers to execute arbitrary code via shell metacharacters in the (1) query or
(2) type parameters.
The d_path function in Linux kernel 2.2.20 and earlier, and 2.4.18 and earlier,
truncates long pathnames without generating an error, which could allow local
users to force programs to perform inappropriate operations on the wrong
directories.
The UDP implementation in Linux 2.4.x kernels keeps the IP Identification field at
0 for all non-fragmented packets, which could allow remote attackers to
determine that a target system is running Linux.
startkde in KDE for Caldera OpenLinux 2.3 through 3.1.1 sets the
LD LIBRARY_PATH environment variable to include the current working
directory, which could allow local users to gain privileges of other users running
startkde via Trojan horse libraries.
The encrypted loop device in Linux kernel 2.4.10 and earlier does not
authenticate the entity that is encrypting data, which allows local users to modify

encrypted data without knowing the key.



CVE Number
CAN-2002-0638

CAN-2002-0660

CAN-2002-0704

CAN-2002-0758

CAN-2002-0762

CAN-2002-0767

CAN-2002-0817

CAN-2002-0820

CAN-2002-0836

CAN-2002-0849

7

Description
setpwnam.c in the util-linux package, as included in Red Hat Linux 7.3 and
earlier, and other operating systems, does not properly lock a temporary file
when modifying /etc/passwd, which may allow local users to gain privileges via a
complex race conditio
Buffer overflow in libpng 1.0.12-3.woody.2 and libpng3 1.2.1-1.1.woody.2 on
Debian Linux 3.0, and other operating systems, may allow attackers to cause a
denial of service and possibly execute arbitrary code, a different vulnerability
than CAN-2002-0728.
The Network Address Translation (NAT) capability for Netfilter ("iptables") 1.2.6a
and earlier leaks translated IP addresses in ICMP error messages.
ifup-dhcp script in the sysconfig package for SUSE 8.0 allows remote attackers
to execute arbitrary commands via spoofed DHCP responses, which are stored
and executed in a file.
shadow package in SUSE 8.0 allows local users to destroy the /etc/passwd and
/etc/shadow files or assign extra group privileges to some users by changing
filesize limits before calling programs that modify the files.
simpleinit on Linux systems does not close a read/write FIFO file descriptor
before creating a child process, which allows the child process to cause
simpleinit to execute arbitrary programs with root privileges.
Format string vulnerability in super for Linux allows local users to gain root
privileges via a long command line argument.
FreeBSD kernel 4.6 does not properly close and redirect the file descriptors 0, 1,
and 2 to /dev/null when the original descriptors reference procfs, which could
allow local users to reuse the file descriptors in a setuid or setgid program to
modify criti
dvips converter for Postscript files in the tetex package calls the system()
function insecurely, which allows remote attackers to execute arbitrary
commands via certain print jobs, possibly involving fonts.
Linux-iSCSI iSCSI implementation installs the iscsi.conf file with world-readable
permissions on some operating systems, including Red Hat Linux Limbo Beta
#1, which could allow local users to gain privileges by reading the cleartext

CHAP password.



CVE Number

CAN-2002-0854

CAN-2002-0875

CAN-2002-0912

CAN-2002-0915

CAN-2002-1232

CAN-2002-1278

CAN-2002-1285

CVE-1999-0002

CVE-1999-0034

CVE-1999-0046

CVE-1999-0074

CVE-1999-0128

CVE-1999-0137

CVE-1999-0183

CVE-1999-0234
CVE-1999-0245

78

Description
Buffer overflows in ISDN Point to Point Protocol (PPP) daemon (ipppd) in the i4l
package on SuSE 7.3, 8.0, and possibly other operating systems, may allow
local users to gain privileges.
Vulnerability in FAM 2.6.8, 2.6.6, and other versions allows unprivileged users to
obtain the names of files whose access is restricted to the root group.
in.uucpd UUCP server in Debian GNU/Linux 2.2, and possibly other operating
systems, does not properly terminate long strings, which allows remote attackers
to cause a denial of service, possibly due to a buffer overflow.
autorun in Xandros based Linux distributions allows local users to read the first
line of arbitrary files via the -c¢ parameter, which causes autorun to print the first
line of the file.
Memory leak in ypdb_open in yp_db.c for ypserv before 2.5 in the NIS package
3.9 and earlier allows remote attackers to cause a denial of service (memory
consumption) via a large number of requests for a map that does not exist.
The mailconf module in Linuxconf 1.24 on Conectiva Linux 6.0 through 8
generates the Sendmail configuration file (sendmail.cf) in a way that configures
Sendmail to run as an open mail relay, which allows remote attackers to send
Spam email.
runlpr in the LPRng package allows the local Ip user to gain root privileges via
certain command line arguments.
Buffer overflow in NFS mountd gives root access to remote attackers, mostly in
Linux systems.
Buffer overflow in-suidper! (sperl), Perl:4.x and 5.x
Buffer overflow of rlogin program using TERM environmental variable.
Listening TCP ports are sequentially allocated, allowing spoofing attacks.
Oversized ICMP ping packets can result in-a denial of service, aka Ping o'
Death.
The dip program on many Linux systems allows local users to gain root access
via a buffer overflow.
Linux implementations of TFTP would allow access to files outside the restricted
directory.
Bash treats any character with a value of 255 as a command separator.

Some configurations of NIS+ in Linux allowed attackers to log in as the user "+"



CVE Number
CVE-1999-0262

CVE-1999-0297

CVE-1999-0316
CVE-1999-0318

CVE-1999-0335

CVE-1999-0340

CVE-1999-0341

CVE-1999-0342

CVE-1999-0363

CVE-1999-0373

CVE-1999-0374

CVE-1999-0390

CVE-1999-0403

CVE-1999-0405

CVE-1999-0409

CVE-1999-0414

CVE-1999-0421

CVE-1999-0457

CVE-1999-0502

CVE-1999-0513

CVE-1999-0628

79

Description
faxsurvey CGI script on Linux allows remote command execution via shell
metacharacters.
Buffer overflow in Vixie Cron library up to version 3.0 allows local users to obtain
root access via a long environmental variable.
Buffer overflow in Linux splitvt command gives root access to local users.
Buffer overflow in xmcd 2.0p12 allows local users to gain access through an
environmental variable.
Buffer overflow in BSD and linux Ipr command allows local users to execute
commands as root through the classification option.
Buffer overflow in Linux Slackware crond program allows local users to gain root
access.
Buffer overflow in the Linux mail program "deliver" allows local users to gain root
access.
Linux PAM modules allow local users to gain root access using temporary files.
SuSE 5.2 PLP Ipc program has a buffer overflow that leads to root compromise.
Buffer overflow in the "Super" utility in Debian Linux and other operating systems
allows local users to execute commands as root.
Debian Linux cfengine package is susceptible to a symlink attack.
Buffer overflow in Dosemu Slang library in Linux.
A bug in Cyrix CPU's on Linux allows local users to perform a denial of service.
A buffer overflow in Isof allows local users to obtain root privilege.
Buffer overflow in gnuplot in Linux version 3.5 allows local users to obtain root
access.
In Linux before version 2.0.36, remote attackers can spoof a TCP connection
and pass data to the application layer before fully establishing the connection.
During a reboot after an installation of Linux Slackware 3.6, a remote attacker
can obtain root access by logging in to the root account without a password.
Linux ftpwatch program allows local users to gain root privileges.
A Unix account has a default, null, blank, or missing password.
ICMP messages to broadcast addresses are allowed, allowing for a Smurf attack
that can cause a denial of service.
The rwho/rwhod service is running, which exposes machine status and user

information.



CVE Number

CVE-1999-0678

CVE-1999-0704

CVE-1999-0706

CVE-1999-0720

CVE-1999-0733

CVE-1999-0740

CVE-1999-0746

CVE-1999-0769

CVE-1999-0780

CVE-1999-0781

CVE-1999-0804

CVE-1999-0831
CVE-1999-0832

CVE-1999-0856

CVE-1999-0894
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Description
A default configuration of Apache on Debian Linux sets the ServerRoot to
/usr/doc, which allows remote users to read documentation files for the entire
server.
Buffer overflow in Berkeley automounter daemon (amd) logging facility provided
in the Linux am-utils package and others.
Linux xmonisdn package allows local users to gain root privileges by modifying
the IFS or PATH environmental variables.
The pt_chown command in Linux allows local users to modify TTY terminal
devices that belong to other users.
Buffer overflow in VMWare 1.0.1 for Linux via a long HOME environmental
variable.
Remote attackers can cause a denial of service on Linux in.telnetd telnet
daemon through a malformed TERM environmental variable.
A default configuration of in.identd in SUSE Linux waits 120 seconds between
requests, allowing a remote attacker to conduct a denial of service.
Vixie Cron on Linux systems allows local users to set parameters of sendmail
commands via the MAILTO environmental variable.
KDE klock allows local users to kill arbitrary processes by specifying an arbitrary
PID in the .kss.pid file.
KDE allows local users to execute arbitrary commands by setting the KDEDIR
environmental variable to modify the search path that KDE uses to locate its
executables.
Denial of service in"Linux 2.2.x kernels via malformed ICMP packets containing
unusual types, codes, and IP header lengths.
Denial of service in Linux syslogd via a large number of connections.
Buffer overflow in NFS serveron Linux allows attackers to-execute commands
via a long pathname.
login in Slackware 7.0 allows remote attackers to identify valid users on the
system by reporting an encryption error when an account is locked or does not
exist.
Red Hat Linux screen program does not use Unix98 ptys, allowing local users to

write to other terminals.



CVE Number
CVE-1999-0906

CVE-1999-0914
CVE-1999-0978

CVE-1999-0986

CVE-1999-1008
CVE-1999-1048

CVE-1999-1276

CVE-1999-1288

CVE-1999-1327

CVE-1999-1328

CVE-1999-1329

CVE-1999-1330

CVE-1999-1331

CVE-1999-1332

81

Description
Buffer overflow in sccw allows local users to gain root access via the HOME
environmental variable.
Buffer overflow in the FTP client in the Debian GNU/Linux netstd package.
htdig allows remote attackers to execute commands via filenames with shell
metacharacters.
The ping command in Linux 2.0.3x allows local users to cause a denial of
service by sending large packets with the -R (record route) option.
xsoldier program allows local users to gain root access via a long argument.
Buffer overflow in bash 2.0.0, 1.4.17, and other versions allows local attackers to
gain privileges by creating an extremely large directory name, which is inserted
into the password prompt via the \w option in the PS1 environmental variable
when another
fte-console in the fte package before 0.46b-4.1 does not drop root privileges,
which allows local users to gain root access via the virtual console device.
Samba 1.9.18 inadvertently includes a prototype application, wsmbconf, which
is installed with incorrect permissions including the setgid bit, which allows local
users to read and write files and possibly gain privileges via bugs in the
program.
Buffer overflow in linuxconf 1.11r11-rh2 on Red Hat Linux 5.1 allows local users
to-gain root privileges via a long LANG environmental variable.
linuxconf before 1.11.r11-rh3 on Red Hat Linux 5.1 allows local users to
overwrite arbitrary files and gain root access via a symlink attack.
Buffer overflow in SysVInit in Red Hat'Linux 5.1 and earlier allows local users to
gain privileges.
The snprintf function in the db library 1.85.4 ignores the size parameter, which
could allow attackers to exploit buffer overflows that would be prevented by a
properly implemented snprintf.
netcfg 2.16-1 in Red Hat Linux 4.2 allows the Ethernet interface to be controlled
by users on reboot when an option is set, which allows local users to cause a
denial of service by shutting down the interface.
gzexe in the gzip package on Red Hat Linux 5.0 and earlier allows local users to

overwrite files of other users via a symlink attack on a temporary file.



CVE Number
CVE-1999-1333

CVE-1999-1335

CVE-1999-1339

CVE-1999-1341

CVE-1999-1407

CVE-1999-1411

CVE-1999-15612

CVE-2000-0031

CVE-2000-0048

CVE-2000-0052

CVE-2000-0076

CVE-2000-0107

CVE-2000-0112

CVE-2000-0145

82

Description
automatic download option in ncftp 2.4.2 FTP client in Red Hat Linux 5.0 and
earlier allows remote attackers to execute arbitrary commands via shell
metacharacters in the names of files that are to be downloaded.
snmpd server in cmu-snmp SNMP package before 3.3-1 in Red Hat Linux4.0 is
configured to allow remote attackers to read and write sensitive information.
Vulnerability when Network Address Translation (NAT) is enabled in Linux 2.2.10
and earlier with ipchains, or FreeBSD 3.2 with ipfw, allows remote attackers to
cause a denial of service (kernel panic) via a ping -R (record route) command.
Linux kernel before 2.3.18 or 2.2.13pre 15, with SLIP and PPP options, allows
local unprivileged users to forge IP packets via the TIOCSETD option on tty
devices.
ifdhcpc-done script for configuring DHCP on Red Hat Linux 5 allows local users
to append text to arbitrary files via a symlink attack on the dhcplog file.
The installation of the fsp package 2.71-10 in Debian Linux 2.0 adds the
anonymous FTP user without notifying the administrator, which could
automatically enable anounymous FTP on some servers such as wu-ftp.
The AMaViS virus scanner 0.2.0-pre4 and earlier allows remote attackers to
execute arbitrary commands as root via an infected mail message with shell
metacharacters in the reply-to field.
The initscripts package in Red Hat Linux allows local users to gain privileges via
a symlink attack.
get_it program in Corel Linux Update allows local users to gain root access by
specifying-an alternate PATH for the cp.program.
Red Hat userhelper program in the usermode package allows local users to gain
root access via PAM and a .. (dot dot) attack.
nviboot boot script in the Debian nvi package allows local users to delete files
via malformed entries in vi.recover.
Linux apcd program allows local attackers to modify arbitrary files via a symlink
attack.
The default installation of Debian Linux uses an insecure Master Boot Record
(MBR) which allows a local user to boot from a floppy disk during the installation.
The libguile.so library file used by gnucash in Debian Linux is installed with

world-writable permissions.



CVE Number
CVE-2000-0170

CVE-2000-0171

CVE-2000-0172

CVE-2000-0184

CVE-2000-0186

CVE-2000-0192

CVE-2000-0193

CVE-2000-0194

CVE-2000-0195

CVE-2000-0196

CVE-2000-0206

CVE-2000-0218

CVE-2000-0231

CVE-2000-0233

CVE-2000-0263

83

Description
Buffer overflow in the man program in Linux allows local users to gain privileges
via the MANPAGER environmental variable.
atsadc in the atsar package for Linux does not properly check the permissions
of an output file, which allows local users to gain root privileges.
The mtr program only uses a seteuid call when attempting to drop privileges,
which could allow local users to gain root privileges.
Linux printtool sets the permissions of printer configuration files to be world-
readable, which allows local attackers to obtain printer share passwords.
Buffer overflow in the dump utility in the Linux ext2fs backup package allows
local users to gain privileges via a long command line argument.
The default installation of Caldera OpenLinux 2.3 includes the CGI program
rom_query, which allows remote attackers to determine what packages are
installed on the system.
The default configuration of Dosemu in Corel Linux 1.0 allows local users to
execute the system.com program and gain privileges.
buildxconf in Corel Linux allows local users to modify or create arbitrary files via
the -x or -f parameters.
setxconf in Corel Linux allows local users to gain root access via the -T
parameter, which executes the user's .xserverrc file.
Buffer overflow in-mhshow in the Linux nmh package allows remote attackers to
execute commands via malformed MIME headers in an email message.
The installation of Oracle 8.1.5.x on Linux follows symlinks and creates the
orainstRoot.sh file-with world-writeable permissions, which allows local users to
gain privileges.
Buffer overflow in Linux. mount and umount allows local users to gain root
privileges viaa long relative pathname.
Linux kreatecd trusts a user-supplied path that is used to find the cdrecord
program, allowing local users to gain root privileges.
SuSE Linux IMAP server allows remote attackers to bypass IMAP authentication
and gain privileges.
The X font server xfs in Red Hat Linux 6.x allows an attacker to cause a denial of

service via a malformed request.



CVE Number
CVE-2000-0274

CVE-2000-0289

CVE-2000-0314

CVE-2000-0315

CVE-2000-0336

CVE-2000-0340

CVE-2000-0344

CVE-2000-0354

CVE-2000-0356

CVE-2000-0362

CVE-2000-0363

CVE-2000-0366

CVE-2000-0367

CVE-2000-0369

CVE-2000-0370
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Description
The Linux trustees kernel patch allows attackers to cause a denial of service by
accessing a file or directory with a long name.
IP masquerading in Linux 2.2.x allows remote attackers to route UDP packets
through the internal interface by modifying the external source IP address and
port number to match those of an established connection.
traceroute in NetBSD 1.3.3 and Linux systems allows local users to flood other
systems by providing traceroute with a large waittime (-w) option, which is not
parsed properly and sets the time delay for sending packets to zero.
traceroute in NetBSD 1.3.3 and Linux systems allows local unprivileged users to
modify the source address of the packets, which could be used in spoofing
attacks.
Linux OpenlLDAP server allows local users to modify arbitrary files via a symlink
attack.
Buffer overflow in Gnomelib in SUSE Linux 6.3 allows local users to execute
arbitrary commands via the DISPLAY environmental variable.
The knfsd NFS server in Linux kernel 2.2.x allows remote attackers to cause a
denial of service via a negative size value.
mirror 2.8.x in Linux systems allows remote attackers to create files one level
above the local target directory.
Pluggable Authentication Modules (PAM) in Red Hat Linux 6.1 does not properly
lock access to disabled NIS accounts.
Buffer overflows in Linux cdwtools 093 and earlier allows local users to gain root
privileges.
Linux cdwtools 093 and earlier allows local users to gain root privileges via the
/tmp directory.
dump in Debian Linux 2.1 does not properly restore symlinks, which allows a
local user to modify the ownership of arbitrary files.
Vulnerability in eterm 0.8.8 in Debian Linux allows an attacker to gain root
privileges.
The IDENT server in Caldera Linux 2.3 creates multiple threads for each IDENT
request, which allows remote attackers to cause a denial of service.
The debug option in Caldera Linux smail allows remote attackers to execute

commands via shell metacharacters in the -D option for the rmail command.



CVE Number
CVE-2000-0374

CVE-2000-0378

CVE-2000-0438

CVE-2000-0454

CVE-2000-0460

CVE-2000-0467

CVE-2000-0483

CVE-2000-0506

CVE-2000-0508

CVE-2000-0566

CVE-2000-0573

CVE-2000-0584
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Description
The default configuration of kdm in Caldera Linux allows XDMCP connections
from any host, which allows remote attackers to obtain sensitive information or
bypass additional access restrictions.
The pam_console PAM module in Linux systems performs a chown on various
devices upon a user login, but the ownership of some devices is not reset when
the user logs out, which allows that user to sniff activity on these devices when
subsequent users log i
Buffer overflow in fdmount on Linux systems allows local users in the "floppy"
group to execute arbitrary commands via a long mountpoint parameter.
Buffer overflow in Linux cdrecord allows local users to gain privileges via the dev
parameter.
Buffer overflow in KDE kdesud on Linux allows local uses to gain privileges via a
long DISPLAY environmental variable.
Buffer overflow in Linux splitvt 1.6.3 and earlier allows local users to gain root
privileges via a long password in the screen locking function.
The Zope DocumentTemplate package allows a remote attacker to modify
DTMLDocuments or DTMLMethods without authorization.
The "capabilities" feature in Linux before 2.2.16 allows local users to cause a
denial of service or gain privileges by setting the capabilities to prevent a setuid
program from dropping privileges, aka the "Linux kernel setuid/setcap
vulnerability."
rpc.lockd in Red Hat Linux 6.1 and 6.2 allows remote attackers to cause a denial
of service via a malformed request.
makewhatis in Linux man package allows local users to overwrite files via a
symlink attack.
The Ireply function in wu-ftpd 2.6.0 and earlier does not properly cleanse an
untrusted format string, which allows remote attackers to execute arbitrary
commands via the SITE EXEC command.
Buffer overflow in Canna input system allows remote attackers to execute
arbitrary commands via an SR_INIT command with a long user name or group

name.



CVE Number
CVE-2000-0594

CVE-2000-0602

CVE-2000-0604

CVE-2000-0633

CVE-2000-0655

CVE-2000-0666

CVE-2000-0668

CVE-2000-0676

CVE-2000-0698

CVE-2000-0703

CVE-2000-0712

CVE-2000-0718
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Description
BitchX IRC client does not properly cleanse an untrusted format string, which
allows remote attackers to cause a denial of service via an invite to a channel
whose name includes special formatting characters.
Secure Locate (slocate) in Red Hat Linux allows local users to gain privileges via
a malformed configuration file that is specified in the LOCATE_PATH
environmental variable.
gkermit in Red Hat Linux is improperly installed with setgid uucp, which allows
local users to modify files owned by uucp.
Vulnerability in Mandrake Linux usermode package allows local users to to
reboot or halt the system.
Netscape Communicator 4.73 and earlier allows remote attackers to cause a
denial of service or execute arbitrary commands via a JPEG image containing a
comment with an illegal field length of 1.
rpc.statd in the nfs-utils package in various Linux distributions does not properly
cleanse untrusted format strings, which allows remote attackers to gain root
privileges.
pam_console PAM module in Linux systems allows a user to access the system
console and reboot the system when a display manager such as gdm or kdm
has XDMCP enabled.
Netscape Communicator and Navigator 4.04 through 4.74 allows remote
attackers to read arbitrary files by using a Java applet to open a connection to a
URL using the "file", "http", "https", and "ftp" protocols, as demonstrated by Brown
Orifice.
Minicom 1.82.1 and earlier on some Linux systems allows local users to create
arbitrary files via a symlink attack.
suidperl (aka sperl) does not properly cleanse the escape sequence "~!" before
calling /bin/mail to send an error report, which allows local users to gain
privileges by setting the "interactive" environmental variable and calling suidperl
with a filename
Linux Intrusion Detection System (LIDS) 0.9.7 allows local users to gain root
privileges when LIDS is disabled via the security=0 boot option.
A race condition in MandrakeUpdate allows local users to modify RPM files while

they are in the /tmp directory before they are installed.



CVE Number
CVE-2000-0725

CVE-2000-0727

CVE-2000-0728

CVE-2000-0749

CVE-2000-0750

CVE-2000-0751

CVE-2000-0763

CVE-2000-0787

CVE-2000-0816

CVE-2000-0824

CVE-2000-0829

CVE-2000-0844
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Description
Zope before 2.2.1 does not properly restrict access to the getRoles method,
which allows users who can edit DTML to add or modify roles by modifying the
roles list that is included in a request.
xpdf PDF viewer client earlier than 0.91 does not properly launch a web browser
for embedded URL's, which allows an attacker to execute arbitrary commands
via a URL that contains shell metacharacters.
xpdf PDF viewer client earlier than 0.91 allows local users to overwrite arbitrary
files via a symlink attack.
Buffer overflow in the Linux binary compatability module in FreeBSD 3.x through
5.x allows local users to gain root privileges via long filenames in the linux
shadow file system.
Buffer overflow in mopd (Maintenance Operations Protocol loader daemon)
allows remote attackers to execute arbitrary commands via a long file name.
mopd (Maintenance Operations Protocol loader daemon) does not properly
cleanse user-injected format strings, which allows remote attackers to execute
arbitrary commands.
xlockmore and xlockf do not properly cleanse user-injected format strings, which
allows local users to gain root privileges via the -d option.
IRC Xchat client versions 1.4.2 and earlier allows remote attackers to execute
arbitrary commands by encoding shell metacharacters into a URL which XChat
uses to launch a web browser.
Linux tmpwatch --fuser option allows local users to execute arbitrary commands
by creating files whose names contain shell metacharacters.
The unsetenv function in glibc 2.1.1 does not properly unset an environmental
variable if the variable is provided twice to a program, which could allow local
users to execute arbitrary commands in setuid programs by specifying their own
duplicate environ
The tmpwatch utility in Red Hat Linux forks a new process for each directory
level, which allows local users to cause a denial of service by creating deeply
nested directories in /tmp or /var/tmp/.
Some functions that implement the locale subsystem on Unix do not properly
cleanse user-injected format strings, which allows local attackers to execute

arbitrary commands via functions such as gettext and catopen.



CVE Number
CVE-2000-0867

CVE-2000-0868

CVE-2000-0869

CVE-2000-0883

CVE-2000-0913

CVE-2000-0917

CVE-2000-0934

CVE-2000-0948

CVE-2000-0949

CVE-2000-0956

CVE-2000-0967

CVE-2000-1010
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Description
Kernel logging daemon (klogd) in Linux does not properly cleanse user-injected
format strings, which allows local users to gain root privileges by triggering
malformed kernel messages.
The default configuration of Apache 1.3.12 in SuSE Linux 6.4 allows remote
attackers to read source code for CGl scripts by replacing the /cgi-bin/ in the
requested URL with /cgi-bin-sdb/.
The default configuration of Apache 1.3.12 in SUSE Linux 6.4 enables WebDAYV,
which allows remote attackers to list arbitrary directories via the PROPFIND
HTTP request method.
The default configuration of mod_perl for Apache as installed on Mandrake Linux
6.1 through 7.1 sets the /perl/ directory to be browseable, which allows remote
attackers to list the contents of that directory.
mod_rewrite in Apache 1.3.12 and earlier allows remote attackers to read
arbitrary files if a RewriteRule directive is expanded to include a filename whose
name contains a regular expression.
Format string vulnerability in use_syslog() function in LPRng 3.6.24 allows remote
attackers to execute arbitrary commands.
Glint in Red Hat Linux 5.2 allows local users to overwrite arbitrary files and cause
a denial of service via a symlink attack.
GnoRPM before 0.95 allows local users to modify arbitrary files via a symlink
attack.
Heap overflow in savestr function in LBNL traceroute 1.4a5 and earlier allows a
local user to execute arbitrary commands via the -g option.
cyrus-sasl before 1.5.24 in Red Hat Linux 7.0 does not properly verify the
authorization for a local user, which could allow the users to bypass specified
access restrictions.
PHP 3 and 4 do not properly cleanse user-injected format strings, which allows
remote attackers to execute arbitrary commands by triggering error messages
that are improperly written to the error logs.
Format string vulnerability in talkd in OpenBSD and possibly other BSD-based
OSes allows remote attackers to execute arbitrary commands via a user name

that contains format characters.



CVE Number
CVE-2000-1016

CVE-2000-1042

CVE-2000-1043

CVE-2000-1044

CVE-2000-1059

CVE-2000-1095

CVE-2000-1107

CVE-2000-1135

CVE-2000-1136

CVE-2000-1189

CVE-2000-1195

CVE-2001-0069
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Description
The default configuration of Apache (httpd.conf) on SUSE 6.4 includes an alias
for the /usr/doc directory, which allows remote attackers to read package
documentation and obtain system configuration information via an HTTP request
for the /doc/packages UR
Buffer overflow in ypserv in Mandrake Linux 7.1 and earlier, and possibly other
Linux operating systems, allows an attacker to gain root privileges when ypserv
is built without a vsyslog() function.
Format string vulnerability in ypserv in Mandrake Linux 7.1 and earlier, and
possibly other Linux operating systems, allows an attacker to gain root privileges
when ypserv is built without a vsyslog() function.
Format string vulnerability in ypbind-mt in SUSE SuSE-6.2, and possibly other
Linux operating systems, allows an attacker to gain root privileges.
The default configuration of the Xsession file in Mandrake Linux 7.1 and 7.0
bypasses the Xauthority access control mechanism with an "xhost + localhost"
command, which allows local users to sniff X Windows events and gain
privileges.
modprobe in the modutils 2.3.x package on Linux systems allows a local user to
execute arbitrary commands via shell metacharacters.
in.identd ident server in SUSE Linux 6.x and 7.0 allows remote attackers to cause
adenial of service via a long request, which causes the server to access a NULL
pointer and crash.
fshd (fsh daemon) in Debian Linux allows local users to overwrite files of other
users via-a-symlink-attack.
elvis-tiny before 1.4-10 in Debian Linux, and possibly other Linux operating
systems, allows local users to overwrite files of other users via a symlink attack.
Buffer overflow in pam_localuser PAM module in' Red Hat Linux 7.x and 6.x
allows attackers to gain privileges.
telnet daemon (telnetd) from the Linux netkit package before netkit-telnet-0.16
allows remote attackers to bypass authentication when telnetd is running with
the -L command line option.
dialog before 0.9a-20000118-3bis in Debian Linux allows local users to overwrite

arbitrary files via a symlink attack.



CVE Number
CVE-2001-0109

CVE-2001-0111

CVE-2001-0116
CVE-2001-0117

CVE-2001-0118
CVE-2001-0119
CVE-2001-0120

CVE-2001-0125

CVE-2001-0169

CVE-2001-0170

CVE-2001-0178

CVE-2001-0198

CVE-2001-0195

CVE-2001-0309

CVE-2001-0316
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Description
rctab in SUSE 7.0 and earlier allows local users to create or overwrite arbitrary
files via a symlink attack on the rctmp temporary file.
Format string vulnerability in splitvt before 1.6.5 allows local users to execute
arbitrary commands via the -rcfile command line argument.
gpm 1.19.3 allows local users to overwrite arbitrary files via a symlink attack.
sdiff 2.7 in the diffutils package allows local users to overwrite files via a symlink
attack.
rdist 6.1.5 allows local users to overwrite arbitrary files via a symlink attack.
getty_ps 2.0.7]j allows local users to overwrite arbitrary files via a symlink attack.
useradd program in shadow-utils program may allow local users to overwrite
arbitrary files via a symlink attack.
exmh 2.2 and earlier allows local users to overwrite arbitrary files via a symlink
attack on the exmhErrorMsg temporary file.
When using the LD_PRELOAD environmental variable in SUID or SGID
applications, glibc does not verify that preloaded libraries in /etc/ld.so.cache are
also SUID/SGID, which could allow a local user to overwrite arbitrary files by
loading a library from
glibc 2.1.9x and earlier does not properly clear the RESOLV_HOST_CONF,
HOSTALIASES, or RES_OPTIONS environmental variables when executing
setuid/setgid programs, which could allow local users to read arbitrary files.
kdesu program in KDE2 (KDE before 2.2.0-6) does not properly verify the owner
of a UNIX socket that is used to send a password, which allows local users to
steal passwords and gain privileges.
Format string vulnerability in-man in some Linux distributions allows local users
to gain privileges via a malformed - parameter.
sash before 3:4-4 in Debian Linux does not properly clone /etc/shadow, which
makes it world-readable and could allow local users to gain privileges via
password cracking.
inetd in Red Hat 6.2 does not properly close sockets for internal services such
as chargen, daytime, echo, etc., which allows remote attackers to cause a denial
of service via a series of connections to the internal services.
Linux kernel 2.4 and 2.2 allows local users to read kernel memory and possibly

gain privileges via a negative argument to the sysctl call.



CVE Number
CVE-2001-0317

CVE-2001-0366

CVE-2001-0405

CVE-2001-0474

CVE-2001-0481

CVE-2001-0525

CVE-2001-0625

CVE-2001-0635

CVE-2001-0641

CVE-2001-0738

CVE-2001-0739

CVE-2001-0787
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Description
Race condition in ptrace in Linux kernel 2.4 and 2.2 allows local users to gain
privileges by using ptrace to track and modify a running setuid process.
saposcol in SAP R/3 Web Application Server Demo before 1.5 trusts the PATH
environmental variable to find and execute the expand program, which allows
local users to obtain root access by modifying the PATH to point to a Trojan
horse expand program.
ip_conntrack_ftp in the IPTables firewall for Linux 2.4 allows remote attackers to
bypass access restrictions for an FTP server via a PORT command that lists an
arbitrary IP address and port number, which is added to the RELATED table and
allowed by th
Utah-glx in Mesa before 3.3-14 on Mandrake Linux 7.2 allows local users to
overwrite arbitrary files via a symlink attack on the /tmp/glxmemory file.
Vulnerability in romdrake in Mandrake Linux 8.0 related to insecure temporary
file handling.
dsh program in dgs version 3.2.7 in SuSE Linux 7.0 and earlier, and possibly
other operating systems, allows a local attacker to gain privileges via a buffer
overflow in the first command line argument.
ftpdownload in Computer Associates InoculatelT 6.0 allows a local attacker to
overwrite arbitrary files via a symlink attack on /tmp/ftodownload.log .
Red Hat Linux 7.1 sets insecure permissions on swap files created during
installation, which can allow a local attacker to gain additional privileges by
reading sensitive information from the swap file, such as passwords.
Buffer overflow in-man program in various distributions of Linux allows local user
to execute arbitrary code as-group man via a long -S option.
LogLine function in klogd in sysklogd 1.3 in various Linux distributions allows an
attacker to cause a denial of service (hang) by causing null bytes to be placed
in log messages.
Guardian Digital WebTool in EnGarde Secure Linux 1.0.1 allows restarted
services to inherit some environmental variables, which could allow local users
to gain root privileges.
LPRng in Red Hat Linux 7.0 and 7.1 does not properly drop memberships in
supplemental groups when lowering privileges, which could allow a local user to

elevate privileges.



CVE Number
CVE-2001-0797

CVE-2001-0819

CVE-2001-0822

CVE-2001-0850

CVE-2001-0851

CVE-2001-0852

CVE-2001-0859

CVE-2001-0869

CVE-2001-0872

CVE-2001-0886

CVE-2001-0912

CVE-2001-0918
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Description
Buffer overflow in login in various System V based operating systems allows
remote attackers to execute arbitrary commands via a large number of
arguments through services such as telnet and rlogin.
A buffer overflow in Linux fetchmail before 5.8.6 allows remote attackers to
execute arbitrary code via a large 'To:' field in an email header.
FPF kernel module 1.0 allows a remote attacker to cause a denial of service via
fragmented packets.
A configuration error in the libdb1 package in OpenLinux 3.1 uses insecure
versions of the snprintf and vsnprintf functions, which could allow local or remote
users to exploit those functions with a buffer overflow.
Linux kernel 2.0, 2.2 and 2.4 with syncookies enabled allows remote attackers to
bypass firewall rules by brute force guessing the cookie.
TUX HTTP server 2.1.0-2 in Red Hat Linux allows remote attackers to cause a
denial of service via sending a malformed header.
2.4.3-12 kernel in Red Hat Linux 7.1 Korean installation program sets the setting
default umask for init to 000, which installs files with world-writeable permissions.
Format string vulnerability in the default logging callback function in Cyrus SASL
library (cyrus-sasl) may allow remote attackers to execute arbitrary commands.
OpenSSH 3.0.1 and earlier with UseLogin enabled does not properly cleanse
critical-environment variables such as LD_PRELOAD, which allows local users to
gain root privileges.
Buffer overflow in glob function of glibc for Red Hat Linux 6.2 through 7.2, and
other operating systems, allows attackers to cause a denial of service (crash)
and possibly execute arbitrary code via a glob pattern that ends in a brace "{"
character.
Packaging error for expect 8.3.3 in Mandrake Linux 8.1 causes expect to search
for its libraries in the /home/snailtalk directory before other directories, which
could allow a local user to gain root privileges.
Vulnerabilities in CGl scripts in susehelp in SUSE 7.2 and 7.3 allow remote

attackers to execute arbitrary commands by not opening files securely.



CVE Number
CVE-2001-0946

CVE-2001-0977

CVE-2001-0980

CVE-2001-1002

CVE-2001-1056

CVE-2001-1119

CVE-2001-1130

CVE-2001-1146

CVE-2001-1177

CVE-2001-1180
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Description
apmscript in Apomd in Red Hat 7.2 "Enigma" allows local users to create or
change the modification dates of arbitrary files via a symlink attack on the
LOW_POWER temporary file, which could be used to cause a denial of service,
e.g. by creating /etc/nol
slapd in OpenLDAP 1.x before 1.2.12, and 2.x before 2.0.8, allows remote
attackers to cause a denial of service (crash) via an invalid Basic Encoding
Rules (BER) length field.
docview before 1.0-15 allows remote attackers to execute arbitrary commands
via shell metacharacters that are processed when converting a man page to a
web page.
The default configuration of the DVI print filter (dvips) in Red Hat Linux 7.0 and
earlier does not run dvips in secure mode when dvips is executed by Ipd, which
could allow remote attackers to gain privileges by printing a DVI file that contains
malic
IRC DCC helper in the ip_masq_irc IP masquerading module 2.2 allows remote
attackers to bypass intended firewall restrictions by causing the target system to
send a "DCC SEND" request to a malicious server which listens on port 6667,
which may cause th
cda in xmcd 3.0.2 and 2.6 in SUSE Linux allows local users to overwrite arbitrary
files via a symlink attack.
Sdbsearch.cgi in SUSE Linux 6.0-7.2 could allow remote attackers to execute
arbitrary commands by uploading a keylist.txt file that contains filenames with
shell metacharacters, then causing the file to be searched using a .. in the HTTP
referer (from the
AllCommerce with debugging enabled.in EnGarde Secure Linux 1.0.1 creates
teporary files with predictable names, which allows local users to modify files via
a symlink attack.
ml85p in Samsung ML-85G GDI printer driver allows local users to overwrite
arbitrary files via a symlink attack on temporary files.
FreeBSD 4.3 does not properly clear shared signal handlers when executing a
process, which allows local users to gain privileges by calling rfork with a shared
signal handler, having the child process execute a setuid program, and sending

a signal to the



CVE Number
CVE-2001-1240

CVE-2001-1345

CVE-2002-0004

CVE-2002-0044

CVE-2002-0045

CVE-2002-0046

CVE-2002-0060

CVE-2002-0080

CVE-2002-0083

CVE-2002-0207
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Description
The default configuration of sudo in Engarde Secure Linux 1.0.1 allows any user
in the admin group to run certain commands that could be leveraged to gain full
root access.
bctool in Jetico BestCrypt 0.7 and earlier trusts the user-supplied PATH to find
and execute an fsck utility program, which allows local users to gain privileges
by modifying the PATH to point to a Trojan horse program.
Heap corruption vulnerability in the "at" program allows local users to execute
arbitrary code via a malformed execution time, which causes at to free the same
memory twice.
Enscript 1.6.1 and earlier allows local users to overwrite arbitrary files of the
Enscript user via a symlink attack on temporary files.
slapd in OpenLDAP 2.0 through 2.0.19 allows local users, and anonymous users
before 2.0.8, to conduct a "replace" action on access controls without any
values, which causes OpenLDAP to delete non-mandatory attributes which
would otherwise be protected by
Linux kernel, and possibly other operating systems, allows remote attackers to
read portions of memory via a series of fragmented ICMP packets that generate
an ICMP TTL Exceeded response, which includes portions of the memory in the
response packet.
IRC connection tracking helper module in the netfilter subsystem for Linux
2.4.18-pre9 and earlier does not properly set the mask for conntrack
expectations for incoming DCC connections, which could allow remote attackers
to bypass intended firewall restr
rsync does not properly call setgroups before dropping privileges, which could
provide supplemental group privileges to local users, who could then read
certain files that would otherwise be disallowed.
Off-by-one error in the channel code of OpenSSH 2.0 through 3.0.2 allows local
users or remote malicious servers to gain privileges.
Buffer overflow in Real Networks RealPlayer 8.0 and earlier allows remote
attackers to execute arbitrary code via a header length value that exceeds the

actual length of the header.
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Server Type

Mail Server

Required Components

Sendmail or gmail (SMTP Server)
BIND/DNS (Cache)

IPTABLE Firewall

IMAP/POP only for Sendmail

Optional Components

N/A

Required Security Software

Secure Linux Kernel Patches
OpenSSL Encryption Software
OpenSSH (Server)

Tripwire Integrity Tool

Recommended Security Software

GnuPG
sXid
Logcheck
PortSentry

Quota

Server Type

Gateway Server

Required Components

BIND/DNS (Caching)
gmail (Standalone)
IPTABLES Firewall

Squid Proxy (Server)

Optional Components

N/A

Required Security Software

Secure Linux Kernel Patches
OpenSSL Encryption Software
OpenSSH (Client & Server)

Tripwire Integrity Tool

Recommended Security Software

GnuPG
sXid
Logcheck
PortSentry
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Server Type FTP Server

Required Components Wu-FTPD (Server)
gmail (Standalone)
BIND/DNS (Caching)
IPTABLE Firewall

Optional Components N/A

Required Security Software Secure Linux Kernel Patches
OpenSSL Encryption Software
OpenSSH (Server)

Tripwire Integrity Tool

Recommended Security Software GnuPG
sXid
Logcheck
PortSentry

Quota

Server Type Domain Name Server

Required Components Primary BIND/DNS (Server)
gmail (Standalone)

IPTABLES Firewall

Secondary BIND/DNS (Server)

Optional Components N/A

Required Security Software Secure Linux Kernel Patches
OpenSSL Encryption Software
OpenSSH (Server)

Tripwire Integrity Tool

Recommended Security Software GnuPG
sXid

Logcheck

PortSentry
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Server Type File Sharing Server

Required Components Samba LAN (SErver)
gmail (Standalone)
BIND/DNS (Caching)
IPTABLES Firewall

Optional Components N/A

Required Security Software Secure Linux Kernel Patches
OpenSSL Encryption Software
OpenSSH (Server)

Tripwire Integrity Tool

Recommended Security Software GnuPG

sXid
Logcheck
PortSentry
Server Type Database Server
Required Components PostgreSQL (Client & Server)

gmail (Standalone)
BIND/DNS (Cache)

IPTABLE Firewall

MySQL (Client & Server)
OpenLDAP:(Client & Servers)

Optional Components N/A

Required Security Software Secure Linux Kernel Patches
OpenSSL Encryption Software
OpenSSH (Server)

Tripwire Integrity Tool

Recommended Security Software GnuPG
sXid

Logcheck

PortSentry
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Server Type Backup Server

Required Components Amanda (Server)
gmail (Standalone)
BIND/DNS (Caching)
Dump Ultility
IPTABLES Firewall

Optional Components N/A

Required Security Software Secure Linux Kernel Patches
OpenSSL Encryption Software
OpenSSH (Server)

Tripwire Integrity Tool

Recommended Security Software GnuPG

sXid
Logcheck
PortSentry
Server Type VPN Server
Required Components FreeS/WAN VPN (Server

BIND/DNS (Caching)
gmail (Standalone)

IPTABLES Firewall

Optional Components N/A

Required Security Software Secure Linux Kernel Patches
OpenSSL Encryption Software
OpenSSH (Server)

Tripwire Integrity Tool

Recommended Security Software GnuPG
sXid

Logcheck

PortSentry
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Server Type Web Server

Required Components Apache (Web Server)
gmail (Standalone)
BIND/DNS (Caching)
IPTABLES Firewall

Optional Components Mod_PHP4 Capability
Mod_SSL Capability
Mod-Perl Capability
MM Capability

Webmail Capability

Required Security Software Secure Linux Kernel Patches
OpenSSL Encryption Software
OpenSSH (Server)

Tripwire Integrity Tool

Recommended Security Software GnuPG
sXid
Logcheck
PortSentry

Quota
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