Jsmith@gsu.edu

J.Smith Gigantic state University
J.Smith
E-mail Smith
Smith
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(password)

ABC XYZ

1 Criminal Law and The Intemnet  Http://www.cla.org/
ruhbook/ chp11.htm, (3 November 2000).


Http://www.cla.org/

600,000

TDRI

12

148

. .2537

2 Ibid.
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. .2542
1
(TDRI) 5
30-40 2.78-3.21
4.29-4.94
WTO
(Bto B) (Bto C)
17 16
53.3
(Web Order Taking) 319
(Web Payment)
3
2541
1u ”1 1
34-38.
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Cyber Mall
www.thaiecommerce.net

Brand Name 1ISO 1Barcode

Europe 1Asia 1Australia 1Hongkong

(Information Infrastructure)

Homepage

6
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Homepage

SA. Lapan 1


http://www.thaiecommerce.net

L (Security)

Hacker

“Cryptography"
(Encryption & Decryption)

SET
2. (Trust) ,

« " (Certification Authority : CA)

3, (Infrastructure)

4 - (
. 2540-2549),”
2541
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A, (Law)
(NECTEC)
L ebay.com
50
266,000
Fedex ¢
5
2 3
4
Spam Mail ‘
Spam Mail 6
5 1
12544,
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3,
1
4,
8
5. Hacker Raphael Gray
E-commerce
26,000
Microsoft FBI
Raphael Gray 26,000
E- commerce 8
Microsoft Hacker 2544
ISP (Internet  Service  Provider)
www.shoppinathailand.com 1,000
WWWw.x00m.com E -
commerce promobility.net Litamedia.com lascp.org Intd.co.uk
3 Raphael Gray
“Saint of E-commerce”
1

18


http://www.shoppinathailand.com
http://www.xoom.com
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E-mail NBCi
NBC E-mail  Curador9
WWw.xoom.com
()
3
9 , “Hot News," Internet Magazine 5 3 (45) (

243 1 2526,


http://www.xoom.com
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il

2543

17-19

(Hacking)

10

Nulla poena sene lege

2862 (2860)
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(Tangible ~ Object)
(Electronic  Impulse) (Intangible Object)
3627

; B

1 o
.2533) 1 61-64,

] 362 1 -
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9
(Unauthorized
Access)
(Hacking) A
34120
9 1 3019
D -
, 2542,
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(Person)

(Password)

(Territorial Principle)
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2.2

(Nationality Principle)

(Protective Principle)
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4, (Universal Principle)

(Cyberspace)

(Conventional Crime)

(Sovereignty of state)
| (Jurisdiction)
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Cyberspace

(Terminal)
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| (URL) (Host)

(United State Secret Service C )
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(United Nation Commission on International Trade Law
UNCITRAL)
(Harmonization and Unification
of the Law of International Trade)

UNCITRAL Model Law Electronic
Commerce

(Paper-based
Method)
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23
L UNCITRAL
UNCITRAL
Function-equivalent
approach
Aticle 1
(Data Message) Y
(EDI)
Telecopy”
2 ,
Article 5 : Legal recognition of data messages ‘ 3
B ' 1 1]
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UNCITRAL b

AArticle 8
(1) Where the law requires information to be presented or retained in its original
form, that requirement is met by data message if .

(a) there exists a reliable assurance as to the integrity of the information
from the time when it was first generated in its final form, as a data
message or otherwise; and

(b) where it is required that information be presented, that information is

capable of being displayed to the person to whom it is to be
presented.

(3) Forthe purposes of subparagraph (a) of paragraph (L)
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UNCITRAL

(@) the criteria for assessing integrity shall be whether the information
has remained complete and unaltered, apart from the addition of any
endorsement and any change which arises in the normal course of
communication, storage and display; and

() the standard of reliability required shall be assessed in the light of
the purpose for which the information was generated and in the light
of all the relevant circumstances.

HArticle 9. Admissibility and evidence weight of data messages
()  any legal proceeding, nothing in the application of the rules of evidence
shall apply so as to deny the admissibility of a data message in evidence ;

(@) on the sole ground that it is a data message; or,

(b) if it is the best evidence that the person adducing it could
reasonably be expected to obtain, on the grounds that it is not in
its original form.

(2 Information in the form of data message shall be given due evidence weight.

assessing the evidential weight of data message, regard shall be had to

the reliability of the manner in which the data message was generated,

stored or communicated, to the reliability of the manner in which the integrity

of the information was maintained, to the manner in which its originator was
identified, and to any other relevant factor.
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UNCITRAL

DArticle 10. Retention of data messages
(1) Where the law requires that certain documents, records or information be
retained, that requirement is met by retaining data messages, provided that the
following conditions are satisfied
() the information contained therein is accessible so as to be usable for
subsequent reference ; and
(b) the data message is retained in the format in which it was generated,
sent or received, or in a format which can be demonstrated to
represent accurately the information generated, sent or received ;
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TPCIIP

Hacker

1
Transmission Control Protocol / Internet Protocol
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TPCIIP

TPCIIP 2

TPC/IP (Transmission Control Protocol / Internet Protocol)

TPC/IP
IP (IP Address)
TPC/IP
IP Address
IP (Internet Protocol)3
IP Address 32 4
8 2% 11 (0255
2 , NETSCAPE ALL-IN-ONE (
,2539)1 8
3 ' , Internet ~ World

Wide Web. ( : ,2539)1 3730,
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IP Address 4
256 4 4,294 967,296
000.000.000.000 255.255.255.255
g
IP Address
IP Address Inter Network Information Center
(InterNIC) Network Solution Incorporated (NSI)
ISP (Internet
Service Provider) IP Address ISP
IP IP
1P Address
(ISP) P
P
1,000 9.30 14/3/43
IP 212.150.111.101
IP
(ISP) IP
IP
Hacker
L

4 , NETSCAPE ALL-IN-ONE. 15,
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Hacker

L Hacker

2 IP Address
Hacker

4, (Caller 1.D.)  Hacker
(ISP)

Caller I.D.
! Caller
.D. (ISP)

ISP Caller 1. ,

ISP Caller I.D.

2542) - 109.



Hacker

Anti Caller I.D.

Hacker

Hacker

Hacker

1 : 12540) 1

L.
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. .2542
. 2542

Fair Credit Biling Act
Consumer Credit Act of 1974
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The Computer Fraud and Abuse Act of 1986
Computer Misuse Act of 1990

The Electronic Communication Privacy Act of 1986
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(Protected  Computer)

4-9  Computer Misuse Act of 1990

Home Country
UK

The
Credit Card Fraud Act of 1984 1029 “access device”

|dentity Theft and Assumption Deterrence Act of 1998 1028

Means of Identification
“access device”

dentity Theft and Assumption Deterrence Act of 1998
1028

15 The Credit Card Fraud Act of 1984
1029

Theft Act of 1968



Emergency Response Team (CERT)

(NECTEC)
CERT
United State Secret Service ( . . . )
Feaeral
Commission (FTC)
(Recordings) The Federal Rules of Evidence
Recordings
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Computer

Trade



147

SET (Secure Electronics Transactions)
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