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Private key of Public key infrastructure is a well accepted mean of high security
in upholding confidentiality and verifying personal authentication. Presently, the
implementation of digital signature for worldwide electronic transactions is be coming
comparable to general hand writing or personal signature and also must be authorized
legally. As a result, the procedure of obtaining and maintaining a long-termed private
key should be convincingly trustworthy to the user who has to be responsible to those
valuable transactions.

This research has the main objective to provide a framework for creating the
trustworthy and secure operational procedure for obtaining and using long-termed
private keys. The research employs the method of analysis and reference in many
presently well-known and worldwide recognized standards, such as 1SO, COBIT, ITIL
and HIPPAA. It also presents the procedure for executive. Chulalongkorn University is
the environment selected as case study.

The result of this study found that the whole process, covering policy, security
infrastructure preparation, and the private key generation procedure, is trustworthy by
applying the strength of each standard accompanied by the detail deliberation of the
work instructions that few standards have not been proposed. The procedures are
divided into two parts: one for general administrators and an other for managerial level
to use in the security task within the division or organization.
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