(Public Key Infrastructure - KPI)

(two-party model)
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ISONEC17799, CobiT, ITIL  HIPPAA

[
CobiT Framework The
Software Engineering Institute's Capability Maturity Model (CMM), 1SO 9000
ITIL (The Information Technology Infrastructure Library) CobiT
Framework (Control)
(What)
(Flow) CobiT
Check Lists  Audit Program
CobiT (Practical Implementation)
ITIL 'Best  Practices"
IT Service Delivery ~ Support Framework
CobiT 1T
IT service Management CobiT  ITIL

Service Management
ISONEC 17799
(Information - Security)
(Improve security processes and controls) NO)

CobiT 31 1



3.2
L COBIT
/
(Concept/Process) (Critical Success Factors)
Activities Metrics (CSF, KPi)
Cost/Benefit Benchmarking (CMM)
Planning for implementation Controls
Audit

31

ISO/IEC 17799

(Information Security)

6]

21



10
2.0

30

4.0

21
2.2
2.3
24
2.5

31
32
33

331
332

(Security Policy)
(Preparation)



50

11
12

13

14

41
42

10

(Security Policy)



15

16

L7

18

19

110
11



112

113

114

115

116
L17

211

212

213

21

20

(Preparation)



2.14

2.15

2.16
217

218

221

2.2.2

22.3

2.2

Smart Cart

Biometric  +



224

2.2.5

2.2.6

2.2.1

22.8

229

2210

2211

2212

2121
2122



231

232

234

241

24.2

243

251

2.3

24

2.5

212.3
2.12.4

FM-200



2.5.2

2511

2512

2513

2514
2515

2516

2521

2522

252.3



2.5.3

2524
2525

2531

2532

2533

2534

2535

0
oO



2.5.3.6

2537

2538
2.5.3.9

2.5.3.10

31

311

30



312

3313
33.14
3315
3.3.16
3317
3318
3319
3.3.1.10

33111

33.112

3.3.113 (Certification Practice
Statement)

33114



32

321
322

3.2.3

324

33

331
3311

3312

3313



33.2

3314

3.3.1.5

Card

key

33.2.1

3322

3323

3324

Active

Smart
Token keys of



34

341

Card
key
3.3.25

3411
name)
34.1.2
34.13

34.14

Active

(Distinguished name)

Smart
Token keys of

(Common



34.2

3421
34.22
34.23
34.24
40
4.1
411 (Baseline)

Department of Defense Computer System Center (DoDCSC)
Evaluation Criteria (TCSEC)

(Measurement of Trust) 3

4.111 D Minimum Security

4112 C Discretionary Protection

Trust Computer System



4113 B Mandatory Protection
4114 A Verified Protection”®

4.1.2
(Vulnerability Assessment)
413 (Audit)

414 (Inventory)
4,15

4.1.6
Hardening
4,
Prevention System)  (Scan and Block Technology)
418 Patch Patch Management System
(Workflow)

IPS (Intrusion



419

4.1.10 (Computer Lock)
4111 Boot Loader  Linux
4.1.12 1 (Screen Lock)
4113
41131
41132 Timestamp
41133 Permission user
4.1.14 service
4.1.15 login
4.1.16
4.1.17

4.1.18 (Detecting Physical
Security Compromises)
41181



41.19
4.1.20
4121
4122
4.1.23
4.1.24

41182

41183
41184

41241
41242
41243
41244
41245
41246
41247

ftp, telnet, finger, rpc, mail, rservices



42

421

4.2.2

42.3

424

Smart Cart

42.5

42.6

4.2.7

42.8

Biometric

MAC Address

Biometric +



51

511
512
513
514
515
5.1.6

5.1.7
518
519
5.1.10
5111
5112

50



5.2
5.3

54
55

5.6

551

55.2
553 ,

3.2

Key Stroke

3.2

31

63



10

2.0
3.0

4.0

5.0
6.0

7.0

8.0

9.0



10

12

13

14

15

16

Supply

Uninterruptible Power



17

18

19

20

A

22

23

(Log off)



24

25
26
21

28

231
232

23.3
241
24.2
24.3

24.4

N >

if

g\n



29
30

3l

32

33

3

36



37

38

39

40

39

36.39.1
3.6.39.2
3.6.39.3
3.6.394
3.6.39.5

3.3

di

[21]
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| Footprinting : dhmnoriedayaiinauls |

| Scanning : dhmnuivimsdousodunodiin l

v

LEnumeratlon : ni'nnumav"in:x#audnﬁmﬂmmu'hﬂ?l‘— ‘

—’I Gaining access : difluthmnuddonis ;

| Escalating privilege : viviuougquassuy ]

:

l Pilfering : vewnmsdhiia Wi Tnuaduq }-—

v

Covering tracks : ausossamaimsyngn

_{ Creating back doors : ahssqnudiiiu

Denial of Services : vivlifszuvhimmnsousnisnda
ausang

r

31 (Anatomy of Hack) [20]

55



3.1.2

313

314

315

316

Best practice

56
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