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Abstract

KITTIWAN SIMTRAKAN: TERMINOLOGY ON INFORMATION SECURITY MANAGEMENT.
SPECIAL RESEARCH ADVISOR: WIROTE AROONMANAKUN, Asst.Prof., Ph.D., 181 pages.

The objective of this special research is to study the methodology of terminology and implement
a terminology on Information Security Management. This terminology comprises of terms frequently found
in organizations’ security policies and is useful for translators as well as people who are interested in the
field.

The special research is based on the terminological methods and principles by several
terminologists. The methodology of the terminology comprises of 7 steps: (1) Indication of an expert (2)
Data compilation (3) Corpus building (4) Corpus Analysis and term extraction (5) Conceptual
relationships (6) Extraction recording and (7) Terminology recording.

The terminology on Information Security Management consists of 57 terms presented in
conceptual relations, with each term contains information regarding English term(s), Thai term(s),

grammatical category, subject, definition, illustration, corss-reference, and linguistic specification

Department: Translation and Intepretation
Field of Study: Translation and Intepretation

Academic year: 2007
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To use e-mail encryption, both sender and recipient need to have compatible encryption
software.

a. Defining Context T BT LAPSANUVLNETBIANANT 19U User A is depicted above and
has two keys a public key, this key is available to the public for download, and a private

key, this key is not available to the public
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4.4.
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Illustration:

Note:
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Cross-reference:
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ISMo5s | http://www.windowsecurity.com/articles/Protect-network-rogue-users.htmi 1.374
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IsMo71 | http://www.windowsecurity.com/articles/Disaster-Recovery-Tactics-Part2.html 1515
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IsMo7s | http://www.windowsecurity.com/articles/Hacking-Security-Tools.html 1344
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IsMos1 | http:/iwww.windowsecurity.com/articles/Security-Risks-Desktop-Searches.html 1540
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ISMos4 | http:/iwww.windowsecurity.com/articles/Email-Spoofing.html 1573
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ISMo95 | http://www.oarval.org/avalencia/Virlnfen.htm 3813
ISMog6 | http://en.wikipedia.org/wiki/Trojan_horse_(computing) 1,250
IsMo97 | http://en.wikipedia.org/wiki/Information_security 6.703
IsMoos | Info Security 2008 — Threat Analysis 5 200
ISMogg | http://searchwarp.com/swa268042.htm 1,055
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ISM116 | http://safari.oreilly.com/1587051354/ch05levlsec2 399
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ISM127 | http://www.astoninfosec.co.uk/risk_assessment.html 589
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ISM136 | http://www firstmonday.org/issues/issue5_8/mccullagh/ 806
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-A-
Access Control
Administrative control
Anti-virus Software
Asymmetric Encryption
Authentication
Authorization

Availability

_B-

Biometrics

-C-
Certificate Authority
Ciphertext
Compromise
Contingency Plan
Confidentiality
Controls

Cracker

Cryptography

-D-
Decryption
Denial of Service
Digital Certificate

Digital Signature

-E-

Encryption

-F-

Firewall
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“H-

Hacker

- -
Identification
Information Security
Information Security Management
Insider Attack
Integrity

Intrusion Detection

SL-

Logical Controls

M-

Malware

N -
Non-repudiation

Network security control

-P-
Password
Physical Control
Private Key
Public Key

Public Key Cryptography

-R-
Risk Acceptance

Risk Analysis
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Risk Assessment
Risk Communication
Risk Evaluation

Risk Management

Risk Treatment

-S-
Safeguards
Secret Key Cryptography
Security Policy
Social Engineering

Symmetric Cryptography

-T-
Threat
Token

Trojan Horse

Unique User |dentifier

V-
Virus

Vulnerability

SW -
Website Intrusion

Worm
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nanNIsLlaIAUARINITAANITANNLARAA IR TR YA

Information Security Management

N‘

Information Security

PP

PP

PP

Compromise

Risk Management

AO nu Action — Object
PP wnu Process - Principle
WP uwnu Whole — Part

Confidentiality

Integrity

Availability

Non-Repudiation
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CNO0O1 | Concept: Information Security Management

Eng: Information Security Management Grammatical Category: Noun

Thai: N199AN1IANLARAEYRTRYA [N TTiuTingan1Y]

Feature: N19dAN"sAaNLlaansitvesdaya unnais matnilesdeyauarilesiussuuasawnaainnisdiiie s
v a o d‘ j M Yo i’/ o o v o

T nadawe waznisdiulaauileniae ldFuennm wenaintiu nsdpnisaandasssisesdesyads

d e - o y P .
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Wetntlasszuudayaiii o

Conceptual Relation:

Information Security Management

N

WP Information Security

Risk Management

PP w1y Process - Principle
WP wnu Whole — Part

Extraction:

1. The ISO/IEC 27002:2005 Code of practice for information security management recommends the

following be examined during a risk assessment; security policy, organization of information security,
asset management, human resources security, physical and environmental security, communications

[ISM097.TXT]

2. Information security management is a process for establishing and maintaining information security.

[ISM035.TXT]

3. Information Security Management is the protection of the confidentiality, integrity, and availability of

University information. [ISM100.TXT]
4. ltis clear that hands on experience with the valuation of assets, assessment of security risk, and the

evaluation of tradeoffs (i.e. risk management), the key elements of the information security management

function, are best learned by doing. [ISM047.TXT]

5. I1SO 27001 /1SO 17799 / 1ISO 27005 require risk management as part of an Information Security
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Management. [ISM001.TXT]

CNO002 | Concept: Information Security

Eng: Information Security Grammatical Category: Noun

Thai: A xUaansitesdaya [P11UsREA07]

Feature: Anuantifzasndnlaaniuvesdeyaiulsznavldaanandidty o 4 Usznisdoaiu Ae Anudutes
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Unansitresdayals
Conceptual Relation:
Confidentiality
PP
] ] PP
Information Security Integrity
P
AO
Availability
PP
Compromise o
Non-Repudiation

AO U Action — Object
PP unu Process - Principle
WP wnu Whole — Part

Extraction:

1. Information security management is a process for establishing and maintaining information security.

[ISM035.TXT]

2. Information security has four objectives: confidentiality, integrity, availability, and non-repudiation (NR).
Securing information is equivalent to ensuring that computers keep your secrets, hold valid information, are
ready to work when you are, and keep records of your transactions. [ISM123.TXT]

3. Information Security issues to be considered when implementing your policy include the following: ¢

Legacy data from old systems can still remain accessible and thus compromise the confidentiality of
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information. [ISM063.TXT]

4. Information security incident - An information security incident is made up of one or more unwanted or

unexpected information security events that could very likely compromise the security of your information

and weaken or impair your business operations. [ISM012.TXT]

CNOO03 | Concept: Confidentiality

Eng: Confidentiality Grammatical Category: Noun

Thai: AMNAL [F1TULTAEIAN1]

Feature: AnuaNtiRatieuilaaasnisinemulasnsuvesdioya Aa n9inenitennuduaesdoya nanse
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Conceptual Relation: @‘ﬂﬁwsl,u CNO002

Extraction:

1. Security of information is achieved through the preservation of appropriate confidentiality, integrity, and
availability. [ISM023.TXT]

2. Where confidentiality is the act of preventing Eve from reading our conversation, integrity ensures that Eve
won't be able to alter our conversation, which is much more important to us. [ISM012.TXT]

3. Confidentiality is the systems deserve reassurance regarding characteristic of data and information their
rights and obligations, including being disclosed only to authorized per- responsibility for system failures.

[ISM023.TXT]

CNO004 | Concept: Integrity

Eng: Integrity Grammatical Category: Noun

Thai: Y3eunIn [ 1deufinedn1u]

Feature: AnuaNTIRLlszn1snaesrain1sinmanulasnisaesdeyas Ae n1sinelitsysnuninuesdays nadpe
) y o o A Ty A @ o A e _ v
suuansannAlazfasininsnisaulaeniefieane e lideyamiuliluiuiianuanysalgnsias

NN TR S " e
paannal uazliinislfuulasuienlagliliFueynin

Conceptual Relation: a1l CNO02
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Extraction:

1. Integrity is the characteristic of information being accurate and complete and the information systems’
preservation of accuracy and completeness. [ISM023.TXT]

2. Information security is concerned with the confidentiality, integrity and availability of data regardless of the
form the data may take: electronic, print, or other forms. [ISM097.TXT]

3. Information Technology (IT) security includes all aspects related to defining, achieving and maintaining the
five security services of identification & authentication, authorisation, confidentiality, integrity and non-

repudiation as specified by the ISO 7498-2 standard. [ISM049.TXT]

CNO0O5 | Concept: Availability

Eng: Availability Grammatical Category: Noun

Thai: an1wFan e [aUhnaanw]

Feature: AnuaNTIRLlszn1snanaensinemulasniuaasteya Ae annwndanldeusesdeys nannae ssuuy
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Conceptual Relation: a1l CNO02

Extraction:

1. Availability is the characteristic of information and supporting information systems being accessible and
usable on a timely basis in the required manner. [ISM023.TXT]

2. When the disaster strikes it is important to maintain the security of the organization maintaining application
and data availability, integrity and confidentiality ensures organizational security at an IT/IS level.
[ISMO71.TXT]

3. Forover twenty years information security has held that confidentiality, integrity and availability (known as

the CIA Triad) are the core principles of information security. [ISM097.TXT]

CNO006 | Concept: Non-Repudiation

Eng: Non-Repudiation Grammatical Category: Noun

Thai: n1suiasils [sainidineaniu]

¥ ]

Feature: Anuantiftlszn1sndzainisinmeninlaaniuvesdeys e nsdfasldls Wedidayadenn fdeazly

a U
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Conceptual Relation: a1l CNO02

Extraction:

1. Information Technology (IT) security includes all aspects related to defining, achieving and maintaining the
five security services of identification & authentication, authorisation, confidentiality, integrity and non-
repudiation as specified by the ISO 7498-2 standard. [ISM049.TXT]

2. Non- repudiation provides proof of the origin such that the sender cannot deny sending the message, and
the recipient cannot deny the receipt of the message. [ISM112.TXT]

3. Electronic commerce uses technology such as digital signatures and encryption to establish authenticity

and non- repudiation. [ISM097.TXT]

CNO0O7 | Concept: Compromise

Eng: Compromise Grammatical Category: Verb

Thai: \uduasng [3ne ey suasau]
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Conceptual Relation: @ﬂﬁwlu CNO002

Extraction:

1. Where a laptop is used by persons with differing access control privilege, residual data and / or other
information could compromise the confidentiality of your information. [ISM063.TXT]

2. The key is then to detect and possibly prevent activities that may compromise system security, or a
hacking attempt in progress including reconnaissance/data collection phases that involve for example,
port scans. [ISM039.TXT]

3. Information Security issues to be considered when implementing your policy include the following: « Theft
of equipment is most likely to result in additional cost to the organisation and could compromise data

security. [ISM063.TXT]
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Information Security Managment

WP

WP wnu Whole — Part

Risk Management
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CNOO08 | Concept: Risk Management

Eng: Risk Management Grammatical Category: Noun

o

Thai: N29ANTANIAEN [AWitTy A mindinaaniu]

2 T T T 13
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Conceptual Relation:

Information Security Management WP Risk Management

WP unu Whole — Part

Extraction:

1. 1SO 27001 /1SO 17799 / ISO 27005 require risk management as part of an Information Security
Management. [ISM001.TXT]

2. Risk management is a set of principles and practices like any other management discipline, and involves
evaluating the value of your assets, possible threats to them, and determining appropriate measures to
take to secure them. [ISM062.TXT]

3. Risk management is a process that includes four activities: risk assessment, risk acceptance, risk

treatment, and risk communication. [ISM102.TXT]
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Risk Assessment

WP

Wi

Risk Treatment

Risk Management <

\

Wp

PC

PS

A 4

Risk Acceptance

/]

Risk Communication

Contingency Plan

PC wnu Process — Consequence
PS U Problem — Solution
WP uny Whole — Part
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CNO009 | Concept: Contingency Plan

Eng: Contingency Plan, Business Continuity Plan Grammatical Category: Noun

o v o

Thai: unwu laToywandafia [AnsfiyoiRmaiudnaaniu]
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Conceptual Relation:

Risk Management PS Contingency Plan

A 4

PS U Problem — Solution

Extraction:

1. Risk management is an essential component of managing a digitisation project and should involve the
original assessment of risks associated with the project, the implementation of changes to the plans of the
project if the risks involved are too high, and the transference and mitigation of high risk areas. For those

areas of risk that are acceptable it means the development of appropriate contingency plans.

[ISM126.TXT]

2. Every organization must plan to respond to an emergency or other occurrence (fire, vandalism, system
failure or natural disaster) that damages systems. This activity will result in the development of a
contingency plan. The objective of the contingency plan is to establish (and implement as needed)
policies and procedures for responding to an emergency or other occurrence that damages systems that
contain vital enterprise information. [ISM101.TXT]

3. Testing and revision procedures should be developed and documented requiring periodic testing of

written contingency plans to discover weaknesses and the subsequent process of revising the

documentation, if necessary. [ISM036.TXT]
4. Business Continuity Plan — Also known as contingency plan. [ISM117.TXT]
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CNO10 | Concept: Risk Assessment

Eng: Risk Assessment Grammatical Category: Noun

[

Thai: Neuszilumanaides [AwilyaRmaiudnaaniu]
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Conceptual Relation:

Risk Management WP Risk Assessment

WP 10U Whole — Part

Extraction:

1. The Risk Assessment is a process to identify the risks and assess the damage it could cause. The end
result of a risk assessment is justification of any control or safeguards that need to be implemented to
mitigate the risk to an acceptable level. [ISM064.TXT]

2. Inthe absence of effective risk management, the auditor will conduct a risk assessment of the organization
to determine the areas of greatest risk to audit resources can be most efficiently applied. [ISM035.TXT]

3. Finally, a formal risk assessment program provided an efficient means for communicating assessment
findings and recommended actions to business unit managers as well as to senior corporate officials.
[ISMO05.TXT]

4. Risk assessments are designed to identify, quantify, and prioritize risks against criteria for risk acceptance
and objectives relevant to the organization. [ISM127.TXT]

5. Risk management is a process that includes four activities: risk assessment, risk acceptance, risk

treatment, and risk communication. [ISM102.TXT]

CNO11 | Concept: Risk Treatment

Eng: Risk Treatment Grammatical Category: Noun

Thai: N9anAMNIALS [ELTaag10)]
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Conceptual Relation:

WP Risk Treatment
Risk Management PC
A4
WP
Risk Acceptance

PC 01 Process — Consequence

WP 10U Whole — Part

Extraction:

1. For each risk, risk treatment involves choosing amongst at least four options: accept the risk, avoid the
risk, transfer the risk, or reduce the risk. [ISM102.TXT]

2. Risk treatment process of selection and implementation of measures to modify risk. [ISM124.TXT]

3. Risk management is a process that includes four activities: risk assessment, risk acceptance, risk
treatment, and risk communication. [ISM102.TXT]

4. Risk acceptance is part of the risk treatment decision making process. [ISM102.TXT] f’fﬂvﬁuﬁu%ﬂﬁ WP

19 nywigUudarz ananeed wydnles WP 17 Risk Acceptance Ay

CNO012 | Concept: Risk Acceptance

Eng: Risk Acceptance, Acceptance of Risk Grammatical Category: Noun

Thai: NM3gaNfuANIALS [{iF0mey]

T
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Conceptual Relation: @‘ﬂ’wwsl,u CNO11

Extraction:

1. Risk acceptance is part of the risk treatment decision making process. [ISM102.TXT]

2. Risk acceptance means that you've decided that you can live with a particular risk. [ISM102.TXT]
3. Risk management is a process that includes four activities: risk assessment, risk acceptance, risk

treatment, and risk communication. [ISM102.TXT]
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CNO13 | Concept: Risk Communication

Eng: Risk Communication Grammatical Category: Noun

o

Thai: N3dad1TAUAEN [AnitTy iR miudinaaniu]
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Conceptual Relation:

Risk Management WP Risk Communication

\ 4

Extraction:
1. Risk management is a process that includes four activities: risk assessment, risk acceptance, risk

treatment, and risk communication. [ISM112.TXT]

2. The purpose of risk communication is to help those affected by the issue; understand risk assessment and
risk management and participate in making decisions about how risk should be managed. [ISM128.TXT]

3. Risk Communication is an interactive process of exchange of information and opinion among individuals,

groups, and institutions; often involves multiple messages about the nature of risk or expressing concerns,

opinion, or reactions to risk messages. [ISM128.TXT]
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Risk Analysis
WP

Risk Assessment

WP

Risk Evaluation

WP unu Whole — Part
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CNO014 | Concept: Risk Analysis

Eng: Risk Analysis Grammatical Category: Noun

o & o

Thai: N9aAziANMIAeN [AnfiynfRnaiufinadanu]
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Conceptual Relation:

Risk Assessment WP Risk Analysis

WP 1nY Whole — Part

Extraction:

1. Arisk assessment combines two techniques: a risk analysis and a risk evaluation. [ISM102.TXT]

2. Risk Analysis is a formal process of determining risks and developing a plan to deal with them.
[ISM037.TXT]

3. Risk Analysis — An assessment of the potential risks and vulnerabilities to the confidentiality, integrity and

availability of IT resources. [ISM117.TXT]

CNO015 | Concept: Risk Evaluation

Eng: Risk Evaluation Grammatical Category: Noun

o &

Thai: N9Us2LHUANNIUULIITRIANNIALS [AWTTY QRS TiuTinsanw]
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Conceptual Relation:

Risk Assessment WP Risk Evaluation

A 4

WP unu Whole — Part

Extraction:

1. Arisk assessment combines two techniques: a risk analysis and a risk evaluation. [ISM102.TXT]

2. The risk evaluation criteria are used as a guide to enable decisions to be made on risk treatment options.
[ISM064.TXT]

3. Arisk evaluation compares the estimated risk with a set of risk criteria. This is done in order to determine

how significant the risk really is. [ISM102.TXT]
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Risk Treatment g Controls
PI 1wy Process - Instrument
CNO016 | Concept: Controls
Eng: Controls Grammatical Category: Noun

o

Thai: 17m31N1AILANANNLABATY [AnityeRsnTidnnaaniu]
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Conceptual Relation:

Pl

A 4

Risk Treatment Controls

Pl 91 Process - Instrument

Extraction:

1. The risk treatment plan coordinates the treatments to reduce risks and implement controls required to
protect information. [ISM064.TXT]

2. Specific controls are put in place that would reduce the level of risk. [ISM001.TXT]

3. Contrals include things like practices, policies, procedures, programs, techniques, technologies,

guidelines, and organizational structures. [ISM102.TXT]

103




wrun Al uRAUANNUSLARTDY

ﬂﬁii%qﬂ’)’]NLﬁﬂﬂ
Threat
PT
Risk Analysis
PT
Vulnerability

PT unu Process — Target
CNO017 | Concept: Threat
Eng: Threat Grammatical Category: Noun

Thai: 8ANAIN [N 1N29YT0UE99H]
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Conceptual Relation:

PT o
Risk Analysis g Threat

PT wnu Process — Target

Extraction:

1. Risk analysis requires understanding the core business functions of the enterprise and then analyzing
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potential threats and vulnerabilities to assets and information. [ISM130.TXT]

A threat is anything (man made or act of nature) that has the potential to cause harm. [ISM097.TXT]

Threat -An action or event that posses a possible danger to a computer system. [ISM117.TXT]

Threat a potential cause of an unwanted incident, which may result in harm to a system or organization.

[ISM124.TXT]

CNO018 | Concept: Vulnerability

Eng: Vulnerability Grammatical Category: Noun

Thai: ANAALLATANTLLL [ TUUNALANN]
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Conceptual Relation:

PT N
Risk Analysis g Vulnerability

PT wwnu Process — Target

Extraction:

1.

Risk analysis requires understanding the core business functions of the enterprise and then analyzing
potential threats and vulnerabilities to assets and information. [ISM130.TXT]

Vulnerability is a weakness in an asset or group of assets. [ISM102.TXT]

Vulnerability is a weakness that could be used to endanger or cause harm to an informational asset.

[ISMO97.TXT]
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Risk Analysis

Denial of Hacker Insider Attack Social Malware
GS
UM Gs GS
UM
Website
v \
Trojan Worm Virus
UM
Vulnerability

CE U Cause — Effect
GS unNU Generic — Specific
PT wnu Process — Target
UM unu User — Method

CNO19 | Concept: Denial of Service

Eng: Denial of Service, DoS Attack

Grammatical Category: Noun

Thai: NM19ANTTUL [$19UUNARNLANN]
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Conceptual Relation:

CE o
Denial of Service d Threat

CE unu Cause — Effect

Extraction:

1. A denial of service can occur when a service is overwhelmed by requests, causing legitimate business
requests not to be processed. [ISM001.TXT]

2. Denial-of-service (DoS attacks): An attempt to break the system and make it inaccessible to other users.

[ISM040.TXT]

3. A Denial of Service (DoS) attack is an attack which attempts to prevent the victim from being able to use all
or part of their network connection. [ISM104.TXT]

4. Denial of Service is a security threat that has recently gained much public attention. Typically the attacks
use bugs found in common operating systems and cause the machines to slow down their operation or
crash. This paper has described two attack types, Land and Teardrop that use vulnerabilities on IP packet

reassembly and the opening of a TCP connection. [ISM137.TXT]

CNO020 | Concept: Hacker

Eng: Hacker Grammatical Category: Noun

Thai: flanzseunpzatngpaniomas (A ey snissou]
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Conceptual Relation:

UM Vulnerability

CE

A

Threat Hacker

UM

Website Intrusion

CE unU Cause — Effect
UM unu User — Method

Extraction:

1.

A hacker is basically someone who hacks a system - he could do this because he finds it interesting or
because he wants to access your system. [ISM040.TXT]

A user operating with elevated privileges can do all manner of damage and presents a vulnerability that a
hacker can exploit. [ISM058.TXT]

As long as an organization has an Internet presence, the hacker threat will remain. [ISM001.TXT]

The New Zealand Herald's website fell victim to a page spoofing stunt earlier today, by hackers wanting to

publicise their upcoming Kiwicon security conference in November. [ISM025.TXT]

The word cracker is often confused with hacker, when in reality most hackers act ethically and it is the

black hat hackers (crackers) that act unethically. It is because of this that traditional hackers have obtained

their negative reputation from Crackers who exploit weaknesses and compromise the security of a system
without permission. [ISM139.TXT]

On the other hand, traditional hackers are interested in gaining knowledge about computer systems, most

often to help companies identify weaknesses in their system’s security. [ISM139.TXT]

CNO021 | Concept: Insider Attack

Eng: Insider Attack Grammatical Category: Noun

Thai: nslanmanneluesdng [(And neeysnisssu]
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Conceptual Relation:

CE o
Insider Attack d Threat

CE unU Cause — Effect

Extraction:

1. Insider Attacks is the primary threat to computer systems has traditionally been the insider attack.
[ISM105.TXT]

2. Insider Attacks are an unusual type of threat. Unlike external attacks, the intruder is someone who has
been entrusted with authorized access to the network. [ISM106.TXT]

3. By any way you want to measure it, the number one threat for any information system is the insider attack.
Cited across the board, from government to military to businesses to warfare attacks for any system,

military or otherwise, is the insider attack. [ISM107.TXT]

CNO022 | Concept: Social Engineering

Eng: Social Engineering Grammatical Category: Noun

Thai: N8A%NNAIAN [1Tm0y]
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Conceptual Relation:

Trojan
CE

UM Threat

A

CE
Social Engineering

CE unU Cause — Effect
UM unu User — Method
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Extraction:
1. Users disclosing sensitive information or passwords in response to seemingly innocent requests from

strangers either over the phone or in person can provide intruders easy access to an organization's

information and systems. Such techniques often referred to as "social engineering," exploit users'
tendencies to be cooperative and helpful, instead of guarded, careful, and suspicious, when information is
requested. [ISM004.TXT]

2. Use another employee’s account and password (which he cracked technologically or discovered through

social engineering techniques) to get access to files or programs he can’t access with his own account.

[ISM058.TXT]
3. One of the most critical and easy to conduct ways of obtaining sensitive data is simply to ask for it, both in

a direct or an indirect way, which is what social engineering is all about. [ISM050.TXT]

4. Inthe UK, the National Infrastructure Security Coordination Center (NISCC), part of MI5, noted that 300
companies have been targeted by Trojan programs delivered by hackers as email attachments, CDs, or

links to phony websites. The NISCC warned that the emails used social engineering techniques to entice

opening the Trojan Horseinfected documents. [ISM138.TXT]

CNO023 | Concept: Website intrusion

Eng: Website intrusion Grammatical Category: Noun

Thai: nsyngnvaiulas [maindinasniu]
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Conceptual Relation:

GS | UM
Threat "1 Website intrusion [T Hacker

CE unU Cause — Effect
UM unu User — Method
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Extraction:

1.

Website Intrusion is attacks that invade a website. These intrusions can be attacks from outside the
organization and misuse from within the organization. [ISM112.TXT]
The security threats that most often and most seriously contribute to small-medium business days lost

include virus incidents and website intrusion (by hacking). [ISM116.TXT]

CNO024 | Concept: Malware

Eng: Malware Grammatical Category: Noun

Thai: Tusunsuseine [siunnaanu)
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Conceptual Relation:

Malware

GS GS

Trojan Worm Virus

GS wwnuU Generic — Specific

Extraction:

1.

Malware is software designed to infiltrate or damage a computer system without the owner's informed
consent. It is a portmanteau of the words "malicious" and "software". The expression is a general term used
by computer professionals to mean a variety of forms of hostile, intrusive, or annoying software or program
code. [ISM111.TXT]

Malware are programs that do harm to your system or leave you vulnerable to attack such as Virus,
Worms, and Trojans. [ISM111.TXT]

The attacker leaves a malware-infected floppy disc, CD ROM or USB flash drive in a location sure to be
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found or that is commonly visited, gives it a legitimate looking label and then waits in the hopes that

someone will eventually use it. [ISM096.TXT]

CNO025 | Concept: Virus

Eng: Virus Grammatical Category: Noun

Thai: lh5apanfinimes [311ndineannu]
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Conceptual Relation:

GS

A 4

Malware Virus

GS unNu Generic — Specific

Extraction:
1. A computer virus is a program designed to replicate and spread on its own, preferably without you

knowing it exists. Computer viruses spread by attaching themselves to another program (such as your

word processing or spreadsheet programs) or to the boot sector of a diskette. When an infected file is
executed, or the computer is started from an infected disk, the virus itself is executed. [ISM095.TXT]

2. Avirus is a piece of software designed and written to adversely affect your computer by altering the way it
works without your knowledge or permission. [ISM096.TXT]

3. Aloss of integrity can occur if a computer virus is released onto the computer. [ISM097.TXT]

CNO026 | Concept: Worm

Eng: Worm Grammatical Category: Noun
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Conceptual Relation:

GS

\ 4

Malware Worm

GS unNu Generic — Specific

Extraction:
1. Worm is programs that spread themselves from computer to computer over a network without user
intervention. [ISM095.TXT]

2. A worm is a program that self replicates itself and sends itself from computer to computer, a worm is not

considered a virus because it is the whole program that is self replicating rather than infecting files with the
virus code. [ISM094.TXT]
3. A computer worm is a self-replicating computer program. It uses a network to send copies of itself to other

nodes (computer terminals on the network) and it may do so without any user intervention. [ISM108.TXT]

CNO027 | Concept: Trojan

Eng: Trojan, Trojan Horse Grammatical Category: Noun

Thai: $11959% [31170UN Aedn14]
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Conceptual Relation:

Malware

GS

GS wwnuU Generic — Specific

A 4

Trojan

Extraction:

1. Trojan Horse is a programme that causes unexpected and usually undesirable effects when installed or
run by an unsuspecting user. [ISM024.TXT]

2. A Trojan horse is a program in which malicious or harmful code is contained inside apparently harmless

programming or data in such a way that it can gain control and do its chosen form of damage, such as

erasing the data on your hard drive. [ISM082.TXT]

3. Simply put, a_Trojan horse is not a computer virus in most cases. Unlike such badware, it does not

propagate by self-replication but relies heavily on the exploitation of an end-user (see Social engineering).

It is instead a categorical attribute which can encompass many different forms of codes. Therefore, a

computer worm or virus may be a Trojan horse. The term is derived from the classical myth of the Trojan

Horse. In the field of computer architecture, 'Trojan Horse' can also refer to security loopholes that allow

kernel code to access anything for which it is not authorized. [ISM096.TXT]
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Hacker

GS

A 4

Cracker

GS unNU Generic — Specific

CNO028 | Concept: Cracker

Eng: Cracker, Black hat hacker

Grammatical Category: Noun

Thai: §yngnazuy [sgiiuginaaniu]
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Conceptual Relation:

GS

A 4

Hacker Cracker

GS unNu Generic — Specific

Extraction:

1. Cracker - An individual who attempts to gain unauthorised access to a computer system. These individuals
are often malicious and have many means at their disposal for breaking into a system. Crackers often like
to describe themselves as hackers. Cracking does not usually involve some mysterious leap of hackerly
brilliance but rather persistence and repetition of a handful of fairly well-known tricks that exploit common
weaknesses in the security of target systems. [ISM112.TXT]

2. A cracker is someone who breaks into someone else's computer system, often on a network; bypasses
passwords or licenses in computer programs; or in other ways intentionally breaches computer security. A
cracker can be doing this for profit, maliciously, for some altruistic purpose or cause, or because the
challenge is there. Some breaking-and-entering has been done ostensibly to point out weaknesses in a
site's security system. The term "cracker" is not to be confused with "hacker". Hackers generally deplore
cracking. [ISM050.TXT]

3. A computer cracker is a person who breaks into a computer system without authorization, whose purpose
is to do damage (destroy files, steal credit card numbers, plant viruses, etc.). Because a cracker uses low-
level hacker skills to do cracking, the terms "cracker" and "hacker" have become synonymous with the
latter becoming the most widely used term. [ISM095.TXT]

4. A Cracker is a type of hacker that breaks into computer systems for monetary gain or to maliciously cause
damage. The word cracker is often confused with hacker, when in reality most hackers act ethically and it
is the black hat hackers (crackers) that act unethically. It is because of this that traditional hackers have

obtained their negative reputation from Crackers who exploit weaknesses and compromise the security of
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a system without permission. Hackers originally came up with the name “Cracker” in the 1980's to

disconnect themselves from the actions of these individuals, whose only purpose was to gain unauthorized
access to network systems. On the other hand, traditional hackers are interested in gaining knowledge
about computer systems, most often to help companies identify weaknesses in their system’s security.

[ISM139.TXT]
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CNO029 | Concept: Safeguard

Eng: Safeguard, Security Control Grammatical Category: Noun
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Conceptual Relation:

GS

A 4

Control Safeguard

GS wwnuU Generic — Specific

Extraction:

1. Safeguards- (also called security controls). The protective measure and controls that are prescribed to
meet the security requirements specified for systems. Safeguards may include, but are not limited to:
hardware and software security features; operating procedures; accountability procedures; access and
distribution controls; management constraints, ;personnel security; and physical structures, areas, and
devices. [ISM117.TXT]

2. Information can be read from your screen, especially when your workstation is logged on and you are
away from your desk. A Clear Screen Policy is an effective safeguard. [ISM063.TXT]

3. Aninformation security event indicates that an information security policy may have been violated or a

safeguard may have failed. [ISM102.TXT]

CNO030 | Concept: Information security policy

Eng: Information security policy Grammatical Category: Noun

Thai: wlguneinmaAulaeniuresdeya [s1aigneanIu]
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Conceptual Relation:

Administrative Control GS Information security policy

GS unNu Generic — Specific

Extraction:

1. Information Security Policies are the cornerstone of Information Security effectiveness. Without a policy
upon which to base standards and procedures, decisions are likely to be inconsistent and security holes
will be present - ready to be exploited by both internal and external persons alike. [ISM063.TXT

2. The objective of developing security policies should include the development of information security and

other security policy documents, documentation of security procedures, determination of contingency
planning requirements and development of physical security plans. [ISM101.TXT]

3. After the quality review is completed, the analysis group inputs the information about the current controls,
as derived from the questionnaire’s answers, into a software program. The software program compares

these controls to control requirements documented in the company’s information security policies.

[ISM005.TXT]

4. Other examples of administrative controls include the corporate security policy. [ISM097.TXT]

CNO31 | Concept: Administrative Control

Eng: Administrative Control Grammatical Category: Noun
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NIMINITAILANNNANULIETINT LT wlaunesnwimulaansie (Security policy)

Conceptual Relation:
GS > Logical control
CsS
GS WP
Control Administrative Control Information security policy
S

GS

Physical control

CS unu Condition — Selection
GS wwnuU Generic — Specific
WP 10U Whole — Part

Extraction:

1. Administrative controls form the basis for the selection and implementation of logical and physical controls.

Logical and physical controls are manifestations of administrative controls. [ISM097.TXT]

2. Administrative controls form the framework for running the business and managing people. They inform

people on how the business is to be run and how day to day operations are to be conducted.
[ISM097.TXT]

3. Other examples of administrative controls include the corporate security policy. [ISM097.TXT]

CNO031 | Concept: Logical control

Eng: Logical control, technical control Grammatical Category: Noun
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Conceptual Relation: @mw’lu CNO030

Extraction:

1. Logical controls (also called technical controls) use software and data to monitor and control access to
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information and computing systems. For example: passwords, network and host based firewalls, network
intrusion detection systems, access control lists, and data encryption are logical controls. [ISM097.TXT]
Administrative controls form the basis for the selection and implementation of logical and physical controls.
Logical and physical controls are manifestations of administrative controls. [ISM097.TXT]

Technological refers to logical controls such as passwords, encryption, protocols, anti-virus software,

firewall, etc. [ISM112.TXT]

CNO032 | Concept: Physical control

Eng: Physical control Grammatical Category: Noun
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Conceptual Relation: @mw’lu CNO030

Extraction:

1.

Physical controls monitor and control the environment of the work place and computing facilities. They also
monitor and control access to and from such facilities. For example: doors, locks, heating and air
conditioning, smoke and fire alarms, fire suppression systems, cameras, barricades, fencing, security
guards, cable locks, etc. Separating the network and work place into functional areas are also physical
controls. [ISM097.TXT]

Administrative controls consist of approved written policies, procedures, standards and guidelines.
Administrative controls form the basis for the selection and implementation of logical and physical controls.
Logical and physical controls are manifestations of administrative controls. [ISM097.TXT]

These actions can include implementing new organizational policies and procedures as well as technical

or physical controls. [ISM005.TXT]

CNO033 | Concept: Access control

Eng: Access control Grammatical Category: Noun
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Conceptual Relation:

Cs Logical control
GS L

Control d Access control ]
CS Physical control
P
GS

Safeguard

CS unu Condition — Selection
GS unu Generic — Specific
WP 10U Whole — Part

Extraction:

1. Access control -- Only authorized authenticated users and remote applications may have access.
[ISM005.TXT]

2. Access Control is the process that limits and controls access to resources of a computer system; a logical
or physical control designed to protect against unauthorized entry or use. [ISM117.TXT]

3. The sophistication of the access control mechanisms should be in parity with the value of the information
being protected - the more sensitive or valuable the information the stronger the control mechanisms need
to be. [ISM097.TXT]

4. Safeguards- (also called security controls). The protective measure and controls that are prescribed to
meet the security requirements specified for systems. Safeguards may include, but are not limited to:

hardware and software security features; operating procedures; accountability procedures; access and

distribution controls; management constraints, ;personnel security; and physical structures, areas, and

devices. [ISM117.TXT]

CNO034 | Concept: Network security control

Eng: Network security control Grammatical Category: Noun
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Conceptual Relation:

GS

A 4

Control Network security controls

GS unNuU Generic — Specific

Extraction:

1. Properly implemented network security controls, both management processes and technology, are

needed to thwart intentional attacks, to minimize unintentional mistakes from trusted insiders and to
prevent exposure of your valuable information assets unnecessarily. [ISM120.TXT]

2. Network security controls are continuously and automatically analyzed to understand network connectivity

and access paths. [ISM121.TXT]

3. Because they are an extremely important network security control, we study firewalls in an entire section

later in this chapter. [ISM119.TXT]

4. Network security controls - Network security controls are one of the main parts of information systems

security and control that most business houses have preferred using. This ensures that no outsiders get
access to the network that is used by the company for internal purposes. Thus any infiltration into the

operating network of these companies may prove to be very harmful in the future. [ISM140.TXT]
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CNO35 | Concept: Authorization

Eng: Authorization Grammatical Category: Noun
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Conceptual Relation:

Pl

A 4

Logical control Authorization

Pl 0 Process - Instrument

Extraction:

1. Authorization is controls that ensure only approved business users have access to the application system.
[ISM118.TXT]

2. After a person, program or computer has successfully been identified and authenticated then it must be
determined what informational resources they are permitted to access and what actions they will be
allowed to perform (run, view, create, delete, or change). This is called authorization. [ISM097.TXT]

3. Authorization: Access will be granted on a “need to know” or “Minimum Necessary” basis and must be
authorized by the immediate information owner or user management with the assistance of the Information

Security Officer. [ISM036.TXT]

CNO36 | Concept: Cryptography

Eng: Cryptography Grammatical Category: Noun

Thai: MENNN3IRAAU [N 781y 045994]
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Conceptual Relation:

Pl o
Logical control g Cryptography

Pl 101 Process - Instrument

Extraction:

1. Cryptography is the study and practice of scrambling information in a manner that makes it difficult to
unscramble, and makes scrambled information intelligible. [ISM024.TXT]

2. Cryptography is used in information security to protect information from unauthorized or accidental
discloser while the information is in transit (either electronically or physically) and while information is in
storage. [ISM097.TXT]

3. Controls, such as cryptography, over information transmitted and stored to ensure confidentiality,

authenticity, integrity, and non-repudiation. [ISM091.TXT]

CNO37 | Concept: Anti-virus software

Eng: Anti-virus software Grammatical Category: Noun
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Conceptual Relation:

Virus
CoO
Pl . L
Logical control i Anti-virus software CO ™ Worm
CO
Trojan Horse

CO wnu Counter-Object

Pl 101 Process - Instrument
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Extraction:

1.

Anti-virus software is software tools for detecting, blocking and/or removing viruses from files, emails or

network communications. [ISM024.TXT]

Anti-virus Software is software that is designed to stop viruses, eliminate viruses, and/or recover data

affected by viruses. [ISM112.TXT]

Anti-virus software is designed to detect malicious software such as viruses, Trojan horses, worms,

bacteria, logic bombs. [ISM039.TXT]
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CNO38 | Concept: Identification

Eng: Identification Grammatical Category: Noun
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Conceptual Relation:

PM N
Authorization d Identification

PM n Process — Method

Extraction:

1. Identification and authentication controls to establish accountability and to prevent unauthorized persons
from gaining access to the systems through, for example, passwords or smart tokens. [ISM91.TXT]

2. ldentification is an assertion of who someone is or what something is. If a person makes the statement
"Hello, my name is John Doe." they are making a claim of who they are. However, their claim may or may
not be true. Before John Doe can be granted access to protected information it will be necessary to verify

that the person claiming to be John Doe really is John Doe. [ISM097.TXT]

CNO39 | Concept: Unique User Identifier

Eng: Unique User Identifier Grammatical Category: Noun
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Conceptual Relation:

PI N
Identification i Unique User Identifier

Pl 11 Process — Instrument

Extraction:

1. Unique User |dentifier — A unique set of characters assigned to an individual for the purpose of identifying

and tracking user identity. [ISM117.TXT]

2. Aunique user identifier allows an entity to track specific user activity when that user is logged into an

information system. [ISM122.TXT]

CNO040 | Concept: Authentication

Eng: Authentication Grammatical Category: Noun
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Conceptual Relation:

PM PO
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PM unu Process — Method

PO wnU Process — Outcome

Extraction:
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1. Authentication is the process of accepting a user’s claimed identity (their username) and verifying they are
actually that user. [SIM024.TXT]

2. Authentication — The corroboration that a person is the one claimed. Authentication is the act of verifying
the identity of a user and the user’s eligibility to access computerized information. Authentication is
designed to protect against fraudulent logon activity. It also can refer to the verification of the correctness
of a piece of data. [ISM117.TXT]

3. Proper encryption ensures confidentiality, but what about integrity? Authentication is the appropriately
crucial manner of addressing this. [ISM012.TXT]

4. Authentication is the process of validating a user, ensuring that you are who you say you are. Solutions
range from traditional username/password regimens to the use of complex devices such as tokens and
biometric scanners. A system can authenticate you by examining three things: what you know, what you
have, and what you are. Not all solutions use all three, though. Tokens (what you have) must be paired with
passwords (what you know) or biometric technology (what you are) to produce a stronger solution. This
helps prevent the use of stolen tokens. [ISM051.TXT]

5. Passwords, tokens, public key infrastructure and biometrics are all examples of authentication

technologies that can help verify identity and control access to resources. [ISM050.TXT]

CNO041 | Concept: Biometrics

Eng: Biometrics, Biometry Grammatical Category: Noun
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Conceptual Relation:

PM Pl R
Authentication d Biometrics
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Authorization
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Pl wnu Process — Instrument

Extraction:

1. Biometrics is the next generation of authentication methods. Although it's still in its early implementation
period due to the associated costs, and sometimes the number of false results, biometrics will change the
way we authenticate ourselves, hopefully with 99% accuracy. Simply, biometrics cannot be stolen, cannot
be forgotten, neither can they be given to another person. Biometrics systems may include fingerprint
systems, voice recognition systems, Eye/Retina scanner systems, hand geometry systems and handwriting
systems. [ISM050.TXT]

2. Biometric information is difficult to duplicate and when used in conjunction other access methods such as
passwords and badges creates a very good defense against unauthorized access to organizational
resources. [ISM099.TXT]

3. Authentication is the process of validating a user, ensuring that you are who you say you are. Solutions
range from traditional username/password regimens to the use of complex devices such as tokens and
biometric scanners. A system can authenticate you by examining three things: what you know, what you
have, and what you are. Not all solutions use all three, though. Tokens (what you have) must be paired with
passwords (what you know) or biometric technology (what you are) to produce a stronger solution. This
helps prevent the use of stolen tokens. [ISM051.TXT]

4. Passwords, tokens, public key infrastructure and biometrics are all examples of authentication

technologies that can help verify identity and control access to resources. [ISM050.TXT]

CNO042 | Concept: Password

Eng: Password Grammatical Category: Noun
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Conceptual Relation:

PM Pl
Authentication

A 4

\ 4

Authorization Password

PM unu Process — Method

Pl 01 Process — Instrument

Extraction:

1.

Password - A secret string which is known only to the user and the system which the user can enter. It is
used for identification and authentication purposes. The strength of a password (and thus the level of
security it provides) is directly related to its length and how easy it would be for an attacker to guess it.
[ISM024.TXT]

Password - A private and unique series of numbers or letters which enable a user to gain access to a
system or service. [ISM112.TXT]

Choosing secure passwords consists of knowing what their insecurities are, how passwords are cracked
and what's behind the "at least 8 characters long, consisting of lower and capital letters, special characters
and a number" requirement. Basically, the shorter the password, the more opportunities for observing,
guessing and cracking it. A password cracker would try to guess all the possible combinations of letters,
numbers and characters until he/she finds the right one. [ISM050.TXT]

Authentication is the process of validating a user, ensuring that you are who you say you are. Solutions
range from traditional username/password regimens to the use of complex devices such as tokens and
biometric scanners. A system can authenticate you by examining three things: what you know, what you
have, and what you are. Not all solutions use all three, though. Tokens (what you have) must be paired with
passwords (what you know) or biometric technology (what you are) to produce a stronger solution. This
helps prevent the use of stolen tokens. [ISM051.TXT]

Passwords, tokens, public key infrastructure and biometrics are all examples of authentication

technologies that can help verify identity and control access to resources. [ISM050.TXT]

CNO043 | Concept: Token

Eng: Token Grammatical Category: Noun

Thai: Tiiu [$190 N AEAN]
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Conceptual Relation:

PM Pl
Authentication = Token

A 4

Authorization

PM 0 Process — Method

Pl wnu Process — Instrument

Extraction:

1. Authentication Token - A portable device operates by using challenge/response, time sequence, or other

techniques in order to authenticate a user. [ISM112.TXT]

2. Token - A physical item that is used to provide identity. Typically, an electronic device that can be inserted
in a door or a computer system to gain access. [ISM117.TXT]

3. Authentication is the process of validating a user, ensuring that you are who you say you are. Solutions
range from traditional username/password regimens to the use of complex devices such as tokens and
biometric scanners. A system can authenticate you by examining three things: what you know, what you

have, and what you are. Not all solutions use all three, though. Tokens (what you have) must be paired with

passwords (what you know) or biometric technology (what you are) to produce a stronger solution. This
helps prevent the use of stolen tokens. [ISM051.TXT]
4. Passwords, tokens, public key infrastructure and biometrics are all examples of authentication

technologies that can help verify identity and control access to resources. [ISM050.TXT]

CNO044 | Concept: Public Key Infrastructure

Eng: Public Key Infrastructure, PKI Grammatical Category: Noun
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Conceptual Relation:

PM PM
Authentication

\ 4

\ 4

Authorization Public Key Infrastructure

PI

A 4

Digital Certificate

PM n Process — Method

Pl wnu Process — Instrument

Extraction:

1. Public Key Infrastructure(PKI) functions give entities, namely employees or servers the ability to

communicate, authenticate, sign and verify identities by creating digital certificates, each of which

containing private and public keys. [ISM050.TXT]

2. The Public Key Infrastructure is a framework for using digital certificates and their associated keys to verify
the identity of users and computers to other users, computers and applications. [ISM085.TXT]
3. Asmart card is a credit card sized plastic card with an embedded chip that can hold a digital certificate

so user authentication is accomplished through a public key infrastructure. [ISM051.TXT]

4. Passwords, tokens, public key infrastructure and biometrics are all examples of authentication

technologies that can help verify identity and control access to resources. [ISM050.TXT]

CNO045 | Concept: Digital Certificate

Eng: Digital Certificate Grammatical Category: Noun

a o

Thai: TuFusasRasa [T EUMNREANIY]

o aa o A o A » o % Y A o o o T A Y a
Feature: lufusednaria Ae lufusesneenWiriugldeuawhuiedulssiudn flinunumii Ae Au | duase | lng
Tuluduseshanatsenauldsadayanedldam noyuaaissasmiduresdldnuauiu Sununeiy uazanaile
o v

A aa o = P o ) o an o o o = y &
y R mm@ﬂi:ﬂaumﬁmmmLﬂuwfafaﬂ‘lmmmuu ’memmmmLﬂumuuummiﬂwawuﬁmqmLm

=< P =< o PN o A v a a w
@qﬁqﬁ‘mz"ﬁﬂﬂﬂLﬂuqﬁﬂqiﬁuﬂmiﬂuﬂqﬁ‘wa@uﬂqWLW]LW]“]T\?@H@QEI

136




Conceptual Relation:

- CrO
Digital Certificate |~ Certification Authority
Ol Ol
Public Key Private Key

Ol unu Object — Identification
CrO unu Creator — Object

Extraction:

1. It [Digital Security] insures by means of verification and validation that the user is whom he/she claims to
be. This is done by combine the users credential to the digital certificate and in turn this method uses one
point of authentication. [ISM018.TXT]

2. Digital certificates also provide a means for users to exchange encrypted information using a combination
of a private key (owned by the sender) and public key (freely shared with recipients) to encrypt and
decrypt message text. [ISM050.TXT]

3. Digital certificates contain information about the holder, the holder’s public key, an expiration date, and the
digital signature of the issuer (the certification authority). [ISM085.TXT]

4. Public Key Infrastructure(PKI) functions give entities, namely employees or servers the ability to

communicate, authenticate, sign and verify identities by creating digital certificates, each of which

containing private and public keys. [ISM050.TXT]

CNO046 | Concept: Certification Authority

Eng: Certification Authority, Certificate Authority, CA Grammatical Category: Noun
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Conceptual Relation:

CrO

A 4

Certification Authority Digital Certificate

CrO unu Creator — Object

Extraction:

1. Either way, the PKI consists of the following components: At least one certification authority (CA) to issue

certificates. Policies that govern the operation of the PKI. The digital certificates themselves. Applications
that are written to use the PKI. [ISM085.TXT]
2. Digital certificates contain information about the holder, the holder’s public key, an expiration date, and the

digital signature of the issuer (the certification authority). [ISM085.TXT]

3. A certificate is issued and digitally signed by a trusted third party or Certification Authority. [ISM112.TXT]

4. Digital certificates often are issued by an independent certificate authority that then acts as a third-party

reference regarding the owner's identity. [ISM050.TXT]
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CNO047 | Concept: Asymmetric Cryptography

Eng: Asymmetric Cryptography, Public-Key Cryptography Grammatical Category: Noun
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Conceptual Relation:

Asymmetric Cryptography
GS

Cryptography

GS Symmetric Cryptography

GS wwnuU Generic — Specific

Extraction:

1.

Public-key cryptography, also known as asymmetric cryptography, is a form of cryptography in which a

user has a pair of cryptographic keys—a public key and a private key. [ISM131.TXT]

Public Key Cryptography - A technique that uses a pair of keys for encryption and decryption.

[ISM112.TXT]

Public key cryptography can solve both of these problems. It can be used to digitally sign your messages

so recipients can be confident that they’re really from you (or so you can be confident of the identity of
those from whom you receive mail). It can also be used to encrypt the message data itself, to protect it

from prying eyes. [ISM041.TXT]

CNO048 | Concept: Symmetric Cryptography

Eng: Symmetric Cryptography, Secret-Key Cryptography Grammatical Category: Noun
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Conceptual Relation:
Asymmetric Cryptography

GS

k Symmetric Cryptography

Cryptography

GS unuU Generic — Specific

Extraction:

1. Conversely, secret key cryptography, also known as symmetric cryptography uses a single secret key for

both encryption and decryption. [ISM131.TXT]

2. Symmetric cryptography uses a single private key to both encrypt and decrypt data. Any party that has the

key can use it to encrypt and decrypt data. [ISM092.TXT]

3. Symmetric, or secret key, cryptography has been in use for thousands of years and includes any form

where the same key is used both to encrypt and to decrypt the text involved. [ISM097.TXT]
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CNO049 | Concept: Public-Key Encryption

Eng: Public-Key Encryption, Asymmetric Encryption Grammatical Category: Noun
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Conceptual Relation:

Asymmetric Cryptography

GS
\4
A/PQ/ Public Key Encryption
MP MP
Confidentiality
AN
Encryption > Decryption
PO | I
Ciphertext , .

Public Key Private Key

GS wwnU Generic — Specific AN L11Y Antonym

Pl Lt Process — Instrument MP unu Method — Process

PO unu Process — Outcome

Extraction:

1. Public-Key Encryption, also known as Asymmetric Encryption, uses a public key to encrypt and a private

key to decrypt. The encryption is done using an asymmetric algorithm. [ISM135.TXT]

2. Public key encryption — a message encrypted with a recipient's public key cannot be decrypted by

anyone except the recipient possessing the corresponding private key. This is used to ensure
confidentiality. [ISM131.TXT]

3. Asymmetric Encryption - Two different keys are used with one for encryption and the other for decryption.

[ISM112.TXT]

144




CNO50 | Concept: Encryption

Eng: Encryption Grammatical Category: Noun
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Conceptual Relation: Qnﬁ’wal‘u CNO049

Extraction:

1. Encryption is any process that converts readable (plaintext) data into secret code (ciphertext) to prevent
unauthorized disclosure of the information. [ISM099.TXT]

2. Encryption - A process to encode the contents of message so as to hide it from outsiders. [ISM112.TXT]

3. Encryption protects the message in transit between two computers, but the message is in plaintext inside
the hosts. [ISM119.TXT]

4. Decryption - The reverse process of encryption i.e. to turn scrambled data back into its original form.

[ISM024.TXT]

CNO051 | Concept: Ciphertext

Eng: Ciphertext Grammatical Category: Noun

T
a

Thai: faaanuidingia [£iasaTioy]

dl ¥ VYo 1 o d‘d % Y @ 17 12 o v v o/ z
Feature: \adananarsualasunisdnsiadun Fevdesudnnaznanaiiludeminuidnia danqnudnsiaidl

k7 ‘ﬂl k% o o 1 1 % VYo o al U
damunisznevllsesiadunazlianunsneueenlsuenannazlgiunisneansiaeandaneu

Conceptual Relation: @mw’lu CNO049

Extraction:
1. Encryption is any process that converts readable (plaintext) data into secret code (ciphertext) to prevent
unauthorized disclosure of the information. [ISM099.TXT]

2. Ciphertext - A scrambled, unreadable contents of an encrypted, secretive message or data which is
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converted from plaintext using an encryption algorithm. [ISM112.TXT]
3. Acryptographic checksum (sometimes called a message digest) is a cryptographic function that
produces a checksum. The cryptography prevents the attacker from changing the data block (the

plaintext) and also changing the checksum value (the ciphertext) to match. [ISM119.TXT]

CNO052 | Concept: Decryption

Eng: Decryption Grammatical Category: Noun
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Conceptual Relation: Qnﬁ’wal‘u CNO049

Extraction:

1. Decryption - The reverse process of encryption in which encoded messages or ciphertext is decoded from
its protected, scrambled form into original plaintext so that they can be easily readable. [ISM112.TXT]

2. Information that has been encrypted (rendered unusable) can be transformed back into its original usable
form by an authorized user, who possesses the cryptographic key, through the process of decryption.
[ISM097.TXT]

3. The public key is used for encryption and the private key is used for decryption. [ISM092.TXT]

CNO053 | Concept: Public Key

Eng: Public Key Grammatical Category: Noun
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Conceptual Relation: @mw’lu CNO049

Extraction:

1. Encryption can be either: Symmetric (where the same key is used to encrypt and decrypt) Asymmetric
(where two mathematically related keys are used, one (the public key) to encrypt, and the other (the
private key) to decrypt). [ISM024.TXT]

2. The key pair consists of a public key that is distributed openly to others and a private key that is available
only to the user. To encrypt the contents of your e-mail, you need to have the recipient’s public key.
[ISM041.TXT]

3. The public key is available to anyone wanting to exchange data with the entity and the private key is the
only way for the entity to decrypt, or identify itself properly. [ISM050.TXT]

4. Digital certificates contain information about the holder, the holder’s public key, an expiration date, and the

digital signature of the issuer (the certification authority). [ISM085.TXT]

5. Digital signatures — a message signed with a sender's private key can be verified by anyone who has
access to the sender's public key, thereby proving that the sender signed it and that the message has not
been tampered with. [ISM131.TXT]
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Conceptual Relation: @mw’lu CNO049

147




Extraction:

1. Digital certificates also provide a means for users to exchange encrypted information using a combination
of a private key (owned by the sender) and public key (freely shared with recipients) to encrypt and
decrypt message text. [ISM050.TXT]

2. Digital signatures — a message signed with a sender's private key can be verified by anyone who has
access to the sender's public key, thereby proving that the sender signed it and that the message has not
been tampered with. [ISM131.TXT]

3. The public key is used for encryption and the private key is used for decryption. [ISM112.TXT]

4. The private key is kept secret, while the public key may be widely distributed. The keys are related
mathematically, but the private key cannot be practically derived from the public key. A message

encrypted with the public key can be decrypted only with the corresponding private key. [ISM131.TXT]

CNO055 | Concept: Digital Signature

Eng: Digital Signature Grammatical Category: Noun
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Conceptual Relation: @mw’lu CNO049

Extraction:

1. The two main branches of public key cryptography are: Public key encryption — a message encrypted
with a recipient's public key cannot be decrypted by anyone except the recipient possessing the
corresponding private key. This is used to ensure confidentiality. Digital signatures — a message signed
with a sender's private key can be verified by anyone who has access to the sender's public key, thereby
proving that the sender signed it and that the message has not been tampered with. This is used to ensure
authenticity. [ISM131.TXT]

2. To create a digital signature, the software uses the private key and the message contents (in its binary
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form) to generate a number that is then hashed (run through an algorithm that creates a numerical
summary). Any changes made to the message will invalidate the signature, because the message content
is used to create the digital signature. [ISM041.TXT]

Digital signature is usually used to verify whether a message really comes from the claimed originator, and
simultaneously guarantees the integrity of the message. [ISM112.TXT]

A further claimed advantage of digital signature technology concerns the issue of "non-repudiation”

claimed by the relying party against the alleged signer of an electronic document. [ISM136.TXT]
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CNO056 | Concept: Firewall

Eng: Firewall Grammatical Category: Noun
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Conceptual Relation:

PI o
Network Security Control g Firewall

Pl wwn Process — Instrument

Extraction:

1. A Firewall is a device or software package that provides a secure gateway between two networks.
[SIM024.TXT]

2. Afirewall is a system or combination of systems that helps to prevent outsiders from obtaining
unauthorised access to internal information resources. [ISM112.TXT]

3. Afirewall is an access control device that sits between two networks or two network segments.
[ISM119.TXT]

4. Because they are an extremely important network security control, we study firewalls in an entire section

later in this chapter. [ISM119.TXT]

CNO057 | Concept: Intrusion Detection System
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Conceptual Relation:

Pl

A 4

Network Security Control Intrusion Detection System

CO

Cracker

CO unu Counter — Object

Pl 1 Process — Instrument

Extraction:

1.

An Intrusion Detection System (abbreviated as IDS) is a defense system, which detects hostile activities in

a network. The key is then to detect and possibly prevent activities that may compromise system security,
or a hacking attempt in progress including reconnaissance/data collection phases that involve for

example, port scans. One key feature of intrusion detection systems is their ability to provide a view of

unusual activity and issue alerts notifying administrators and/or block a suspected connection.
[ISM039.TXT]

An intrusion detection system is a device that is placed inside a protected network to monitor what occurs

within the network. If an attacker is able to pass through the router and pass through the firewall, an
intrusion detection system offers the opportunity to detect the attack at the beginning, in progress, or after
it has occurred. Intrusion detection systems activate an alarm, which can take defensive action.
[ISM119.TXT]

As soon as someone discovers a new computer security vulnerability, hordes of crackers start knocking at
the doors of computers worldwide to see if they can penetrate their defenses. Many sites employ a
combination of border router firewalls and host-based packet filters and wrappers to protect themselves,
but what if the vulnerability is in the very mechanism that's used to secure a service? How can systems
administrators know that their machines are under attack and/or have been compromised? The best way to

catch the crackers in the act is to use an intrusion detection system (IDS). [ISM132.TXT]

Though they both relate to network security, an intrusion detection system (IDS) differs from a firewall in
that a firewall looks outwardly for intrusions in order to stop them from happening. Firewalls limit access
between networks to prevent intrusion and do not signal an attack from inside the network. An IDS

evaluates a suspected intrusion once it has taken place and signals an alarm. An IDS also watches for

attacks that originate from within a system. [ISM133.TXT]
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SYN PR AHeU
ANT PHNEDY ARFednN
ABRV NUNEDS ANED
TOO1 English term: Information Security Management Grammatical Category: Noun

Thai: N199AN1sANLARAAEYRTRYA [N TTiuTinaan1u]

Subject Field: Information Security Management

Definition: N134AN1sANLasAStTasdaya vuneie nsdpnsndasinuananiiRresdeya lussuunaniomas
A o % v a m v o dl 1 ‘L/ =2 o
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lllustration: It is clear that hands on experience with the valuation of assets, assessment of security

risk, and the evaluation of tradeoffs (i.e. risk management), the key elements of the information security

management function, are best learned by doing. [ISM037.TXT]

Note: -

Linguistic specification: -

Cross-reference: Confidentiality (T003), Integrity (T004), Availability (T005), Non-Repudiation (T006), Risk
Management (TO08)

T002 English term: Information Security Grammatical Category: Noun

Thai: ANLaensiavedeya [satudineaniu)

Subject Field: Information Security

Definition: Adxtlaansiavesdaya Ae n1siideyaiiu o avsiesinemfTnmaniis 4 dsznisfaerii fie Asuay

yoounw anmndanldau uaznislfuaslals

lllustration: Poor security procedures during equipment testing can compromise the confidentiality of your data.

[ISM063.TXT]
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Note: -

Linguistic specification: -

Cross-reference: Information Security System (T001)

T003 English term: Confidentiality Grammatical Category: Noun

Thai: AMNAL [31FUUTREAN]

Subject Field: Confidentiality

T v v
Definition: A3NAL Ag AuaNtTRLszn1silaresrnlasasitzesdesys Annduresdayatimunai doyaiiu o

a 4 1 BJdI VYo U ?:/
azdlaldusianizgnlaFuanynvintu

lllustration: Poor security procedures during equipment testing can compromise the confidentiality of your data.

[ISM063.TXT]

Note: -

Linguistic specification: -

Cross-reference: Information Security (T002)

T004 English term: Integrity Grammatical Category: Noun

Thai: soun I [s 17 Tmea0114]

Subject Field: Integrity

Definition: Yseunw A AmantTRlsynisuilaasanlaendisresdays ysnuninaesdagaiuunnas doyariv

71 TAnslasuulatien e ldldfueynyminau

lllustration: Additionally, these safeguards protect against currently anticipated threats or hazards to the

integrity of such information. [ISM042.TXT]

Note: -

Linguistic specification: -

Cross-reference: Information Security (T002)
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T005 English term: Availability Grammatical Category: Noun

Thai: an1nwsan ey [sathnaanu]

Subject Field: Availability

Definition: ‘&ﬂqWWTﬂﬂJi‘ﬂ\ﬂu AR ﬂm@ll']_lmﬂizﬂqiﬁuﬂﬂl@\ﬂﬂqquﬂ@@ﬂﬂﬂﬂ]@\?‘ﬂﬂﬂ;{@ @ﬂqWW?ﬂNIﬂ\ﬁum@\?ﬂ@H@uu
=2, o v , A oy v = oW i Ay o A
NN TBHAUU "l Q$mﬂ\1ﬂ\1ﬂ%1uﬁ\$uum@ﬂmL"J@"ILﬂﬂﬂmﬂﬂqumﬂﬂﬂqﬂiﬂﬂim VLNSJM?QOJW]H”L‘]JTMV]L@’M‘L&’W]

ladFunany

lllustration: In addition, the availability of data can affect the extent to which risk assessment results can be

reliably quantified. [ISM005.TXT]

Note: -

Linguistic specification: -

Cross-reference: Information Security (T002)

T006 English term: Non-Repudiation Grammatical Category: Noun

Thai: n1suias s [sainssineaniu]

Subject Field: Non-Repudiation

Definition: n1sufjiaslailéiu Ae Aruantifszniamisresanulasaiavesdaya nnslfiaslildvesdayatiu fe

v
fasdoyaliamisnUfiaslidn luilddeyaiiu - un

lllustration: Cryptography provides information security with other useful applications as well including
improved authentication methods, message digests, digital signatures,_non -repudiation, and encrypted

network communications. [ISM097.TXT]

Note: -

Linguistic specification: -

Cross-reference: Information Security (T002)

T007 English term: Compromise Grammatical Category: Noun

Thai: ludunsng [§iduaainy]

Subject Field: Compromise

Definition: N1snsevinfiinlisvuumaniame fiugadaanulasaiaaesssuy
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lllustration: Information Security issues to be considered when implementing your policy include the following: ¢
Theft of equipment is most likely to result in additional cost to the organisation and could compromise data

security. [ISM063.TXT]

Note: -

Linguistic specification: -

Cross-reference: Information Security (T002)

T008 English term: Risk Management Grammatical Category: Noun

Thai: N139ANTIANNIASN [21TTLTREIAD]

Subject Field: Risk Management

e . o = @ o = o o v 1% o ' '
Definition: mawmmﬁ?mmmeLﬂumumwu\ﬂumi@mmimwﬂ@@mnmmﬁum@ ﬂizﬂ@uiﬂmmumummmq

1 1 3 1 1 v
7 WeszydunseNeNaasiinTuiLssuUasaunATedetAnsTn U TansnisiazananANLA Bl

lllustration: Considering that information security management is a risk reduction program, we present
vulnerability management as a component of risk management where decisions as to whether to fix a given

vulnerability are based on the potential loss and the associated cost of mitigating the risk. [ISM001.TXT]

Note: -

Linguistic specification: -

Cross-reference: Information Security System (T001)

TO09 English term: Contingency Plan Grammatical Category: Noun

Thai: unwu latToywandafiR [T aiufinagniu)

Subject Field: Contingency Plan

T T
[ o

T = = % a o a A = vy A a a o
Definition i'WEJﬂZL’EJEJﬂLLNuﬂ’]ﬁ‘V]m“ﬁx‘i’]uﬂgUﬁﬁlﬁ]’mLN’ﬂﬂJmlﬂﬂqﬁ‘m@’]H‘V}Lﬂﬂ’l“ﬂﬂ\iﬂﬂﬂ’]ﬁ‘ﬂﬂﬂﬂﬂ"l’]llﬂ@@ﬂﬂﬂﬂ]@\?

&

a é/ e—dl 1 dy rdl a ,ul A 2 2% d‘ a
LRYAAITAUN AN ALY Lﬂ)lﬁlﬂq?m%’l’]uﬂ?ﬂ‘]_lﬁ@uL‘Mﬁlﬂ%‘m‘ﬂLﬂﬂ’ﬂﬁﬂu’]ﬂ@“ﬂﬂﬂ&lkﬁﬂiﬂﬂ@uﬁdL‘ViIZ!ﬂW?ZLL?’]EIV]LﬂWﬂ’m

AUFITHING

lllustration: For residual risks that may occur contingency plans should be developed in case they do.

Contingency plans should be appropriate and commensurate to the impact of the original risk. [ISM026.TXT]

Note: -

Linguistic specification: (SYN) Business Continuity Plan [ISM117.TXT]
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Cross-reference: Risk Management (T008)

TO10 English term: Risk Assessment Grammatical Category: Noun

Thai: N13Us2AKAMNALN [1T9TURAL A0

Subject Field: Risk Assessment

o

T 2 ] T
Definition: n1s/szidnanuidsaiuduneunilaaesnisdnnisaanuide iunisssyuaznisdnanduaudfny

(7

2R4ANNIALNT BN EAN AT ATWALIZLLANTAUNATRIRIANS

lllustration: These organizations establish a central management focal point, promote awareness, link policies
to business risks, and develop practical risk assessment procedures that link security to business needs.

[ISM052.TXT]

Note: -

Linguistic specification: -

Cross-reference: Risk Management (T008)

TO11 English term: Risk Treatment Grammatical Category: Noun

Thai: N9anANIALS [ELTEaT1ay]

Subject Field: Risk Treatment

T 2 T T T k2
Definition: N17aAANHIAENLTIUTUABLNTNTBINNI9ANNTANNIAEN 1WUN13UssiiuINazdnnIiUAIHLR e
aeidlslnadnnsld 4 Usznas Ae eaniumanuidestiy - nandesamdes dnelauninuides viseanANiAe

PUREN

lllustration: The cost of risk treatment plans should depend on the risk (i.e., it should be based on potential

impact). [ISM001.TXT]

Note: -

Linguistic specification: -

Cross-reference: Risk Management (T007)
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T012 English term: Risk Acceptance Grammatical Category: Noun

. o dl v dl
Thai: NMFEBNTUAMNLALN [HLae0T7eY]

Subject Field: Risk Acceptance

13
a o

Definition: TudunauN13anANNIASNIT Avdunaun1ssinduladnazdnnisaanuidsssiuesingls Tnan1aaanly

v 1 v 1 v
N136pAUlATIABN1F8ANTUANNIASNTIYERAN N TN WANNIA BT LS

lllustration: Areas that are low risk and common vulnerabilities that are generally known to exist typically do not

require a risk acceptance statement. [ISM005.TXT]

Note: -

Linguistic specification: -

Cross-reference: Risk Management (T008)

TO013 English term: Risk Communication Grammatical Category: Noun

Thai: N332817AMNLALN [F1 TR ReIEn11]

Subject Field: Risk Communication

. = 4 g o = o o o ) | 9o yal
Definition: N1782417A2NIANLTUTUARUNINTAINITIANITANNNLAELIN Lﬂuﬂqiiﬁlﬁl'm_lLL@Zﬂ’]i“LI@ﬂ"II’]QZWﬁ‘SLMﬂUHV]

S I N o P I~ o 4 2
NEUBINANBUSTAIAINNALIUASITNITNACADLAUBINLAINIALNULY

lllustration: In order to engage in effective risk communication planning, it is important to understand how to

apply the principles of risk communication, as well as the variety of tools and resources available.

[ISM028.TXT]

Note: -

Linguistic specification: -

Cross-reference: Risk Management (T008)

T014 English term: Risk Analysis Grammatical Category: Noun

Thai: N39LAPNZAANNLREN [S1 1T REIAD1U]

Subject Field: Risk Analysis

T £ T T
Definition: N53tAsziAndeiuduneuuiiaaanislssilduanudes lnadfuiarauassiaslssiluliunm

o o a X o a
ANNLAEaNeNALiATULAEIN9ATUNNTu T
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lllustration: Employ physical safeguards as determined by risk analysis, such as locating workstations in
controlled access areas or installing covers or enclosures to preclude passerby access to Confidential Health

Information. [ISM036.TXT]

Note: -

Linguistic specification: -

Cross-reference: Risk Management (T008)

T015 English term: Risk Evaluation Grammatical Category: Noun

Thai: N9Us2LHUANNIULIITRIANNIAL [ 1TTUAREANI]

Subject Field: Risk Evaluation

T k2 T T T
Definition: N19tlsziduadnguussandesiuiuneuniieaainislssiduaauides lnafnduainSaulanny

= o e Py o = :l/ ¥
bALIN Lme”Lﬂmﬂﬂuumx‘imzmmammmmmuu°] nIel

lllustration: The risk evaluation criteria are used as a guide to enable decisions to be made on risk treatment

options. [ISM064.TXT]

Note: -

Linguistic specification: -

Cross-reference: Risk Management (T008)

TO16 English term: Controls Grammatical Category: Noun

Thai: 49M31N17ALANANNLABAIY [T 1T AREANTU]

Subject Field: Controls

Definition: 81An13ANUaeA e IENeaRANNIRLNN NN ATWLEIANT NIATNN1IANNUABAATTUAIN13D

duldvamalulad iisesilewd@usng o sanlutangssidausing 4 fog

lllustration: Security managers told us that identifying and assessing information security risks in terms of the
impact on business operations was an essential step in determining what controls were needed and what level

of resources could be expended on controls. [ISM004.TXT]

Note: -

Linguistic specification: -
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Cross-reference: Risk Treatment (TO11)

TO17 English term: Threat Grammatical Category: Noun

Thai: ANAN [N 1N29YT0UE99H]

Subject Field: Threat

T 3 1
Definition: LwsN19niNaaaziinlularananaliiinaudameiussuunaniomasaasesdnsld suanatuiugs

Ay a 9 = - o
NFRIIAINZI LT UARUNNTILATIZH AR R

lllustration: Since risks and threats change over time, it is important that organizations periodically reassess
risks and reconsider the appropriateness and effectiveness of the policies and controls they have selected.

[ISM005.TXT]

Note: -

Linguistic specification: -

Cross-reference: Risk Analysis (T014)

TO018 English term: Vulnerability Grammatical Category: Noun

Thai: ANAALLATANTZLL [ DU UNALANN]

Subject Field: Vulnerability

o ' 9 o o R = a - - v o
Definition: "}i@@ﬂuﬁﬂﬂ\‘ii‘z‘]_l']_mH'quﬂfl;ﬂ@"lll’]?ﬂi‘ﬁLﬂuLﬂT‘ﬂﬂNﬂﬁlﬁﬂqﬁ‘I@NW]Tz']_l'i_lﬂﬂllwqLmﬂﬁ"ﬂ‘ﬂ\‘iﬂ\iﬂﬂ?l’lﬁ @QN@I‘W?@UU
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lllustration: However, your email system is a point of vulnerability that can be exploited to invade your system

and network. [ISM059.TXT]

Note: -

Linguistic specification: -

Cross-reference: Risk Analysis (T014)

T019 English term: Denial of Service Grammatical Category: Noun
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Thai: NM1TANTTUL [$19UUNRNLANN]

Subject Field: Denial of Service

Definition: N17aN13N1992 LU IREAARNNN1INF9TDANUTENITFRIURTN NN NI NTLaLsr LU &IN5

o o o = v o a o uus P § v a = : a v
?@Q?Uﬂqii‘u“ﬂﬂﬂ')"mﬁ?@ﬂqTiﬂ\?“ﬂ@?ﬂﬂiﬂq?uuiﬁsﬁ\?ﬂqQﬂ?ﬂ,ﬁmﬂﬁ"ﬂllL@ﬁmqﬂﬂﬂﬁ;?ﬂ@iﬁ

lllustration: Denial of service attacks are much easier to accomplish than remotely gaining administrative
access to a target system. Because of this, denials of service attacks have become very common on the

Internet. [ISM104.TXT]

Note: -

Linguistic specification: (SYN) DoS Attack [ISM040.TXT]

Cross-reference: Threat (T017)

T020 English term: Hacker Grammatical Category: Noun

Thai: flanzszuiAsadnaneniawes (And eaysniasou]

Subject Field: Hacker

Definition: §lanzszuuAsatneAaNiamasil azune s g ldaanuannuaiuisnvesnulunisyngnudinll luseuy

A o o ' A g Ao
Lﬁ?@‘ﬂ’]ﬂ“ﬂ@ﬂﬁgﬂuiﬁﬂi‘ﬂ'ﬂﬂﬂ@u‘ﬂ'ﬂﬂ?guu L@muqﬂqiuﬂﬁ:ﬂuuﬁﬂLW@M@Qﬂ’]?Wﬂ@@UﬂJN@ﬂ@\?ﬂH NTALATNNIMNTIRADL

v v
qaaauIadsruLAaNawes uanantuanadudtunaluedeyariea¥epondame liunssunansaumeiu

lllustration: The content of your e-mail correspondence, personal projects, documents and photos, could be

exposed to a malicious hacker or someone targeting especially you as an individual. [ISM050.TXT]

Note: -

Linguistic specification: -

Cross-reference: Threat (TO17), Cracker (T027)

T021 English term: Insider Attack Grammatical Category: Noun

Thai: nslanmanneluesdng [(And neeysnisssu]

Subject Field: Insider Attack

T 2 k2 T
Definition: N1sTanANAnIuluszULeEatnen 8 1A NTeuATe1Ra N AN AL LEAN TTULE91T AUNAINITD

Wl lussuunisluls
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lllustration: At Northrop Grumman IT, we believe that there are other available measurements that exist that
when viewed in their entirety can potentially declare an insider attack and can perform that analysis in real

time. [ISM107.TXT]

Note: -

Linguistic specification: -

Cross-reference: Threat (T0O17)

T022 English term: Social Engineering Grammatical Category: Noun

Thai: NAANNNEIAN [Q’ﬁmmm]

Subject Field: Social Engineering

Definition: NsuaanavTanIsyAataanaativa i liussuuasaumanendayaniduaiuduu wu e
raefflflussuuuarsiadudssuy wedn U luidsmiea Tuedeyaau o) eanun fldnuilauaaninaldnig

o -:’4' o 4 1 A o a ) 1 a -d' 1 ' 1
naassndaaniiinazlinnudaniiedulansidued walaanliaznnlausiatnaln

lllustration: Use another employee’s account and password (which he cracked technologically or discovered

through social engineering techniques) to get access to files or programs he can’t access with his own

account. [ISM058.TXT]

Note: -

Linguistic specification: -

Cross-reference: Threat (T017)

T023 English term: Website Intrusion Grammatical Category: Noun

Thai: nsyngnyailas [aindinaaniu]

Subject Field: Website Intrusion

T
'y

Definition: n1syngnneidvlasiiunisandedesindluiulafuesesinsiyananisuaniideudusinseisyana

¥

meluasdnaesldyngnidinanludoun il ldiuengiatadudounideyannuduaesesdnaivey

lllustration: The security threats that most often and most seriously contribute to small-medium business days

lost include virus incidents and |website| intrusion (by hacking) [ISM116.TXT]

Note: -
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Linguistic specification: -

Cross-reference: Threat (T017)

T024 English term: Malware Grammatical Category: Noun

Thai: Tsunsngeie [sTinidinaaniu]

Subject Field: Malware

Definition: TsunsuseFesiuiullsunsupaniamasynatinndanlscasmasananiomasiaziazediy tne

q

Tsunsugfeireasinamludnsosiniulada vedssnmuueugunesiln Sinsdu ueudndeys naenaultsunss

wluadaya

lllustration: Visiting unsafe Web sites may introduce viruses and other malware to the company network.

[ISMO09.TXT]

Note: -

Linguistic specification: -

Cross-reference: Threat (T017)

T025 English term: Virus Grammatical Category: Noun

Thai: lh5apaufioimas [3minudinedannu]

Subject Field: Virus

Definition: TsunsusjeienanisntszasanaliuazarnnsawnnsoiessialiFes - anaazlufndultlsunsugu o
wrelURaiuukuAamdaunn luneniaumnes Walafinuidnisdssusanalid <) du la¥atiufaslaudssunanaly

1 1 1 1 Y v
g panfaasni lafaanainsineuiudsdsauhiteendldanuldlflfunlaaueyleiau

lllustration: Virus writers, who used to spread their virtual “diseases” via infected floppies and network shares,
have seized the opportunity posed by email programs that support attached files, HTML messages, and

embedded scripts to send viruses and other malicious software (called “malware”) to hundreds or thousands

of people with just a few keystrokes. [ISM059.TXT]

Note: -

Linguistic specification: -

Cross-reference: Malware (T024)
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T026 English term: Worm Grammatical Category: Noun

Thai: AUAUAANNIALT [T ULTNLAN]

Subject Field: Worm

Definition: iuauAaniames Ae llsunsusddenannsoundsiaeslalag lifeanedldamuazlusunanan

lllustration: Love Bug affected systems running Microsoft Windows. It was a program that spread through
various means, including e-mail, Windows file sharing, USENET news, and possibly web pages. The people
who received copies of the worm via e-mail most likely would have recognized the sender, and the subject line

read, ILOVEYOU. [ISM116.TXT]

Note: -

Linguistic specification: -

Cross-reference: Malware (T024)

T027 English term: Trojan Grammatical Category: Noun

Thai: 399U [smisRRean11]

Subject Field: Trojan

Definition: Tsunsusjaieivineuuuuingvg < ldusiuiasaudaillsunsnfradeney i mdsuasiniassuy

= 1 4 ¥ dy 1Y o ! = ' a 13 a v o 1 ¥ o dy
wiatny e ldudssnnanallsunsuiilne laifin aznennudamaunaeniiowes InaUnfuds Arddinneduil
manAuaIATINInIdunEnnsd e Insduiiduaeafyusidsngdndinmmsesdeuas luwidanwannfien

nnsnsduiitlndszgeanuiuazlanftnensadan

lllustration: W32.DIDer.Trojan was one such Trojan and it was found to be bundled with a very popular
entertainment application. Once it was found that this Trojan was distributed the company was confronted.

[ISMO27.TXT]

Note: -

Linguistic specification: -

Cross-reference: Malware (T024)
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T028 English term: Cracker Grammatical Category: Noun

Thai: §yngnseuy [aiudineaniu]

Subject Field: Cracker

Definition: gnwenenuyngnidinliluszunezadnaasaumarasasinslaen ildfuayanivanaaaudams

Tiunszuy gungnaznengunangaisaundtazidnszuu e

lllustration: A password cracker would try to guess all the possible combinations of letters, numbers and

characters until he/she finds the right one. [ISM050.TXT]

Note: -

Linguistic specification: Black hat hacker [ISM139.TXT]

Cross-reference: Hacker (T020)

T029 English term: Safeguard Grammatical Category: Noun

Thai: #eflasriu [Anel Weaysounssn]

Subject Field: Safeguard

Definition: Asflesiutiuazinilasscuuneninmasliasaanlaenisvesszunlilne@llasiuiuiulimius
anfaurfuazaensuaiiiiuniaineanulasndeliiuszuuasniawes 38015 1Wn1991971 1RINNTALAN

v =X ' ¥ = =
NITLINDNULASNNTIULANANELRHA LATRINANINNTENTN

lllustration: Each department responsible for maintaining covered data and information should coordinate with
the Office of Legal Services on an annual basis for the coordination and review of additional privacy training
appropriate to the department. These training efforts should help minimize risk and safeguard covered data

and information security. [ISM042.TXT]

Note: -

Linguistic specification: -

Cross-reference: Controls (TO16)

TO30 English term: Information security policy Grammatical Category: Noun

Thai: ulatnainmantaeaduesdeys [sadndinaan)
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Subject Field: Security policy

Definition: ultunainwaulaenisvesdeyaszueniaazi@entiowuimianisd s umsgaunisinmaaig
daands lintinaulussdnmauiedjifnuetnagnses uenanil ulauneinmanulaeaissesdeyatiiag
usiaimunadn asfnanils o fealdumnsnisauananutaendaneinguaziininisasuauanlaensdi

LLLIATTN

lllustration: A security policy would specify the necessary course of action based on the above risk assessment

table. [ISM001.TXT]

Note: -

Linguistic specification: -

Cross-reference: Controls (TO16)

T031 English term: Administrative Control Grammatical Category: Noun

Thai: N1ATN1TATLANNNAIULETING [P11TiUTRean ]

Subject Field: Administrative Control

Definition: 11AsN1sAYLANNINALLEMNS Wulaseaiienistivnsauuazansing o sauliiemeazigeantg
UtiRAeusedu NnsnisatuANnIesuLE sTduianmuadaziedliuinnsatLANATuRTINZ LAY

HIATNITALANLLILINIENIN

lllustration: Recall the earlier discussion about administrative controls, logical controls, and physical controls.
The three types of controls can be used to form the bases upon which to build a defence-in depth-strategy.
With this approach, defence in depth can be conceptualised as three distinct layers or planes laid one on top

of the other. [ISM097.TXT]

Note: -

Linguistic specification: -

Cross-reference: Controls (T016), Logical control (T032), Physical control (T033)

T031 English term: Logical Control Grammatical Category: Noun

Thai: 1IMINTAILANULUATING [T REAnIU]
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Subject Field: Logical Control

v £

Definition: 1nmsn1spauanuuuasInsldrensfufuazdayalunisaauaunisFungdeyauaznisdnfisseuu

U o]

paNamefneluedAns AaeteNnsNIsALANLLLN [ sanu svuuinfiead uaznadnaiadeys nasiaen

NIFINNIALANLLILAINEHLANe L TLHe luulaunainwanlsendefiessnatiy <) 14

lllustration: Recall the earlier discussion about administrative controls, logical controls, and physical controls.
The three types of controls can be used to form the bases upon which to build a defence-in depth-strategy.

[ISM097.TXT]

Note: -

Linguistic specification: (SYN) Technical Control [ISM097.TXT]

Cross-reference: Controls (TO16)

T032 English term: Physical Control Grammatical Category: Noun

Thai: N1AINNFAILANNNANLAIN [S1TLUTIREIFN1U]

Subject Field: Physical Control

Definition: 1nmsn1spauAxn1anan mtiuldidnguazacuananiunnminuasiesaTasnanianessan feg
S vy 4 " vEx oo X »
Ml usnuniu - fag nadenumsnisAtLANm N anwENINeg L luulaunaineacu

Uaandiefesdnsiiu - 14

lllustration: Identifying cost-effective actions to mitigate or reduce the risk. These actions can include
implementing new organizational policies and procedures as well as technical or physical controls.

[ISM005.TXT]

Note: -

Linguistic specification: -

Cross-reference: Controls (T016)

TO33 English term: Access Control Grammatical Category: Noun

Thai: n3AauANNIadntedasys (e ey sniassu]

Subject Field: Access Control
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Definition: nspauAnnisdntiedayativazpreanmaseudnlasamisouasliamnsndunlussunldiataanig

v
a o A A

AARAINIATNITAYLANTNATINULATNNTEN WFaRN s mATulaEs e o i ldTunnsrauan n1sidendanis

pauannadnddeyatiauegiuszAuand Aty resdayativ

lllustration: A great deal of functionality exists in such enterprise class firewalls. It will act as a very powerful

access control mechanism if properly configured. [ISM005.TXT]

Note: -

Linguistic specification: -

Cross-reference: Controls (T016)

T034 English term: Network security control Grammatical Category: Noun

Thai: #7A15N9ALANANNLIAE AT TETEULRTETE [N 1TIENYTUEITH]

Subject Field: Network security control

Definition: ¥1Asn1sasuANANLaeasitessriLAsedaiuainlinnsinwmanulsenditresszuupsadng

v a [ d‘ ¥ d‘ o 16 ¥ 3 a) ¥ d‘d ! 1 1o |
@ummmmﬂmigqmwLmzlmmlmzuuLw‘aﬂmﬂﬂﬂm\mm‘mmmemmvmmm@ma‘ma‘mﬂﬂﬂim%ﬂu

a

lllustration: Because they are an extremely important network security control, we study firewalls in an entire

section later in this chapter. [ISM119.TXT]

Note: -

Linguistic specification: -

Cross-reference: Logical Control (T031)

T035 English term: Authorization Grammatical Category: Noun

Thai: Ny R [P11yAnanw]

Subject Field: Authorization

T
%

Definition: nalnateuilaniuliyananldsuaymyawintunasnsndtescuuls Inefldoulussuuiuaglasu

a £ A o X ' o o o Yo | Ao LT o 8 va v . X
@V]ﬁ‘ﬂléﬂ&l’]F’W]V]'Nﬂu‘ﬂu@%ﬂﬂﬁuqmﬂﬂxﬁ\iquuﬂzrﬂziﬁ?'LlLV]’]VWqLﬂquuuLW@Lﬂuﬂ’]?mqiﬁmut’l@')q m@H@LLm@Z‘ﬂu AL

' v < o
il ldRepunsiasldass | uenaintiu Anfeyny el wuednsaesdldeuinannsanszinnislaléiting

lllustration: To automate the process of determining whether particular roles or tasks are allowed, you can use

170




scripts within role and task definitions. These scripts can be written in VBScript or JScript, and are called
authorization rules. This gives you tremendous control to define the conditions that must be met for
authorization to occur. You can limit authorization to a specific time of day, for example, or base it on whether

an expense limit has been met or the amount in a specified account balance. [ISM008.TXT]

Note: -

Linguistic specification: -

Cross-reference: Logical Control (T031), Access Control (T033)

TO36 English term: Cryptography Grammatical Category: Noun

Thai: WENNIIHEAU [N NLYIOIFITN]

Subject Field: Cryptography

1 T g T
Definition: Angnnssiaauilunisdsiadeyaianaslddayaiusuliesanuazaznansianduiiadudeyasn

= o o oo o = P . o Sy J @ vy o
’Wlf;l’m’]’j‘ﬁ‘ﬂ@@'l_lulﬁL'Wﬂ‘ﬂ'ﬂ\‘iﬂuﬂ’]ﬁ‘l,ﬂ6‘1LNﬂ"ll’ﬂN‘J'@Iu‘j‘ﬁi'ﬂq’NﬂWﬁ‘@\?ﬁﬁ‘ﬂlu"ﬂmtwm@@j@uumu%ﬂlﬁmﬁu\i

lllustration: Cryptography can introduce security problems when it is not implemented correctly. [ISM097.TXT]

Note: -

Linguistic specification: -

Cross-reference: Logical Control (T031)

T037 English term: Anti-virus Software Grammatical Category: Noun

Thai: lulsunsuflaarulaialupeniiowes [Asys nadn]

Subject Field: Anti-virus Software

Definition: 1sunsumaNfiameslasuniseanuuunienian asa snaulafdineluldeenunnianaaaniamas

sanlufsnsddeyaiigniinaneliudataeloFasaiusos

lllustration: The security risks of e-mail borne viruses and worms and liability implications of e-mail containing
pornography or other undesirable content. It's getting harder and harder for network administrators to keep it
all under control. And if you're in a regulated industry, you may have no choice: communications containing
clients’ personal information, medical records, financial data and so forth must, by law, be secured. One

solution is to work harder, invest more money in anti-spam software, anti-virus software and more sophisticated
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firewalls. [ISM097.TXT]

Note: -

Linguistic specification: -

Cross-reference: Logical Control (T031), Virus (T025), Worm (T026), Trojan (T027)

T038 English term: Identification Grammatical Category: Noun

a

Thai: N93zylHeu [Taaa]

Subject Field: Identification

Definition: n1981491 Aw 7] Buiazdnldewluszuunelag nsssydliauiliiuareiianiian danduladn ssuy

v % i’/ v A ]
ATAULUN ﬁﬂ'ﬂ‘].qlﬂ AR °| Wnszuuvizelyd

lllustration: Issues to consider include: specification of ownership of data and information; identification of users
and others who access the system in a unique manner; recording of activities through the provision of

management audit trails; assignment of responsibility for maintenance of data and information. [ISM089.TXT]

Note: -

Linguistic specification: -

Cross-reference: Authorization (T035)

TO039 English term: Unique User Identifier Grammatical Category: Noun

Thai: Taszyfldeu [{deaaiy]

Subject Field: Unique User Identifier

Definition: TaszyfIdeuiuaniugen liliiudlinuluszun e 3nssnsmasaunsldauuasidudonldscyde

o v v Y v d’ al 1 o 1
wazsanuesidnldulussuusegeasinnuunnseivluusacyang

lllustration: Each user is assigned to one or more predefined roles, each of which has been assigned the
various privileges needed to perform that role. ¢) User-based access: A security mechanism used to grant
users of a system access based upon the identity of the user. 2. Identification/Authentication: Unique user
identification (user id) and authentication is required for all systems that maintain or access Confidential

Information. Users will be held accountable for all actions performed on the system with their user identification.
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[ISMO36.TXT]

Note: -

Linguistic specification: -

Cross-reference: |dentification (T038)

T040 English term: Authentication Grammatical Category: Noun

Thai: NsNgauFamauLTase [s1miuTinsanIu]

Subject Field: Authentication

Definition: 38n157ildigatiinaunidnsruunnlaeldmesyyiiu - iuau o 1uada o Inedsnisiiazianldinedniles
¥ 1 = :’/ = 6 o lﬂl Y a dy Y o aca k73 d‘
nmavaanaslunsdnszuusazaenduiuyaaaiiu 9 nsigatifanunuiastlagldsaniudznissvydldan e

Yo a 1 v % ?:/ k% A 1
MfnAnladn szuvazeyya Wyanatiu o dssuuizely

lllustration: Each user is assigned to one or more predefined roles, each of which has been assigned the
various privileges needed to perform that role. c) User-based access: A security mechanism used to grant
users of a system access based upon the identity of the user. 2. Identification/Authentication: Unique user
identification (user id) and authentication is required for all systems that maintain or access Confidential
Information. Users will be held accountable for all actions performed on the system with their user identification.

[ISM036.TXT]

Note: -

Linguistic specification: -

Cross-reference: Authorization (T035)

T041 English term: Biometrics Grammatical Category: Noun

Thai: T9NA3 [P TUAREIADN]

Subject Field: Biometrics

T £2
o

Definition: NsWgausamuandeng liauauiiuu vialddouladounisludanaresdldnunniiuummeasy
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lllustration: There is far more to biometrics though then a facial scan. Other biometrics exist such as the now

more common thumbprint scanner on some laptops. These two methods of biometric identification are not the
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only ones though. You can also see or may have heard of retina scans, iris scans, and voice recognition,

amongst others. [ISM010.TXT]

Note: -

Linguistic specification: -

Cross-reference: Authentication (T040)

T042 English term: Password Grammatical Category: Noun

Thai: 39@HNY [F1TUUTABANNY]

Subject Field: Password

T
a

Definition: s9&K"W A gadnwananng dausieaivlfidunududousa Wunisigasisoauaindang ldauau

)|

'
A

v ¥ | | 1
g Waazdnlszuy fldeusiacldgadnusmaitiagunsodnliluscuuls sidinuiluaresiianldlunig

Agafanuntanil

lllustration: If a user has not changed the password within the time frame dictated by the password policy for
maximum time that the password is valid, then this might be an indication that the user account is no longer

being used. [ISM0O07.TXT]

Note: -

Linguistic specification: -

Cross-reference: Authentication (T040)

T043 English term: Token Grammatical Category: Noun

Thai: iy [F191 R AE A1)

Subject Field: Token

«

o A A o v a v d P oy A a o ) X o ~
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lllustration: When Employee A starts the accounts payable application, the security token is created from the

original security token created at logon, plus the additional information provided by the new policy.

[ISM033.TXT]

Note: -
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Linguistic specification: -

Cross-reference: Authentication (T040)

T044 English term: Public Key Infrastructure Grammatical Category: Noun

Thai: TAsaa¥ 19 ug N UAANE1904T [EiTeaT70y]

Subject Field: Public Key Infrastructure

Definition: Iasaa¥1eiugunmyuaansnsizilazynnayuaaiansausdnliiusnueedldnu uarssymaazigentii

an o vy o

Huluduseshanageazsesfinaduiusedienansangusznaunisiusession Tassaieiiugiunmyuaaisisoe

- A o ee o 4
WiRsnnsn i lunnsigasanuaianils
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lllustration: A smart card is a credit card sized plastic card with an embedded chip that can hold a digital

certificate so user authentication is accomplished through a public key infrastructure. [ISM051.TXT]

Note: -

Linguistic specification: (ABRV) PKI [ISM050.TXT]

Cross-reference: Authentication (T040)

T045 English term: Digital Certificate Grammatical Category: Noun

Thai: Tu5usa9RaTa [s1miIRREADN]

Subject Field: Digital Certificate

Definition: Tufusesiieen v ldenuauiuneiulseindy fldaunuiufe Au 7 tuas o Ineluluiuseshadia

dsznavlddaedayarasldan nywsarsisnsnidusesdldinuauiuy Sununeny uararaietenanazes

y v oA @ s v ¥
guszneunisiusesaaiugneanlususeaiy

lllustration: Some banking institutions require that a user verifies his/her identity by validating identification

credentials using a digital certificate. [ISM018.TXT]

Note: -

Linguistic specification: -

Cross-reference: Public Key Infrastructure (T044)
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T046 English term: Certification Authority Grammatical Category: Noun

Thai: §sznaunisiuses [aiudinaaniu]

Subject Field: Certification Authority

o o TR o aa o L . & o | vl o [
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lllustration: Signing Works Code signing is based on the use of a digital signature, which is in turn is based on

a digital certificate issued by a trusted third party (a certification authority) that has verified the identity of the

software or content publisher. [ISM014.TXT]

Note: -

Linguistic specification: (ABRV) CA [ISM085.TXT]

Cross-reference: Public Key Infrastructure (T044)

T047 English term: Asymmetric Cryptography Grammatical Category: Noun

Thai: NN SHALLLRANNIAT [T1TU N ALIADN]

Subject Field: Asymmetric Cryptography

. egs aa ¥ o < £ 1% a A o ¥
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lllustration: Public-key cryptography, also known as asymmetric cryptography, is a form of cryptography in

which a user has a pair of cryptographic keys—a public key and a private key. [ISM131.TXT]

Note: -

Linguistic specification: (SYN) Public-Key Cryptography [ISM041.TXT]

Cross-reference: Cryptography (T036)

T048 English term: Symmetric Cryptography Grammatical Category: Noun

Thai: NN TFALLLANNNAT [FVT1TUTREIZ0NU]

Subject Field: Symmetric Cryptography
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k3
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lllustration: Conversely, secret key cryptography, also known as symmetric cryptography uses a single secret

key for both encryption and decryption. [ISM131.TXT]

Note: -

Linguistic specification: (SYN) Secret-Key Cryptography [ISM131.TXT]

Cross-reference: Cryptography (T036)

T049 English term: Public-Key Encryption Grammatical Category: Noun

Thai: n3idnsfianauaanssue [F11UuTineanw]

Subject Field: Public-Key Encryption

Definition: Nsdinsanmyuagsisnuziiu azldnyuaaisisouz Tunisdnsiadeyauaznoyuadausa (Private Key) 7

ugiuiulunisoensiadeya nadnsiadeyadedsiavdosinmmnduaesdeya

lllustration: The main objectives for SSL are: Authenticating the client and server to each other: the SSL

protocol supports the use of standard key cryptographic techniques (public key encryption) to authenticate the

communicating parties to each other. [ISM065.TXT]

Note: -

Linguistic specification: (SYN) Asymmetric Encryption [ISM135.TXT]

Cross-reference: Asymmetric Cryptography (T047)

T050 English term: Encryption Grammatical Category: Noun

Thai: NN sFEAY [3 TN Redn1]

Subject Field: Encryption

T T 23
Definition: N1314139 880 A n3zuqunsfulasdamantni lifludepauidlusiaduinailesiuldliiinng

Wamedeyalasliliiusunynuaziunisiiesiudayalussudndalinneuiomefirsesdu

lllustration: Encryption will be the next big thing for the majority of small and middle size companies as well as

the adoption of various biometrics methods. [ISM050.TXT]

Note: -
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Linguistic specification: -

Cross-reference: Asymmetric Cryptography (T047), Symmetric Cryptography (T048), Decryption (T052)

T051 English term: Ciphertext Grammatical Category: Noun

Thai: damdnuidnsiia [daomimy]

Subject Field: Ciphertext

Definition: ¥8A28 e 5un17dNs A TuABe UFeeLA WUNANARYRINTZUINANTENIHA AL

lllustration: The cryptography prevents the attacker from changing the data block (the plaintext) and also

changing the checksum value (the ciphertext ) to match. [ISM019.TXT]

Note: -

Linguistic specification: -

Cross-reference: Encryption (T050)

T052 English term: Decryption Grammatical Category: Noun

Thai: N190RATHAAL [T 1T U NALANIU]

Subject Field: Decryption

Definition: N170BATHAAL AD NITUILNNIEBUNALLBINITENITAAL Tnen1rnensiasulayulasdiamanuidnsia

navliifludeanuiidnueenlddnaimileadilifudennuasiosinmuaianensiaiiaansn

lllustration: Documents need to be encrypted and the decryption information needs to be documented and

kept separate and offsite. [ISM069.TXT]

Note: -

Linguistic specification: -

Cross-reference: Asymmetric Cryptography (T047), Symmetric Cryptography (T048), Encryption (T050)

TO053 English term: Public Key Grammatical Category: Noun

Thai: Neyuaans1Ieus [P17UUTRLanIu]

178




Subject Field: Public Key

Definition: neyuan lfidsiadeya dmiunisdnsiauuueanunng Tnaid1uennuaazfioguanasnuasn oo
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lllustration: The problem with public key encryption is the difficulty of knowing whether a public key is really
owned by the person it is claimed to belong to. [ISM085.TXT]

Note: -

Linguistic specification: -

Cross-reference: Encryption (T050), Decryption (T052)

T054 English term: Private Key Grammatical Category: Noun

Thai: Naywagqusa [P17sneanIu)

Subject Field: Private Key

) v o
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a

lllustration: If the two digests match, you know that the public key is the one that matches the private key used

to sign the code, and you know that the code hasn’t been changed since it was signed. [ISM014.TXT]

Note: -

Linguistic specification: -

Cross-reference: Encryption (T050), Decryption (T052)

TO55 English term: Digital Signature Grammatical Category: Noun

Thai: a188eTeRATA [21T1NRSANU]

Subject Field: Digital Signature
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Definition: fapaunfinsdusaanmuadausaresiduieduiuiud, fndaiudufiuednauviasauazilenly
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lllustration: When a digital signature is compromised the user that suspects that the certificate is compromised

should report the incident to the certificate authority. [ISM018.TXT]

Note: -

Linguistic specification: -

Cross-reference: Asymmetric Cryptography (T047)

TO56 English term: Firewall Grammatical Category: Noun

Thai: W5ead, Aruiuyngn [Faiudiasaniu]

Subject Field: Firewall

T
= ' '
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lllustration: The big advantage of doing some of the spam filtering at the firewall is that it takes some of the

processing load off the mail server. [ISM020.TXT]

Note: -

Linguistic specification: -

Cross-reference: Network Security Control (T034)

T057 English term: Intrusion Detection System Grammatical Category: Noun

T
=

Thai: 32UUAIAALNTLNIN [ELTEa0)]

Subject Field: Intrusion Detection System
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lllustration: In the figure, there is a device indicated as an IDS (that stands for Intrusion Detection System),

which under certain circumstances may operate in a standalone manner and re-configure a firewall with which
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it operates in conjunction. [ISM002.TXT]

Note: -

Linguistic specification: (ABRV) IDS [ISM039.TXT]

Cross-reference: Network Security Control (T034)
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