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265 allcarsinsurances.co.uk funar 11011 1]1 11 A
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1D URL Type a, o, o a,| a
3790 www.0845insurances.co.uk aunn 1 1111 11 A
3791 www.0845lifecover.co.uk funan 1 1111 11 A
3893 www.360-credit-cards.co.uk aunn 1 1101 11 E
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4143 www.allcarsinsurances.co.uk AURIN 1 11111 11 A
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3894 | www.360-loan.co.uk A | 1 1011 1] 0
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Algorithm 3.1: Link farm detection

LINK_FARM_DETECTION (Host graph, Training set, Test set, Features, PageRank)
Begin
Features = {01, Ol 29 Gbgyensy Oy }
EDGE_LABELING(Hest graph; Features)
BUCKET (Host graph; PageRank)
INFERENGE(Training set, Host graph)
returniGrammars and Ceht'roids
PARSER(Grammars, Cehtroids,-';.Tés't set)
return set,of spam -
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Algorithm 3.2: Edge labeling function

EDGE_LABELING (Host graph,Features) .

1. Begin

2. repeat node in Hest graph -

3. if found link agound deéstination node

4. repeat read Feature 3 by 4

5. if Feature value of desi_iﬂgtion node < Feature value of source node
6. label-edge - with “07 4
7. else Tq .
8. label edge with “1”

9. “end if

10. until read all Features

11, endif

12. until read all nodes in Host graph

13. End
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Algorithm 3.3: Divide bucket

BUCKET (Host graph, PageRank)

1 Begin <
2 repeat host in Host graph
3 Number of host =Couint all.hosts in host graph
4. until read all of Host graph ; |
5 n= [ Number of host/ 107" -}-i'- 7
6 Sort host by PageRank scere s 4
7 repeat bucket start 1 = 1 77
8. bucket[i]= U host[j]

I=(i-Dn+1
9. until i = 10
10. End
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Algorithm 3.4: Inference graph grammar.

INFERENCE (Training set, Host graph)

1. Begin

2. target = {each hostinTraining set}

3. repeat

4. read target

5. initial edge = £}

6. edge_level 1 = {all of edges aroa:nd;target node.}

7. for each edge E; € edge_level_l:rf-_

8. substructlire U edge &, '_ '

9. read neighbor nade of each é{_-iéelf_El.

10. edge_level_2 = {alt of edges;?r(:)!ljnd neighbor nodes level 1.}
11. for-each edge E, < edge_level 2

12. “substructure E = compose of edge E;-and E;
13. substructure U E

14. end for

15. initialedgeslevel 2,= £ ¥

16. end for

17. express substructure to graph grammar

18. for each'production

19. Centroid = Average percent of number of each production
20. end for

21. until target = { }

22. return grammar

)
w

End
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Algorithm 3.5: Parser graph grammar.

PARSER (Test set, Centroid)

1. Begin

2. target = {each host in Test set}

3 repeat

4 read target

5. initial edge = { }

6 edge_level_1 = {all of edges around target node.}

7 for each edge E; < edge_level 1

8 substructure w-edge E; 3

9 read neighboernode. of each edge Ex:

10. edge_level” 2 ="{all of edges around neighbor node level 1.}
11. for eacivedge E5 & edge}level_z

12. suldStruCture E = compose of edge E; and E;
13. substructure.u E ‘ :

14. end for J

15. initial edge_level 2= {} * .

16. end for F— :j':f;

17. for each production - T“

18. D, = distant from Centroid c#ﬁbﬁﬁal

19. Di=-distant-from-Centroid-of-Spam

20. if (Dy=1Ds> 0) Classify as “Spam” —
21. else = Classify as “Normal*
22. end for

23. until target =4 }

24, End
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