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Quality of service (QoS) is adopted widely in Web services research and
practice for various purposes such as for metadata publishing and operational
management of Web services. Nonetheless, current QoS models and current tools
for monitoring support anly a limited number of QoS attributes. This research reviews
a QoS5 model which covers various dimensions of service quality and proposes
metrics to enhance QoS measurement on the service side. This research focuses on
QoS measurement on the Service side because the monitored data from the service
side can be utilized in varous ways such as publishing to service consumers for
service selection and service quality improvement etc. The QoS model we utilize in
this research are availability, accessibility, performance, reliability, security, and
regulatory. A monitoring tool has been designed and implemented as an extension to
the Web services monitoring feature of Java System Application Server which is
open source software. After implementing and testing the Web service monitoring
tool, it is found that the monitoring tool works correctly as expected although there is
a small inaccuracy in security measurement which is due to deviation of the
measurement of walnerability impact stares for the Web service-hosting machine.
QoS attributes and monitoring tool developed in this research can help service
providers to realize their service quality'in various dimensions. In addition, they can
be wsed as a guideline for Web service developers to publish their Web service

quality or develop monitoring tools.
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Service Assemblies Average Response Time: 5 miliseconds
- Components Min Response Time: 0 miliseconds
» [[5) Shared Libraries Max Response Time: 16 miliseconds
Custom MBeans Throughput: 200 Requests Per Second
- Lﬁ Resources Total Fault Request Count: 0
* |[g%| Configuration Total Success Request Count: 4

Application Server General Publish Monitor Transformation

| Statistics | Messages Configuration
Enterprise Applications. Al

> Web Applications Hellolmpl - Monitoring Statistics
EJB Modulss
Connector Modules
Lifecycle Modules
Application Client Modules

Data Collected Since: Dec 23, 2007 11:33:18 PM
Last Refreshed: Dec 24, 2007 6:39:26 PM

Show data for serverinstance: . ..r -
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5. lulasganniusala (Microsoft Baseline Security Analyzer) [9] dluasaailen 1
Tufaeqf WiLEn19 1981819 ALILIINUAZAATIZAE el (Vulnerability) Fin4 ]
fnvlwereaduid@iinesnlsisnindugesiariy nadeaalulasgeniiualallu

dl dl [~1 [~3 ac I'g zﬂl A dal [~3 2 1 dl dl % 1
wisaeiflwdugiviaes wsasliataziiusousandeyasng o aasiesesdaliun

o

MeTalazaunaiturasidsunsunldnhisrreadindinined ;aazifaainaaiuy

26 ol = o A A o < o o AYy
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A9l ziiui@sninesnang (Central Server) LATLAAINAANSIRINITALATNEH

o o \ VoA =< A o g
WIBNIAZIUU (Score) 1odusiazqnaaunu Bl AFNg °) Assiallil

1. flusiaasinein (Best Practice)

N1UN19F99948L (Check Passed)
T unasmsnaaauuslidawansznugugsd (Check Failed: Non-critical)

TlHuN9mIIRsaLLATAINANIEN1UTUNSS (Check Failed: Critical)

o & EP

dayalunisnsaaaauluiieane fiasnisdiayaWuifAs (Additional

Information)
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View security report

L ey m— g |
Camputer names WORKBROUMDNGY-DEVI =
IP addraas: THLTER 100124
Security repon name: WORKGROUP - DHNGY-DEVEN (16-26-J007 8-04 Py
Rean cate: WIRT007 308 FM
Eeanned with MBRA version: 20670610
Calalog syncfinonization dates
Security update catslog: Memich Usdate
| Security nesessment Savars sk (One or more crcal chacks faded )

ecurity Update can Results

T mscurdy uodies o pvssrg.
Securty Whai wessconned  Plasuk detells  How {0 comect ths

Securty 1 ierice pachs o updats roluns are missing,
Updatas Whiat wan sconned . Flnwldeiol  Hovotp o

Frz securicy updates are missing. "
Wt s mcaiad ORI detate
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6. wauAWAY (Sandcat) [10] Hwrrasienldludeaasgliiinslunisnsaaunn
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1 A 1 ! i " czxff. o =3 a6 g o’// ] 1 |
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! File WView Advanced I‘FW

- a

H t' Scan Method Eﬂgﬂﬂ ! ﬁ Optians
o 3

i Hostfs) |3.233

Flesultz
LB : port(s)

Results lz
Rl Hew session “ Scan Progress
~ Session Information [ 7 ] 3333

e : ~ Reconnaissance

@l E.nnflrmed 2 Server Checks

% Fitered (0] Application Checks [0 7 ]

11! Fiepart Infa (5] San Method: Complete [NaDias)

Diuration: 000305

~ Yulnerabilities [ 2 ]
“# Checks

Sandcat found the following security

izzuEs

‘while szanning the Web server(z),
¢ Server Checks [Sandeat is attempting various HT TP exploits. ]

Outdated Soft... Dramina FrontPage ASP
a § 2333 + Common Flaws CGl MCS5A Common Data...
Commen Yulnerability/E xpe Extended Lri ColdFusion Cornrnon Files Mizz D ata Files
el Setverobots. it Infol CGl Decode Cigco 105 Mizc Servers Misc Files
WinCGl s PHP B

~ Ewent List

<| i [ Starting WehDay Test [~]

Scanning fsecretfsecret/... | 2642 of 20125 | j
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2.1.1.1. an1wwsan g9y (Availability) aninwienldauiiuaauaiandedniu
o b4 Y Aa 1 dli/ P P [~ A

e faansanazliitEnisludesinainfiednis an nnsanlinuaesiueiae

azatlugaespnuhaziunidumeiigaznden leuludasnanla waiuil

¥y a Y @ { (3 o o P Ve Y A ! d’jv

fnRFuanuassliiviudiuiefainasnsanlifldiznisegiane wenanni

Nendesiunarlunisdasuan (Time-to-Repair: TTR) @audnalfiinianand

1 lun1rdan g i el uimasimn i a8 R W lLE
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@ o o . . a9 °
MNIZANANIULERTITN TN (Web Service Transaction) NINNIAENI

iiaaougnaeslunisfiasescudiuaeidaiug 14 Tansunsndu

a

1
o o o
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. A= ey o v @ = A A oy & = o
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¥ o % =2 (<] ‘ﬂl P d’l dJ [~3 A v
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2.1.1.7. AMNNUAS (Security) {uAMNANNITOVRLSLERSAIT NN ANTNANL

mmﬁumm%ga (Confidentiality) hay mﬁaiﬂﬁmﬁmi’émm@ (Non-

Repudiation) @4inliInenasigaisasuaasdnldiznig (Authentication) nng

a

v L7 . ¥ K v
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. oo A e 4 4 ay -
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2.1.2. nalnnsihdunaiuigasiguadanndadnanwaLaduLaswioas (Web

Service Monitoring Mechanism of Java System Application Server)

AT ALFNLANNALATUIESW IR Sa N0 FanmTumasaannieunte LEuan

naatusnineslalaeluandufeswdlaldnluddumesis  Inaloeuiand (AMX:

AppServer Management Extension) nutinflunnsi3msann1suaztlndannnisvineu

P iugaiie s ndgnimundunnlaalfmalulagvesaduisnd (JMX:  Java

Management Extension)

2.1.2.1

2122

& & & A v o ~
vatantand [11] umalulaghinguananuaiunsalunisindanmvisanis
UsusdnnIslilsunsuilszgnslun1®1anan (Java Application) Tuinalulatl
|wiaNend tsunsudsvens aunsalsing 9 (Device) uay 13n19sng ) T
\ATESABNTABS (Service on One Machine) @4azgnizensan <) 9minens
(Resource) @wnsngnenuaxszazlnatasldaroniudenians (Java Bean

) = ] o= = @ @ =
Object) Ni7einN91 LHEWAALIY (Managed Bean) %58 taN1Y (MBean) LaNlu

12
1A =

wantargnasnzdouldludiiinainnmiinnizunsdnnisdeuansdiuai

b
)}

1 <

Tai7enan eNdu@sneas (MBean Server) anduid@ininasaznauinniily
= o a [ % Y o e v dl
MHBUAILNUINNI91TUN199AN? (Management  Agent)  Wirug 1deun

2 v K o
WPNﬂ’]?L’lI’m\WI?WEIWﬂ?@’Wﬂ?‘?.i?;l?.illﬂ@

<

o [ i [ (=3 ca a a o
adAUsznaumMg °] dl‘uﬂ’]%‘l,ﬁhﬂ\‘l LNALAULTER T slum'msmmmmwwmmu

o

d5vined HesAtsznausiig 4 ldlunisthdunaiugesie dagli 2.1

a

Admin Console

Web Ser_wce Web Service EndPoint
EndPoint Stats Provider
AggregateStats
ManagndB/eaJr:\ Managed Bean Managed Bean
Web Service Web Service Web Service
EndPoint 1 EndPoint 2 EndPoint n

77 2.1 asAsznausing o Al lunsddanaiume i
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& MNational Vulnerability Database Data Feed and Product Integration - Windows Internet Explorer =

B | S

QU -

|§‘ httpe//nvd.nist.gov/download. cfm#& XML

o ~|

v|¢,|,‘

Live Search

£7 Windows Live

Live Search

B~ Profile  Mail Photos Calendar  Share »| [¥Z Ssignin

What's Mew

W | & National Vulnerability Database Data Feed and Pr... |

»
-k Page v i} Tools =

4 A8 @0

14.55

NVD is a product of
the NIST Computer
Security Division
and is sponsored
by the Department
of Homeland
Security’s National
Cyber Security
Division. It
supports the U.5.
government multi-
agency (OSD, DHS,
NSA, DISA, and
NIST) Information

Cornraarids

nvdcve-2.0-modified. xml includes all recently published and recently -
updated vulnerabilities

nvdcve-2.0-recent.xml includes all recently published vulnerabilities
nvdcve-2.0-2002.xml includes vulnerabilities prior to and including 2002.

NVD/CVE XML Feed with CVSS and CPE mappings (version 1.2)

Rl

NVD/CVE XML 1.2 Data Files:

nvdeve-modified.xml| 2.3MB, Updated:3/2/09 at 23:02
nvdcve-recent.xml 0.5MB, Updated:3/2/09 at 23:01
nvdcve-2002.xml 10.6MB, Updated:3/2/09 at 04:10
nvdeve-2003.xml 2.9MB, Updated:3/3/09 at 03:37
nvdcve-2004.xml 6MB, Updated:3/3/09 at 03:34
nvdcve-2005.xml| 9.8MB, Updated:3/3/09 at 03:35
nvdeve-2006.xml 16MB, Updated:3/3/09 at 03:20
nvdcve-2007.xml 14.3MB, Updated:3/3/09 at 03:08
nvdcve-2008.xml 13.4MB, Updated:3/2/09 at 02:54
nvdcve-2009. xml 1 MB Updated 3/3/09 at 02:36 =

4 |
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<Vulnerability_Info_Files
location="D:\workspace\publish\glassfish\domains\domain1\config\Vulnerability_Info_Files\">
<name>nvdcve-2002.xml</name>
<name>nvdcve-2003.xml</name>
<name>nvdcve-2004.xml</name>
<name>nvdcve-2005.xml</name>
<name>nvdcve-2006.xml</name>
<name>nvdcve-2007.xml</name>
<name>nvdcve-2008.xml</name>

<name>nvdcve-2009.xml</name>

</Vulnerability_Info_Files

U7 4.5 Teaesvdieyasaenisdneuazaiunndniululng ws-metrics-config.xml
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4.3.1 AYUULLURWIULTDSITAVANDLUALBNNTNARLAR (Extended Web
Service EndPoint AggregateStats)
VLR3I TLIa AN BALENTTNAALAR (WebServiceEndPointAggregateStats)
| 1 a 1 o v E/dl v ve v Y. KX v 1 = v =®K v
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4.3.2 N2AAUNTAIUIUAIAIIN
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4. getReliabilityMetric Lﬂuﬁaﬁ‘*ﬁumﬁ?ﬂ]@g@mﬁfﬁfmﬁw?ﬂmmﬁ@ﬁ@%ﬁ
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A1519% 4.5 WaridunnsATUIUANT89 WebServiceEndpointAggregateMetrics
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A13197 4.5 WarsdunnsATuIuANa89 WebServiceEndpointAggregateMetrics (58)
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4.3.3 AAUSALALATAIA (Metrics History Repository)
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o
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<7xml version="1.0" encoding="UTF-8" standalone="no" 7=
- <metrics_history>
- <metrics wsname="ComputeFactorialService" ipaddress="127.0.0.1" datetime="2009-04-27T11:43:37+07:00">
<Availability >1.000</Availability =
<Accessibility >1.008</Accessibility =
<Performance=829.000 </Performance:
<Reliability =0.834 </Reliability >
<Security=8.544</Security>
<Regulatory=0.391</Regulatory=
<fmetrics=
- <metrics wsname="ComputeFactorialService" ipaddress="127.0.0.1" datetime="2009-04-27T11:44:37+07:00">
<Availability »>1.000</Availability >
<hccessibility=1.008</Accessibility >
=zPerformance=829.000</Parformance»
<Reliability =0.834 </Reliability =
<Security>8.544</Security >
<Regulatory>0.391</Requlatory=
</metrics>
</metrics_history >

U7 4.6 Tasaaigluvdidnddnueaivellunisdmiussodn
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amiululndazilszneudaseneaiucieiia waniag o (P Address)aaaiitines
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Fantlaliddenfiaivmeiinineazaandenistinldimmeisielduazinaliilinisdniiy
AETARA9 7 2eiugefituiazAalutacianiivuald dAuiuazaiisnansg
MetricsCollector Mlifindiayaliifuilumilaumia (Thread) ivalfiauisaiudsadnly
| s 9 ) o @y ° P oo ow -
N 7 TIIRIMIIFRINT U 9N 7 1 WP vige 9n 7 5 wiidudu IneAtuwdaniuing
1 dﬁl ! dl o =3 U o o J =3 a ! o =3 % &
wanil wazdasaaiansiuAiadasiag  resdune Fauiaziaasgniiu 1A ulng ws-

metrics-config.xml A43171 4.7

- <webservice name="ComputeFactorialService">
- <metrics»
<Availability >0.95 </ Availability =
<Accessibility =0.80</Accessibility =
zPerformance =4000=/Parformance =
<Reliability =0.75=/Reliability =
<Security =8.20</Security >
</metrics=
- <loadtest=
zduration=600</duration =
<floadtest=
- <healthcheck>
zInterval =30 </Interval =
=Timeout=10</Timeout=
<fhealthcheck=
- =<metricshistory =
zInterval=2</Interval=
<Location=D:\workspace\publish\ glassfish\domains\domain1\config\ </Location=
</metricshistory =
z/webservice =

917 4.7 AanlunasapiiuAIFIALaZAIK AR LTRING ws-metrics-config
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ComputeFactorialService - Monitoring Statistics Refresh

Data Collected Since: Mar 3, 2009 5:09:21 PM
Last Refreshed: Mar 3, 2009 $:55:43 PM

Show data for server instance: ... or

Response Time (last request): 0 milizeconds

Average Response Time: 230 miliseconds

Min Response Time: 0 miliseconds

Max Rezsponse Time: 5011 milizeconds
Throughput: 1.2 Requests Per Second

Total Fault Request Count: 0

Total Success Request Count: 735

51171 4.8 wtin Statistics

%

® uiin Messages Huninnuansdiayaadaazias ATaIA309aUATNAANET 1H

E4 v
o o s '

1 v
1eaiuite FaisNnAsua BN iudeyaauteaq iy Tugtluuuaesdiaaanulan #a

1 2 !
A

Tudaurasiialsas (Header) waz daun (Bodly) 189dam213 %qmmsmmmiﬁﬁqgﬂ

n4.9

ComputeFactorialService - Messages Refresh

Show messages for server instance: ... .. -

Recent Messages (25)

;Filter: Alltems -

l Time Stamp +; | Response Time (ms) 4 | Response +, ‘ Size, " 4 | Client Host | User 1 |Ac1ions
: Tue Mar 03 21:43:51 ICT 2009 | O Success 24T/ 206b | 127.0.0.1 ANONYMOUS
| Tue Mar 03 21:43:5116T 2008 | 0 Success 24Bb /204 127.0.01 ANONYROUS
| Tue Mar 03 21:43:51 ICT 2008 | 0 Success 246b/202b | 127.0.01 ANONYMOUS
| Tue Mar 03 21:43:46 ICT 2005 |.5008 SUCCEss 246b/201b | 127.0.01 ANONYMOUS
Tue Mar 03 21:43:46 ICT2009 0 | Success 246b | 200k 127.0.0.1 ANONYMOUS
: Tue Mar 03 21:43:461CT 2009 | 0 Success 2460/ 200 127.0.01 ANONYMOUS
Tue Mar 03 24:43:46ICT 2003 0 Success 246b/200b | 127.0.01 ANONYMOUS
: Tue Mar 03 21:43:45 ICT 2008 | O SuCcess 246b/202b  127.0.01 ANONYMOUS
j Tue Mar03.21:43:46 ICT 2008 .0 ,Success | 248b/203b | 127.0.0.1 ANONYMOUS
| Tue Mar 03 21:43:411CT 2009 | 5008 Success | 246b/2058  127.0.0.1 ANONYMOUS
ue Mar 03 29-43561CT 2009 | 0 Success 247h /2180 127.0:0.1 ANONYHMOUS

9117 4.9 wiin Messages

® uii Configuration Liluntinidpnisineaiungsnssulunisihdaunn dulduninas

Ufusyaulunsdh&nm n195uanunu1eIA3a91a AT AL AN LANNALA
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a

ComputeFactorialService - Monitoring Configuration

Monitoring Level: HIGH

LOWV - Collects statistics for the service.
HIGH - Collects statistice and message trace details for the service.

Message History Size: 2

Number of messagesdo keep in history

Statistics: EI

Immediately resetz all statiztics =o that count data returns to 0 and running
awerages are reztaried

31071 4.10 w1 Configuration
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4.41 WU Extension Metrics
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’_g http://localhost:4848/ - Regulatory Metri... Lﬂ'ﬁ

Requlatory is the quality aspect of a Web service in
conformance with rules, law, compliance with
standards, and established service level agreement.
This metric is measured as the gap between the
published and the actually monitored CQo5. The gap
can reflect how service quality fuctuates; a
positive/negative gap means the serice delivers
better/poorer quality than what has been published:

Reg(S)= Y(mQy+p0)+ 3 (——-—1)

DoSe pos DofSsneg P?IQ[- P‘Q:'

where Rreg(s) is the regulatory value of Web service s
mQ; is the monitored value of the i QoS metric

p isthe published value of the i Qo3 metric

Pas s a set of positive QoS attnbutes to

maximize, i.e_availability, accessibility, and reliability
HeZ is a set of negative QoS attributes to

minimize, i.e. execution time and vulnerability impact.
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& hitp:/flocalhost:4848/TwebServiceKey=server ComputeFactorialService%:23ComputeFactorialServic. (= [ =] S

Vulnerability Detail Info [

CVE Hame CVE-2008-0087

Published Date 2003-04-028
Last Updated 2008-04-09

Description The DNS client in Microsoft Windows 2000 SP4, XP SP2, Server 2003 SP1 and SP2, and Vista uses
predictable DMS transaction D=, which allows remote attackers to spoof DNS responzes.

CVSS Base Score 88

! References to Advizsories, Solutions, and Tools (7)

Vulnerability Source: MS
Name: MS08-020
External Link: hitp:/fw e we.micro suﬂ.c:u:lm*teu:hnet.n's.eu:ur'rtyfbulletin!ms[!?—uzlj.mspx

Vulnerability Source: BID

Mame: 28553

Type: Patch Information

External Link: hitp:/www securityfocus. combid/28553

Vulnerability Source: FRSIRT
Mame: ADW-2008-1144
Type: Advisory

External Link: hitp:/fw e freift. com/english/advisories/2008/1144/references
Vulnerability Source: SECTRACK

Name: 10159802

External Link: hitp:'www . securitytracker. com/id? 1018202

Vulnerability Source: SECUNIA

Name: 29656

Type: Advisory

External Link: hitp:Msecunia.com/advisorigs/2236565

Vulnerability Source: CERT

Name: TADS-05994

External Link: http:.n's'\-.'\-.'\-.'.u&cert.gw.h:a sﬁechalert_SJTAD S—GEE{A.h_tmI
Vulnerabilty Source: HP

Mame: HPSBST02329
External Link: http:marc.infoi/?l=bugtrags&m=12084508401 07208w=2
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«implementation class»WebServiceHandlers

+getWebServiceEndpointAggregateMetricsMBean() : void

+startLoadTest() : void

+stopLoadTest() : void

+getWebServiceVulnerability() : void b )

+updateLocalNVD() : void }

+getCVEDetailsMBean() : void !

+getCVEReferencelList() : void I

+getWSExMetricsConfig() : void |
|
|
|

«uses»

+saveWSExMetricsConfig() : void

|
|
|
|

«uses»
[

«implementation class»
WebServiceExtensionMetricsConfig

+getLoadTestDuration() : string
+getWebServiceExtensionMetricsConfig() : object
«uses»  |isaveWebServiceExtensionMetricsConfig() : void

|
|
|
|
|
|
|
|

W/ |
«interface» «interface»
WebServiceEndpoint WebServiceEndpointAggregateMetrics

+resetStats() : void +getAvailabilityMetric() : double

+startCollectACMetric() : void +getAccessibilityMetric() : double

+stop CollectACMetric() : void +getPerformanceMetric() : double

+updatelLocalNVD() : object +getReliabilityMetric() : double

+retrieveVulnerabilitySoftware() : object +getSecurityMetric() : double
+getRegulatoryMetric() : double
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CWSS_impact_subscore =*6.4" name:"CVE-2008-1413" saq  "3008-14112" cevarity="Madiom® typs «"CWE" publshad =" 2008-03-20
CVES version="2.0" CVSS_score="6.8" modified="2008-09-05"»

- <resc >

cdescnpt sorcn="owe" sUnspecificd vulnerability in multipls F-Securs anti-virus products, induding Intemot Security
2006 through 2008, Antl-Vires 2006 through 2008, and others, allows remote attackers to execute arbitrary code or
cause a denial of service (hang or crash) via a malformed archive that l:riggﬂr-; an unhandled exception, as
demonstroted by the PROTOS GENOME test suite lor Archive Formalts. </descopts

«fdasc>
+ <Joss_typeis
¢ ATANGE
« «TefEs

-

uln_solls

o aprod sendor="T-seture® femg ="T-secure_anti-virus" >

cprod vendor - f-sacura” nama - f-sacure_antl-virus_dlent_securlty® =
<prod vendor="1-secura” name="1-secure_antl-virus_for_lnux":-

s aprog sendor="T=-seture” neme="T-secure_anti=yvirus lor_workstations®s
o aprad wendor="f-secure” name - secure_anti-wires_linux_client_security® -

<prod vendor =l Seourd” name=1-sacure_cllent_security” =

+ eprod vendor="lseture” names="T secure_inbernel securily” s
& wprad wendasr SM-seoura” namns s-secure_mabileantivires for s&"
- «prod vendor - “f-secure” nama - secure_moblle_antlvirus_for_windows_jmobile®

overs num="2003" />

oviin nlim="5.0" L J

VATE ALm
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= Y

o mprod wendor ="l-secure” nomoe="T-secure_mobile security for serjes 850°
« aprod vendor - “f-secura” nama f-sacure_protection_service_for_business® >

<prod vendor="1-secura” nams="1-securé_protection_service_lor_consumars >
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ag lulnanTadn JavaAppServerWithExMonitorTool.zip Ingdupaulunisfinasilfasialii

1. wanld JavaAppServerWithExMonitorTool.zip aslulasnnesimzaslifnfaanan

TN LaNNALATUEINReTEa lusnas1eiazLili D:/workspace

2. uasanuandlaTamausesuan e ldgslnsnnes D/workspace s1aswy

amasianun 3 Wames daleun

1)

nawmas glassfish @i flulnamesniiusi@diuaiu (Source Code) 184

wAzeaialunn s 1danan idWmunu dadeuwdalilsunsy (Compile) 594
fuativwmaBudeazgnudagiulndlscanans (Execution File) wiagnifiy
aslulnalaas publish

v
o YV

IWawpas glassfish dependencies LHulnainasnAuIndfafLaa9919% 48

AnsennaLAduEsHesianls deargnuilalisunsusoniusiasdiuaiiuly
Wawnai glassfish  twautlaviilulndilszunanaudagniivadlulnawmed
publish ety Gelnatnes glassfish_dependencies  azdaalfiinwmun

=2 v Y o dl I A 3 v 1
a1u1InAeIRARuatUlenIzNnuLasian1slduaianisuiila Taals
AilusiaspasiasiuaiuiiunasesaIFaAN NG UG a5 U
Ttlsunsu

Wawnas publish WILINALAASAALINAUTENIAHATINNAURIANNTALAN

LONWALATILTINIES AILLNITNINIUIBIAINTALAN WBNNALATILTIN RS

:; |dl rdy
Nannmazagninamnasi

3. \la ulnadranuiusnsany (Windows Command Prompt) a1naulnad iy

naaNTulEA1gs cd  musnaa e alaasnAunIn WAl s uNamA A

AnaeiNadn9ana

cd <base directory>\publish\glassfish\bin
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Tae <base directory> AaALrUarealatsnnasntdninisunnlug

JavaAppServerWithExMonitorTool.zip 157 lasnnassis

'
o 9 !

4. AuRAFIsalUTINe BUAUN1INI9LARIRNTALANLANNALATWIT N NS

asadmin start-domain domain1

WAIRINUUANNT AN LN NALAT W TN IR Sz UAAITIBAZIBEARNY ] NEafLUNIs
NNUBIAs T UL Auisaasdening gaasuasildluntsBoniiuuannwaindu gans

= a | 2 o d’
waalunisizanuaniuaaulnaiiugu gL n-1

BN C\Windows\system32\cmd.exe lﬂli-J
D:=~>cd Disworkspacespublishhglassfish bin

D:wworkspacespublishiglassfish bin>asadmin start-domain domaini
Starting Domain domainl, please wait.
Log redirected to D:workspacespublish glassfishsdomainssdomaini~logssserver.log

Redirecting output to Df-workspacespublizhrsglassfishsdomainz/domainl-logs-/server
. log

Domain domainl iz ready to receive client requests. Additional services are hein
g ztarted in background.

Domain [domainl] is running [Sun. Java System Application Server 7.1 B1 <huild b8
Fd—fcs?]1 with itz confdguration/and logs at: [D:isworkspacespubliszhsglassfishsdom
ains 1.

Admin Console iz available at [http:-/-localhost:48481.

llzse the same port [48481 for “asadmin' commands.

Uzer web applications are available at theze URLs:

[http:/~localhost 8888 https:-slocalhost:8181 1.

Following web—contexts are available:

[-webl ~_ wstx—servicesz hello CheckPrimeNumberService ComputeFactorialService C
hartService 1.

Standard JHE Clients (like JConsole? can connect to JHEServicelRL:
[service:jmx:rmis "/ jndi rmi: /Tao-PC:B686-Jjmxrmil] for domain management purpose
Domain listenz on at least following ports For connections:

[888@ 8181 4848 378A 3828 3928 G666 1.

Domain does not support application server clusters and other standalone instanc
es.
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Aulpndranunusnsand lnautsrasinanesauAAunInIdlssunana wan

'
o 9 !

AUAAFIFa U TINEA LN NI UURIANNTRALAN LANNALAT LT SN 1T

asadmin stop-domain domain
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admin Console
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1) AUNWaTA (Import) ARNA javax.jws.WebService

[ % g

2) ldAtudanwnl @WebService Mutiipanansasnisliiiudumasia delusaating

o

v 1 1

a K

F AR _ , o co o

UALATINA1NIARNENTRAIN ComputeFactorialService  BINWUIRNIATU T
computeFactorial @4aziudayarndiudaiasdnuanin wioAuanAsu
uanaiaa (N Factorial) tae N AeArdeyasdnniudinly Sesiadiuaiiiaes

AR ComputeFactorialService MnNAgINTnLARS IHAIZ1N 2-1

package server;

import javax.jws.WebService;

@WebService
public class ComputeFactorialService{
/*** @param nunmber (Integer value)
@return result (Integer value) */
public long computeFactorial(long number) {
long result = 1;
for-(int iv=11;1<= number; i++)}

result = result * i;

return result;

917 2-1 svasiualiuaesnana ComputeFactorialService

3) tunnlngdaslude ComputeFactorialService java
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4) wilalilsunsu Tnelddndesarelus

javac -classpath <base directory>/publish/glassfish/lib/javaee.jar -d <base
directory>/publish/glassfish/domains/domaini/autodeploy

ComputeFactorialService.java

al

Ia8 <base  directory>  Aamuuuazedlatsnnesnlévinn1sunnlng

JavaAppServerWithExMonitorTool.zip 1137 lawsnnassi

anAdaludae 4) a10nTdAnLennapduEsnasazul allsunsuwazfinfananad
7931 ComputeFactorialService Liifluiniauiiuiaeids tnalnilanisdjimnas

(Operation) G computeFactorial

2. dleBumefidndndinaised udofinngeniuaa http:/localnost:4848/ ivalUdsuaniium
aulaq

3. dendudingszuuiaeldgsgaiiuiy admin uaz wiadsailu adminadmin

& '

4. \Wodenduduiauda AanLaaniuy Web Services aanuuysinldl (Tree Menu) #at)

1 1
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1 v
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au

U-2

Home ersion Logout Help

User: admin Domain: domaint = Server: localhost

Sun Java™ System Application Server Admin Console

EJB Modules

> Connector Modules
Lifecycle Modules
Application Client Modules

Web Services

Ai'v’generaI1 Registry ‘

Web Services

’. g. Weh&uiub‘ D I Web Services are deployed and Undeployed in the Applications (click to open) area.
i ChartService eb Se pg
i ComputeF actorialService L Name +,| Application 4+ [ WSDL 4 | Tvpe
g CheckPrimeMumberService T Chia_rtServ_ice_ | il | \;_;er_\fer_Cl'!grtSer\tice j _ i r Vi_e_w 1flt\l'SI}IT SERVLET
v Bl ComputeEactarialService: | server_ComputeFactorialService | Wiew WSDL SERVLET
Service Assemblies CheckPrimeNumberService server_CheckPrimeNumberService View WSDL SERVLET

> Components
> (5] Shared Libraries

-
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Abstract

Quality of service (QaS) is adopted widely in TWeb
services research amd pragtice for various purposes
such as for metadata publishing and operational
management of Web services. Nonetheless, current
tools for monitoring and gathering QoS information
support only a limited number of QoS attributes (e.g.
response time, successful execution rate, availability)
and therefore can neither well keap up fo the QoS
models proposed in several researches nor to the
requirements in practical use. This paper reviews a
QoS madel which covers various dimensions of service
qualitv (ie. availability, accessibility, performance,
reliability, security, and regulatoyv} and proposes
metrics to enhance QoS measurement on the service
side. 4 monitoring tool is designed and developed as
an extension to Web services monitoring feature of
Java System Application Server under Sun’s GlassFish
project.

1. Introduction

Quality of service (QoS) has been adopted widely in
Web services research and practice. Service consumers
differentiate Web services of the same functionalities
by their quality durmg service discovery and
composition. Service providers concentrate on the QoS
when publishing service metadata and monitoring the
quality 1n order to manage their service provision.
Several publications [1-4] define different QoS models
but the most common QoS attributes include time, cost,
avalability, reliability, reputation, and secumty of
services. Among those models, some give only the
definitions of the QoS wlile others define also the
accompanying metrics for measuring such quality

978-0-7693-3263-9/08 $23.00 € 2008 IEEE
DOT 10.1109/SNPD.2008.157

Twittie Senivongse
Department of Computer Engineering
Chulalongkorn University
Phyathai Road, Pathunwan,
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aspects. In some cases, the QoS attributes of the same
name have distinct meanings under different models,
e.g. time 1 one model refers to response time measured
at the client side whereas it means execution time
measured at the service side 1 another model.

Web services QoS 1s usually deternuned by
collecting service usage data in order to compute the
degree of quality based on quality metrics. Many Web
service montforing tools take slightly different
approaches to collect Web services usage and calculate
the QoS: some focus on service performance while
some on secunty aspect. Despite the availability of
these tools, only a linuted number of QoS attnbutes are
supported and some attmbutes (eg. secunty) are
determined qualitatively. This paper aims to enhance
service-side QoS monitoring for Web services by
considering more quality aspects and trving to
represent service quality 1n a more quantitative manner.
We consider six QoS attributes in total — availability,
accessibility. performance, reliability, security, and
regulatory — and present a metric for each quality
aspect. A Web services momitormg extension 1s
developed for Java System Application Server.

The rest of the paper 1s orgamized as follows.
Section 2-discusses related work and Section 3 presents
the QoS model and accompanying metrics that are
used. The design and implementation of our Web
services momttoring tool afe discussed 1n Section 4.
Section 5 draws some conclusions on the paper.

2. Related Work

We discuss related work from three views: existing
QoS monitoring tools, QoS modeling, and service
monitoring mechanisms.

On QoS monitormg tools, several of them are
avatlable for different mun-ttme Web services
environments, but not many QoS attnbutes are
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supported. For example, SoapKnox [5] 15 a plug-in tool
for service-side monitoring available in  several
platforms (e.g. WSO2, Axis, NET). It can log Web
service invocations and calculate response time and
successful execution rate. SOAP content, including
security-related information in the header, can also be
viewed. WeblInject [6] 15 a client-side monitoring tool
that can send requests to Web applications or Web
services and analyze from responses the response time
and success and fault request counts. Java System
Application Server [7] is the open source software
developed by Sun’s GlassFish project with Java EE
5.0. It 15 the application server with an AppServer
Management Extension (AMZI) that supports service-
side monitoring of response time, throughput (Le. the
number of requests per second), and success and fault
request counts for Web services SOAP content,
including security-related information in the header,
can also be wviewed. ManageEngme Application
Manager [8] is a client-side monitoring tool that can
send requests to Web services and analyze from
responses the response fime and availability (ie
downtime and uptime period). Microsoft Baseline
Security Analyzer [9] 15 a service-side tool that can
gather and analyze securty wvulnerabilities 1 Web
server machines that host Web services. It identifies
vulnerabilities such as Windows, TIIS. and SQL
administrative vulnerabilities, weak passwords, and
missing security updates. The degree of valnerability is
determined on a gqualitative scale, e.g. best practice,
passed, failed (but vulnerability 1s non-critical), failed
(and vulnerability 1s critical). Sandcat [10] s a service-
side tool that also can scan Web sites and Web servers
that host Web services for security vulnerabilities. Tt
lists vulnerability names and their impacts (1.e. critical
and non-critical).

On QoS modeling, substantial research works have
proposed QoS models to be used 1n service discovery
and composition; however, they use these models
merely for simulation of their mechanisms and do not
concern how the QoS values are actually obtained. For
example, a QoS model for Web servicesin [1] captures
execution price, execution duration, reputation,
successful execution tate, and availability -~ The values
of “most attributes can be analyzed from service
tnvocations and responses, except for execution price
which has to be specified by service providers, and
service reputation which is ranked subjectively by
service consumers. In [2], time, cost, reliability, and
fidelity (1.e. how well a service 15 rendered and meets
consumer specifications) constitute the QoS model
The paper [3] addresses a quality-aware UDDI for Web
services discovery based on quality such as availability,
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reliability, throughput, response time, latency, security,
robustness, accuracy, and integrity of Web services. A
quality metric called verity 1s introduced 1n [11] to
contribute to service reputation. Verity refers to the
degree of variance in the compliance levels of a service
provider with the QoS laid out in the service level
agreement. The work in [12] proposes a QoS reference
vector to model price, time, reliability, trust (1e.
subjective ranking by consumers), and security (on
some unknown scale. 1-5).

On service monitoring mechanisms, the paper [13]
proposes a rich set of QoS metrics and a client-side
monitoring tool that supports several kinds of
performance and dependability quality. Other research
works focus on the overall monitoring architectures
rather than the provision of a richer QoS support. For
example. the work in [14] presents a high-performance
Qo5 monitoring system with a service operations
observation model that defines IT- and business-level
metrics and associated evaluation formulas. The paper
[15] addresses that, without proper penalties, service
providers have strong incentives to deviate from the
advertized QoS, causing losses to the clients. Therefore,
the focus 15 on a QoS moniforing and reputation
mechanism that collects ratings from the clients and
computes the actual qualty delivered. In [16],
implementations of the monitors for BPEL composite
services are discussed. The monitors can watch for
timeont, mun-time errors, and pre-/post-condition vielation
on BPEL services and act upon some predefined
exception handling.

3. QoS Model for Web Services Monitoring

As we focus on a QoS model with a wide range of
quality dimensions that can be monitored and
determined quantitatively on the service side, six QoS
attributes in [4] are adopted as described below. (Note
that the integrity attribute in [4] 1s not mcluded here as
it refates to Web services in transactions.) We also
propose a metric for each quality dimension from
service providers’ perspective. This QoS model can be
adopted by service providers for publishing service
metadata _and maintaining  the quality of service
provision. The quality attributes are:

1. Availabilitv is the quality aspect of whether a
Web service 1s present or ready for immediate use. It
represents the probability that a service is available (1e.
up and running) [1, 3, 13]. The metric for availability
1s:

Als) =Ty(s)t



where A.(s) is the availability value of Web service s
T,(s) 15 the total amount of time (in seconds)
that s has been up during the observation period
t 1s the total amount of the observation periad
(in seconds).

2. Accessibility 1s the quality aspect of a Web
service that represents the degree if is capable of
serving a request. There could be siftuations when a
Web service 15 available but not accessible due to high
volume of requests. We propose a metnc for
accessibility as follows:

A(s)=K()h

where A.(s) 1s the accessibility value of Web service s
K(s) 1s the total number of requests for which
the service s has successfully delivered valid responses
within an expected time frame
t 1s the total amount of the observation period
(in seconds)

3. Performance 15 the quality aspect of a Web
service which can be measured in terms of thronghput
(1e. the number of requests served at a Zven time
period) and latency (e.g sound-trip time between
sending a request and recerving a response). Since aur
focus 15 on service-side measurement. we represent
performance by execution time [13] which refers to the
time the service takes to handle the request {1.e. unwrap
the XML structure of the request. process the request,
and wrap the answer info a SOAP response). The
metric for execution time 1s:

Wiz} 2
T(s) = Il\ ), ATE’J / N(s)
]

where Ti(s) 15 the average execution time of Web
Service §
1 1s the 1™ request that 1s sent to-the service s
N(s) 1s the total number of requests to the
service s during an observation period

AT7 is the execution fime (in milliseconds) of

the 1™ request which is computed by the difference
between deparfure timestamp of the response and
arrival timestamp of the request at the service side

4. Reliability 15 the quality aspect of a Web service
that represents the degree of being capable of
maintaining the service and service quality. We adopt
the metric for successful execution rate in [1] to
represent reliability. It 1s the probability that a service

167

86

request 15 correctly responded with a valid response
within an expected time frame_ It 1s computed based on
past invocations to the service:

Ru(s) = K(s)/N(s)

where Ry (s) 1s the reliability value of Web service s
K(s) 15 the total number of requests for which
the service s has successfully delivered valid responses
within an expected time frame
N(z) 1z the total number of requests to the
service s during an observation period

5 Security 1s the quality aspect of a Web service of
providing confidentiality and non-repudiation by
authenticating the parties involved, encrypting
messages, and providing access control. However, 1f 1s
difficult to avtomatically and quantitatively measure
such aspects. In this paper, we represent secusty
quality by impact scores of security vulnerabilities that
are present i1 Web services operational environment.
We adapt from the approach of [17] to scan the
machine that hosts the service for software information,
and look up the National Vulnerability Database
(NVD) [18] for the Common WVulnerabilities and
Exposures list (CVE list) for such software [19]. CVE
15 a dictionary that provides common names for
publicly known information security vulnerabilities and
exposures, while NVD 15 a comprehensive database
that integrates all US Government publicly available
vulnerability resources. NVD supports a quantitative
scormg model called Common Vulnerability Scoring
System (CVSS) [20] which gives impact scores for
software vulnerabilities. We assume that vulnerabilities
of any software on the service-hosting machine should
affect the service operation if they are attacked,
whether or not the software relates directly to the Web
services. We propose a metric for security based on an
average CVSS. base score (1e. score that does not
consider temporal and environmental effects on the
impact of vulnerabilities) of all CVEs found in a Web
service-hosting machine:

£ & ™
§.(6) = LT C‘PTSS‘(CVE:)J I'n
e

-

where S.(s) 15 the vulnerability impact value of Web
SEIViCe §

CVSS(CVET) is the CVSS base score of the
i CVE (ranging from 0 to 10)

B 1s the total number of CVEs found in the
service-hosting machine



6. Regulatory 1s the quality aspect of a Web
service in conformance with rules, law, compliance
with  standards., and  established service level
agreement. A metric i [21] 15 adopted to measure the
gap between the published and the actually delivered
QoS. The gap can reflect how service quality
fluctuates; a positive/negative gap means the service
delivers better/poorer quality than what has been
published:

1

-

poi

where R,..(s) is the regulatory value of Web service s
Qi is the delivered value of the 1 QoS metric
pOi is the published value of the i* QoS

metric
pos 1s a set of positive QoS attributes to

1
Red®)= 2. (d01- PO+ 2, (G

maximize, i.e. availability, accessibility. and reliabality
meg 1s a set of negative QoS attributes 1o

mimmize, 1.& execution time and vulnerability impact.

To compute the regulatory quality, values of some
QoS attributes will need to be normalized first. For the
accessibility attribute, the value can be greater than 1
and therefore has to be normalized to 0-1 by drnding
the delivered value and the published value with the
published value. For the vulnerability impact attribute,
the value can range from 0 to 10, and also has to be
normalized to 1-11 by adding 1 to the published value
and the delivered value.

4. Design and Implementation of Service
Monitoring Extension

We realize the monitoring of QoS dimensions above
through a monitoring extension of Java system
application server developed in Java EE 5.0 [7]. This
open source application server 15 chosen because
service providers can deploy their Web services and
get benefits from our monitoring extension without
having to install additional packages. We can build on
its current moniforing supports, 1.8 Iesponse fime
(which corresponds to our execution fime attribute),
throughput, and success and fault request counts.

Figure 1 shows the extension (in shaded boxes) to
the monitoring capability of Java system application
server. The overall architecture comprises the
following:
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Figure 1. Design of service monitoring extension

1. Managed Bean or MBean is a concept of a
managed resource in Java Management Extension
(IMX) on which the monitoring is based. It 1s a Java
object that wraps a resource, 1.e. a Web service, and
provides activities data captured at the Web service
endpoint, 1e. messages. message timestamps, failure
status It 15 managed by a JMX agent.

2. Extended Web Service Endpoint
AggregateStats 1s an extension to the existing Web
Service Endpoint AggregateStats which 1s an mnterface
that provides access to monitored statistical data
gathered from managed beans. We extend it with the
ability to provide data derived from heartbeat messages
that are sent to monitor service health (availability).

3 AMX Connector (Query Mgr) is an object of
the AppServer Management Extension (AMX) that 1s
built on top of IMX to query statistical data through the
Extended Web Service Endpoint AggregateStats
interface.

4. Security Analyzer Module and Local NVD
Repository together provide vulnerability impact
information of Web services. The Security Analyzer
Module first scans a Web service-hosting machine for a
list of imstalled software. As our implementation
supports Windows platform, the list of names and
versions of software 1s compiled from the Windows
Registry keys. This lList 15 compared with CVE
information from the Local NVD Reposiiory in order
to identify relevant vulnerabilities. Note that the Local
NVD Repository 15 effectively the local copy of XML
files confaining CVE information and accompanying
CVSS scores. It 1s updated with the NVD Web site
when vulnerability impact scores are to be analyzed.
For an organization that hosts Web services i closed



internal environments, the Local NVD Repository will
be updated when the Internet connection can be made.

5. Metrics  Calculating  Module retrieves
monitored data from the AMX Connector and Security
Analyzer Module and calculates QoS metrics using
corresponding  calculating modules. Note that the
regulatory value is based on other momtored QoS
values and the published QoS level that 15 mamtamed
by the application server.

6. Metrics History Repository is an XML file to
which all computed QoS values can be exported. It
maintains the history of Web services QoS to enable
further analysis for service provision management, e g
to adjust published QoS, improve machine capacity, or
harden service environment. It can be configured fto
maintain the history for a certain period.

7. Extended Admin Console is an extension to the
existing Admin Console (1e. admin-gui module) to
report all QoS information that is computed. It can
show also the QoS history of Web services. Figure 2
shows the Extension Metrics fab. displaying all
supported QoS metrics, of a ChatService In Figure 3,
the Vulnerability Information tab lists the installed
software with vulnerabilities and average scores.

5. Discussion and Conclusion

The contributions of this paper compnise a ncher
service-side QoS model and its realization as an
extension to the QoS monitoring capability of Java
system application server. Our approach enhances the
statis of Web services QoS momforing which is
currently supported i a limited fashion. The total of
six QoS aspects are taken into account, and we either
adopt existing quality metrics (1e.  avalabality,
performance, and reliabilitv metrics) or preseut new
ones (1e accessibility, secunty, and rtegulatory

metrics). See Table 1 for summary.
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Unlike  client-side  monitoring,  service-side
monitoring has a constramnt such that only the services
under control (1.2, hosted by the application server) can
be monitored. That 15, 1n our case, the monitoring
extension cannot momitor other public services.
However, it 15 necessary to provide such a service-side
mechanism because service providers still require some
QoS information that can be gathered only at the host
machine in order to manage their services, e.g.
execution time and vulnerability information.

The QoS model can be used as a guideline for
service providers to publish their service quality and to
concentrate in the management of provided services in
order to keep up to the published quality level. Even
though QoS aspects and metrics are presented, we do
not claim that they constitute a complete QoS model. In
other words, additional QoS aspects can be explored
such as robustness, accuracy, and reputation. The
presented metrics should not be considered sufficient
for measuring the designated quality aspects either. For
example, we may use the metric that measures the
degree of assured and ordered message deliverv to
represent reliability quality. The vulnerability impact
alone does not represent a sufficient measurement for
security; we may also consider other means to
quantitatively represent the degree of confidentiality
and access control exercised by a service. We will
explore forther the standards such as WS-Security and
WS-ReliableMessaging to enhance our approach.

The QoS has typically been associated at the
network/server level rather than the user level As a
diversity of Web service applications is emerging, it 1s
now necessary to relate the objective system quality to
the consumers’ subjective perception of quality. The
approach such as in [11] improves subjective ranking
of service reputation based on QoS compliance level
and 1s interesting for the QoS model. We will also
evaluate the overheads incurred by the monitoring
extension in the future.



89

Table 1. Comparison of Web services monitoring tools

Taol: Availability Accessihility Performance Reliability Security Regulatory
SoapKnoe NA A Responze time Suceessful Monitor SOAP N/A
exacufion rate header
Wablect NA NiA Fesponse time Success/Fault NA N/A
request counts
Java System NA A Fesponze time, Suceess/Fault Monitor SOAP N/A
Application Sarver Threughput Tequest counts header
ManzgeEnzme Uptime, Downtizee NiA Fesponse time N/A NA N/A
Apgplication
Manager
Microsoft Baseline NA NA N/A NiA List of WA
Secunty Analyzar volnerabilities and
qualitative mupacts
Sandeat WA WA WA WA List of WA
vulneratilities and
gualitative mupacts
Crur monitoring A=) Afs) T.(s) Fuls) List of Re(s)
extansion vulnerabilitias and
S5} seares
Ackllo“fledglnent SECUOu.php?ld=SﬂndCﬂT

This research 15 part of the Engineering New Paradigm
Sofrware for Enterprises wath Service-Oriented
Architecture Project, supported by Seftware Industry
Promotion Agency (Public Orgamization).
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