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(1) having knowingly accessed a computer without authorization or exceeding
authorized access, and by means of such conduct having obtained information that has
been determined by the United States Government pursuant to an Executive order or
statute to require protection against unauthorized disclosure for reasons of national
defense or foreign relations, or any restricted data, as defined in paragraph y of section

11 of the Atomic Energy Act of 1954, with reasonsto believe that such information so
v
obtained could be used to the.injury of the United States, or to the advantage of any

foreign nation willfully communieates, delivers, transmits, or causes to be

\
communicated, delivered; or iransmitted, {)r attempts to communicate, deliver, transmit

or cause to be communigated; délivered, cir“'transmitted the same to any person not
entitled to receive it, or willfullyretains the same and fails to deliver it to the officer or

employee of the United States entitled to reb'e},ivei it;

y f

ila il

(2) intentionally accesses a computer vvithout}e_itj_jn@orization or exceeds authorized

access, and thereby obtains-- .~ e o =

(A) information containéd in a financial record of a financia_ﬂn-stitution, or of a card issuer

as defined in section 1602(n) of title 15, or contained in a file of a consumer reporting
agency on a consumer, as such terms are defined in the Fair Credit Reporting Act (15

U.S.C. 1681 et'seq.);
(B) infofmation front anyidepartment ériagencyof the United States; on

(C) information from any protected computer if the conduct involved an interstate or

foreign communication;

(3) intentionally, without authorization to access any nonpublic computer of a
department or agency of the United States, accesses such a computer of that
department or agency that is exclusively for the use of the Government of the United

States or, in the case of a computer not exclusively for such use, is used by or for the
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Government of the United States and such conduct affects that use by or for the

Government of the United States;

(4) knowingly and with intent to defraud, accesses a protected computer without
authorization, or exceeds authorized access, and by means of such conduct furthers the
intended fraud and obtains anything of value, unless the object of the fraud and the
thing obtained consists only of the use of the.computer and the value of such use is not

more than $5,000 in any 1-year period; 2

(5)(A)(i) knowingly causes.th€ transmission of a program, information, code, or

command, and as a resulifof sdci gondueét, intentionally causes damage without

authorization, to a protected compute"i”; =

i
\ -

P Jl 4
(ii) intentionally accesseg'a protected.computer without authorization, and as a result of
such conduct, recklessly causes damage; or? '
¥ K

77l

(iii) intentionally accesses a protécted comput:ef'\;vithout authorization, and as a result of

gl

such conduct, causesidamage; and

(B) by conduct described in clause (i), (ii), or (iii) of subparaéraph (A), caused (or, in the

case of an attempted offense, would, if completed, have caused)--

(i) loss to 1 or morepersons during any 1-year period.(and, for plirposes of an
investigation, prosecution, or other proceeding brought by the United.States only, loss
resultingifrom a related'courseof eonduet affecting 4 or mare otherprotected
computers) aggregating at least $5,000 in value;

(i) the modification or impairment, or potential modification or impairment, of the medical

examination, diagnosis, treatment, or care of 1 or more individuals;
(ii) physical injury to any person;

(iv) a threat to public health or safety; or



83

(a) Hl;

u

A ¥

(1) Tnefagudalidneszuuaaniamefinailsmainaiuianzsadniesy

'
o a ¥ o

paNRamafiiugIuIANAui ot mezimﬂmimzﬁqﬁuimﬂ%wmﬂ@‘ﬁsﬁmm
anFgaLNIng ﬁﬁﬁéﬁlvwmﬂwu‘%mw‘?‘@ﬂgumﬂmmﬁﬂmﬁﬁﬂmﬁ'é]’@qmir
fasfunindawalaotsaainsiuiaiianaudasafaaesszinauie
Armdnufszwinslezinaitailudeyalarfidunowdy feildtiuunlilu
AUty 2998163 11 DENNSEIaT eyl ANA99uLUsNIDY A.A. 1954 (The
Atomic Act of 1954) %IqLﬂumgNm“/ilL%@iﬁdﬁ%@g@ﬁiﬁﬁ*uﬁum@Qﬂsl%m‘?ﬁqmw

al 1 % a = dll v a dl
LAEINE ﬁlﬂ@wjﬂ‘ﬂmﬁ‘ﬂqﬂﬁ‘@ L‘Wﬂﬂ'ﬂ’]&nﬁLlﬁﬂu‘ll‘ﬂ\?ﬂ’]ﬁlﬁl’]\iﬂﬁ‘zm AlaLLAnUINAY

= C & dolals = . = o A
ARR17T AN BAEN2A Mi‘ﬂ?’l’ﬂﬁL?ﬁﬂﬂﬁ"&ﬂ'&ﬂﬁ‘ A AUNAANTANEUTNNALEDANT

4

— =t

(v) damage affecting a computersystem used by orfor a government entity in

furtherance of the administration of justice, national defense, or national security;

,.-*

add 3 K

(6) knowingly and with intent'to defraud traffies (@s defined in section 1029) in any

password or similar information.thretugh vvhio‘ﬁﬁ':_a'gomputer may be accessed without

authorization, if- sy

(A) such trafficking affects interstate or foreign commerce; or
(B) such computer'is used by or for'the'Government of the United States;

(7) with_intent to_extort from_any person_ any.money‘or other thing of value, transmits in
interstate or foreign‘commercetany communication €ontaining any'threat'to cause
damage to a protected computer;

shall be punished as provided in subsection (c) of this section.

[Online] Avaliable from : http://www.justice.gov/criminal/cybercrime/1030NEW.htm (10

fUNAN 2551)
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6(a) Offense.— Except as provided in subsection (c) of this section
whoever—
(1) intentionally accesses without authorization a facility through which an electronic

communication service is provided; or
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communication while it is in electronic storage in such system shall be punished as

provided in subsection (b) of this section.

Cornell University Law School, “U.S. Code Correction,” [Online] Avaliable
from : http://www.law.cornell.edu/uscode/18/usc_sec_18_00002701----000-.htm! (8
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NIM9Y 11.46.740 TBILIIN 11 NYUNILBYIINNATTRANAMN (Alaska)’

°AS 11.46.740. Criminal Use of Computer.

(a) A person commits the offense of criminal use«f a.computer if, having no right to do
S0 or any reasonable ground.to.believe the person.has.such a right, the person
knowingly accesses, causes losbeaccessed, or exceeds the person's authorized
access to a computer, computer system,"'icomputer program, computer network, or any
part of a computer system or network; andi as a result of or'in the course of that access,

(1) obtains information.€ongéring a person; -
(2) introduces false information into a_compu_ter, computer system, computer program,

d 4

or computer network with the intent tb«damajg}: or enhance the data record or the
o

P

financial reputation of a person; ;<. Tl

L N

I

(3) introduces false information into.a Compu@r_;ggmputer system, computer program,

or computer network é_ind, with criminal negligence, damag_é's_«,xor enhances the data

record or the financié’l"’#e_putation of a person; P
(4) obtains proprietaryinformation of another person; ~
(5) obtains information that is.only. available to'the publicfor.a fee;

(6) introduces instructions, a‘computer program, or other information that tampers with,
disrupts, disables, or destroys a computer, computer system, computer program,
computer network,'@r any part of acomputer system’ornetwaork; or

(7) encrypts or decrypts data.

(b) In this section, "proprietary information" means scientific, technical, or commercial
information, including a design, process, procedure, customer list, supplier list, or
customer records that the holder of the information has not made available to the public.
(c) Criminal use of a computer is a class C felony.

Alaska Legal Resource Center,
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LAFRdNEAUINaIIn) (18 U.S.C. 4029 Fraud@;{c‘i Related Activity in connection with

Access Devices)'' @aiisnsavi@smsasaln 0

" (@) Whoever—
(1) knowingly and with intent to defraud produces, uses, or traffics in ane or more
counterfeit access devices,
(2) knowingly and with intent to defraud traffics in or uses one or more unauthorized
access devices during any one-year period, and by such conduct obtains anything of
value aggregating $1,000 or more during that period;
(3) knowingly and with intent to defraud possesses fifteen or more devices which are
counterfeit or unauthorized access devices;
(4) knowingly, and with intent to defraud, produces, traffics in, has control or custody of,

or possesses device-making equipment;
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(a) #ln

(5) knowingly and with intent to defraud effects transactions, with 1 or more access
devices issued to another person or persons, to receive payment or any other thing of
value during any 1-year period the aggregate value of which is equal to or greater than
$1,000;

(6) without the authorization of the issuer of the access device, knowingly and with intent
to defraud solicits a person forthe puUrpose of=

(A) offering an access deviee; or

(B) selling information regarding or an/application to obtain an access device;

(7) knowingly and with.intent.{o defraud us{eg, produces, traffics in, has control or

custody of, or possesses a telecommunications instrument that has been modified or

[
A ,-

altered to obtain unauthogized use of telecd‘mrhunioations services;

(8) knowingly and with inteat to defraud uses ‘produces, traffics in, has control or
#

custody of, or possesses a soanmng rece:ver .
22k

(9) knowingly uses, produces, trafﬂcs in; haSﬁontrol or custody of, or possesses

| Vo

hardware or software; knowmg |t has been conﬂgured to |n$ert or modify

telecommunication |dent|fy|ng information associated with or contamed ina
telecommunications instrument so that'such instrument m@y be used to obtain
telecommunications serviceswithout authorization; or

(10) without the autherization-of the credit card system member or its agent, knowingly
and with intent to defraud causes or arranges for another person to present to the
memberor its agent, for payment;.1 or mare/evidences or records/of transactions made
by an access device;

shall, if the offense affects interstate or foreign commerce, be punished as provided in
subsection (c) of this section.

Cornell University Law School, “U.S. Code Correction,” [Online] Avaliable
from : http://www.law.cornell.edu/uscode/18/usc_sec_18_00001029----000-.html (8

£121AN 2551)
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'*(720 ILCS 5/16F-3)
Sec. 16F-3. Theft of wireless servicéf

(a) A person commits the offense of theft of ereless service if he or she intentionally

obtains wireless serviqe_by the use of an un_IgwfulrwireIess_Qevice or without the consent
of the wireless sewiéé provider.

(b) Theft of wireless serﬂ}-ice is a Class A misdemeanor when the aggregate value of
service obtained is less than $300 and a'Class 4 felony when thelaggregate value of
service obtained’is $300 or more. Forza second or subsequent offense, or if the person
convicted of the offense has beenpreviously convicted of any similar crime in this or any

other state or federal jurisdiction, theft of wireless service is a Class 2 felony.

lllinois General Assembly, “CRIMINAL OFFENSES (720 ILCS 5/) Criminal Code
of 1961,” [Online] Avaliable from :
http://www.ilga.gov/legislation/ilcs/ilcs4.asp?DocName=072000050HArt.+16F&ActID=18

76&ChapterlD=53&SeqStart=36700000&SeqEnd=37400000) (§4 20 AN 2551)
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“MA person is guilty of an offence if—

(a)he causes a computer to perform any function with intent to secure access to any

program or data held in any computer or to enable any such access to be secured ;

(b)the access he intends to secure or to enable to be secured is unauthorised; and
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(b)does so with intent to avoid payment of a charge applicable to the provision of that

service,
is guilty of an offence.

50 . « . . . ”
1)In this Act “electronic communications network” means—
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(a)a transmission system for the conveyance g of electrical, magnetic or

(b)such of the foIIowf%

association Wi[ﬂ, ﬂtﬂiéﬁ/%ﬂﬁ W%(%ﬁ ’] ﬂ ‘j
i)apparatus corzg)rised in the%stemf = s
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ii)apparatus used for the switching or routing of the signals; and

as are used, by the personﬂroviding the system and in

(iii)software and stored data.

51 H “ H H H H ” H
In this Act “electronic communications service” means a service
consisting in, or having as its principal feature, the conveyance by means of an

electronic communications network of signals, except in so far as it is a content service.
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52 H H [P ” o
In this section_"signal” includes—

(a)anything comprising'speech, music, sounds, visual images or communications or

data ofranysdeseription;rand

(b)signals serving for the impartation of anything between persons, between a person

and a thing or between things, or for the actuation or control of apparatus.

» “Quardian.co.uk, “Man using laptop on garden wall charged with wireless
theft,” [Online] Avaliable from : http://www.guardian.co.uk/uk/2007/aug/23/ukcrime.news
was “Wireless hijacking under scrutiny,” [Online] Avaliable from :

http://news.bbc.co.uk/2/hitechnology/4721723.stm) (10 §W1AN 2551)
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(MDA personl is ouilty of an-offence under this section if he commits an

offence under section 1 abeve (“the unautho:-r.ised access offence”) with intent—

. o
o

(a)to commit an offence to which:this sectioné;ﬁﬂﬁes; or

o]
o e =
=

(b)to facilitate the commission of such an offence (whether by himself or by any other

person);

and the offence he intends.to commit or facilitate is referred to below in this section as

the further offence.
(2)This'section applias, to offences—+
(a)for which the sentence is fixed by law; or

(b)for which a personwho has attained the age of twenty-one years (eighteen in relation
to England and Wales) and has no previous convictions may be sentenced to
imprisonment for a term of five years (or, in England and Wales, might be so sentenced

but for the restrictions imposed by section 33 of the M1Magistrates’ Courts Act 1980).
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(3)It is immaterial for the purpases oi.é secti  whether the further offence is to be
ey
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committed on the same occasiofi &s

occasion.

such that the commission of the further offence is impossible.
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exceeding 12 months or to a fine not exceeding the statutory maximum or to both;

(b)on summary conviction in Scotland, to imprisonment for a term not exceeding six

months or to a fine not exceeding the statutory maximum or to both;

(c)on conviction on indictment, to imprisonment for a term not exceeding five years or to

a fine or to both.
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