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At present; data volume.in the network is increasing dramatically. To keep traffic
log for analysis, huge storage and extensive administration are needed. Packet sampling
technique applied to sniffer is an interesting method for lengthening logging period. But
packet sampling may cause some problems in worm detection performance, since some
traffic log are lost and may not be adequate in capturing worm characteristics. Sampling
rate needs lo be ghosen by considering worm scanning characteristic. This research
proposes a packet sampling procedure for sniffer to increase duration of traffic logging,
as well as establishing lower limit of sampling rate and minimum scanning rate for

detecting scanning worm.
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1 0.0 [i] C e Broadcast ARF who has 1el.. E

2 0.022977 . .30 228.88.238.200 ICMP  Echo (ping) reguest
3 0,052561 161,200.92.30 238.1309,111.107 IcMP Echo (ping) reguest
4 0.052571 161.200.92.30 224.37.120.153 ICMP  Echo (ping) reguest
5 0.052574  161.200.92.30 231.148.148. 216 ICMP  Echo (ping) reguest
6 0.052576 161.200.92.30 224.222.17.131 ICMP  Echo (ping) reguest
7 0.052578 161,200.92.30 227,202, 237,207 IcMP Echo (ping) reguest
8 0.052581 181.200.92.30 232.131.97.65 ICMP  Echo (ping) reguest
O 0.052583 181.200.92.30 238.246.180.14 ICMP  Echo (ping) reguest
10 0,052586 161.200.92.30 227.150, 246,20 ICMP  Echo (ping) reguest
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Time Modification [1.6.1 - 060823]

The start time of races can be shifted to a new date and time.
The niew start time is the time of the first packet of the first processed race.

Timestamps of each packet can be changed.
The new relative time between the curent packet and the very first packet is calculated b
niew redative time = current relative time * factor

If factor is equal 1 nothing will change.
If factor is less than 1 the relative time bebween packets will shrink.

|dentifier to append to trace files: I_TH [ Addidentifier as prefix to filename

[ Change absclute Start [Date + Time)

ear Month Day How Minute  Second ManoSec

el o O —

Modify negative timestamps to : from Packet Factor or Manosec
1 seconds della time

Modify imegaps greater than

| seconds to seconds delta time

[~ Shetchtrace From packet: |0

Factor: I |
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editcap -t ti9aLsuasuamian IWasud Inadeesn
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editcap -t -294523928 wormdata.cap wormdata2.cap
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