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Hardening is a process of enhancing the security of the system but is difficult to
assess and usually depends on the expertise and care of system administrator. The

hardening requirement is non-functional and can be overlooked.

This research employed misuse, in use case diagram, to analyse the hardening
requirement to be included in misuse case diagram. This changes non-functional
requirement to functional ones. The assessment will happen automatically during
software deployment without relying on system administrator in order to make sure that

software is not installed in unsecured system.

This work analysed four examples of system hardening: program and data
memory separation, limiting user privileges, configuring firewall, and loggings. We also
employed security patterns so it will be easy to be incorporated into the software design

process and implemented as part of the deployment module.
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F1TALAULN AIAITINN 3.1

AN9199 3.1 N13U LI UAN T ALAUTINART T UL

Attack Misuse Protection Assessment

Memory Mix program memory with Execute restriction ExecSheild

data memory

Access Use DAC (Discretionary Use MAC (Mandatory SELinux

Control Access Control) Access Control)

Access Inject malicious traffic Configure firewall iptables
Log Undetected break-in Keep log rsyslog

A1NA19199 3.1 nslanmEaeAINANa NI A ReNAYAINEA LN
1 o o o 1 ° v d” rall A
wiogANaIAAIdILazdaaANadiaya antlyuill nagninldlunisuinalnnig
floariupe n1sanfinnistlszanana Gesaunsalinmaniis Exec Shield uiugiulunig
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17

Matiarnnsnldnuantifan lunismsaasuaniaiauiicaasssuuls
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System Hardening Assessment

Maintain data Mix program
memory - e e e = SR e - memory with
integrity data memory

Use DAC
(Discretionary
Access
Control)

Maintain
privilege = J&E---=—-—-=---

integrity

Applicatign
Developdr

Maintain Inject
access @@ JE-m—--——-—--—-—SRlEERS o m - - malicious

integrity traffic

Support
unauthorized Undetected

accessed break-in

accountabili
<<inciydes > <<miffgate>>
Install and ’
Keep log enable
rsyslog

nni 3.3 LLmumwﬁmgmrﬂmmawu System Hardening Assessment
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GINLﬂuawmzwﬂumﬂummmmmwu wanset] lugtauindnn uasinWaunmanAuwag

o

(Application Developer) @auflufimmnszuy uansag/lugiauingang
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et ludouiefduninIuIasszuLarin11eun waneneiwly Tneiga
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wad dududeidunismieulnaresssuy asuanailuadaanng daulagaind aailuneidu
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mimmwniu WINNZANARITUL AzUanLilugTan

ANFUANANAUSTIAATU WU UA N AL ALARATHANUNELANGN9

v
a K 1

Taenduiny wansdspauduiusminndusendsgananugaind uazidulsy uansds

ANNANNUS IR AUTE IR ALAAT IR Ag ALAA

Wi Mix program memory with data memory HANANAUSLLLANAN
1 Wi Maintain data memory integrity e HagaraslanAnIANANEIUNINNg
mwuwmmémmﬁwz&Lmzumﬂmmﬁﬁmﬂ@ Warid14 Maintain data memory integrity &
ANNANNUSULLTINAL Waridu Execute restriction  waz Warids Execute restriction &
ARSI LNy Warffi Install and enable ExecShield 1fuAe 3annswilefidas
Untlasmiiagaanusaly A nssadmnstsvanana 1nannsl¥ Exec Shield it Wardu
Install and enable ExecShield RAMNANWUSLUILLTTINTL Waridi Mix program memory
with data memory nanq@e N1 Exec Shield AzgagaanisiiANII9NuLaeAINNan

ARNAILAZ UL AN TR

q

Warfdu Use DAC (Discretionary Access Control) HAMNANAUSLLL
ANANTL Weridi Maintain privilege integrity hude RagamailanfinisnruANnIsdEing
ENUN19N13 L DAC Warldi Maintain privilege integrity NAanu&nwusuLLsanty Waridu
Use MAC (Mandatory Access Control) uay W<ndu Use MAC (Mandatory Access
Control) HAanNANTLELLLsANTU Herfi Install and enable SELinux tiuAe 3an1suiai
dagintlesnnsaauaunisdindali Ae n1sld MAC Taannsld SELinux viei Harfdis Instal
and enable SELinux HNAMNANAUSUULUIINIAL Waridi Use DAC  (Discretionary

Access Control) na19Aa N9 SELinux azdasann1ainianigld DAC
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Warfdu Inject  malicious  traffic MR INANRUSLUUANATNTL Aaridu

. . . . o A a P p 9 = \ o ) A
Maintain access integrity UlAR mgfaLsnm‘llf«mmmmqmi:uumum\am@mw NTANY
szaadsendinldluszuy Warddu Maintain - access  integrity  NAMNANAUSULLTAINAL
Wardi Configure firewall wag Waridis Configure firewall FANNANRREULLITANAL Warfdis

_ S 4 e . 5 . Y = z

Install and enable iptables A Jan19uiteadaadnilasnsdinfieszuuld Ae n1sAsAnIs
Tiarulnsaead Inensld iptables 9197 Waridu Install and enable iptables JAMNANAUS
WLILLTIWMNAL Waridu Inject malicious traffic nanaAma N34 iptables azdqaannisianIg

a31ansinNUszasdsendnlulussu

Waridis Undetected break-in fAauduiusuuuanatuiu Warkdu Support
unauthorized accessed accountability ume HagaailanmiunnnsldauEiuninig
Tdannsamnsaadunisyngn Warfdu Support unauthorized accessed accountability

ANNANWUSLLILTINAL Haridu Keep log wag Waridu Keep log Amanudunusuuusaniy

1
a

Waridu Install and enable rsyslog HWAB ApN1suikddaaiinilasnisnseaaaunisyngnla
A =3 o K A v 3 di/ & o

AR NaALTuNNNNT 9 UsE LY TReinne k rsyslog 93 Waridu Install and enable rsyslog
AANANAUSLULLTTINIAL Weridi Undetected break-in naname N9l rsyslog azdqg

aANI9RANT INAN1I0A9993LNFYNgN

A o

dl 1 dl dgj | U =® = a dl Y & a 3
Ananaunluuny 3 4 iflunisnananessidauasaas N EduiuaAnlunimn
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4.1, wUUFUNITUANWUIEANNANTAAIRILASUUILANNANTANA (Pattern  for

separation of program and data memory)

1
o o

UTUN: wuugdHianuadl szuuazidaaniaaindfiRnisressvianidan

dudunsalumiiaainuinieya

oy flanfannsnlanmszunlnainnisilausiaAdiiiunislmain

v
|

WiEnisenilmnanisdurestinvmes (Buffer Overflow) HNun19TaeIMaT T981N190

|
o a

LapsHAganals AINING 4.1

Maintain
data memory
integrity

Mix program
memory with
data memory

<<threaten>>

<<incluye>> s<mitigate>>

Install and
enable
ExecShield

Execute
restriction

NN 4.1 Aagapaduiunistssifiunaniaaanuan
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dl dl a | 1) ¥ Aa = 1 o 1
AMNAINT 4.1 n1snszuuitadesindlfinanislanAaniog A nanung

N19N19NTTULANNTIINMULE ANANT AR dIRazTae A NAndayadin TR aa i i 1

dzaansanistlauadaniilusunsiedinluudesaluszuy saduszuuaniufiadniaalunig

] ]
=2 =K

in¥lasnnanqiuan d995uiieluntstnilasda nnsszuudiaeanianistdszunana tasnns

1Ualdenu Exec Shield vinliifianisuanuiagnanuatgaadsazniaaAnandayasan

/1N
o 1 al a v .
nswA b NNN19ATIARBUIN T2UUNNN9EIA 1H911 Exec Shield
TAsIdsq: mﬂﬁmgmmiumwﬁ 4.1 gxnsnisneenuuyszuylugluuuaes

o

LAUNINARNALE AININD 4.2

1

CommandFactory —> ExecutionRestrictionCommand —>] CommandResult
-memory: ExecutionRestrictionCommand +result: CommandResult
-mac: UseMacCommand
-firewall: EnableFirewallCommand

+getCommand(id: Int): ActionResult +execute(): ActionResult +getMsg(): String
+setMsg(id: String): void
+isStaus(): boolean

AW 4.2 LHBATNARNAAI NN T R UN AN AN HAN

AN 4.2 ARG CommandFactory W lunnssuAndalunisnsage
815ALAuT9T097zUUdN szuuinizdandanislszunanaviely lnadannana
ExecutionRestrictionCommand iitazenAdslunisnsagendn sxunfinsitlnl¥anu Exec
Shield  vi3elal AN NiULEAIHATNEANNNITATIAGELENALALTITE9IL LN UNIAANE

CommandResult

1
o

Taunain: TAnda:
cat /proc/sys/kernel/exec-shield
1% o o J I a ¥ . aI/ N
fuaaniAe 1 Landan szuuiinisitlaldens Exec  Shield 1uAD

sruuliinisuandouresmiaauagaAIdieanainuiaaANadeya

NS LN ANA: NIN13UTLHRAIMNTUAIL A AAURITZUU ALITINLELUNTNARE 1

dl o o 3 o o Y o dl
NINN 4.2 N’]‘ﬂ@ﬂLL‘LI‘]_IZQ’]ﬂUﬂW?WWQ’]Mﬂ@Q?%UUIMgﬂ LLUU?I@QLLNHJWW@W@‘LIVL@ ANNINN 4.3
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Syim | F1:CommandFactory | | C1:ExecutionRestricitionCommand | | R1:CommandResult
1

|

| getCommand(1)
f

getMsg()
setMsg(C1)
isStatus()
setStatus(C1)

execute()

ﬂ

A 4.3 LNUNINAFLAIMEUNTUTL RN AN A HAN

ANAINT 4.3 szuudediananu getCommand(1) Talelagautanst
F1:CommandFactory fauAnddn s2UILEINIAIINERLINNISNTANTLSZIANS LAZE
damau execute() lilgadauians C1:ExecutionRestrictionCommand e zanAdalunig
ATIagaun19Lla 149U Exec Shield mmfuﬂ“ﬂuwﬂﬁ C1:ExecutionRestrictionCommand
d9damanu getMSG()  setMSG(C1)  isStatus() WA setStatus(C1)  ldgedauians

R1:CommandResult IN@AaIN13NTIUI 2UUNN17917AN17U 210 ANAYTD 4

(o 1 2/ A , J = ' o
ﬁl?ﬂﬂ’]ﬂﬂ’littﬂﬂt’gﬂ’l: 1% Exec Shield Tun19MT9948U91 F5LLNNNTUENAUIAIINAN

faAAIanaINUaeAINANTRLA

q

v
o o a g o

YaIna: 1A mFuayndivingu

ns sz lagdwiatiunian: nsdsziduszuudn An1aalde1n Exec  Shield

yi3ald TaaA1iun13 I ud AR UN TR AAIIDINTEUIUN TN UNTaNALRS Tatidininng

Usziliupanudunstaansisaesszuulnadnlulm i fnseaansiaslssyns
=] v o 1 dl a dsj %
NAVIATNN: Unilessiapnanusine Henafinauls

4.2. wuusdnmsiuua@nsaasdld (Pattern for limiting user privileges)

v L
o 1

4
UsUN: wuugUifanuadn szuuld MAC lunnsssAn@nsnisldauaely

oy flEarsnsoawiusetfuilasunlauiaaruiunslaensis

dl v dwI Y ve v o o ¥ nl/
Wasannseuuld DAC eﬁ\‘lmémﬂmim%mmmmuumuiﬂmﬂmemmummummmum

a 9



23

Uaandelfies 1w §1E nqgn uarAnsnisenu (Read) — e (Write) — U1 (Execute) &4

b

o

ANNNIDUARINAYALAALR AN 4.4

o Use DAC
Maintain ) .
priv”ege _________ = ithiegte_n? —————————— (D|Scret|0ﬂary

Access

integrity Control)
<<mitigate>>

Install and
enable
SELinux

(Mandatory
Access
Control)

NN 4.4 Taganaduiunisdssifiunanisaauauniadinn

dl dl a 1 16) ¥ a a ¥ K
AMNNINN 4.4 ﬂ'\ﬁ‘ﬂ/l’i‘tllllLﬂﬂm@\‘liﬁ’ﬂﬂLﬂﬂﬂ'ﬁi@ﬂdﬁlﬂqiﬂ’)UﬂNﬂW?L‘Lﬂﬂ\‘l

]
a 1 '

1 dl = A ° o 1 o aa o ug/j
H1UN19N19NTELLAN9 M DAC v liidnemAan 19N nundnsh ldiunzansase Ly Aatiy

! ]
= =K

o @ v ax v o = ax Iy 2 =
seuuaniusannislunisdnilasnisaaunnnindane 393auilalunisdnilesda nsh

seuvfesld MAC Tnenaitlaldany SELinux N liAANIINmuaANEI0E 14
N ba: MiNN1sRgaaaandn sruLinailaldanu SELinux

TAseas: andaganalunIng 4.4 arunsnrinunaanuuuszunlugluuuees

WEUAINARNE LS AN 4.5

CommandFactory || UseMacCommand —>1 CommandResult

-memory: ExecutionRestrictionCommand +result: CommandResult
-mac: UseMacCommand
-firewall: EnableFirewallCommand

+getCommand(id: Int): ActionResult +execute(): ActionResult +getMsg(): String
+setMsg(id: String): void
+isStaus(): boolean

WA 4.5 uunInAaIadmiunslssiliuaanisnauANnIsdinns

ANNNA 4.5 AaNd CommandFactory 1 lunnsfumdalunismsagey

P a ! = o - , - =
A5ALAUDNURITTLUGN 22uuRnNg M MAC visaly TnaFenAana UseMacCommand Live
FanAgaluniangagasdn sxuuni9tlalga1w SELinux viald anntiuuanNaanEann

N19A9RAAUENTALAUTINTANTZLLHIUNINAANE CommandResult
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launain: 1E A&
cat /selinux/enforce
% o oA | = a A . aI/ A
DINAANTAR 1 LLAANIN ';T;'ﬁ_li_lﬂ\lﬂﬂﬁ‘l,ﬂﬁsl%‘ﬁu SELinux #u1A® 72U

18501914 MAC

NS LN ANA: N1N13UTUABAMNTUAIL A AAIR9TZUU IALTNLEUNINAAE 114

dl o o o o o Y o dl
NINN 4.5 N’]‘ﬂ‘ﬂﬂLL‘].I‘LI@Wﬁ'ﬂﬂ’]ﬁ“l’]’m’]u‘ﬂ‘ﬂ\‘lﬁ‘zu‘ﬁ]’ugﬂ LL‘].I'LI?.I@QLLNMJT]W@’]WLIVL@ ANNINN 4.6

Syim | F1:CommandFactory | | C2:UseMacCommand | | R1:CommandResult

|

1 getCommand(2)
f

getMsg()
setMsg(C2)
isStatus()
setStatus(C2)

execute()

)

NNA 4.6 WNUNNAALAMFUNNTU sz uNANTAYLANNTENDY

AINAINT 4.6 92 UUA4IBA2IN getCommand(2) Talelafautanst
F1:CommandFactory [NaLAAIIN S2UUFAINIATINERLINTIE MAC Lazdedinnany
execute() lléedaiand C2: UseMacCommand tiafanandslunisasiagennisilals
41U SELinux annifuseiiand C2: UseMacCommand dedianana getMSG() setMSG(C2)

isStatus() LAy setStatus(C2) lie98auans R1:CommandResult lWAGAAINIINTILIN UL

An1714 MAC sizaly

Aaagnan1sunian: 14 SELinux Tunsmsaaaudn svuuiinnsld MAC

v
o o a s o

AaIna: 1A uFuaundiviagu

174 a [ Ay o a 1 a (% . 1
ms“lmﬂsxiwﬁmmﬂumgqn: AnstsziiugzuuIn 8n1913la 14911 SELinux vigalu
Ta8IAT1N17 I UAAUNI TR ARITD9IN 72 UR1N TN ENBN TN B LS Tasdn1n1sUseitumAand

Wuastlaansitvesscuulnedn udm luansRnassanAui sl svenst

HANIANNN: Yoariufldimundnsnlimunzas
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4.3. wuugin1sasA1lnGaaad (Pattern for configuring firewall)
a dqjo 1 4 = a A % s
UFUN: LL‘LI‘LIg‘]Juﬂ’muWJ’l ??J‘]J‘U[ﬂﬂ\illﬂ’]ﬁ\l,ﬂﬂi“ﬁﬂquiv‘I?Q@@@

eyun: seuUNNsTansaiuszuLaY virawrsadtaau Tnan il Wiead

wirnuiflunnadladesiudliszuuainnsngnianvsayngnlfatinedranie iesannlng

'
v A

saadnniinnlunisnsamainiunainniaueniazAuANNIT EIBLedsT UL fed

| '
A =

AnsiaiULATATN B TANNIDLAAIHALALAA LH AINIWA 4.7

Maintain
access
integrity

Inject
malicious
traffic

<<threaten>>

<<mitigate>>

Install and
enable
iptables

Configure
firewall

NN 4.7 Aggaipadaniunisssidiung Wiead

dl dl a | 1) ¥ a al v K |
AINNINA 4.7 naenszuiitlagasiudlsifanislanAn s dinn9sTULaIY
nanngzuuliinisldulniieas nnliazaansanisasianswin sz asssnendinlullu
[ % n9/J o | b4 aa v ] v =& d! acs d!
srul A9tL sruuRnflugaennda lunstnilastasnienisdindessuy 393 anialunng

] 4
nilesAa n1sszuufiessaanisidaniniiead Inanstlaldau iptables vil3danng

fapn NGaead
o 1 IS a A .
nIsun ba; Nn1mIvaaeudn sruuiniaialdau iptables
QRN ERRE AnHagana NI 4.7 aaxnsntianeanuuuszunugluuuaes

o =

WUNINARNALE AN 4.8

CommandFactory > EnableFirewallCommand —>1 CommandResult

-memory: ExecutionRestrictionCommand +result: CommandResult
-mac: UseMacCommand
-firewall: EnableFirewallCommand

+getCommand(id: Int): ActionResult +execute(): ActionResult +getMsg(): String
+setMsg(id: String): void
+isStaus(): boolean

AN 4.8 LEUNINAANFANUTLNNT s R uNA TN SaRE
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[l
o o

AMNNNA 4.8 AANE CommandFactory 14 lunnsfumdalunismsagey

e al 1 = o’/’ 1 v g e A ] =
g15aauilereaszuudn sruuiinnsieanisldaruiniaeadusell tnazannans
EnableFirewallCommand  taizanandalunisnsaadaudn ssuuiniaitlaldenu iptables
W3 ld AN TULAAYHARNEAINNITATIAEALINTALAURITRITZULURNIUNIIAAE

CommandResult

1
o

- ¥ o
Taunfin: A
service iptables status
I o o . ~ a9y . o
GINAANEAD Start  kamedn seuuRnntlaldenu iptables  WuAD

sruulinniaitlaldaulnsqaas

NS AN ANA: NIN3UTUABAINNT LAY A AAURITZUL AT LEUNINARE 11

o

N7 4.8 wngenuuLAALNIIIINTesss UL TuguuureuEunna AU TS Asnani 4.9

Syim | F1:CommandFactory | | C3:EnableFirewallCommand | | R1:CommandResult
1 T
| getCommand(3)
I
I setMsg(C3)
execute() isStatus()
setStatus(C3)

1 |
1
1 1
1 1 getMsg()
1 1
1 1
1
1
1
1
1
1

ﬂ

NN 4.9 LEUNINAIALAMSUNTU s uMa IS e s

AINAINT 4.9 92 UUA4IRA2IN getCommand(3) Talslafauranst
F1:CommandFactory ieu&nsi sviUBaIn1IAIAdeLNIReANns i ead ey
dafamanu execute() liélsiaLiand C3: EnableFirewallCommand e danAndalunis
ATAaaLNT9iLlalden iptables antfuSauiand C3: EnableFirewallCommand dafianana
getMSG() setMSG(C3) isStatus() waz setStatus(C3) lidedauians R1:CommandResult

A o ! a a P P - |
FABARNNITNTILAN ‘:?ti_li_mm?l,ﬂmeL‘N’]uVLW?'Jﬂ@@M?'ﬂVLN

paagnansunian: 14 iptables lunnsasagaudn scuudnisdlaldulnieas

v
o

IaaNA: T duiuayndminniu
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@ ‘XY a ] a . 1
nmslgisslanuviailunian: nsdszifiuszuudn An9daldeu iptables visald
Taaa L HuN19 lERABKNN 95 ARTEINTLUNLN TN A ENTaNA WIS Inedinninislssiiumans

Wuastlaaniavesscuuinedn udm luansRnasaanAua sl svenst
NANIATHNA: Ylasiunsmwnidudunsie

4.4. LL1.|‘ug‘dm'il,fri‘l.lﬁ'uﬁnn'l'ﬂ‘i’muizuu (Pattern for recording accesses to system)

a o ' = G o R a : PR
UFLIN: wuugUiAuuAdn ssuufnisiiuiunnfanssnsneminiaauly
e
eyun: lunstiaes  break-in - anfludaslfiunnnisldaruseunlunng

AR TeaunIauansiaganald AanIng 4.10

Support

unauthorized
accessed

accountabilit

Undetected
break-in

<<threaten>>

<<mittgate>>
Install and

enable
rsyslog

Keep log

NN 4.10 Hagaradmiunisussiliunatiunnnis i

NN 4.10 n13nseuuiatesiug iinanislanatunnnis e unau

dl 1 o o 2 1 [ o dl 1 dl

nen1snszuulinIsasadunisyngn vinliiannsanisnsaadunisnszinf ldinnzany
a & o o o @ w aal o o = Iy I

Wnzuluszuy Aalu szuuailufasmdslunisdnilestiunnnis i 193l lunng

nilesAa n1siszuufeaiuiuinnisideuszuy Tnanns@laldeanu rsyslog vinl#iAanng

< o KX a dl a dgj
Autiunnianssuninaau sz
o 1 = a v
ﬂ']'iLL?gﬂﬂli NINTATIRAAALIN TruLENITTnlEeu rsyslog

[GERTERRE AnAaganalunIng 410 anunsaiinteenuuuszuuluguuy

YL BNINARE LS AININA 4.11
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CommandFactory —>] KeepLogMsgCommand > CommandResult

-memory: ExecutionRestrictionCommand +result: CommandResult
-mac: UseMacCommand
-firewall: EnableFirewallCommand

+getCommand(id: Int): ActionResult +execute(): ActionResult +getMsg(): String
+setMsg(id: String): void
+isStaus(): boolean

DN 4.11 BEBAINARFRIMTUNNT IR UN AN 1EeN1

AN 4.11 Aa1a CommandFactory M lun1s5uandalunismsmaaay

I8 QI 1 = [-3 o =K v Gl 1 al
gfaauilarnaszuudn szuuinanfutunnnisldaruszuuvseld TaaBdanmana
KeepLogMsgCommand  WeBanatdalunisnsaadeudn szuuinisitlaldaiu rsyslog
3 ld A NTULARIHARNERINNITIATIAEBLENTALAUTIVRITLULHIUNIIARNE

CommandResult

Tauniin: TAnda:
service rsyslog status
¥ o e ' = al a9y o
DINAANTAR Start  L@AIIN EATSIEU e LN G a0 rsyslog ULAD

va 3 o K v
szuulfinsfutunnnn g

NS LA N ANA: NINTUILHUANNHLAI AN D972 LU TR LEBATNAANA b

1
¥ o =

NINA 4,11 wneanuuLaIAUNIIeIBTedss i luguiuaeuaun naauls  Asnand

412
Syim | F1:CommandFactory | | C4:KeepLogMsgCommand | | R1:CommandResult
1 T
| getCommand(4)
I
1 sgtMsg(C4)
| execute() isStatus()
setStatus(C4)

1 1
1
1 1
1 1 getMsg()
1 1
1 1
1
1
1
1
1
1

)

AN 4.12 BEUNINANALIAMEUN1TU s BN AN g T

ANAA 4.12  szuudedemans getCommand(4)  lddadauians

d‘ ! ¥ < o K ¥
F1:CommandFactory [WaLLd/AII1 ILULANNNIIATIRARUNNALTUNNNNT IHUIZLL UAY
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dediamanu execute() ldgadauans C4: KeepLogMsgCommand tiaizenA1dalunig
n9adaLN9Tlaldenu rsyslog AnuufaLLansg C4: KeepLogMsgCommand aviiananu
getMSG() setMSG(C4) isStatus() was setStatus(C4) lsfadauians R1:CommandResult

A 9 ' P~ @ o X o 44 '
ABRABANNITNTILAN ?Zﬁ_luNﬂq?LﬂUUuWﬂﬂqﬁ‘ﬁL‘ﬁﬂun?ﬂlN

paag1anIsuniloymn: 14 rsyslog lunismsaaetdl szuuinisiudsedfnanssnsings

a dgl
Aeawluseuy
%4 (] Qs ¥ o o c 1 ag//
da’NnAm: L& mFuaung v
@ ‘XY a 1 a 1
nmslgisslanuviailunian: n3tsziRugsuuan Annsdlaldany rsyslog vivelu

v v
1A8IA1N17 I UAAUNI TR ARIUB9IN T2 1AWN1IN LT N A KL TasdNN1n1TL iR LA

Wuastlaansitvesscuuinedn R luansinasanAua il svens

% a

NANANNNA: i fludayadinegednAnydniunisnsaaauidunielunsil break-
in

[ %

AmFuAtesuneesunun N9 Nedluuuuglacinduasdaands

annnsag linatanuan TnaArasunaganaglinniauuan n Aesunadagawnag 6

o = = yd‘
NIANUIN 1 Lmzummmm@immmﬂmum A

1 1 v ! !
nanaunluuny 4 4 funisnatatsuuuglanusiuaslasnde 714

1
o o

Faatinelun1snias Inadnauednsm loun wuuglnisuanuiogauagnAdauas
wiagANandiaya uuugtinisiuua@nsaesdld wuuginisdsanlniesd wazuuuginig

Wutiunnnisldeuscuy dawluumdall aziflunisszgnalduuugilanuduaslasadt
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nsissgnalduuugilanuiuaidaanns

Waunluunil nanaie nasdszgndldunugdasuduasilasnds Tae

dungoutisaanil 2 9 At

1) nsdszgnslduuuglaoinsduasdaandslunssuauniswmun

a3
) nadszgnAlfuuugdanusiuaclaensielunsdifnm
2.1)  nIUANE 1 Ae sansuaiilszgns GoMapGen
22) naflAnm 2 Ae manuailszens JavaPoint
2.3)  nsuAN® 3 Ae gansuailszgns JCalculator
feluurazdan ﬁ@m@uﬁﬂmmma‘ﬂ@zqﬂm"l%uuugﬂmmﬁumﬂmmﬁﬂ
soseluld

5.1. msuszgnaldunusdanuiuaslsandalunssurunisnauiganfaued

AnuULgUANNBAsaansiEns 4 uuugy Usenausiae

1) wuuztnIsueniae AR AR dIuaTaaANAndeya

2) wuuglnsinuueAns e 1

3) wuginisssan iaead

4) wuugUnsiuiunnnisleussuy
aunsninszgna I lunszuauniswmuaansiuag Aanni 5.1 @auil

N22UNBNNTNENUNTANALITITIYL 4 Tunau Usznaudas

1) TURAUAINNABINT
2) TUABUNITRANLLL
3) TURDUNITWENUN

4) TUFAAUNTH A



31

System Hardening
Security Patterns - Assessment
Requirements Requirements
Process Software
So_ﬂware Requirements
Requirements e
Specification
]

I System Hardening

. J Assessment
( Design Process }—> Specification
Software Detailed
y

Design
T

System Hardening
Assessment
Implementation Module

Process Setup Help Software
(Application)
]

L

v

Installation
Process

NN 5.1 waunnAanssuaednistlszene uuuglacndialaandely

N3ZUIUNIFNNUNTDNALIT

5.1.1. AURAUAINABING

> 3 Y L . 4 o
dunauil iuntsiesuuzlennduasdaensdeic 4 wuugd sailuaany
AA4N17A11ANNN LAY Aa ARl HE2 189N 1912 i UA T A LA LWR91D995 UL WU S R FY
gansuailavens unansNiuaANfiesn sdminnauaw aesgensuilssyns tne

sanilursazidaadanivuaniusiasnisuasaansing

5.1.2. AUABUNITAANLLL

o’/’ d’j | o a P4 o 4 g o‘d‘ %

dumand Hlunisinennsavidsaieiuuaninusiainissenauinlsann
:; k4 o dl ) A o ! !
dupauANfiainisuiiniseenuuuszuy e il lunsiaunscuusald Tneludou
2129N71971U 32 NUAMNTUAILABAETRITTUL ATHITIUNHUNNRALALAG WNBATNARNE
wazuNunwaIsUaeuLLgl A Nsuaslaeade i 14 lunseanuuusniuiunisesnuL
danAuaflszendls  FearnisnaanuuuLaunInAaaludruaeInIlssiiuANNNLAY

1aaARI899L UL FININT 5.2



Class Diagram aavsyuu System Hardening Assessment

System

—f- CommandFactory

;) CommandBase

] CommandResult

+command: CommandFactory

-mac: UseMacCommand
-firewall: EnableFirewallCommand
-log: KeeplLogMsgCommand

-memory. ExecutionRestricionCommand

+result: CommandResult

+getCommand(id- Int) ActionResult

+execute() ActionResult

+getMsg() Stnng
+setMsg(id: String): void
+isStaus(): boolean

+setStaus(id: boolean): void

ExecutionRestrictionCommand

UseMacCommand

EnableFirewallCommand

1
KeeplLogMsgCommand

+result: CommandResult

+result: CommandResult

+result: CommandResult

+result: CommandResult

+execute(): ActionResult

+execute(): ActionResult

+execute(): ActionResult

+execute(): ActionResult

ﬂ’]Wﬁ 5.2 NN9RANULLLNUNTNAANA LI U189N19Usellua T aLAUTNT a9 UL

ce
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dl S| ° dl % 1 |
AINAINN 5.2 1Hun1910 LLNuﬂ’]Wﬂ@’]’&‘VIVLﬂ@’]ﬂLLmﬂzLLUUqﬁJ‘ﬂN'\‘ﬂ‘ﬂﬂLL‘LI‘LIL‘]J‘L&

urunInAad ludauansnistssiliuanfainuiisaasssuy Inapana System anldiAndalu

I 1
%

NN9A9IAALENFALAUTNTAIILLL HIUNSARTE CommandFactory  laaiAndanldlunns
ATaARLENSALAUTNTadTELIL UsenauBaAAnds 1un Adalunisasagaunisdninnis
tszsnann Adalunnsnmageunisld MAC Ardslunisnaasauniaieannnsldaing
2004 uazAdlLNIRTIREaLN A LTURNNN 1wz 9rand CommandFactory A
BanldAdelunisniiadanansalauiienedsyuy #1uN19AANE CommandBase i
1sznaufng Aana ExecutionRestrictionCommand AR14 UseMacCommand ARA
EnableFirewallCommand wazaand KeeplLogMsgCommand v%qﬁ”mmﬁmmmmﬁwﬁ@m

N13AFIRADUENTAMUTIIBITZULRIUNIGARIE CommandResult
5.1.3. UUABUNITNRIU

dupauil un1sinerseazidaanisaenuuuszuuf lfannduneunng
aanuuuNIwIW Ineludouesnisdsziiuanissiuaslasnsitassssuuainisatiiuuugy
ol/ o dl % o @ a e QI dl v
AusiuAstlaeaden i iuluganislssfiuan fanuiiaaesszuy duansuiinag
nstlsziduanianuiivaesszunls Aannd 5.3 Mstaunsogaeialaanesiuganislsziiiv

mﬁfmLmuﬁwmizuﬂmummmmﬂ N

ISEL Security Research

System Checked

Execution Restriction & Active

MAC W Active
Firewall @« Active
Log w7 Active

Flease Click on Task name for information.

‘ Retry || Mext ‘

AW 5.3 BNAan19U R UaSALALTINUR9TE UL
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AnAnd 5.3 Wuntinaanisdsiiuanfamuieresszuy tnaninig
tsziiuansainuiialudnsiisaacng luwn n1sandmnislszanaca (Execution Restriction)
wuA (MAC)  IW5ead (Firewall)  waziiunnnsldau (Log) Teluumazansaiauila az
wanananissziiily In1sliauadamuiis (Active) visa lifinnsldanuaniawnuila (Not

4 - c e o 2 . A au .
Active) Tsannni 5.3 aziiudn iunepinisuna Winansd dnslisvansamuiion

(%

210!

Lﬁ@ﬁf]LmugﬂmwﬁumﬂmmﬁﬂmﬁmmLﬂuiu@@miﬂmﬁuaﬁmLmuﬁa
PR9ITTULILAD mm‘fuﬁﬂmﬁmmﬁi@Lﬂuim@@mﬁmﬁgjwmeﬁ@wmﬁ (Setup Help Software)
L‘ﬁ‘ﬂ@::ﬂ’mﬁi@ﬂ’]?ﬁﬂﬂl%\‘i’]uﬁ/‘l_leﬁﬂwrﬁLL"JﬁFﬂ?zﬂqﬂlﬂrCl:ﬂf;lL?‘}Jﬂu@ﬂ?ﬁﬂmﬂuﬂ’]ﬁ'}uim@l@ﬂﬁi
Ustiiuansaauilanedssuy wazaansiLaflszens (jar) Waaiaflusenfun o waanis

1 1 ¥ v
FAGa (jar) AININT 5.4 WAZAIND 5.5 ﬁqﬁmmm@mm?ﬂ&ﬂumﬁquim@@maﬂimﬁum%

QI % o g [ %
Ttz uLdiniuTendwalszenala lunianuan

Security Assessment Software
Patterns Module Application (.jar)
\ 4
Script
v
Setup Help
Software (jar)

AW 5.4 TURRUNNTA9TaN AL SN IUARNITRA Y
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System Application Developer

Copy software application
source code into folder
pgSource

Specific software
application name (jar) in
script
ISEL Generate.bat

(run ISE L_Generate.bat)

¥

Generate output (Setup
Help Software.jar)
<

AN 5.5 LNUNINNANTINIBINIZLAUNTAS e taN s ST WMABNIRAAR

ANNAINT 5.5 lunirairsaanduadiasaanisfinss Ineinaasdlanaag

1
o ¥

fansuaflszgnindaanislianeldlu awmes pgSource  wazseyTasanfuaiilscyns
(jan  lulnd ISEL_Generate.bat  anniiusuINg ISEL_Generate.bat  asliuaansiily

ganFua it aeni1sAnRa (Setup Help Software.jar)

51.4. AUABUNITAAANT

n’/l d’l | o g o 1 A a o’/J dl 1% ://
UURNBUL Lﬂuﬂ’]iu’WL'ﬂ’lsﬁ@WﬁlLL')iﬁ’]HL‘M'Z\]@ﬂ’]ﬁ‘lﬁ]QMQV]VLWW’W]‘IJHM@L!T]’]?

o o a a o d‘ & g o‘all % =K o I o
Wrﬁummmmimmmmum:uuﬂgu finngne e Tnere WAL SRR IUNNTUAZLIENN

1 1 v !
nstsziiiupnnduaslaeaiaressruuneunasAnfaenfwaitlszynsisall danng 5.6



36

System System Administrator

run Setup Help
Software. jar

A

assessment

I all active ) some inactive

[Continue installation]

[Cancell installation]

install hardening

install application
finish application

NN 5.6 WNUAIWAANIINTBNNIZ U RARGITaNE LI T sz ns

v
o

ANANN 5.6  un1siugenswafiaawmannigansa (Setup  Help
Softwarejar)  aNiu TaNALIFAzNINTUsTINRANNT WAL AR B TR9TE UL OKHANTS

I v 1 1 v
Uszifiuanianutions 4 fansyylilusuuglaonusiunslaeadaeg luaniuzueannisuun

2
a o

Aazidingnismnssaansiuailsyenssallinadniudd winnduisdaeluaniuzlduann

[~

fiflugantiareiiinisiasldeudiazinedngs Tnaazaniannisinsesansuwailseynsd

q u

waanaullinafamuiianau visaazansgsansduaiszynssaly Tneldanladn szuud

d‘ d‘ qI/ o A 1
ANNNLALN LUTRIA NN RAYL A @ﬂﬂﬁﬁ‘@i&l
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5.2. nsalAnen 1 dawswFilszana GoMapGen

52.1. ansnzdanfwailszans GoMapGen

1
=

fanfuaflszandnldlunstiiAnen 1 Aa GoMapGen  @sgniiauilng

'
A o o

Fabio Ferronato [23] Inaiflumansiuaiilszgnindansaiznisiieuiludaainsunuinngia

(Google Map Generator) AINIWA 5.7

Input data parameters

GPX tracking file

|C:\F'r0gram Files\gomapgen'example\ravel.gpx

Image directory

|C:\F'r0gram Files\gomapgen\exampletravel_images

Adjustimage time to gps time

v . | ;
[ browge torphoto of gps time... enlarge/show image

File time:

2551-06-20 22.57:26

Type here time that you see in photo of the gps clock:

[5510620225726 . |

Image seconds delay to exact time
o]

Image hours delay to exact time

e

Output data parameters

HTML output file

|C:\F'r0gram Files\gomapgeniinstall_and_readme.html

browse...

Generate Google Map

N 5.7 ganFuafilazensd GoMapGen

52.2. amwwinsaannislssanaldluaanisdssiduaniainuiiauasseuy

nuganmAwlsilszana GoMapGen

fuupan nwndann lilunisdseyndliuganissziiivanfanuiisnns

sruuiumensuasUszans GoMapGen 16 At611919% 5.1
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anfaun3 . @iy 1.5 GHz ¥isaANT

. MIBAINAN 1 GB 13aANIN

. WuRAATINe 7.5 OB viseuAnne
FANALIT « VMWare Player

« Red Hat Enterprise Linux 6.1

o Java runtime 1.6 updated 30
NTEUANEN « GoMapGen — Google Map Generator

5.2.3. nswaganAwlslszana GoMapGen

A nuuugdanduaslanndeie 4 suugd Wawnduluganisdseiiiu

A15ALAUTITRITE UL ANiudauaAsLs lunissanluganistssiiivaninnuiisnesyuudin

AugansAuaflszens gmapg.jar

Map.jar A9N1NA 5.8

4 Security .| Assessment mapa.iar
Patterns = Module gmapg.J
Script
ISEL-Setup-
Map.jar

1 v 4
A 5.8 TuReuNITaT TN ST Ren1TRARY ISEL-Setup-Map.jar

5.2.4. msanastanAwIFUszana GoMapGen

Waas1luganfuasinawaan1sfngs ISEL-Setup-

UnTanAuasiqe L uaen13RAsY ISEL-Setup-Map.jar NININ1IHAFRIAILILA

s dl A o dl ¥ o a uI/ o o dl
yndinaldeu Aenind 5.9 lagazidnninisdseiliuanuduasdaaaieaasssuy Aan1ng

q
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2 1 v
a o [ = o

5.10 &239NN19LA8N path NHEBINIAAFI AININA 5.11 anuAININ1IRAFTanfuas

4

Uszgns GoMapGen AH path Nszy AINING 5.12 gannaiilunisaiadunisinsiazla

q

fanFwaf1lseanst GoMapGen — Google Map Generator AN 5.13

root@rhel6:/apps/20120331/0utput

File Edit View Search Terminal Help

[root@rhel6 Output]# java -jar ISEL-Setup-Map.jar

2012-03-22 16:29:35,721 INFO LogUtils:57 - Logging initialized.

2012-03-22 16:29:36,821 INFO LogUtils:21 - ExecutionRestrictionCommand

2012-03-22 16:29:36,828 INFO LogUtils:41 - Logging initialized.

2012-03-22 16:29:36,830 INFO LogUtils:25 - cat /proc/sys/kernel/exec-shield

2012-83-22 16:29:36,911 INFO LogUtils:27 - 1

2012-03-22 16:29:37,275 INFO LogUtils:21 - UseMacCommand

2012-83-22 16:29:37,275 INFO LogUtils:25 - cat /selinux/enforce

2012-03-22 16:29:37,423 INFO LogUtils:27 - 1

2012-03-22 16:29:37,726 INFO LogUtils:21 - EnableFirewallCommand

2012-03-22 16:29:37,726 INFO LogUtils:25 - service iptables status

2012-03-22 16:29:38,878 INFO LogUtils:27 - Table: filterChain INPUT (policy ACCEPT)num target prot opt source
destination 1 ACCEPT all -- 0.0.0.8/0 0.0.0.0/8 state RELATED,ESTABLISHED

2 ACCEPT icmp -- 0.0.0.8/0 0.0.0.0/8 3 ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

4 ACCEPT tecp -- 0.0.8.0/0 0.0.0.0/8 state NEW tcp dpt:21 5 ACCEPT tep --
0.0.0.0/0 0.0.0.0/0 state MEW tcp dpt:22 6 REJECT all -- 0.0.0.0/0 0.0.0.0/0

reject-with icmp-host-prohibited Chain FORWARD (policy ACCEPT)num target prot opt source dest!

ination 1 REJECT all -- 0.0.0.0/0 0.8.0.0/8 reject-with icmp-host-prohibited Chain

OUTPUT (policy ACCEPT)num target prot opt source destination

2012-83-22 16:29:38,381 INFO LogUtils:22 - KeepLogMsgCommand

2012-03-22 16:29:38,479 INFO LogUtils:26 - service rsyslog status

2012-03-22 16:29:38,609 INFO LogUtils:28 - rsyslogd (pid 2419) is running...

2012-03-22 16:29:39,686 INFO LogUtils:31 - pathDefailt:/usr/local/map

2012-03-22 16:30:29,825 INFO LogUtils:184 - /apps/20128331/0utput

2012-83-22 16:30:29,826 INFO LogUtils:186 - Destination:/usr/local/map

2012-03-22 16:30:29,831 INFO LogUtils:84 - Copy from :jar:file:/apps/20120331/0utput/ISEL-Setup-Map.jar!/pgSource

2012-83-22 16:30:29,832 INFO LogUtils:95 - Copy to :/usr/local/map

2012-03-22 16:30:31,51@ INFO LogUtils:253 - install path:/usr/local/map

2012-03-22 16:30:31,511 INFO LogUtils:27 - LaunchCommand

2012-03-22 16:30:31,512 INFO LogUtils:50 - [java, -jar, /usr/local/map/gmapg.jar] E

2012-03-22 16:30:31,514 INFO LogUtils:255 - Launch Result:true
[root@rhelé output]# [

%
o

A 5.9 nsfuge AL aawaen13RneY ISEL-Setup-Map.jar

ISEL Security Research

System Checked

Execution Restriction & Active

MAC @ Active
Firewall 7 Active
Log @ Active

Flease Click on Task name for information.

‘ Retry H Mext |

-dl o rdl ¥ a oI/ o
NN 5.10 mmwwimmnm?ﬂﬁ‘zmummuumﬂa@mnmmﬁ‘zuu



ISEL Security Research - O x
G

Misuse - Driven Systom Hardening Assessment

Setup will install into the following folder.

To continue, Click Next. If you would like to select a different folder, click Browse.

Jusrflocal/map | Erowse

‘ Back H Mext ‘

4

NI 5.11 N91@eN path NFaINsRARanALaSsve NS GoMapGen

map

File Edit View Places Help

- -

doc example gmapg.bat
— <100C REM
=HTML
A B Ex
=META
griapg.jar install_and readme. run_example.bat
html
&/
£ usr
£ local

£ map | items, Free space: 1.3 GB

N 5.12 nsRaassensiuadtlsvens GoMapGen fnw path Nazy1s

40
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[~ GoMapGen - Google Map ceneeo I o)

Input data parameters

GPX tracking file
u |

Image directory

Adjust image time to gps time

browse to photo of gps time... | | enlarge/show image |

File time:

File does not exit

Type here time that you see in photo of the gps clock:

| Not a valid time typed

Image seconds delay to exact time

Image hours delay to exact time

I

Output data parameters

HTML output file

Generate Google Map

i 5.13 nsldeumensuaiiseans GoMapGen — Google Map Generator

53. nsalAne 2 dawsuaFilszanea JCalculator

53.1. anwzdanfwadlszana JCalculator

fandwaFlszenanldlunsiAnuny 2 Aa JCalculator  @egniENWI A

a

L [ %

Adrian B. [24] Tnanflusansduafilscynanaansmuenisineuiiluesesdniat G9a1u19n

AT TF UADY 1ATFIUAL UATIATFIURLUN AININT 5.14
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1=

JCalculator 0.9.5

indow Tools Help

< Result =

|—2.?049 15782032179

< Input =

|sin|:3 E0+tan(360i+ cos(s ESOb

() Binary A B ( ¢ | ) - m | x
® Decimal D E F C | CE | A X2 || xE
() Hexa 1 |2 3 [ | |/ |[x'] |mod|sin
4 5 G | + - W cos | tan
7 |_E__L_‘9_ I b+ log | In
o e e ] [
Auto Correction: Off Error Checking: Off Bracket Syntax )

53.2. anmwwindannislszanaldiunanislssiduaniainuiienasseuy

NN 5.14 sansiwaiiszeans JCalculator 0.9.5

ﬁ’u‘nﬂﬂﬁu’a%ﬂixqﬂﬁ JCalculator

nuaanInuandend lilunisdseyn i luganisUszifivanininuienes

sruufiugenswafszans JCalculator 1 AIA19199 5.2

F1979% 5.2 annwwandennisusvens lnugesuailseens JCalculator

GREETTEH . @i 1.5 GHz ¥iseRANI

. MdagANNSen 1 GB vigenndn

. NufiRaidng 7.5 GB siseNNNd
ganpi0g «  VMWare Player

Red Hat Enterprise Linux 6.1
Java runtime 1.6 updated 30

=8
NIDIANEN .

JCalculator 0.9.5
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53.3. nswawganawaslszana JCalculator

1 4
A nuuugdadndumslaendeie 4 wuugd Wawnduluganisdssiiiu

AFALAUTNT89TE LY A niasuamsldlunissanluganislssiduanininutisresssiudin

[l 4
Augansuwafilszens JCalculatorjar ineai1ailugeduadtdaaiaanisfinm ISEL-Setup-

JCalculator.jar AININH 5.15

Assessment JCalculator.jar

4 Security
Module

Patterns

A 4

Script

l

ISEL-Setup-
JCalculator.jar

A 5.15 dumeunisasetansiaftaaanishnfs ISEL-Setup-JCalculator.jar

5.3.4. nmshanstanmAwlsilszana JCalculator

v v
Wnmensiafiiewaeni1sAnse ISEL-Setup-JCalculator.jar N1MNNN3HARS

asuuayNdine iU idwReaaiunisinfssanfuaiilszens GoMapGen Tudunan 5.2.4

54. nsolAne 3 dansduadilszana JavaPoint

54.1. anwuzdanfuafilszans JavaPoint
fanFuFlszgnanldlunstidnei 3 As

Flanigan [25] Insnflugansfuadilseandnddanuuznisineuadig Microsoft  Office

JavaPoint aagnWawnlag Kyle

PowerPoint AN 5.16
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~

HE D -« o 75°% v E|E|E|= = B 2z o |=|=|w
JavaPoint
Description:

100% portable java application. Designed to work like
Microsoft (c) PowerPoint or OppenCffice Impress, but the
program itself as well as the presentation is distributed as a
single jar.

Java Peint Web Site »

Features:

*Portable

«Create and display presentations

+Open source

*Skinnable

Pure Java

Lightweight

Basicshapes [ (O \ \ @ E _-_?-;:___ X _{;_- v |

aentvesenzo .

File Edit Font Object Slide Slide Show Help

Preset Slides

NN 5.16 saswasilseans JavaPoint Version 376

54.2. danwwandanmsdssanaldluaanislsziivanianuiarasssuy

> o 4 o .
nutanAwzilsseana JavaPoint

o b % dl A A a % QI
Anupan nuandenn i lunisdszansldluganislssidiuaininuiaes

svuuiumensduilszens JavaPoint 1§ Atpn91971 5.3

;13199 5.3 annwandennislseand liusensuailsvens JavaPoint

anfauad . @Wg 1.5 GHz ¥i0ANIN
. MdagANNeN 1 GB Yigenndn
dly al'a &1 A !
. NuNRariing 7.5 GB vi3aN1NNIN
FANGFLIT « VMWare Player

Red Hat Enterprise Linux 6.1

Java runtime 1.6 updated 30

= ]
NIANEN

JavaPoint Version 376
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5.4.3. nswawganawFlszanea JavaPoint

A nuuugdadndumslaendeie 4 wuugd Wawnduluganisdssiiiu
AFALAUTNT89TE LY A niasuamsldlunissanluganislssiduanininutisresssiudin
Augansuafiseyns JavaPointjar  iaasnailuaanduadtoumaanisfingia ISEL-Setup-

JavaPoint.jar AANINA 5.17

4 Security .| Assessment JavaPoint.iar
Patterns “ Module ]

Script

l

ISEL-Setup-
JavaPoint jar

AW 5.17 nnsasnatenAuaitqeiaenisfinga ISEL-Setup-JavaPoint jar

5.4.4. msanastanAwIFUszanA JavaPoint

v v

ngansuaitauwannisfinfa ISEL-Setup- JavaPoint.jar NM9NN13RARIAS

uuaynd e U iduhgaiunisiasssaniuaflszensd GoMapGen ludunau 5.2.4

4 4, s o a y :
naaunluunn 5 U flunisnatenisdsrgndliuuuglaiiniiuag
daandenlfifudaetelunisinlifeuass natdauenisdssgndldludunausiig 109

N72UIUNINUNEAN T WAF TIaAINanTIuNIN AT ULAAZTUADUABINTLUIWNITW LN

v v
& o o

ANl §9Aduna LA TUnauANEaINIg TUARUNNTAANLLL TUAWNITWAUI LAY
n’/j a 09// v :; % a o a K ai// = % 1 & I's
TUAAUNITAAFAT WTBNTIN1TU s NA LTI UATIAUNIUAN YA NN TTY 18uA wansuas
1seensl GoMapGen @asilaflsvens JCalculator waztanmuaiilszens JavaPoint @91

Tuundalyl aziflun1megauuazanilsananisias
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2) anUsguaniIag

FalunAardau Nauavidenradn1InadauLazanilsnananisiae

asia T
6.1. MINAFALNITYININUIAIlNganITUssIIUENTALAUNITRITILY

n191sziuANAUAYL AR A 81999 LU IUTUAR RN TAARIAINITON VLA
Reulanistlsziiuanianuiivaesszuy tneldnnantif Exec Shield SELinux iptables uaz

rsyslog lun1sinnisnegevulfran1snan 6.1

A9 6.1 N1INUANAU NIV AFALEITAAUTNURITLLIL

nacl nsfinsa nsilansldanu

Exec | SELinux | iptables | rsyslog Exec SELinux | iptables | rsyslog
Shield Shield

1 X X X X X X X X

2 / / / / X X X X

3 / / / / X / / /

4 / / / / / X / /

5 / / / / / / X /

6 / / / / / / / X

7 / / / / / / / /

v
o

Tnel / nunede Annsiasa izenisdlanisldeuanfamuialuszuy way X

=X 1l a :xj A S a A g QI
NHIEDON PLNNﬂWﬁ‘ﬁlﬂﬁN Mﬁ"ﬂiﬂﬂﬂ’]ﬁiﬂ Al RENSALAUTEe Tz U
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anHeuleafanuiiaradszunlunisei 6.1 a1n904a319NguNNIMAAEL

v
o

16 3 gluun Al

1) JULUILT 1 - N3t 1 Ae szunlaiinn9fnGS Exec Shield SELinux
iptables A% rsyslog  TIUAAIANINLIARBNATIURITZUL FININT 6.1 WATWAAINANIT

szl Not Active nsia AININN 6.2

| B Terminal = (=] €3
File Edit View Terminal Help

oracle@solaris:~§ A

oracle@solaris:~$ cat /proc/sys/kernel/exec-shield ™

cat: /proc/sys/kernel/exec-shield: No such file or directory

oracle@solaris:~$ cat /selinux/enforce

cat: sselinux/enforce: Mo such file or directory

oracle@solaris:~% service iptables status

bash: service: command not found

oracle@solaris:~% service rsyslog status

bash: service: command not found

oracle@solaris:~§ I,
v

A 6.1 aNINLIARENATIRdTTLLN IHEN19RARAY Exec Shield SELinux iptables bag

rsyslog

System Checked

Execution Restriction 3 Mot Active
MAC € Not Active
Firewall €3 Not Active
Log €3 Not Active

Cannot run program “cat™ CreateProcess error=2, The syster =~

A 6.2 wan1stlsziiinszuunldinnsfasa Exec Shield SELinux iptables Wa rsyslog



2) JULULT 2 - NIUN 2 Ad SzULANNIAAGY Exec  Shield SELinux
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iptables uaz rsyslog wildiTlalde1u TaUARIANINUIARENATITBITEUL AININT 6.3 LAY

wansnanslazidilu Not Active MNsia AININA 6.4

root : bash
File Edit View 5Scrollback Bookmarks 5Settings

running

syslog status

[root@rhel6 ~]# cat /proc/sys/kernel/exec-shield

|& root : bash

A 6.3 ANNKIARBNATNTBITLULNNNTAMAY Exec Shield SELinux iptables Wag

rsyslog Wi buiTla 1%

ISEL Security Research

Misuse - Driven System Hardening Assessment

System Checked

Execution Restriction @ Mot Active

MAC €3 Not Active
Firewall €3 Not Active
Log &3 Not Active

Flease Click on Task name for information.

| Retry H MNext ‘

A 6.4 wan13tlszilinszuuninnsRARe Exec Shield SELinux iptables WA rsyslog Whl

Ti3le 14911
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dmFuszuule NNN19AARAI Exec Shield SELinux iptables WAz rsyslog

we ld Tl 1% 9w wanistssiiumnuiueslaandtaadssuy azkanaALili Not Active T
azfNl@an191%9U wazuansAnilu Active Tunsazfanitianis1danu wazlunsdinna
nstlszilinannuiuaslasasienilu Not Active Tuganistssiliuaniainuilaresssuuayssy

tatloyun wagasnasud latlym lunsazanfanuils assiallil

N30U7N 3 AD TTUUNNIRAGY Exec Shield walditlaldanu san1ni 6.5

ISEL Security Research

Misuse - Driven Systam Hardening Assessment

. ﬁyﬁt‘em Checked

Execution Restriction @ Mot Active

| MAC @« Active
| Firewall @ Active
Log @ Active

Froblem:Execute Restriction not active
Golution: Execute Restriction active by
1. Open your fetc/syectl conf file

2. Add the following lines:
kernel.exec-shield =1

IC

4]

‘ Retry || Mext |

v
(%

NN 6.5 HANNTUILIRUITULNNNNTRAAGY Exec Shield e laitln a1

N30UN 4 Af UURN1IRAGY SELinux wa kil Tln 19911 #9nIni 6.6



ISEL Security Research

System Checked

Execution Restriction &% Active

MAC €3 Not Active
Firewall @ Active
Log W« Active

Froblem:Use MAC is not active
Golution:Use MAC is active by command "echo 1 > fselinu

<] I | [v] |

‘ Retry H Mext ‘

A 6.6 NAN13U T RUIZLLARN19RAAY SELinux el L Tln a1

N3N 5 AR FXUUANNTAAGY iptables wablitlnldanu Asnnd 6.7

ISEL Security Research - O %

Misuse - Briven System Hardening Assessment

L T

[ System Checked

Execution Restriction % Active

MAC @ Active
Firewall €3 Not Active
Log @ Active

Froblem:Firewall is not active
GBolution:Firewall is active by command "senvice iptables st

q] Il [ 1]

v
o

NN 6.7 nan13ssiiussuLNANNsRaR iptables wa witlaldau

NIEUN 6 AB TTULNNTAARS rsyslog whlaliTla ey fan nd 6.8
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ISEL Security Research

System Checked

Execution Restriction %% Active

MAC &« Active
Firewall @« Active
Log €3 Not Active

Froblem:kKeep Log On Message is not active
Golution:Keep Log On Message active by command "senvic

kil ol [ !

A 6.8 Han13LssinszULNANNTAARAS rsyslog wa buiTla 1N
3) gUuuL 3 - 9N 7 Aa sruudnisAafsuazitlaldenu Exec
Shield SELinux iptables a2 rsyslog TILAPIANINLIARENATIVBITLUL AININA 6.9 WA

wansnanisilszidiuily Active nsia AININ 6.10

root : bash

Chain OUTPUT {
num t Ot 5 destination

|| root : bash

%

AN 6.9 ANTNLIAFANAIURITLULNNNIRARAILAZITIA 1% Exec Shield SELinux

iptables LAY rsyslog
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ISEL Security Research

System Checked

Execution Restriction %% Active

MAC W Active
Firewall W« Active
Log W« Active

Checked Completed.

| Retry || Mext ‘

AR 6.10 annssziiinszuunanisfasanaziila1ba1u Exec Shield SELinux iptables

WA rsyslog
6.2. aniusrananisias

Tunuddailininimaasuluganislssiduanianuilenasssuunwmun

danuuugtmaNsiuasiaansi Tneld Exec Shield SELinux iptables WA rsyslog Ineina
= = a dl % a o AI o
nisifFauiaunanisdsziiuntiannluganisdsviiuaSaauiresscuuiy
ANINLIARBNATI NNTAARAIWAZLLIA 149114 Exec Shield SELinux iptables Waz rsyslog 184
seuy A lfnanseiuiizeld fanansnnReulanimeasy 7 n3tl uazarnnsnagiluanis
naaauiilv 3 guluny 15
N i a o ) \ .

1) neseuulafinnsfimsa Exec Shield SELinux iptables  Laz
rsyslog Han1lsziNuANRAYLaeAiBa899 UL azlansALili Not Active

2) NTENTTUUANNIAARY Exec Shield SELinux iptables WAL rsyslog
wi ldiflaldeu wanisissiumnuduastlanniareaszuy azuansAiilu Not Active

3) nsensruLNnIRnfanaziilalean Exec Shield SELinux iptables

WAy rsyslog Nan1stsziiuaudumstlanniaaadssuy azuansaiili Active

Tunsvinnsmagaulsnaasuuuaynd Uszinm Redhat a9dAMaNtF99

A15ALAUTNATLING 4 szinn 18un Exec Shield SELinux iptables Wag rsyslog wsiluaynd
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Us1nM8Y 1MW UBUntu CentOS uaz Solaris tlufiu anaazfiaseaennlunisAnmsifunsidn
ayndilszinmiug amnsoAsdsuazitlaliauanianuils Exec Shield SELinux iptables

P | = - 1= e - = o
uaz rsyslog Wl mazluaunduisdszinnenaaslifinmuantifivesaninnuiiaungsn

15

= 1 dl d” | 1 =2 a a o A
Ananaunluuny 6 4 ifunisnatnenimedasuazanliananiiag nli

D

v
%

Tu@amiﬂimﬁum%muﬁwmizuu ‘Emﬂinmuammmmuqmmuﬁﬁm%mLmuﬁqm 4
1lszinn 18w Exec Shield SELinux iptables WAz rsyslog %ai%mmuuuﬁgﬂsﬁﬂi:mw
RedHat  uaziReuilaunanislssifiufiuganinusadenaieraanisansauazlnlay
Exec Shield SELinux iptables uag rsysiog #esszuy douluumdnall aziflunisasl
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1) frAdsTun9aanusiazn1slau
public class CommandFactory {
public static Command getCommand(int command) {
if(command==1){
return new ExecutionRestrictionCommand();
telse if (command==2){
return new UseMacCommand();
telse if (command==3){
return new EnableFirewallCommand();
telse if (command==4){
return new KeepLogMsgCommand();

}

return null;
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2) ﬁ;mmmﬂumiﬂ?uﬁmwmm PUILAIINAT
public class ExecutionRestrictionCommand extends CommandBase {
public CommandResult execute() {
CommandResult commandResult = new CommandResult();
System.out.printin("ExecutionRestrictionCommand");
String result = null;
try {
result = run(CommandConstant. EXECUTION_RESTRICTIONACTIVE);
System.out.printin(result);

} catch (Exception e) {

commandResult.setStatus(false);
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commandResult.setMsg(e.getMessage());
return commandResult;
}
if (result.equalslgnoreCase("0")) {
commandResult.setStatus(false);
commandResult.setMsg(MessageConstant. EXECUTION_RESTRICTION_NOT_ACTIVE_
DESC):
} else {
commandResult.setStatus(true);

commandResult.setMsg(MessageConstant. EXECUTION_RESTRICTION_ACTIVE_DESC)

}

return commandResult;

3) ﬁ;mﬁﬁﬂumiﬂiuﬁmwmm N1IALANNITEN D
public class UseMacCommand extends CommandBase {
@Override
public CommandResult execute() {
CommandResult commandResult = new CommandResult();
System.out.printin("UseMacCommand");
String result = null;
try {
result = run(CommandConstant. USEMAC);
System.out.printin(result);
} catch (Exception e) {
commandResult.setStatus(false);

commandResult.setMsg(e.getMessage());

return commandResult;
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}
if (result.equalsignoreCase("0")) {
commandResult.setStatus(false);
commandResult.setMsg(MessageConstant. USEMAC_NOT_ACTIVE_DESC);
}else {
commandResult.setStatus(true);
commandResult.setMsg(MessageConstant. USEMAC_ACTIVE_DESC);
}

return commandResult;

4) ﬂ;mﬁﬁzﬁ'”ﬂum@ﬂmﬁmzumm e
public class EnableFirewallCommand extends CommandBase {
@Override
public CommandResult execute() {
CommandResult commandResult = new CommandResult();
System.out.printin("EnableFirewallCommand");
String result = null;
try {
result = run(CommandConstant. ENABLE_FIREWALL);
System.out.printin(result);
} catch (Exception e) {
commandResult.setStatus(false);
commandResult.setMsg(e.getMessage());
return commandResult;
}
if (result.equalslgnoreCase("iptables: Firewall is not running.")) {
commandResult.setStatus(false);

commandResult.setMsg(MessageConstant. ENABLE_FIREWALL_NOT_ACTIVE_DESC);
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} else {
commandResult.setStatus(true);
commandResult.setMsg(MessageConstant. ENABLE_FIREWALL_ACTIVE_DESC);
}

return commandResult;
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public class KeepLogMsgCommand extends CommandBase {
@Override
public CommandResult execute() {
CommandResult commandResult = new CommandResult();
System.out.printin("KeepLogMsgCommand");
String result = null;
try {
result = run(CommandConstant. KEEP_LOG_MESSAGE);
System.out.printin(result);
} catch (Exception e) {
commandResult.setStatus(false);
commandResult.setMsg(e.getMessage());
return commandResult;
}
if (result.equalslgnoreCase("rsyslogd is stopped")) {
commandResult.setStatus(false);
commandResult.setMsg(MessageConstant. KEEP_ON_MESSAGE_NOT_ACTIVE_DESC);
}else {
commandResult.setStatus(true);

commandResult.setMsg(MessageConstant. KEEP_ON_MESSAGE_ACTIVE_DESC);
}
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return commandResult;

1
[ o
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public class CommandResult {
private boolean status;
private String msg;

public String getMsg() {

return msg;

public void setMsg(String msg) {

this.msg = msg;

public boolean isStatus() {

return status;

public void setStatus(boolean status) {

this.status = status;
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REM **xxsssnnnnsGart Satting s sreossss
set APP_PATH_DEFAULT_FIND=APP_PATH_DEFAULT

set APP_LAUNCH_FIND=APP_LAUNCH

REM define default program destination path

set APP_PATH_DEFAULT_VALUE=/usr/local/calculator

REM define program source execute file

set APP_LAUNCH_VALUE=jCalculator.jar

REM define program source path

set PROGRAM_SRC=pgSource_win_jar

REM define output name

set OUTPUT_NAME=ISEL-Setup-Calculator

REM **ssssssssnnEnd] Satting***  rmnmnss

del Output\*.* /S /Q

cd ISEL-Template

rd pgSource /S /Q

mkdir pgSource

cd ..

copy \properties\template-application.properties \ISEL-Template\application.properties
strfind -r -y %APP_PATH_DEFAULT_FIND% %APP_PATH_DEFAULT_VALUE% \ISEL-
Template\application.properties

strfind -r -y %APP_LAUNCH_FIND% %APP_LAUNCH_VALUE% \ISEL-
Template\application.properties

xcopy /S Y %PROGRAM_SRC% ISEL-Template\pgSource

cd ISEL-Template

zip.exe -r ../Output/%OUTPUT_NAME%.jar *

rd pgSource /S /Q

mkdir pgSource
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