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A0NNLUYNEN

UNIX SECURITY CHECKING PROGRAM

1 - User Directory

2 — System Files and Directories
3 - Networking

4 - Miscellanous

5 - Quit

<< ENTER MENU NUMBER OR USE ARROW KEY »>>»

28NMATIFBUAINIIUA I8 IHE

USER SECURITY CHECKING

—
|

Check improper search path

2 — Check for improper permission

3 - Check for possible trojan horse
4 - Return to Main Menu

D = Uit

<< ENTER MENU NUMBER OR USE ARROW KEY »>>

33



DNINATIVFOUAINNNUAIVDITEUY

FILEAAND_DIRECTORY SECURITY CHECKING

—
|

Check important file format

N
|

Chebk system direcfory

3 - Check system files

4 - Check invalid device files
5 - Return to Méin Menu

6 - Quit | |

<< ENTER MENU NUMBER OR USE ARROW KEY »

ADNINATIVFDUAINIUAIVDIL AT BYY

NETWORK SECURITY CHECKING

._.
|

Check UUCP security

N
|

Check TCP/IP security

w
|

Return to Main Menu

e
|

Quit

<< ENTER MENU NUMBER OR USE ARROW KEY »»

54
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MISCELLANOUS SECURITY CHECKING

1 - Check mail directory permission

2 — Check command and shell feature

3 - Check intruding in root account
4 - Check machine configuration

5 - Check for invalid SUID and SGID
6 - Return to Main Menu

7 - Quit

<<« ENTER MENU NUMBER OR USE ARROW KEY »>

DANATIVFOUAIINHUAIYDITE Uy UUCP

UUCP SECURITY CHECKING

._.
|

Check important file permission

N
|

Return to Previous Menu
3 - Return to Main Menu

4 < Quit

<« ENTER MENU NUMBER OR USE ARROW KEY »>
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DAIMATAVABUANNIUAIYDY TCP/IP

TCP/IP SECURITY CHECKING

—
|

Check anonymous ftp

2 — Check important file format

3 - Check configuration file
4 - Return to Previous Menu
5 - Return to Main Menu

6 - Quit

<« ENTER MENU NUMBER OR USE ARROW KEY >>

DNMATIVEDUAINIUA INL AL2YBINY SUID

SUID AND SGID SECURITY CHECKING

pes
|

Check SUID and SGID in user directory

2 — Check invalid SUID and SGID in system
3 - Return to Previous Menu

4 - Return to Main Menu

5 = 0uit

<« ENTER MENU NUMBER OR USE ARROW KEY »>>
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f20819015udnINa N TUSUNTY chkpath.sh

WARNING : grl has dangerous search path in .cshrc
WARNING : comp5 has dangerous search path in .profile

WARNING : pichai has dangerous search path in .login

f20019N154dINANTUSUNTY chkuser.sh

Check user's home directory in progress ...

WARNING : User "thong" has .rhosts
WARNING : User "oracle" has writable directory for other
WARNING : User "wichai" has writable directory for other

WARNING : User "atp" has .rhosts
WARNING : User "compl" has writable directory for other

WARNING : User "comp2" has writable directory for other

f280U13N1T4dAINANTUTLNTY trojan.sh

Checking for possible trojan horse in progress ..

WARNING : Possible trojan horse in /usr2/grl/ps
WARNING : Possible trojan horse in /usr2/thong/mks/vi

WARNING : Possible trojan horse in /usr2/woot/ps



f7001901TudAINAINTUTUNTY passwd.sh

Checking permission in /etc/passwd ...
Permission for /etc/passwd 0.k.
Checking for invalid entry in /etc/passwd .

Done

Checking permission in /etc/group ...
Permission for /etc/group 0.k.
Checking for invalid entry in /etc/group ...

Done

Checking permission in /etc/shadow ...
WARNING : invalid permission in /etc/shadow
-r--r--r--

Checking for invalid entry in /etc/shadow ...
WARNING :Account nuucp does not have password
WARNING :Account sync does not have password

WARNING :Account rteew does not have password

Checking /etc/inittab in progress ...

Done
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f7200130170ERINANTUTUNTY checkdir.sh

Check world-writable directory under /bin ...

Check world-writable directory under /etc ...

WARNING :These directory under /etc have wofld—writable mode
/etc/conf/pack.d/xi
/etc/rc0.d

/etc/rc2.d

Check world-writable directory under /usr ...
WARNING :These directory under /usr have world-writable mode
| /usr/adm/1ogbook
/usr/include/sys
/usr/include/net
Jusr/lbin/etc
Jusr/vpix/etc
/usr/oracle/forms/man

/usr/oracle/menu/man

Check world-writable directory under /1lib ...
WARNING :These directory under /lib have world-writable mode
/lib/cftime

/lib/chrclass
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f20079n17udNINEIINTUTUNTY checkfile.sh

Check world-writable files under /bin .

Check world-writable files under /etc ...

WARNING :These files under /etc have world-writable mode
/etc/conf/init.d/si '

Check world-writable files under /usr ...

WARNING :These files under /usr have world-writable mode
Jusr/1ib/INSTALL .USR

/usr/spool/1p/logs/1psched

Check world-writable files under /1lib ...

$12001IN174 a0 INANTUTUNTY uucp.sh

Home directory of uucp account is /usr/lib/uucp
nuucp account has home directory in /usr/spool/uucppublic

Your machine have usrida as uucp users

Checking UUCP related commands in progress ...
Your machine does not have uuencode program
WARNING :/usr/bin/cu has improper owner

WARNING :/usr/bin/uuto has improper owner

Checking /usr/lib/uucp in progress ..

WARNING :Your machine does not have file uudemon.deny
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1001901 TuERINAINTYUTUNSGN tepfile.sh

Checking /etc/hosts file format in progress ...

Checking /etc/hosts.equiv file format in progress ...

WARNING :"+" exist in /etc/hosts.equiv
Checking /etc/services file format in progress ...

Checking /etc/inetd.conf file format in progress ...

WARNING :Shell /bin/ksh is in /etc/inetd.conf as /usr/bin/ksh

‘A2901IN1TRENINAINNTUTUNSY tepehk .sh

Check security in tftp command in progress ...

Your /usr/bin/tftp is 0.k.

Checking sendmail program in progress ...

Trying 12HULALRONFGKORS) UN

Connected to localhost.chula.ac.th

220 chulkn.chula.ac.th Smail 3.1.28 #12 Ready at Mon,3 May 93
11:31 BKK

500 Command unrecognized

250 Debugging level:l

500 Command unrecognized

221 chulkn.chula.ac.th closing connection

connection closed.

If it display message other than "Command unrecognized" |,

replace your sendmail



§29U79N1TudAINaINTUTUNTY chkmail.sh

Checking mail directory in progress ...

Your mail directory is /usr/mail

WARNING :/usr/mail has invalid group name
WARNING :/usr/mail/compl has write permission for other
WARNING :/usr/mail/grl has invalid owner name

WARNING :/usr/mail/pichai has read permission for other

#12001IN1TUENINAINTUTUNTY chkmisc.sh

WARNING :write command has improper permission

Your preserve program is /usr/lib/expreserve

WARNING :/usr/lib/expreserve has improper mode

Checking find command : o.k.
Checking shell command : o.k.
Checking xargs command : o.k.

Checking IFS feature v ok,
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f29019n1TudnIna1nTUsunsy sulog.sh

- WARNING :/usr/adm/sulog has invalid permission mode

Enter user name | who can login'as root : fyta
Enter user name 2 who can login as root : thong

Enter user name 3 who can login as root :

Scanning /usr/adm/sulog for unauthorized user ........

WARNING :"guest" broken to root account 11!

WARNING :"grl" broken to root account !!!I

720871IN1TU AN INAINNTUTUNTY config.sh

Checking format in file /usr/default/su in pfogress
su logging file is /usr/adm/sulog

When use su command , it will not display on console

Checking format in file /etc/default/login ...

Maximum file size is 2048 Mega Byte

user root can login at any terminal

Any user is not required to have password
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f20819017udnINGIINTUTUNTY suidl.sh

Enter directory you want to search : /usr2
Checking SUID and SGID files under /usr2 in progress ...
WARNING :/usr2/guest/badsh is SUID file

WARNING :/usr2/pichai/manx is SGID file

WARNING :/usr2/thong/bin/chkuser is SUID file

12001901 TL N INANNTUSUNTN suid2.sh

Checking for invalid SUID and SGID files in progress ...

WARNING :These are invalid SUID and SGID files
J/usr/1ib/osh
/usr/oracle/bin/oracle0
/usr2/guest/badsh
/usr2/pichai/manx

/usr2/thong/bin/chkuser
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