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TN 3,2

-CCUD |{COURT UPDATE DOCKET X X
CDAP |DISTRICT ATTY ADD PERSON X X
| COAT | DISTRICT ATTY ADD TRANSACT. X X
€oQC | DISTRICT ATTY QUERY CHARGES X X
CDQP |DISTRICT ATTY QUERY PERSON X X
COUC | DISTRICT ATTY UPDATE CHARGES X X
CDUP |DISTRICT ATTY UPDATE PERSON X %
CBLE |PUB. DEF. LIST REFERRALS X X X X X X X X
CFQH |PUB. DEF. QUERY HISTORY %
CIAC |IN-CUSTODY ADD CLUSTODY X X X X
CICT |COMMITMENT DATES CALCULATOR [ X X X X
CILP |IN-CUSTODY POPULATION COUNT | X X XX
CILT |IN-CUSTORY TO BE RELEASED X X XX
CIOC |IN-CUSTODY QUERY COMNMIT XX X X XX X X
| CIUC | IN-CUSTODY UPDATE CUSTODY X X 3
CPAA |PERSON ADD AKA X xxx X
CPAP |PERSON ADD PERSON X X
CPQC |PERSON QUERY CASE X X %X X X X X X
CPQD |PERSON QUERY DETAIL X X X X X X X X
CPQH |PERSON QUERY MISTORY XX X XXX X
CPON |PERSON QUERY NAME X X X X X X X X
CPQS | PERSON QUERY SUMMARY X X X X X X X X
CPSE | PERSON SEAL EVENT x
CPSP | PERSON SEAL PERSON X
HELP |DATA ELEMENT ASSIST X X X %X X X X X
CALO |ADULT PROBATION LIST COURT X X X X X X X X
OUTCOMES (PROSATIONERS)
CBAE |BOOKING ADD ENROUTE X X
CBAW |BOOKING ADD WARRANT ° X X
CBLA [BOOKING LIST BY ARR. AGY. X X X X X X X X
CBLE |BOOKING LIST ENTIRE COUNTY X X X X ¥ X X X
c2P® | BOOKING PRINT PACKET X X X
CBQB |BOOKING QUERY BOOKING X X X X X X X X%
CBQC |BOOKING QUERY CHARGES X XA XXXX XX
CBUB |BOOKING UPCATE BOOKING X X
C2UC |BOOKING UPDATE CHARGES X X
CCAC |COURT ADD COMPLAINT X X
CCLB |SUPERIOR COURT CALENDAR X X % X X X X X
It CCLP |COURT LIST PRISONER X X X X X X X X
CCQC |COURT QUERY CONPLAINT X XX XX XXX
| CCQD {COURT QUERY DOCKET X X X X X X X X
3
3 g |
= & w a
8 3E g
B e 3 3 s
g - s £
= w3 § £ 3
«c = e A H
£:sii525%
4 L] E
m m m aehaa
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L0 v ]
M9 3e3  ITAUERINTT L HANENAT L SULNL 9

MAN NUMBER STCURIT. CODE 160 ATUTHORIZATION BITS
e T
/ Huﬁ““\l
P 1"“h'----__
= ﬁh_"""‘\‘\_- N
—— L - 1
Identification number one bit for each iransaction type.

Such as Social secufity
armbers or Corporate
P r rmnel number
The authorization bite could be cncoded with two bits
b user for cach transackior typg,.ns follomss
00
01 ;
10 = Autl orization to modify rccords but no ca mility,

No permissior

Permission to ycad rccords

henee permist icn granted to read but not write

11 = Permission to rcad and writoc rocords
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v L4
FATA 3.4 AATAINTLUANINAT L1 AEAININAIIN user groups WAL

data groeups
USER
AUTHORIZATION U = User number
TABLE S = Sccunty nuinher

T = Terminal group number

G = User group number

D = Data group nuimber

U, b L\ Gy A = Type of authorization (2 bits) e
u, S2 T, G, Ag = No permission

Ay = Peninission to read record

User  Security Terminal  User
number | number | group | group

Uy 5 s Gy Aj = Permission Lo read and
Uy S Ta Gy } update record
Y % ) Ay = Permission to read, update,
_..._“’.._ Ss i) O create or delete recond
| ——
e
DATA User Data Groups (
AUTHORIZATION | group] Dy | D, | Dy | Dy | D/ 85] 0 | Ds | Dy |[ [Dyee | Dswr | Dson] Dsas| Vet
TABLE G| A | At aaf A | Avtaslar [ A ] A, Ay | Ao | A | AT Ay
Gy | Ag [ Aa L AT A Ao | Asl Ay Ao | As N | N | Ao RS 1A
Gy | Ao Ar Ao A | An [ A [ Ag|Ag| Ay Ao | Ao | An| Ay| Ap
2 [ T
Ge | Ao | M| A&y Ay ] A Ag | As ] Ag | As Ao | Aa | A | Az | Ay
Gy | Ao | Aa] A L/K | Ao [ Ao | A0 | Aa | Ao Ao | Ay AT A | A,
G, | An| Ay| A, — =
e 1}
Alternative Layout User
group Data groups and authorizations
DATA G [ DAy | DyAy | DyyAg | Dy Ay] DyoeA, Dioi A1 Af D5, Ayl A, ”uv"\:]”wnﬁ] :

AUTHORIZATION | Gy | DyA, | DsA, [ DA, |DyoA, Dy, A, Dz Ay D309 Ay DseuAsiDigeAs

TABLE G, [0uAs | iy
Gy | DyA, Dy Ay f DAy | DhaA [DyyeAs|DagoA,
Gs | DA | DGAG | DigAs 05,4 [D5 A [Dyy, A, Duni\tilhnn"\alunuJ\.Il‘nyl'\nllhnnl’\:]
g, | _D! Az 051" v DeAy LA,
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ﬁ“’lﬂﬂﬂl’lﬂ'ﬂ.ﬁmfﬁﬂ‘ﬂﬂﬁﬂimm T ( gystem facility ) nauawn
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() v F-%vd - ! n:; e
glinge920yalnealm s uinT wnTane = iifingu  Iuany
drzinn o
v P w

d - -
N, TAUNNTACIVBYANLIIMNT T (Transaction log)

v oA

= - 1 . .
7. TIUBTLBUATDINITINUZCIUNLIZEYA (File action log)

- = ~ :5 = = m!d
A, MTUUNNTIUNTANTAT ZVINLNAN T UAWANANULANDT 2 Uy

ALY ADAAY

v v v v

| 74
Jd. AT ﬁﬂﬁﬂ"ﬁﬂ INTNT 'ﬁllﬂ1‘i’1ll¥\!ﬁﬁﬁlﬁiﬂq ﬂgﬂﬂﬂﬁ

LT (7

- = 45 ¥ clyntl
7. MM OURENLLANTRNTIURITAN 9 NlndfnTuLa)

UTZlON Transaction log WA File - action log
v v

o - c* ; = % = = &
uNERQUANYEN  UNATTUAYEY Logeing AzeinviiufinganasiBuntiula
]

]
MUY Lo

v
Transaction log U £NBUATY
— Incoming enquiry transaction
— Incoming update transaction
— Transaction type
— Transaction number
_ Origination terminal
_ Originating operator
— Time and date

_ Response to enquiry transaction

_ Response to update transaction

_ Indication that responsc was received correctliy
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— Procedural violations on input
_ Record of start and end of file reconstruction
~ Note of completion of update

v

File - action log U7 2naunat
— Transaction number
— Time and date
— Address of items updated
— Contents of items before they are updated

— Note of completion of update
— List of programs used for update

— Full contents of ang records deleted

— Details /of any indexes opened or closed

—. Procedural viglations deleted duriing update or processing
— Contents of items corrected, before corrcction

— Contents of items corrected, after corrcction

~ Contcntis of items afier they are updatcd

_ Full contents of an? records delet 1

Indication of start and end of 2 correction run

v
G Liuau
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- 2 = nind a T
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. - cd a4
1719 3.5 ﬂ')ﬁﬂﬁi‘ﬂ'ﬂsﬁﬂ"l?UUﬁﬂ?ﬂUﬁZl%Uﬂ‘ﬁﬂQnﬂTﬂ?:Wﬂﬂl‘ﬁﬂ‘ﬂu

Entry

Type Time Termin ¥ User Tivent

01 10:13:58 CLEMENTS JOBTESTIXXXA7 STARTRD

02 10:13:59 CLTMENTS STTP FTN OF JOB TEST1XXXAT STARTED

81 10:14:06 TAS NOOP SME LOGIN,SMEDLEY NOOP

03 10:14:08 HUBEAT C STWP COTFT'S OF JOB STAIXXXXA4 FNDED
RESOURCTS USED: Cp=24257  10=4.423
CORE =50 DISK =125 TERMINAL=0,000
ACCTE UNITS CHARGES=137+386

04 10:14:10 BUBERI € JOB STATXXXXA4 ENDID
RESOURCES USED: Cp= 5.037 10=5,521
CORT=50 DISK=175 TERMINAL=0.000
ACGTC UNITS CHARGED=189.630

82 10:14:57 1A5 NOOP SME ACCOUNT = 0427

74 10:15:02 1A2 JONES TO EXECUTE CIRCUIT (PROPRIETARY PROGRAM)

01 10:15:02 JONTS. TO-JOB % CIRCUTYAS STARTED

02 10:15:03 JONES TO STTP % CIRC1 OF JOB %CIRCUIT STARTED
-"-**H*-H( Ko W Ho R A K I W m*mmﬂmmﬂm
* 93 10:15:11 1A5 NOOP SM® INCORRECT PASSWORD W2X3Y *
-K- H%ﬁmmﬂ*mmm
61 10:15:20 JACINSKI JOB DFBUGXXXA9 STARTED

02  10:15:21 JACINSKI STEP ASM OF JOB DTBUGXXXA9 STARTED

89 10:15:33 203 FARMFR L LOGOUT, LINDA FARMER

83  10:15:55 1A5 NOOP SME CORRECT PASSWORD GIVEN

03 10:16:14 HUBERT C STIP FTN OF JOB TESTY1XXXA7 ENDED
RESOURCES USED: CP=0.342 10=2.575
CORE=60 DISK=75 TERMINAL=0,000
ACCTG UNITS CHARGED=63.986
02 10:16:18 HUBERT C STEP LOAD OF JOB TESTYXXXA7 STARTED

75 10:19:02 1A5 NOOP SME CHANCE MADE TO SIENSITIVE DATA:
FILE PAYROLL RECORD JONES,FIELD SALARY
NEW FIELD VALUE: 20000

81 10:19:03 203 HUBERT C LOGIN CAROL HUBERT
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Set switch
1 off
Set switch
l 1on
Regquest and
read user

+ identification

Request and Read user
read user suthorizatior
security number record
No
Lock the keyboard.
Is Yes Write a violation
M“:' 1 record for the
o= security officer
[}
Inform the operator
thatheismot
suthorized for this
terminal and that
the security officer Log the
is being notified. violation
End
; Inform the operator
that he is not
suthorized for this
dats and that
the ity officer Log the
is being notified. vialation

Read the data
and conlinue

the dialogue

l

Proceed Proceed

Lock the keyboard
Wrile a violation
record for the
security officer

v v

- o
10 3.10  nITUIsITAUATBUANYY Real - time N2197 LUUANLAENALLAY
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User 1 User 2 ‘ User N
Application jépplicationy Ilj////, Application
Frogram 1 Program 2 Program N

Mile System

/_,.-—-——-...,‘\
Operating system S
== " === == - ———y
| i
| I Log
: Security information |
' | -
l__________.______-’________ _ |
‘ Scourity
W icery. rmi
e officerts terminal
S )

0 O O O

1o 3.1 msmm:mr:nﬂﬂmnwmfﬂm:uum:rmmumnlﬁﬁﬁmu

| 2210807



36

-m Z

//

il

ninvau
o

- E oo = - : - -
WIDUNIUNNT AN T L IMAUNUN

1 uazitiy

d
uninneu

GRR

unsfina Ui

-

EAL 3.2 seyumraulanniy



Users

.

Input/output
control

Security

LOG OF ALL VIOLATIONS OF
SECURITY PROCEDURE (TO

BE INSPECTED BY THE SECURITY
OFFICER),

JOURNALS FOR AUDITING,
SYSTEM RECOVERY,
FILE RECONSTRUCTION, AND

ACTIVITY ANALYSIS,
Duta /
2@

UNBROKEN LOG OF MACHINE-ROOM
- ; OPERATION ACTIONS
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Firm

Yhinney Murray Firnst & Ttnst’
67 Chiswell Street

London , ®.C 1, England

Alexander Grant & Co,
One Pirst National Plaza

Chicago , Ill. 60670

Arthur Andersen & Coa
69 Wesgt Washington Street

Chicago , Ill. 60670

S.D. Leidesdorf & Cce
125 Park Avenue

New York , N.Y. 10017

Haskins & Sells
1114 Avenue of'the Americas

New York , N.Y. 10036

Coopers & Lybrand
1251 Avenue of the Americas

New York ’ IJ.Y. 10020

Computer Resources, Inc.
Box 431

Wilton , Conn. 06897

Irnst & Ernst
1300 Union Commerce Building

Cleveland , Ohio 44115
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Software

ASK - 360

AUDASSTST

AUDEX

AUDITALL

AUDITAPE

AUDITPAK

AUDIT THRU

AUTRONIC - 16
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Software
9« Arthur foung & Company Arthur Young
277 Park Avenue & Company
New York , N.Y. 10017 Audit / Management
System
10. Computer Audit System, Inc, CARS
725 Park Avenue
Tast Orange, N.J, 07017
11+ Price Waterhouse & Cow Computer File
1633 Broadway Analyzer
Wew York , N.Y, 10019
12, Information Science ; Ino, GRS
New City Rocklend County
New York , N.Y. 10959
13. Cullinane Corporation EDP ; Auditor
One Bos?on Plage
~ Boston , Mass. 02108
14« Republic Software Products MIRACL
715 Park Avenue
Fast Orange , w.a, 07017
1%s Programming Methods y Inc, SCORE
51 Madison Avenue
New York , N.Y.
16. Touche Ross & Go., STRATA
1633 Broadway
New York , N.Y. 10019
17. Peat , Marwick , Mitchell & Co. S/2170

345 Park Avenue
New York , N.Y. 10022



170

?ﬂuﬁ'ﬁil'ﬂmﬁ"‘!ﬁﬂ;"f’t]dﬂ”l 7l *]ﬁ Usunsuas 'J'-:ﬁ'anfﬁ L5 £k Uihe 9 dtﬂ "

v l‘ 3

4 o
UFT??ﬁﬂuﬂdhﬁﬁﬁhffuﬂﬁuﬁONWﬁlﬂﬂilWUGlﬂﬂUﬂUﬁﬁMﬁ?ﬁﬁ?ﬁ?ﬂﬁUT UUQﬂUW

2 1 ¥

qﬁﬁﬂMW?lﬂﬂTTﬂ Uﬂiﬁ?ﬂﬁﬂlWUQHﬂﬂTﬂUﬂﬂﬁ??MﬁslUWﬂﬂﬁﬂUﬁ 18R\ ko Ra b
94 Ei.
ﬂ?“ﬁﬂﬂﬂ?:lfiﬂTUﬂ?Mﬂ?ﬁ?fﬂn ?1Uﬂ1{1Uﬂﬂﬂﬁuﬂﬂ?:uﬁﬂQﬂﬂﬁﬁﬂﬁﬂ?ﬁ?ﬂﬂu

v oy

v
32U ,mﬂ Urunsuundaudadl ueganaauls ﬂqmta“?"‘lmﬂumnms | nmmm

d
’i""li"l1 il 'zn L mamamq L mm ?ﬁﬂlmﬁ“ﬁiﬂ umanmum“ meﬁ Ha L LT UNTUAT 29401
3

4
PRI 9 tmtﬂﬂﬁnmwﬁ'ﬁm U‘Hnumw-m?ﬁaummqmr

y & i v
ALnAna T neuLRe o % %’unau?“‘lﬂﬂmninﬂmﬂau

§ 14

e
ﬁﬁLT??ﬂﬂﬂﬁ?@”ﬂﬁlWUQﬁhMTHgﬂTﬁ?ﬂﬂumuﬂﬁﬁuiluﬂﬁuﬁﬂHW?lﬂﬂ?ﬂﬂﬂﬂﬂﬂﬁ?

g t

ffﬁmuum“luuwumwm’lumuﬂmummmmnamau nmﬁﬂumsﬂnm?mznm

! -
> oaing ounalefed ﬁ'm‘fugmrwupu'lmwaunuﬂmmtﬁﬂwunuﬂmun:m

mantuiarant nﬂmmﬂnﬂ IR ansumm daudL T 3 Lﬁmqmaanuuﬂ vﬂ, %

flus e LUﬁﬂAW?lﬁﬂ;lﬁiﬂUlﬁwﬁ'uﬁ Wﬂﬁﬂﬁ?ﬁq%ﬂni UUW11U nﬁ1q7Uﬁ15annuuu

1

‘1vﬂmnm uusmuw':mm:ﬂr«ﬁﬂﬂtﬁmm'lmfuu‘lumﬂ‘muﬁuummmnuus 2371989

¥

&
H?ﬁ«i UUlﬁﬁUﬂQlﬂMW ﬁﬁﬁﬁﬁl%ﬂﬂﬁ?lﬁuﬂﬁﬁﬁlﬂiﬂd Wélﬁﬁﬁuﬂ?ﬁﬂﬁdﬁulﬂ
TﬁﬂlTQ%UHﬂ“TNﬂDSIﬁlUﬂdluﬂuﬁﬂﬂﬁﬁH?ﬁMWﬂ Tﬂiuﬂiﬁﬂﬁiﬂfﬁ?ﬂﬂUﬁﬁlf?fﬂ
P
MﬂﬂﬂMUUlWﬁlﬂﬂUT~UUﬁﬁUW1lﬂﬂ?ﬂ?1ﬂﬁﬁuuﬁﬂ? qﬁﬂﬁHQﬁUﬁﬁ lﬁu Tﬁuﬂﬁ

fatul sunsuds mmumwfl*ﬁnus nunammmm?lﬁn'lﬁwuﬂmUﬁfnﬂqmmTﬂuaﬁ
£

%umﬂmhtwuuanuﬂu nmq'l:nmu ﬂuﬂmuﬂwﬂs R ?NUM’}’MT]U

9 i L

HAZUADNULUT 21Uy ﬂﬂﬂWUWUﬁMTﬁMﬂUﬁﬂﬁU?aﬂ? TnEa ﬂﬁfﬂiﬁ?ﬁﬁuuﬂuﬂﬂu1ﬂﬁﬁ

i | T LA 7 )3

Lanﬁwmuﬂu'l'ﬂuwmmﬁuam*ﬁautmu'lﬂgﬂm?fﬁlunmﬂuﬁms') Tuans mu i

vv

ﬂﬁ?ﬂT??ﬁﬂUUﬂHﬂﬂHﬂﬂDQMTUHUHWOﬁUHﬁ~1MM?ﬁUﬂﬁTUT ﬂQUMﬁﬂlﬂu1U ﬁﬁlﬂlﬁﬂﬁu

i lag I

4 4 4
Hﬂﬂﬁ?mﬁdﬁumﬁdlﬁfﬂﬁﬂﬂﬂwﬁlﬂﬁ? Haziwanye Mﬁﬁﬂﬁﬂﬂﬁﬁduﬂ? ﬂMTﬂﬁW?ﬂlﬂu

I l l” 8

ﬁﬂﬁQUQHUﬂiﬁ?ﬂﬂH?yﬂﬂQUﬂﬁﬁHTuﬁ ﬂ?ﬁulﬂ{lglui UHﬁﬂMWﬁlﬂﬂ?ﬂﬁﬂﬂMﬂ??



*

171

vy " i | i
T ’_'_l‘iﬁ:mﬁ!ﬁmﬁ@_y tiunas lﬂTUU‘Zj?}MﬂL'{’]’m?ﬁmSUﬂﬁ‘lﬂ‘Qu‘ﬂﬁuﬁ

34

WAL  ( Tegt Deck ) "3manumﬂmmmwummauawvn'mmlr Lan

w

A
memfnﬂu'l.ﬂ'lﬂ namauﬂmﬁaummuuuvuﬂﬂﬂ?~11'mcm'a-auannuwn

L2

A0YAUAN Tmﬂ‘ﬂﬂrLmnrnq'lw'l‘nﬂgummurlu‘ammum 9 uﬁm'lmu%nm:

it 84

- " & <!
ﬂr marmmmﬁ AUABLNA L ﬂmﬂr“u"wmtllduut wuunuuamsmummmtmhmmm

1 qs
Sa5

4
um 'muqummmmﬂwammﬁaun mevmﬁam'ﬂ Us tmmm"'l muﬂgm i3l

ar

4
ﬂmmmmﬂuﬁu'umtmﬂ wuownels mnm'zmuﬂ?ﬂﬂmwﬂg, 58

1

&
umwﬁaum 'mmmu‘ﬂauamman'lm ﬂaqtﬂuumm‘mm'lumumrn

Was

2891 UTUNTINaFLAAT mmfmmmﬁmmﬂwammhﬁammﬁ mqm'-mf}q’l‘n

vy W Vs

4
LiaredtnTow  daarlpaan qmn*ummu:uﬂ Wl szayannaonl ugus

mﬂumﬁumua»mu'lumwm'-:ﬂﬂmﬂ‘m uurmummanm‘lunﬁﬂgumf\ ~ 1

i 3

<
ﬂﬁfl%iUHWT%ﬂﬁulWﬁmﬁﬁflWJ1oﬁ1ﬁuHﬁﬂﬂﬁUﬁﬁ1uﬂ1T?ﬂlﬂ?ﬂhﬂﬁ’&?ﬂﬁﬂﬂﬂ&lﬁ

Tunrrvnday mmﬂnﬂnnuﬂu‘lwayamﬁﬂmﬂ unsmﬂa'l Uu

4
Te luﬂﬂﬁﬂﬁhﬁmﬂﬁﬂf’UBﬁﬁfﬁ?UﬂHﬂUﬂUﬂUﬂﬁ?ﬂﬂﬂuuﬁiU?uﬂiuﬁlﬁ

i i
24 Mﬁﬂﬁ?ﬁﬁf”H?ﬁﬁﬂﬁ?ﬂ?ﬁ?ﬂﬂUUﬂuiﬂMﬁlﬂﬂﬂﬂfﬂﬂﬂﬂ?uﬂﬁﬂﬁfﬂlﬂu

L 1w 3

1ﬂ1u1 mm., AT UAUNA TS ~mﬁua'aﬂmmuﬂmmuﬁ'ﬂ L1591 ﬂuuaawwuﬁﬁmu

L T4
-

ﬂquuﬂﬁTH?~TnfﬁQMﬁﬁnﬂﬂﬂaQﬂﬂQUﬂﬁWﬁ1ﬁHTﬂ1MUU?Q%UDUﬂUﬂﬁﬁuﬂﬁﬂﬂﬂﬁﬂﬂ

o

v
AUUN T3 ~mnumaumm =115 mem atihudriy  nasless mmmﬁaumaua

2 w

I.Iju‘l‘ﬁﬂ'liﬂ ummmm?umﬂm nmﬂmawmum 7Ur surauazayauas] Usung uﬁ'l'n

3 U?Mﬁm%ﬂ%ﬁm? mﬁﬁﬁiﬂiﬁ?ﬁﬂuuuﬁﬂ QQUU ﬂﬁ?mﬂﬂﬂUﬁﬁﬁuﬁﬂﬁﬂﬂ

ﬁﬁdmﬁ?ﬂﬂﬂTﬂfuuﬁﬁUﬂﬁﬂuﬁuﬂlTﬂfHﬂiﬁjﬂdlﬁﬁﬂhﬂﬂﬂﬂﬂﬁﬂﬁﬁﬂ?ﬁfmﬂﬁﬁ ?Jqﬂ

d s
ML TNl uTLMNNT 1T natan uHﬂ1ﬂ1&Tﬂ1H?d L ﬂm&mﬂ:‘ R UazUT 2 Aninam

HINNM



112

F A = 1 =
> ¥
Simulated 1 ctual Processi
Transaction esults in vigible
| | B M
! N/
i | v
| |
|
I | Aunditor?s Jomparision
! | of Result i
| : < / |
i ' Clientts ' |
| Comput er : [
' Program 1 |
i

By
|
}/f’_“\\\ |
Master ' v

|
Work Sheet

Predctermine
%rocess'

-

Result

£> Computer Processing

== =='—=/='=+> Manually Proecssing

Lo

| =2
W 359 gqunsumiaryvaoulauminadouaeya



	บทที่ 3 ระบบความปลอดภัย ความถูกต้อง และความลับเฉพาะที่เกี่ยวข้องกับคอมพิวเตอร์
	ระดับความปลอดภัยในด้านสถานที่ทำการ


