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KITTISAK SA-ADAEM : PRIVACY GUIDELINE FOR ALUMNI MEMBERSHIP
SERVICE BASED ON PRIVACY PATTERN. ADVISOR : YUNYONG TENG-
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Most alumni do not realize their personal information should be protected.
The problem is exacerbated by the lack in expertise on privacy issues and budget
constraints in designing and enhancing privacy for alumni system. This research
aims to provide an assessment guideline, called 7C, based on generic features,
privacy patterns, privacy legal constraints, and privacy enhancing technologies
(PETs), that will be helpful for software designer, developer, auditor, and end-user to
deal with various aspects of privacy protections in their system. We selected Elgg, a
popular open source social network software as the test system. We assessed Elgg
using privacy detail specification derived from our 7C methodology and

recommended a list of plug-ins to augment its privacy protection.
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Addressing privacy: matching user requirements to implementation techniques [5] G
. o o % g o @ o Ay o = = M
Kavakli LL@mmﬂmmLau@mmmmmmuﬂmmummLﬂumummmmmumﬂmjumu
NN9RDNMLLLASHRUNTL UL wavdaldunauawmalulativeni sz uugnunsasnenmaanu

\ludausiald 1&wn Anonimizer, Crowds, Onion routing sl
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4.1. \iiaun (Content)

AYNVNNETad Content tildliAanuunng 18l Wikipedia “Web content”

[19] 71 “"We define content broadly as 'the stuff in your Web site." This may include
documents, data, applications, e-services, images, audio and video files, personal web
pages, archived e-mail messages, and more” uazdunaulunissausNLaznIANiEla
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ID | Name (Content of view) | User Purpose of used

1 | My profile Alumni Setup owner profile

2 | Another profile Alumni View other alumni profile
3 | List of alumni Anonymous | View list of alumni

4 | Member profile Data Admin | Update alumni profile

5 | List of donation 3-Party Extract allowed data

4.2. ANNAL (Confidentiality)
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ID Name Cte#1 | Cte#2 | Cte#3 | Cte#4 | Cte#5
1 | Student ID e e

2 | Name e e e e e
3 | Birthday e e e

4 | Class e e e e

5 | Grade e e

6 | Donation amount e e e
7 | Favorite quotations | e e

8 | Address e e

9 | Current salary

10 | Religion

v
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4.3. mMavdanles (Connectivity)
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M13197 4.3 ms lanudeyadiuyanalunny CRUD

ID Content’'s Name Confidentiality's Name | C | R | U | D
1 My profile Student ID a
2 My profile Name a
3 My profile Birthday a
4 My profile Class a
5 My profile Grade a
6 My profile Donation amount a
7 My profile Favorite quotations alalala
8 My profile Address alala
9 Another profile Name a
10 Another profile Class a
11 Another profile Birthday a
12 Another profile Favorite quotations a
13 List of alumni Name a
14 List of alumni Class a
15 Member profile Student ID alala
16 Member profile Name alala
17 Member profile Birthday a a
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M13191 4.3 M3 lFaudoyadiuyanalunuy CRUD (Ao)
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a3 4.5 Yerladuanuiludiudiidiannssuuszdesmiian
ID Name Source Constraint Detail
There should be limits to the collection of
Collection OECD
1 personal data and any such data should be
Limit
obtained by lawful ...
OECD Personal data should be accurate, complete
2 Data Quality
and kept up-to-date...
Purpose The purposes for which personal data are
3 OECD
Specification collected should be specified....
Use Limitation | OECD Personal data should not be disclosed, made
4
available or otherwise used for purposes...
Security Personal data should be protected by
5 OECD
Safeguards reasonable security safeguards against...
There should be a general policy of openness
6 Openness OECD about developments ... with respect to personal
data ...
Individual An individual should have the right a) to obtain
7 OECD
Participation from a data controller, or otherwise ...
A data controller should be accountable for
8 Accountability | OECD
complying with measures ...
The purpose associated with personal
Consent and Bevanda et
9 information shall have consent of the donor of
Choice al. [25]
personal information
TRUSTe The time period of retention PIl, How log system
10 Data Retention

[10]

will retain that information.




32

]
v A

{ v o I '
M13199 4.5 Fetisnuanuiiudiuaing

o

9 o =R == 1
AUITSUVILADIATUION (D)

ID Name Source Constraint Detalil
Third Party The information system may not transfer
Skinner et
11 and information to a third party or foreign country
al. [26]
Transborder without the consent of the individual

The system shall provide the individual a

Search
12 TRUSTe mechanism to stop having their information
Service
displayed in search result.
13 Skinner et The information system should be done in way
Anonymity
al. that supports anonymity for the individual user.
System should provide ability to use a resource
14 Kavakli et
Pseudonymity or service by acting under one or many

al. [5]
pseudonyms, thus hiding real identity.

Kavakli et System should provide inability to link related
15 Unlinkability
al. personal information.

Unobservabilit | Kavakli et System should protect users from being
16
y al. observed while browsing or using a service.

4.6. AAIAN (Control)

vaa | A o [ | di LY~
azliqgatelslun1srrunuiiefinsdeyadouyaaaia liiilullany

1
v o A va o

v
dannuun szidaudatsfunlifanduneunanumtii §adamusn LINDDUN Framework [15]

dudaumuizannaziiunldaqugiusuanislunisaouauay 1w Kumari ‘s
requirement analysis for privacy in social network [27] wag Intel ‘s privacy requirements
and recommendations [28] 11 LINDDUN tiuutinnsineasnumandiiiudausialneatunu

1 4wy Aa Entity (E) Data Store (DS) Data Flow(DF) waz Process (P) {adtlfinanisdig

LINDDUN ruuuugtaonsniludausofion [13] S9laasuanslunnssi 4.6
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M13199 4.6 M3TUPVITIAVMAZLUVFAY LINDDUN

LINDDUN’s Pattern/
Privacy Properties E |DF|DS| P
threat category Guideline
Linkability Unlinkability X X X X | Unlinkability
Anonymity and Anonymity
[dentifiability X X X X
Pseudonymity Pseudonymity
Plauusible
Non-repudiation X X X
deniability

Undetectability and
Detectability X X x | Unobservability
Unobservability

Authentication
Information Authorization

Confidentiality X X X
Disclosure |dentification

Data Protection

Content OECD &
Content awareness X
Unawareness TRUSTe
Policy/Consent Policy and Consent OECD &
X X X X
Noncompliance compliance TRUSTe

z%wﬁ*um@mu@mfu udsan1Fmeed 4.6 alfissuugnanninenany
dausadlulmadierue sudeuferiedui dannduneuneuniing f3de musw
91LAZIBEANITAILANAINGIAIN LINDDUN Framework [15] ?ﬁlai’ﬁﬁmu@mimuqm
a?’m%mzuuLﬂ%ﬂjfmﬁmm@ﬂ@ﬂFLum@muauﬁzﬁqurﬁhm A2 Entity (E) Data Store (DS)
Data Flow(DF) W@ Process (P) a1n Kumari ‘s requirement analysis for privacy in social
network [27] azan Intel ‘s privacy requirements and recommendations [28] aanuifu
prepaunn Beliuandlilumaned 4.7 ieldaaunueananiiudausia g Collection limit
Data Qualityiflugiu uazuansseazidaanisnaupxlumiselaauLins Entity (E) Data

Store (DS) Data Flow(DF) waz Process (P)
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ID

Type

How to control software design and development.

Collection Limit

Data Store) Do not retain information longer than
necessary. Do not collect individual’'s personal
information if not needed.

User) Use feedback tools to raise user’s privacy

awareness.

Data Quality

Process) All personal information about an individual
must be available to that individual and allow them to

make corrections and update.

Purpose

Specification

User)

1. The user must be informed about what is being
collected, and why and whether the information will
be shared with anyone else.

2. Provide brief description of your privacy policy with

a link to more detailed version.

Use Limitation

Process)

1. Personal information may only be used for the
purpose described in the notice.

2. Apply access control according to user’s privacy

preference

Security

Safeguards

Data Store) Protected by reasonable security
safeguards.

Data Flow) When collecting personal information
online, implement encryption techniques, and employ
secure communication.

Process)

1. Use principle of least privilege.

2. Avoid display object references whenever

possible.
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ID

Type

How to control software design and development.

3. Confirm that user has the necessary privileges and
authorization.

4. Avoid the use of custom cookies.

5. Validate input to a guard against Cross-Site
Scripting.

6. Completing a code review.

Openness

User) The information system must have documented
and make easily available its policies on personal

information.

Individual

Participation

Process)
1. Allow the individual to maintain his own personal
information.

2. Use a secure user profile.

Accountability

1. Appoint employee responsible for policy
compliance or hire external company for compliancy
auditing.

2. Ensure training obligation for employees.

Consent and

Choice

Process)

1. Obtain affirmative opt-in consent from an individual
before collecting their personal information.

2. Inform the individual of their choices and require
the individual to select before proceeding.

User) Add a convenient location in the source for

personal information handling practices.

10

Data Retention

Data Store) All personal information should have
expiration date.
User) Inform how long you will retain the personal

information.
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ID

Type

How to control software design and development.

11

Third party and

Transborder

Process) Obtain the user’s permission before sharing
collected personal information with third parties.
User) When transferring the personal information to
third parties, you need to inform the individual. You

need to honor their decision

12

Search Service

Process) Provide mechanism to stop having their
information displayed in search result.

User) Privacy statement shall state how individual
can remove their information from displayed search

result.

13

Anonymity

Data Store) Apply data anonymization techniques,
and enforce data protection by means of
relationship-based access control.

Data Flow) Deploy anonymity system for
communication between user and site.

Process) Use identity management to ensure

unlinkability.

14

Pseudonymize

Process) Apply secure pseudonumization techniques
to issue pseudonyms as user IDs.
User) Use privacy awareness: Inform users using real

ID runs a risk for privacy violation.

15

Unlinkability

Data Store) Apply data anonymization techniques.
Data Flow) Deploy anonymity system.

Process) Deploy anonymity system to support
unlinkability of pseudonyms.

User) Use privacy awareness: Inform users that
revealing too much information online can be privacy

invasive.




37

M3 4.7 318MINIUAN (910)

ID Type How to control software design and development.

Data Store) Use sufficient access control and

information hiding techniques.
16 Unobservability
Data Flow) Covert channel and steganography can

be used to protect privacy.

4.7. 298019 (Construct)
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AN3ENETEY seduANEesnslunnstletu el gy Besresranuilannsaes
ssuufifluiedfidnsty mmaiusuusnuazsuddnfialitleaiudyngnly Sefidunis
JudiaiTsduaes OECD  lwidiaiiasanutlaansiefidesdifeamaiiiainemanudludius
311348l "Privacy on the Web: facts, challenges, and solutions" [14] “Privacy patterns for
online interactions” [29], “Web Contents Protection, Secure Execution and Authorized
Distribution” [30] wazmisdemiessuudueaaa “Elgg 1.8 Social Networking” [31] &
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M13199 4.8 M39UYNUTEHIN Control Type A Construct

ID Name Short Detail Control Type

Each individual’s record is

indistinguishable from at least k-1 Anonymization
1 K-anonymity
other’s records. technique
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ID Name Short Detail Control Type
Pseudonymiz | Render the data record less Pseudonymization
2
ation identifying. technique
3 Feedback To raise user’s privacy awareness. Privacy Awareness
To explicitly allow individual of their
Primal choices in providing privacy
4 Consent & Choice
consent information using options, radio
buttons, etc.
5 Site’s Policy | A statement or a legal document. Privacy Awareness
Allows users to be authenticated by
Authentication &
6 OpenlID certain
[dentity
co-operating sites.
Access control policy language
7 XACML Access Control
implemented in XML
Lightweight Directory Access
8 LDAP Access Control
Protocol.
The Onion Router is a system
9 Tor Anonymity System
intended for online anonymity.
12 | HTTPS Hypertext Transfer Protocol Secure. Security Safeguards
Network intrusion prevention
13 | SNORT Security Safeguards
system.
Prevent unauthorized
14 | Firewall communications between computer Security Safeguards
networks or hosts.
A protocol allowing websites to
15 | P3P declare their intended use of Security Safeguards
information they collect
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5.2 NM5iUsziiuszuLaLaa’a (Elgg)

MHAnHANanslduszuLaLenaA (Elgg) 1afi 1.8 [31] sanisidnau

Mnaadaanunisfnenauiludiusianuanalu “http://community.elgg.org/plugins” [32]

ya o

LL@ZL@ﬂmﬁ‘ﬁm@ﬂwurﬁhx‘]’]ﬂ@ﬂ@ﬁ“Comparison of social networking software” [33],

a

“Social Network / Community / Forum Software Comparison Chart” [34] wag “Users,
Profiles, and Connections in Elgg” [35] £3dtmuaniilanauisnnn1653 Uandu 39 an
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Tliaiauulnafauasdaesuas llilanduaduayu faetwauauisanaiang
15un “Who can look me up” [36] @aifluiaridinnsnineanui Facebook NlHLEA1IAL
26 v ° P y ' o P ' a
fldeuszunlunnainlii Search Engine ldanuasnAumndiayadouynnaesauidnwg 9

danauninendasiuanuiludousauuiilianizneidy 1.7 Gsanllilunnsabiiuans

dl a (<] 1 o a aal & o
A19199 5.1 nsdaziiumrnuiiudausn szl aaalna i 1.8

Elgg
Recommended Privacy
1.8 | Elgg 1.7 Plug-ins Elgg 1.8 Plug-ins
related features
Core
Choice on agreement Registration Term 1.2.1
Mandatory fields control Profile Manager 7.5
Primal consent
Registration validation X Site Access 2.6 User validation by admin 1.0
Privacy by default X
Data retention period Expirationdate 1.8.1
Fine-grain access control X SW Social Privacy Concord
Access Collection Management
Role based access Group access 1.0.0,
control 1.2.2 Roles for Elgg 1.0.0,
Group Administrators 1.0.0
Individual access X
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A13719% 5.1 N13UssiiuANNludIusadLeaaalnasty 1.8 (Aa)

Elgg
Recommended Privacy
1.8 Elgg 1.7 Plug-ins Elgg 1.8 Plug-ins
related features
Core
Easy privacy setting X
Disclosure over consent X

Transferring after

consent

Social Share Privacy 1.8-

12.01.22

Authentication and

Linkedin service 1.0,

Login by Email 0.2,

Persona 1.0, SAML
authentication 1.3,
Simple Google

Authentication 1.1,

identity CAS Auth 0.2,
LDAP authentication 0.2,
OpenlD client 1.3
Facebook Connect Login
1.1
Disable search engine
Lee’s block user 1.0.4,
Blocking and blacklist 7
Spam Throttle 1.5
Who viewed me 1.1,
Privacy leak monitoring X
Advance Statistics 0.1
Help Chat/Live
Questions and Answers 1.0,
User feedback channel Support & Site
Brainstorm your Elgg 0.4
Feedback 0.1
Site Cron 1.8.9,
User deactivate cleaner X Westor deleteMe 1.1 Comasis Cancel Account
1.8, Member Selfdelete 1.0
Anonymity X Disqus Elgg 2
Pseudonimity X Tabbed Profile 1.7

Unlinkabiblity

Unobservability
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A13719% 5.1 N13UssiiuANNludIusadLeaaalnasty 1.8 (Aa)

Elgg
Recommended Privacy Elgg 1.7 Plug-
1.8 Elgg 1.8 Plug-ins
related features ins
Core
Spam checker 1.8.2, Upgrade
Password Key 1.0,
Security safeguards X
expiration 1.1 Image CAPTCHA 2.0, Spam
Login Filter 1.8.2, Elgg-crypt 1.8.0

5.3 Primal Consent
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