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This research aims to study the international criminal cooperation mechanisms
under the framework of European Council’'s Convention on Cybercrime. It will evaluate to
what extent that the mechanisms provided can respond the phenomenon of cybercrime,
which is considered as new category of crimes. It is noted that international criminal
cooperation has a vital role in responding and suppressing cybercrime, which

can occurred without any attachments to physical state boundaries.

The study reveals that European Council’'s Convention on Cybercrime does
has a vital role in establishing the common standards for parties’ domestic legislations
related to cybercrime. Furthermore, the convention also extends international criminal
cooperation mechanisms so that they can cover cybercrime. Nevertheless, more details
and contents should be included in the convention so that it can effectively respond to

cybercrime, which can become even more complex as the time goes by.
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2003), Cited in Jonathan Clough, Principles of Cybercrime p.10

" G. Urbas and KR. Choo, “Resource material on technology-enabled crime”, technical and

background paper no.28 (AIC, 2008), p.5 Cited in: Jonathan Clough, Principles of Cybercrime, p.10

fn.36
® Melanie Kowalki, “Cyber-crime: issues, data sources, and feasibility of collecting police-reported
statistics”, p.6

° National Criminal Intelligence Service, Project Trawler: Crime on the information high-ways [Online].

1999. Available from: www.cyber-rights.org/documents/trawler.htm [2013, May 7], Cited in Jonathan

Clough, Principles of Cybercrime p.10

" A. Rathmell et al., Handbook of Legislative Procedures of Computer and Network Misuse in EU
Countries, Study for the European Commission Directorate-General Information Society (2002), p.16

Cited in: Jonathan Clough, Principles of Cybercrime, p.10
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Available from: http://www.theglobeandmail.com/news/world/chinese-cyber-attacks-hit-japan-over-

islands-dispute/article4553048/ [2013, May 7]
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*Marco Gercke. Understanding cybercrime: A guide for developing countries, p.44
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" Universal Declaration of Human Rights, Article 2:
Everyone is entitled to all the rights and freedoms set forth in this Declaration, without distinction of
any kind, such as race, colour, sex, language, religion, political or other opinion, national or social

origin, property, birth or other status. Furthermore, no distinction shall be made on the basis of the



35

N19N17LEee " ( International Covenant on Civil and Political Rights YEG ICCPR)

\l1afi

o 4

dl o b4 1 ] %% 2’/ 4 1 dd‘ a
LMQLQWW$WWWIM1N@WNW?O@Q AANTIEUTNLAUUL 1®LLﬂ NITUNAITHNA

o [

dl % | a dl ¥ ra a ¥ o a
Vlgﬂﬁ"ﬂ\‘l‘il’m\l'ﬁLﬂl&ﬂﬁl’]ﬁd&lﬁﬂﬁ’]@ﬂ@\? LA ‘]_Iﬁq"ll@im/\l@’]ﬁ‘mqufm‘iﬂ’]PﬂJﬂﬁ‘ZW’]ﬂQ’]MNﬂ

49

Tudn saiuldauudnnguniglifiansanaslneindmiunisnsziabaniu (Ne

o

Bis In Idem) u@ﬂmnﬁﬁgé fuAnreazliansndesiniFradiuuaulaluns

MuAegANUE oe19lsAR uINegAINAINNYUNIENI8TR95TH B9

[ a

warigdiuAvedisraznan i lunedjimsgassealjifnumaaziaend
V4

seyuausdryoinendeasunu”  ausiulddisnnatiduldmuudnnguane

ancynialdiedu

2.2.2.2 NFEUIUNITRIAINETINUAU

%

9/9./ ¥ al/ = 1 i// :// AI
nazuaunIINIsdesngFedinuaugluuuniallieganduneu IneduEuumngn

a

azilunismsaaeLANgnAsIANkLYIesAITe Inadaigdiesaardennzeliauiiunng

] o 1

desngFredrnunullfansznsasnassaslszimaresigdiuaizeciuiemiamianiye

(Diplomatic Channel) i il WaNH8AIRE0UATNNABANNILILIIBIANFDITD UAIRINIL

VYo

Imumau‘mm H1edy SRTUA °wmvmwmummmﬁmmungum&dﬂ ANNER

u

o ©°

¥ %
TFHILANTANTD

%

mmmmm@muummmm WQN?WEI‘IJ’]QJ LL@HVLMM‘J‘@%\I 1%%1&5]@%@@1/]’]‘8 ARTIELT

political, jurisdictional or international status of the country or territory to which a person belongs,

whether it be independent, trust, non-self-governing or under any other limitation of sovereignty.

" International Covenant on Civil and Political Rights, Article 2:

1. Each State Party to the present Covenant undertakes to respect and to ensure to all individuals
within its territory and subject to its jurisdiction the rights recognized in the present Covenant, without
distinction of any kind, such as race, colour, sex, language, religion, political or other opinion,

national or social origin, property, birth or other status.

" Sir Robert Jennings and Sir Arthur Watts, eds. Oppenheim’s International Law Vol. 1, p.962v
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* Statute of the Council of Europe, Art. 20d:

All other resolutions of the Committee, including adoption of the budget, of rules of procedure and of
financial and administrative regulations, recommendations for the amendment of articles of this
Statute, other than those mentioned in paragraph a.v above, and deciding in case of doubt which
paragraph of this article applies, require a two-thirds majority of the representatives casting a vote

and of a majority of the representatives entitled to sit on the Committee.
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2. There shall be no interference by a public authority with the exercise of this right except
such as is in accordance with the law and is necessary in a democratic society in the
interests of national security, public safety or the economic well-being of the country, for the
prevention of disorder or crime, for the protection of health or morals, or for the protection of

the rights and freedoms of others.
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*? Convention on the Laundering, Search, Seizure, and Confiscation of the Proceeds of the Crime,

Art. 10:

Without prejudice to its own investigations or proceedings, a Party may without prior request forward
to another Party information on instrumentalities and proceeds, when it considers that the disclosure
of such information might assist the receiving Party in initiating or carrying out investigations or

proceedings or might lead to a request by that Party under this chapter.
* Criminal Law Convention on Corruption, Art. 28:

Without prejudice to its own investigations or proceedings, a Party may without prior request forward
to another Party information on facts when it considers that the disclosure of such information might
assist the receiving Party in initiating or carrying out investigations or proceedings concerning
criminal offences established in accordance with this Convention or might lead to a request by that

Party under this chapter.
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Available from: http://www.itu.int/[TU-D/cyb/cybersecurity/docs/itu-understanding-cybercrime-

guide.pdf [2013, May 6], p.195
“Ibid.

** Council of Europe. Convention on cybercrime explanatory report, Para.287

* Marco Gercke. Understanding cybercrime: A guide for developing countries. p.179

“Ibid., p.A77
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’ European Convention on Extradition, Art. 7, para.2; Bulgarian Law on Extradition and European
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" Portugal Cybercrime Law - Law nr 109/2009 (15th of September), Art. 27 para.2
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'® Croatian Law about international legal aid in criminal matters(OG 178/04.), Art.39 (1)-(2)

" European Convention on Extradition, Art.17

'® Croatian Law about international legal aid in criminal matters(OG 178/04.), Art.34 (2)

' Estonian Criminal Procedure Code, Art. 439(1)

** German Act on International Legal Assistance in Criminal Matters (Gesetz Uber die internationale
Rechtshilfe in Strafsachen), 2007 (“IRG”), Section 3 (2)

" French Criminal Procedure Code, Art. 696-3
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* Croatian Law about international legal aid in criminal matters(OG 178/04.), Art.34 (2)

** Estonian Criminal Procedure Code, Art. 439(1)

# German Act on International Legal Assistance in Criminal Matters (Gesetz Uber die internationale
Rechtshilfe in Strafsachen), 2007 (“IRG”), Section 3 (2)

* French Criminal Procedure Code, Art. 696-3

* Macedonian Criminal Code Art. 518 (2)

" Croatian Law about international legal aid in criminal matters(OG 178/04.), Art.32 (1), Art.35
(1)Para.1; French Criminal Procedure Code, Art. 696-4 para.1; Macedonian Criminal Code Art. 510
(1); Turkish Penal Code no 5237/2005 Art.18 (2)

2 Bulgarian Law on Extradition and European Arrest Warrant, Art.6 (1)
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* Estonian Criminal Procedure Code, Art. 440(1) (1); French Criminal Procedure Code, Art. 696-4.
para. 2; Japanese Law n°84 of 2004, Art. 2 (1);Macedonian Criminal Code Art. 518 (2)

% Estonian Criminal Procedure Code, Art. 440(2);French Criminal Procedure Code, Art. 696-4,
para.8; Macedonian Criminal Code Art. 518 (2)

¥ Bulgarian Law on Extradition and European Arrest Warrant, Art.7 para. 1

% Austrian Penal Code, Section 65(4) para.1;Bulgarian Law on Extradition and European Arrest
Warrant, Art.7 para. 6; Croatian Law about international legal aid in criminal matters(OG 178/04.),
Art.35(1) para.4 ; Estonian Criminal Procedure Code, Art. 440(1) (3); French Criminal Procedure
Code, Art. 696-4, para.5; Macedonian Criminal Code Art. 510 (4)

* Austrian Penal Code, Section 65(4) para.2-3; Bulgarian Law on Extradition and European Arrest
Warrant, Art.7 para. 7; Croatian Law about international legal aid in criminal matters(OG 178/04.),
Art.35 (1) para.5; Estonian Criminal Procedure Code, Art. 440(1) (2); French Criminal Procedure
Code, Art. 696-4, para. 4

# Bulgarian Law on Extradition and European Arrest Warrant, Art.8 para. 1,3; Croatian Law about
international legal aid in criminal matters(OG 178/04.), Art.35(2); Macedonian Criminal Code Art. 510
()

% Bulgarian Law on Extradition and European Arrest Warrant, Art.7 para. 3; Croatian Law about
international legal aid in criminal matters(OG 178/04.), Art.37 (1) para. 3; French Criminal Procedure
Code, Art. 696-4, para.7

% Bulgarian Law on Extradition and European Arrest Warrant, Art.7 para. 8; Estonian Criminal
Procedure Code, Art. 440(3); French Criminal Procedure Code, Art. 696-4, para.6; Macedonian
Criminal Code Art. 518 (3); UK Extradition Act 2003, Art.1 (3)
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¥ Bulgarian Law on Extradition and European Arrest Warrant, Art.7 para. 5; French Criminal
Procedure Code, Art. 696-4, para.6; Macedonian Criminal Code Art. 518 (3)

% Bulgarian Law on Extradition and European Arrest Warrant, Art.7 para. 4; Estonian Criminal
Procedure Code, Art. 436(3); Turkish Penal Code no 5237/2005, Art.18(3)

% Austrian Penal Code, Section 65(4) para.4; Croatian Criminal Code, Art.16 (1)

0 Bulgarian Law on Extradition and European Arrest Warrant, Art.31-32; Croatian Law about
international legal aid in criminal matters(OG 178/04.), Art.37 (1) para.1; French Criminal Procedure
Code, Art. 696-6; Macedonian Criminal Code Art. 519 (1); Macedonian Criminal Code Art. 524 (1);
Turkish Penal Code no 5237/2005, Art.18 (8)

* Croatian Law about international legal aid in criminal matters(OG 178/04.), Art.60; French Criminal

Procedure Code, Art. 696-7
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* Macedonian Criminal Code Art. 511 (2), 520
° European Convention on Extradition, Art.16 (3)
“ Bulgarian Law on Extradition and European Arrest Warrant, Art.17(2), Art.19 ; Croatian Law about

international legal aid in criminal matters(OG 178/04.), Art.52 (1), 54

* The cybercrime convention committee (T-CY). Full meeting report of the 4" multilateral

consultation among the contracting states to the convention on cybercrime [online].

Strasbourg: Council of Europe, 2009. Available from:

http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY/TC-

Y%282009%2906E.pdf [2013, May 6], Para.14

46 . . . . . L
Committee of experts on the operation of European conventions on co-operation in criminal matters

(PC-OC). Summary of the replies to the questionnaire on mutual legal assistance in computer-related

cases [Online]. Strasbourg: Council of Europe, European committee on crime problems (CDPC),

20009. Available from: http://www.coe.int/t/dghl/standardsetting/t-cy/PC-

0C%20%282009%29%2005%20E.pdf [2013, May 6], p.5



http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY/TC-Y%282009%2906E.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY/TC-Y%282009%2906E.pdf
http://www.coe.int/t/dghl/standardsetting/t-cy/PC-OC%20%282009%29%2005%20E.pdf
http://www.coe.int/t/dghl/standardsetting/t-cy/PC-OC%20%282009%29%2005%20E.pdf
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against Transnational Organized Crime

47 . . . . . L
Committee of experts on the operation of European conventions on co-operation in criminal matters

(PC-OC). Replies on mutual legal assistance in computer-related cases [Online]. Strasbourg:

Council of Europe, European committee on crime problems (CDPC), 2008. Available from:

http://www.coe.int/t/dghl/standardsetting/t-cy/PC-OC%20%282009%29%2005%20E.pdf

[2013, May 6], p.27
* Ibid., p. 28
** Committee of experts on the operation of European conventions on co-operation in criminal matters

(PC-OC). Summary of the replies to the questionnaire on mutual legal assistance in computer-related

cases, p.5
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* The cybercrime convention committee (T-CY). Meeting report of the 3" consultation of the parties

to the convention on cybercrime [Online]. Strasbourg: Council of Europe, 2008. Available from:

http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY/T-

CY%20%282008%29%2004%20E.pdf [2013, May 6], Para.25

o Bulgarian Penal Procedure Code, Art. 471(2)

% Montenegro Law on International Legal Assistance in Criminal Matters, Art.4


http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY/T-CY%20%282008%29%2004%20E.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY/T-CY%20%282008%29%2004%20E.pdf
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*® Croatian Law about international legal aid in criminal matters (OG 178/04.), Art. 10(1); French
Criminal Procedure Code , Art. 694-3 ,German Act on International Legal Assistance in Criminal
Matters 2007 (“IRG”), Art.59 (2)-(3)

* Portugal Law nr 109/2009, Art. 20

** Romania Law no 161/2003, Art.61

*® Croatian Law about international legal aid in criminal matters (OG178/04.), Art. 1(3); Japanese Law
n°89 of 2004, Art.2 (2); Montenegro Law on International Legal Assistance in Criminal Matters, Art.6 ;
Slovakia Code of Criminal Procedure Act no 301/2005, Section 537 (3)

o Japanese Law n°89 of 2004, Art.2(2)

® Bulgarian Law on Protection of the Classified Information, Art. 115 (1)Croatian Law about
international legal aid in criminal matters (OG 178/04.), Art. 21 (1)-(2);Estonian Criminal Procedure
Code, Art, 433(4); Lithuanian Criminal Procedure Code, Art.177; Romanian Law no. 302/2004 on
international judicial co-operation in criminal matters as amended and supplemented by Law No.

224/2006, Art.12 ;Serbian Criminal Procedure Code, Art. 147. para.4-5; Slovakia Code of Criminal
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Procedure Act no 301/2005, Section 482 (2); UK Crime (International Co-operation) Act 2003, Art.9
(2)

% Japanese Law n°89 of 2004, Art.2(1)

% Bulgarian Penal Procedure Code, Art..472; Estonian Criminal Procedure Code, Art. 436 (1) para.1;
Slovakia Code of Criminal Procedure Act no 301/2005, Section 537 (2)

®" Estonian Criminal Procedure Code, Art. 436 (1) para.2

® Croatian Law about international legal aid in criminal matters (OG 178/04.), Art. 12(4); Estonian
Criminal Procedure Code, Art. 436 (1) para.3

* Croatian Law about international legal aid in criminal matters (OG 178/04.), Art. 12 (1) para.5

* Ibid., Art. 13 (1) para.1

® Ibid., Art. 13 (1) para.2

* Ibid., Art. 14

*" Ibid., Art. 16
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Criminal Procedure Code, Section 473; German Act on International Legal Assistance in Criminal
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