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This research is to study and search for a ‘'better' encryption
algorithm which improves the performance and contains real complicated
characteristics of data encryption. Through investigation DES (Data Encryp-
tion Standard) has been found to be an effective algorithm with extreamly
complex process-stage. From the study, the process-stage of DES algorithm can
be further improved such as : by modifying from the fixed box size division to
variable box size division, and changing the contents of S-boxes table to
match the changing division method in order to produce a more effective algo-
rithm. Compared to the original DES version, this modified version appears to
have more complicated processes. Hence, this new version has been named as an
improved DES or IDES. Through some modification, IDES would no longer be con-
sidered as standard. ;

The complexity of IDES, measured by quantities of work to search for
the cryptographic key accounts for (N + 1)232 times of DES algorithm, where N
is the possible way to divide box size, and for DES, the average of work is
235, From the experiment, examples of various file sizes are presented to de-
monstrate the IDES performance, and compare it with DES, IDES has proved to be
more effective than DES. Therefore, a more complex encryption algorithm which
ensures better secrecial data security is the result of this research.
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