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# # 5470914921 : MAJOR SOFTWARE ENGINEERING

KEYWORDS :  SECURITY PATTERN / ASPECT-ORIENTED PROGRAMMING /

MODULARITY / WEB SERVICES
JATURAPAT PATANASONGSIVILAI : APPLYING SECURITY PATTERNS AND
ASPECT-ORIENTED PROGRAMMING TO WEB SERVICES. ADVISOR : ASSOC.
PROF. TWITTIE SENIVONGSE, Ph.D., 86 pp.

Security requirements such as authentication, authorization, and security session
should be considered during development of Web service systems. Developing security
code for Web services can be problematic since there may be several developers
writing similar code separately. This makes security code tangled and scattered,
reducing maintainability and modularity of the system. This research proposes the
integrated security patterns based on a number of authentication, authorization and
security session patterns from the literature, and apply them in the design of the service
side of the system. In addition, Aspect-Oriented Programming (AOP) is applied to the
client side. The research presents an experiment to study the impact of the integrated
security patterns and AOP on modularity of the system. We measure modularity of a
Web services system of a telecommunication company in Thailand before and after
applying the patterns and AOP. The results show that both techniques can together

improve modularity on service and client sides.
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' 1 |package amdocs.main.usse;

2

S import org.apache. logd].Logger;

4

5 dimport amdocs.main.medel.Subject;

5]

7 public class pAuthenticationCheckPoint implements CheckPoint {

g final static Logger Logger = Logger.getiogger|{futhenticationCheckPeint.class);

El private futhenticationEnforcer authenticationEnforcer = new AuthenticationEnforcer();
1

=
[

£ @override
public boolean identify(RequestContext requestContext) throws Exception |
return authenticationEnfeorcer. authenticate(requestlontesxt);
h

16 public Subject getSubject() {

17 return authenticationEnfercer.getsubject();
18 3

19

28 1

21

[
(4, B AT

A 4.7 shatinelBnuadnang AuthenticationCheckPoint

1 package it.cchseoa.svcbundling. sop;

2

3# import it.cchomesb.swcbundling. conf.Config;l]

14

15 public aspect AuthenticationAspect {

16

17 pointcut serviceStubMethod() @ execution(public * amdocs..*ServicesSoapBindingStub.™*(..));
13

19 Object around() : serviceStubMethod() {

28 Object instance = thisloinPoint.getThis();

21 if (l({instance instanceof Stub)) {

22 throw new IllegalArgumentException(®Invalid instance. it isn't ™
23 + 5Stub.class.getMame());

24 1

25 system. cut. println{thisJoinPoint. getThis( ). getClass( ). getName() + "."
26 + thisloinPoint. getsignature(). getlame(]));

27 Stub clientStub = (Stub) instance;

28 clientstub. setTimeout({Enviontrol . WEBSERVICE TIMEOUTY ;]|
29 try

] clientStub = setHeader(clientStub);

31 } catch (Exception &) {

32 e.printstackTrace();

33 1

34 return proceed();

Bl 3

36

37 public Stub setHeader(5tub clientStub) throws Exception{
38 clientStub.clearHeaders();

39 clientStub.setHeader(this. getS0APHeadersecurity(]);
Ll return clientStub;

41 :

El]
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o]
w

package amdecs.main.wsse;

import org.apache.logdj.Logger;
import amdocs.main.medel. subject;

public class AutheorizatienCheckPoint implements CheckPeoint {
final static Logger Logger = Logger.getiogger(futhorizationCheckPoint.class);

private AuthorizationEnforcer authorizationEnfeorcer = new AuthorizationEnforcer(];

£ @wverride
public boolean identify({RequestContext requestContext) throws Exception {
authorizationEnforcer. authorize(requestlontest);
return authorizationEnfeorcer.isduthorized(requestContext);

¥

£ @override
public Subject getSubject() {
return authorizaticnEnfercer.getsubject();
i

NN 4.9 satinglFnaasaang AuthorizationCheckPoint

1
2

14
15
16
17

@

package it.cchseoa.svcbundling. acp;
import it.ccbomesb.swcbundling.conf.Config;[]

public aspect authenticaticnAspect {

pointcut serviceStubMethod() @ execution(public * amdecs..*ServicessoapBindingStub.*(..

Object around() : serviceStubMethod() {
Object instance = thisJodinPoint.getThis();
if (!{instance instanceof Stub)) {
throw new IllegalfrgumentException(“Invalid instance. it i=n"t
+ Stub.class. getName( )] ;

¥

system. cwt.println(thisJoinPoint. getThis( ). getclass( ). getName( ) + . "
+ thisJoinPoint.getsSignaturel ). getNamel]);
Stub cliemtStub = (5tub) instance;
client5Stub. setTimeout (EnvControl . WEBSERVICE TIMEOUT) ;I
try {
clientStub = setHeader({clientstub);
} catch (Exception e) {
e.printitackTracel];
¥

return proceed(];

public 5tub setHeader(Stub clientStub) throws Exceptiond{
clientstub. clearHeaders();
clientsStub. setHeader (this. get=0dPHeadersecurity (1) ;
return clientstub;

1)i

NN 4.10 FivatineTAa AuthenticationAspect a9aunILzil Authorization
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Tunni 4.11 lunnsiuuug Security Session anliauilsetaiie Inaensaatiig

v

n3leulAn0IAana SessionCheckPoint T9A¥BNWALNUANIAIN CheckPoint an#1 M3
TAamrnsiuasluldaduinuanduasiqnAutna1satinana SessionCheckPoint 7
mien dawlunini 4.12 ilusiatinanisinuuugy Security Session 1nL@ieugiag Aspect] 14

dlumaanada SessionAspect uazldnn1sanlaamadusuannsiuaslullaaieust

package amdocs.main.wsse;
import java.util.list;
import org.apache.axis. AxisFault;

import amdocs.main.dac.AllowedFunctionDAC;
import amdecs.main.medel.AllowedFuncticn;
import amdecs.main.medel.Session;

import amdocs.main.model.UserProfile;
import amdecs.main.util.Appltils;

[ TRE B  B S NTR R

public class SessionCheckPoint implements CheckPoint {

ff @override
public boolean identify(string sessionId, String inputPassuweord)
throws Exception o
Session session = SessionManager.get(sessionId);
if(session!=null){
return true;
¥

UserProfile userProfile = Authentication.aowthenticote(sessionld, inputPassuord);
if(userpProfile==null){

throw new AxisFaultisessieonId + " user login failed, user name or password is wrong");
¥

List«pllowedFunction> allowedFunctionList = AllowedFuncticonDAO. searchdlloweddperotionsessionId);
String sessionTeken = Appltils, genergtesessionToken();

sessionManager. set{sessionToken,userfrofile, allowedFunctionlist);
return false;

NN 4.11 FiaasinalAnaaanana SessionCheckPoint
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21 public aspect SessionAspect {
private String sessionToken = ™";

pointcut serviceStubMethod() : execution{public * amdocs..*ServicesScapBindingstub.™(..

Object around() throws RemoteException, CMException: serwiceStubMethod() {

Object instance = thisJoinPoint.getThis();
if (l{instance instanceof stub)) {
throw new IllegalfrgumentException(“Inwalid instance. it isn't ™
+ 5tub.class.getName());

¥

Object result = null;
Stub clientStub = (Stub) instance;
try {
clientStub. setTimeout (Enviontrol . WEESEAVICE TIMECQUT);
clientStub = setHeader{clientstub);
result = proceed();
} catch (Exception e)
if (istessionExpired(e)) {// if session is expire
try {
this. authen(];
clientStub. setTimeout (EnvControl .WEBSEAVICE TIMECQUT);
clientStub = setHeader{clientStub);
} catch (Exception el) {
el.printStackTrace();

result = proceed(}; // retry WS call
T else {
e.printStackTrace();

H

return result;
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P < yy o ) Yy o o
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Client Side

Jobs

AddDiscountTMH

AddSOcDRT | _ N

AddDiscountHutch S N

AddDiscountDIR040 - - _

I
I
I
I
!
I
I
I ,/
! /
/ /
! /
/ /
! /
! r,

Service Side
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CCBS WS

awsi_cm9_flat_pattern

ExpireDiscountHutch -------""""""_ o
—aF //;////
- 7 ’//5/ //
P o,
UCR_MARGBS82RAES_InformNewPPSMS -~ > A
e //// //
= e //
<1 /
P 5 ,///’/ ///
s ’ 7 /
UCR_MARG7WK663_InformChangeBPSMS // X\
/// Z 7
# // /
// // /
- , ’
7 Vi //
ExpDiscountDIR040 7 -
/// //
e *
// //
// -
, /
7/ /
e /
// L
DelSocDRT /
//
/
/
/
/
/
AddSocRBTDcDGC035
SOAP

NINA 4.13 wunaneen wiwiiassssuusetuas uuugluazialad
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<<subsystem>>
awsi_flat_pattern

MMO_MemoServices

LoginService CM_PayChannelServices
CM_SearchServicess CM_ProductCatalogServices

BL_QuotationServices CM_SubscriberServices

CM_CustomerServices

AN 4.14 ununweenwsusidasme fanelures awsi_flat_pattern
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wunnAaaneulszn g inatiAaaasis luss UL Service Bundling

Service Side
. . SessionTokenDAO
Client Side
Manages |session
Session c " -
omponen check rights SessionManager
+operation()
ign
in/o accesses * uses
Client ) ~\| Protected System authorizes Authorization
| | interacts____ | 2
with
L7
W uses for Identity
through & Authentication
Authentication
Authentication

WNUNINARNANAILsze N A IEmATATIAR9IE sz LU Service Bundling

Session
Server Side 7
check-fights manages
Component- \ " Manager
£ pbtain session 9
Client Side Faperatong
accesses o
Client i create session
| ____[interacts | < Protected System
with SessionCheckPoint
+identity(in client)
weaves : i
weaves configures check point
AuthenticationAspect enters implements
system r r
Single Access Point -
through uses for Identity S
& Authentication eck ol
+identity(in client)
SessionAspect Sign implemen ya
implements

in / off

AuthorizationCheckPoint

AuthenticationCheckPoint

+identity(in client)

+identity (in client)

uses uses authorizes

uses uses

AuthorizationEnforcer

ontext| uses |A icationEnforcer|crpatps| Subject uses

1 Sets uses
permisw’@K
PermissionsCollection | ... | AuthorizationProvider

NN 4.15 NINLBITTLY Service Bundling nauuazudariuuugtuazielaiuntszensld
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v o dl 1 dl v a :/I ac 3 v K
lasiunisgnungnainnieuen Lilasainsyuuneunazlimnaiinisaaddaiiy nasdinnesyuy
NN 4.16 NN 4.17 wazn Wi 4.18 azidinfiagau Protected System Malaemss i1l
dl 1 1 o o v ¥ K o v 1 = A
Repian19gnyngn windsantiuuuglun i nadintsaznssinlfiestemianenpe

Single Access Point winii MnlifllasiunisgnungnlfifitszAansnamanntsau

Client Authentication(Client Protected System Authentication(Server)
T T | |
| | | |
| | | |
| | | |

L | | |
authenticates ! : :
enter system
authenticates
return
K-————==————1 o R s :
|
L | |
] I |
T | | |
| | | |
| | | |
| | | |
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Authorization(Client)

Client

Protected System

Authorization(Server)

T

|

|

|
_L .
authorizes

T

|

|

|

|

|
——

Bl
|
|
|

enter system

return

authorizes
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a

SessionManager

manage session

T
|
|
|
|
|
|
|
|

b---1

Client Session(Client) Component Protected System Authorization
T T T T T
| | | | I
| | | | |
| | | | |

— | | | |
| | |
manageSession } | | |
| . |
enter system
H authorizes

|

|

|

|

|

|

|

|

|
| - |
| | |
| | |
| ‘ | |
! manage Session |
| 1
! access |
| |
|
| L] |
} access | | !
| | [ ] |
| | |
| |
} | |
| | = |
T | ! | |
| | | |

SessionTokenDAO

setSession
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ANTNUINADNLAZLATDINDN LE LUNITWRIUN

ANAAaN 1NN UNLATENHE Fag5aI0S (Hardware) wazaansiing (Software) N

v
o

a a
TIURTRAEUAANIU

Lﬁ%\imuﬁmmﬁfwmﬁ (Notebook)

niieilszanaua Intel(R) Core(TM) i5-2450 A2NIET 2.5 NnzLdsmd (GHz)
PUILANHNANUAN DDR3 UU1A 4096 Lmz“LWT(MB)

AMuTUANUWULLES (Hard Disk) 218 500 finzlus (GB)
seuudfiRnisAulaedianudasiun (Microsoft Windows 7 Ultimate)
irastlaimuntsunsnldud anaUd nestu 914 (Eclipse Version Juno)
aaaiiadmsueanuULLaz i ena s e ANz uL T lulasteviiaay
Wei 2007 (Microsoft Office 2007)

wrasflawmuialeflliun goisin (Plugin) dAwisunsiaunielefiuudadud
(Aspectd Development Tools or AJDT) http://www.eclipse.org/ajdt/
Lﬁ%qﬁ@éﬁﬁuffmmmwm@mﬁ‘VL’ﬁLm' ARLLTTULNNLNGT (ConcernTagger) Faihy
gaLdsn (Plugin) LuaAaLd 1¥dmiudndi CDC uaz CDO uazialaiiusisnd

afiis 3.0 (aopmetrics version 3.0) Mi@uiudneAn LOCC, CBM waz LCO

10) 3udieyaifluaesuda 11 g lendinsaieddi (Oracle Database 11g Express

Edition)

11) @5 nasinasasiuiidniaiuwmasas 1Hun Tomeat
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nuddelininedaaninuenanfuesszuy Service Bundling Job 3 2 10854l Aa
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co A= o % o o R N o e
waffuninIsimwIANsesnssuaNuAdtaeds i I ungluazieled duneddund
n1sdszgnauuugliiuaonuiuauaziateiiuide lunisinaninuenaiiazutisdadniiiy 2

1m gausn biun LOCC, CBM way LCO Mdntdndamaiia aqudadnganaasliun LOCC,

o o

CBM, LCO, CDC uaz CDO liintdndslaataus dedadnns 2 galiinasssialilil

51 WAMSNARBIIAANWNARAIS LudTaId

£
A |

NuAAeHlFNIN193RAY LOCC, CBM uaz LCO naulduuugiuasnaslfuuugillu

faimasig delinanail

dl o y N ! o PA uI/
139N 5.1 N@ﬂ'ﬁ‘ﬂﬂ@‘ﬂ\?'Jﬂ@ﬂ’]WN@@]@WﬂuﬁﬂLsﬁ‘ﬂfm‘ﬁ ﬂ‘ﬂuLL@%‘M@\ﬂfﬁLL‘]_IUE‘]JF‘YJ’]NNMV’N

ATUIU LOCC CBM LCO

< S o S M S
AR EENN LRAEIAR TN LRAEAR TN LRAEAR

ToUU AR ToUU AANYA ToUU AN

NaN13IALLLIL Authentication

Tluuugl | 34 1722 50.65 101 2.97 42 1.24

THuuugy 22 1013 46.05 65 2.95 68 3.09

HANN3IARLILIZY Authorization (TNHHANNIIA Authentication NINANIINAE)

TWluuugl | 43 2116 | 49.21 132 3.07 48 1.12

Tuuugl 28 1158 | 41.36 82 2.93 70 2.50




54

dl o y N ! o A nI/ ]
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AUIU LOCC CBM LCO

& a M P < S
ARE TAHYN LRAEAR TINN LRAEAR TAHYN LRAEIAR

ToUU AANYA ToUU AANYA ToUU AR

nann9dnLLLgU Authorization (FeldEnaN193m Authentication N NANTINAE)

Tluuugl | 37 1813 49.00 108 2.92 48 1.30

Tuuugl 24 1014 | 42.25 69 2.88 16 0.67

NANT99ALLLZL Security Session

Tl¥uwugl | 63 3193 50.68 189 3.00 436 6.92

1wz 27 1324 49.04 93 3.44 69 2.56

AINAN9NN 5.1 AzWU91A1 CBM 289Uzt Security Session naslduuugiliiaav
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Fanangsng y fivinigue 1 RequestContext Waz AuthenticationEnforcer azliflan1asia
dsenuifupen sy 7 luszuy uazidwReaniy wuugl Authorization Fenanasig I 7
111418 19 AuthorizationEnforcer  Wa% AuthorizationProvider & Tantasieisenuriy
penTwusTEY 7 luszun nansdasn CMB AsAndnnsdisesiuugtl Security Session
ANAST 5.1 iiuAeaiuaznLduLLgLl Authentication fuwuLgil Authorization
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1) N139A9IZIAT LCO 21a9uuzt] Authentication
o 1 dl Aoy nl/ a 6 a a 1 o 1= A
sruumnededsllAnA NTuAYIaIN1sRgatifaase wadeldin1s I unugy
Authentication luflaiaid szuuazgnuentesiiluaaniniuussiig o) laun awsi_bl9_flat,
awsi_cm9_flat waz awsi_mmo9 (8198315 1nnnd 4.2) tnelum999 5.2 azuanananis
37A1 LOCC, CBM uaz LCO vausaznaulniuufeannyi wionisuansnanisdntian
wuugy Authentication 111U i lfiRenIniuwszng - Agnuantesgnaaniuiunens
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F119°9% 5.2 HANITAANINNBAANSNauLAzuAIIULILIZY Authentication 111 Tudaima i

HanTdnanmNenasneutiwuugy Authentication 10l ludaime i

HANITIAGNIN
NRAAITUAITLLIL

31 Authentication

un ¥ luflamesia
pan T pasTniLude Aot 3039 3 o TS
awsi_bl9_flat awsi_cm9_flat awsi_mmo9
%’ﬂﬂﬂ”lﬂ LOCC | CBM LCO | LOCC | CBM | LCO |LOCC | CBM | LCO | LOCC | CBM | LCO
1 | StringUtils 39 0 0 39 0 0 39 0 0 39 0 0
2 | AppUtils 20 4 0 20 4 0 20 4 0 20 4 0
3 | DBUtils 65 1 0 65 1 0 65 1 0 65 1 0
4 | UserProfileDAO 59 2 0 59 2 0 59 2 0 59 2 0
5 | SOAPHandler 18 5 0 18 5 0 18 5 0 18 5 0
6 | SecurityHandler 32 2 0 32 2 0 32 2 0
7 | UserProfile 101 0 14 101 0 14 101 0 14 101 0 14
8 | SecurityEncoding 10 1 0 10 1 0 10 1 0 10 1 0
9 | Authentication 42 6 0 42 6 0 42 6 0

gg



F19°9% 5.2 HAN1ITAANINNEAaniNauLariaIuLILZL Authentication 111 Tudame i (sia)

HaNTInaN WNaRaFNauiiuLgL Authentication 10l luilaime i

NANIIIAGNIN
NRAANTUAITINLILgY

Authentication

un W luileimesie
pan LTS pasIniLLETe pan LTS 3937 3 AaNTWLLLE
awsi_bl9_flat awsi_cm9_flat awsi_mmo9
TaAaa LOCC | CBM | LCO |LOCC | CBM| LCO |LOCC | CBM | LCO | LOCC | CBM | LCO
10 | BL_QuotationServicesSoapBindinglm 15 4 0 14 3 0
pl
11 | CM_ProductCatalogServicesSoapBin 69 3 0 56 2 0
dinglmpl
12 | CM_SubscriberServicesSoapBindingl 214 11 0 179 10 0
mpl
13 | CM_CustomerServicesSoapBindingl 70 5 0 57 4 0
mpl
14 | CM_SearchServicesSoapBindinglmpl 119 7 0 108 6 0

9¢



FIN9°9% 5.2 HANITAANINNEAANSNauLaz ALl Authentication 111 Tudaimeiae (sia)

HanTdnanmNenasneutiwuugy Authentication 10l ludaime i

NANIFIARANIN

NRAANTUAITINLILgY

Authentication

un W luileimesie
pan LTS paslnLuse pan LTS 3937 3 AaNTWLLLE
awsi_bl9_flat awsi_cm9_flat awsi_mmo9
TaAad LOCC | CBM | LCO |LOCC | CBM | LCO |LOCC | CBM | LCO |LOCC | CBM | LCO
15 | CM_PayChannelServicesSoapBindin 51 6 0 43 5 0
glmpl
16 | MMO_MemoServicesSoapBindinglm 26 2 0 21 1 0
pl
17 | SingleAccessPoint 47 7 0
18 | Subject 37 1 0
19 | AuthenticationCheckPoint 10 2 0
20 | RequestContext 52 3 54
21 | CheckPointFactory 40 1 0

VAS)



F19°9% 5.2 HAN1ITAANINNEAaniNauLariaIuLILZL Authentication 111 Tudame i (sia)

HANITAANTNNERANSTaULNLLLIL Authentication unlF e NANIIARNIN
NRAANTUAITINLILgY

Authentication

i luiamesin
pan T pas T pan TR 3939 3 Aes LTS

awsi_bl9_flat awsi_cm9_flat awsi_mmo9

%’ﬂﬂﬂ”lﬂ LOCC | CBM LCO | LOCC | CBM | LCO |LOCC | CBM | LCO |LOCC | CBM | LCO
22 | AuthenticationEnforcer 23 6 0
23 | CheckPoint 4 0 0
24 | NullCheckPoint 10 1 0
NAgIN 401 25 14 909 53 14 412 23 14 | 1013 65 68

8G
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Hlarmase

HANTIAANINNaRANsHautwuLgtl Authentication N 14 ludawmaide

Fananlniuusm LOCC | CBM | LCO
awsi_bl9_flat 401 25 14
awsi_cm9_flat 909 53 14
awsi_mmo9 412 23 14
NATIN 1722 101 42

HANITRANINNEAATUAINLLULFL Authentication 10l ludaime i

ARNTWLUUASINUARI LT LS LOCC | CBM | LCO

HAagIN 1013 65 68
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public class RequestContext {

private
private
private
private
private
private

String username;

String password;
MessageContext messageContext;
String operationName ;

String serviceName ;

Subject subject;

public RequestContext(WSPasswordCallback pc){

this.
this.
this.
.operationName =
this.

this

username = pc.getIdentifier();

password = pc.getPassword();

messageContext =MessageContext.getCurrentContext();
messageContext.getOperation().getName();
serviceName = messageContext.getTargetService();

public RequestContext(String username,String password){

this.
this.
this.
this.
this.

username = username;
password = password;

messageContext =MessageContext.getCurrentContext();
operationName = messageContext.getOperation().getName();
serviceName = messageContext.getTargetService();

public String getUsername() { return username; }

public void setUsername(String username) { this.username =

username; }

/// To do Getter / Setter Method

//

//

A9 5.1 TRALN9d91189 RequestContext

2) N19AATIENAI LCO 189uuitgy Authorization

Tump19197 5.4 azngasuanisdaataauIntiuwudluszuuldnn awsi bl9 flat,

awsi_cm9_flat uag awsi_mmo9 Taeiv a1 uuugil Authorization WiansivuanInan1sin

wasa gt leu vinlieex iniuwdsng <) Auendessoniuiunagaipeniu 4w

v
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FN9°9% 5.4 HANITAANINNEAANSNauLATUAITNULILIZL Authorization 1Nl luilaite s

HANITRanInNagaFiautinuLLg Authorization uFudagefia NANIIARNIN
Naparfuagtiniuug

Authorization

i luiamesin
pan T pas LT pan e 3039 3 o TS
awsi_bl9_flat awsi_cm9_flat awsi_mmo9
%’ﬂﬂﬂ”lﬂ LOCC | CBM LCO | LOCC | CBM | LCO | LOCC | CBM | LCO | LOCC | CBM | LCO
1 | StringUtils 39 0 0 39 0 0 39 0 0 39 0 0
2 | AppUtils 20 4 0 20 4 0 20 4 0 20 4 0
3 | DBULtils 65 1 0 65 1 0 65 1 0 65 1 0
4 | UserProfileDAO 59 2 0 59 2 0 59 2 0 59 2 0
5 | AllowedFunctionDAO 41 2 0 41 2 0 41 2 0 41 2 0
6 | SOAPHandler 18 5 0 18 5 0 18 5 0 18 5 0
7 | SecurityHandler 32 2 0 32 2 0 32 2 0

8 | AllowedFunction 24 0 2 24 0 2 24 0 2 24 0 2
9 | UserProfile 101 0 14 101 0 14 101 0 14 101 0 14
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HaNTIRaN IWNaRaTNauiiuLgy Authorization 80 1H lutlsiaeiis

NANIFIARANIN

Naparfuagtiniuug

Authorization

un i luilaimesie
pan LTS pas LTS pasTnLuse 30407 3 ARN TN
awsi_bl9_flat awsi_cm9_flat awsi_mmo9
TaAad LOCC | CBM | LCO | LOCC | CBM | LCO | LOCC | CBM | LCO | LOCC | CBM | LCO
10 | Authorization 38 6 0 38 6 0 38 6 0
11 | SecurityEncoding 10 1 0 10 1 0 10 1 0 10 1 0
12 | Authentication 42 6 0 42 6 0 42 6 0
13 | BL_QuotationServicesSoapBindingIlmpl 16 5 0 14 3 0
CM_ProductCatalogServicesSoapBindi 82 4 0 56 2 0
14 | nglmpl
15 | CM_SubscriberServicesSoapBindinglm 249 12 0 179 10 0

pl
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NANFIAGNIN
Naparfuagtiniuug

Authorization

un i luilemesie
pan LTS pas LTS pasTnLuse 30407 3 ARN TN
awsi_bl9_flat awsi_cm9_flat awsi_mmo9
TaAad LOCC | CBM | LCO | LOCC | CBM | LCO | LOCC | CBM | LCO | LOCC | CBM | LCO
16 | CM_CustomerServicesSoapBindinglmp 83 6 0 57 4 0
|
17 | CM_SearchServicesSoapBindinglmpl 129 8 0 107 6 0
18 | CM_PayChannelServicesSoapBindingl 59 7 0 43 5 0
mpl
19 | MMO_MemoServicesSoapBindinglmpl 31 3 0 21 1 0
20 | SingleAccessPoint 52 7 0
21 | Subject 37 1 0
22 | PermissionsCollection 30 5 0
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NANFIAGNIN
Naparfuagtiniuug

Authorization

un i luilaimesie

pan LTS pas LTS pasTnLuse 30407 3 ARN TN

awsi_bl9_flat awsi_cm9_flat awsi_mmo9
TaAad LOCC | CBM | LCO | LOCC | CBM | LCO | LOCC | CBM | LCO | LOCC | CBM | LCO
23 | AuthorizationCheckPoint 11 2 0
24 | AuthenticationCheckPoint 10 2 0
25 | RequestContext 52 3 54
26 | CheckPointFactory 40 1 0
27 | AuthenticationEnforcer 23 6 0
28 | AuthorizationProvider 16 4 0
29 | CheckPoint 4 0 0
30 | AuthorizationEnforcer 19 4 0
31 | NullCheckPoint 10 1 0
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FIN399 5.5 HaTINNNTRANMNanaFneuLasrdsiuLLgl Authorization 1014 luilssas

L

HANTIAANINNagANsHautwuLgtl Authentication N1 14 ludaimaide

Fananlniuus LOCC | CBM | LCO
awsi_bl9_flat 505 34 16
awsi_cm9_flat 1091 66 16
awsi_mmo9 520 32 16
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getCustomerHe‘@der(customerNo) -~ } } } }
] Ll | | |
| I I I
smslan u | | |
S *””"”’T’& ””””” T | | |
getSubscriberService‘Agreements(subscrikﬁrh‘lo) } } }
T > | | |
| | | |
svrinfo | | |
Ko—=—————— == TS u I I I
} ] / | I |
getSubscrlberSerwceAgreements(subscrlaerNo) | | |
+ | | |
| | | |
pricePlan u | | |
e e e I I I
| i I I I
Reduest Type = SendSMS | > ! } }
I i u I I
I | I I
,,,,,,,,,,,, U720 3 SN S SSSL I I
< | ] ] | |
Servicé Type=change, Service ﬁwame:offers,User 'ﬂext =memo ‘ }
] T T I
} } Call to CCBS WS ﬂor manage data }
| u‘ | |
I I
| I
| R I
| | |
| | I
Ko———— = s SO W TR | i et |
] |
I I
| |
Write Ma}il file }
I |
| I
Write Log file }
l I
|
I

6

.
Ll

i
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TOM DB
i ) CSM_TRANSACTIONS .
Job :ServiceBundling SERVICE_AGREEMENT CCBS WS BRMS WS OM WS Mail Server
| ; ; ; ; | ;
I execute ! } } } \ ‘
I I
I I I
Query data I } } } }
! ! 1 1
I I
=== ] } } ! !
searchSubscriberByResource(ctn) ! ! } }
- ! | |
I Vu | | |
| I
- _____info ___________ | } }
< ' o ) | | ‘ ‘
getSubscriberServiceAgreements(subscriberNg) | } }
I
b g | | |
,,,,,,,,, pricePlan I I
+ I
< ) o ) I I ! !
getSubscrlberServmeAgreements(subscrlberiﬂcp) | } }
t > I \ \
I I
I I
- _______proposifiontist | ! !
< j ‘ ‘ ! !
getSubscriberServiceA{greements(subscrib rNb) } | I
I I
I I
I I
hasAdcount ! I I
=== 777 ] i } } }
getCustomerlfieader(customerNo) | ! \ |
I I
i I
I I
I
billGycle | ! !
SRR ey o o N5 7, (N | | |
getQ;‘Jote(offerld) J } } }
T I
I I
I I
newRC u | | I
S | ! |
I | I
Request Type = AddDiscount I ! !
‘ ‘ "] : :
I I
I I
S 1 SRR ARSI A I ‘ I I
Service Type=change, Service namegroffers,, User Text = memo | |
Il Il Il
I
I I I
! I Call to CCBS WS for manage data }
: T : ;
I I
I
I I
I ——t] "~ |
I I I
I
- —— L SO L ommm e |
; I
} \
Write Maillfile }
I
I
le }
I
I
!
Ll

|
I
Write Log fi
|
|
|
|
I
|
|
|
I
|
|
|
I
|
|
|
I

I
|
|
|
|
|
|
|
|
|

Semﬂ Result
:
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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