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PP

Cloud computing has been widely adopted by corporate and individual
customers due to its resource-sharing model that allows on-demand access to scalable
and high performance computing services. The growth of such services means there
are a lot of service providers who can provide similar services, and hence quality
attributes of the services become the criteria for cloud service selection. This
research focuses on cloud service trustworthiness that embraces both security and
dependability attributes. A trustworthiness assessment method is proposed based on
the CSA Cloud Controls Matrix (CCM) security guidelines that are mapped to NIST
SP800-53 security and privacy recommendations and AICPA trust services principles
and criteria in order to classify security and dependability characteristics of each CCM
security control. Based on the mapping, the security provision capabilities of a cloud
service as listed in the CSA Consensus Assessments Initiative Questionnaire (CAIQ) are
assessed and the trustworthiness score of the service is calculated. The assessment
method then can assist service consumers in determining and comparing
trustworthiness of candidate cloud services as one factor to consider in the service

selection process.
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2.1.1 MSUSTAANALUUAANIA

MsUszananaluuna1af (Cloud Computing) [1] Aeweluladanandiimuisonin
AsUsTINaNakuunsyany  (Distributed Computing)  AMsUsEaaLUUTUIUY  (Parallel
Processing) Wazn1suUszinanaluunia (Grid Computing) Imaﬁmiﬁ’muagjuuﬁugm‘um
msdraesgUuUMIanuEeu (Virtualization) UuszuuMsaOuiiEnssmsvesgunsal
fiszAvsnmuaz mavanaaemwnumslieu Wy enfeRad doya wewdwas uas
ninens udu Taedldnuannsalinunesimesuasnsifutoyaiiuss dvsamgariu
NITLUVLAT UL BUWBS LR

nmsUsznaraLuuAaIRmutevesan tuinasgulasimaluladuand  (NIST:
National Institute of Standard and Technology) [2] lena1liin msUssananaluuaa1Ifn
AolumansvhnuiitisliiAsmiuagmnauisuazaninsaing deyadidiomisainaniuile
Ald atuayunsiuvesyuuae 9 saudu Wy ssuueietne @iwoes aunsaldaiu
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AMANYRIELALYRINITUTEIIARALUUAATIA  ABlgULUUNITYINUTBIARLTIIMB T UL
wsetefveluFawasnuazmnavelaefifldnuansadifsdeyaaniledld T3
wisunsnensmuanudessldnuvesdly (On-Demand Self Service) #BanN13INITALA

wazUngesnwtey uaslimnudavguniwnunisidaugs

MIUsEIaRaLuUAa1Ie ansawusguuuunslivinisesniy 3 suuuu laun

1) M3iusmswenduds (SaaS @ Software as a service) gy luAavedns
TruimsTusunsussgndfiannsadnldousmiuwesndouduld  Fessiiudfyueinis
MULUY SaaS AensansuyuvemunItiuasgeadwislun1sasne nsungesny uasnsld
nu GAvinmslasududesiamaiemuaunsvihnuresszuy sndumsiimuisesavie
nmsmvuaanslunsifdusunsudssend

2) Mm3liusmsunasvlesy (PaasS : Platform as a service) vanefia lunaveens
Tusmsmsinuunamesufiannsaliglivaunlusunsnszondlé e Vi
(Developer)  vmswamildiowazUsendaldsne  msliusnisunanresatuiinn s
auvayumnueeNdwls Sadawds wavgiudeya (usu

3) Msliusnsiaseasnafugiu (aas : Infrastructure as a service) wneds Tuaa
yoamsliuInsigliuinisagliuinisludumedasainsiugiuig @ Wy endaud was
szuuazetng Wudu gliuinsiinstiediszauinmemunsldnuasa nedliuinmsasdu

HALANIAUNTYININUYBILATIET I UL U1 395N

2.1.2 ANMUITUALLAL AU LA

ausiums (Security) waneds esaninsavesszuulunstostunisiddeelails
Sueyanm (3] Wiellmnuaninsolumstestuszvuansaummannsufauiusiliduiing
vonnmslasfsyuu 1wy doya a1auad wagwerdnd mnuiuasudléidy 3 edrede ms
$nwAuaU (Confidential) Ysauniw (Integrity) wazanmwiasldau (Availability) Senlag
a1 CIA

aufianly (Dependability) wnefls anuaansalumsihauidedold 4] o
AuEInsolunsuReAIAanses (Fault Tolerance) Faflumnuaninsavesszuuiiag
annsavhaudelUldluannsidanudemenioty wasrnuainsalumsvandems

MnunRanaaniausuksaiunIazseusula



The International Federation for Information Processing Group 10.4 [5] lamuuali
anafenld Ao “anulilald (Trustworthiness) vesszuuneufnmes JsaztigliiAnnis
ﬁﬂqquﬁﬁﬂaﬂumL%aﬁaasmﬁmama (Dependability is the trustworthiness of a
computing system which allows reliance to be justifiably placed on services it

delivers.)”

mssnwanusuadaludunidunudnvusvesnnuiianld Taevia 2 audnvaed

PuReIlesiudinIng 2.2 [4] Uszneulusenndnuae 6 Usenis dl

1) anwnsenltanu (Availability) winefs anunseuesnisnusnig

2) anuidedold (Reliability) ineds anuseidiowenisiiuinis

3) mulaendy  (Safety) wneds  szuudemuvaendy  lddieransznudadu
dupsgragldnuLaranInwInden

4) mM33nwANUTY (Confidentiality) visngds n133nwANUTUVBItaYa

5) Yy (Integrity) vanefs liRnmsAsuulasesteyadilimanzan

6) ANuEINIaluNsUIRsNw  (Maintainability)  vanefis  Hanuanunsalunig

CRIIERY

— Availability —
—  Reliability

ot Safety
Confidentiality —
— Integrity —
— Maintainability

Dependability — —— Security

DINT] 2.2 AIIUAUNSVaam U UAMALAIUAI WA [4]



2.1.3 Wp3ndauALAanIn

wesndaruALAa1In (Cloud Control Matrix) \HumA3ndMsIUsINANNGDINITAY

Anuiiues 16 g ieligbiusmsrandldduwuiufun (6] wazdrelidldusnisaandan

150U RIUANEEM IS UANIELAWBE T UIN1IANIN  WRSNdAIuANAATIALY  IAYIn

PP IUTIINATIIU NYIEdeu uaznTaunuNsAIUAL (Control Framework) ¥8984ANs
finmgaamnssaliniseensu léun 1SO 27001/27002, ISACA COBIT, PCI, AICPA, NIST,
Jericho Forum uag NERC CIP

wesndeuANAa1In (Do3tu 3.0.1) wiseaniluvioiun 16 lawunisaiuay (Control

Domain) lawn

1. mmﬁuﬂwaﬂﬂiLmiamssqﬂ@mazﬁausiaﬂszmu (Application & Interface
Security)

2. mMssuUseiukaznsufuRnueiun13nsI9aeu (Audit Assurance & Compliance)

3. mw%mﬁmmsmmmLﬁaqmqqiﬁau,asmsﬁuamwlé’ﬁuaamwﬁﬁ’ﬁmu (Business
Continuity Management & Operational Resilience)

4. mimuammsLﬂﬁauLLUaﬂLLazmﬁﬂmﬂmmw (Change Control & Configuration
Management)

5. mmﬁumﬁum%’ayaLLazmsu‘%mﬁﬂﬂmw3%3mafﬁaumﬂ (Data  Security &
Information Lifecycle Management)

6. mnuiunsvesguidoya (Datacenter Security)

7. MRS ULAYNITIANITNYLA (Encryption & Key Management)

8. m3smiuguatazmsdnnisauides (Governance and Risk Management)

9. ywensyara (Human Resources)

10. MI3EYMAULALNITIANITNITUIRS (Identity & Access Management)

11. Tassadsitugunasanuifunsvesmeluladiadiouass (Infrastructure &
Virtualization Security)

12. psannsalumsvhanustusas anuasnsolunsindouseld (Interoperability
& Portability)

13. mmﬁumﬁuaqqﬂmajm?iauﬁ (Mobile Security)



14. mﬁmmﬁmaﬂ'ﬁajéf’mm'mﬁum MIAUNULUUBIEANTeEnd warn1smsIadeaunNIg
ﬂg%mwaﬂﬂanﬁ (Security Incident Management, E-Discovery & Cloud
Forensics)

LAY ANNTUNATOU Chain

15. m3demsvlggunu Anulussla

(Supply
Management, Transparency and Accountability)

16. MsdansieaAnmLLazIneau (Threat and Vulnerability Management)

uriazsudautsoanlunmsmunuenuiua  (Security Control) 8o 9 wazusiazns

muamaﬂﬂéjmﬁumimuaummfummmmmgmﬁm‘] YU 119591 SPB00-53 vas NIST

WazanIgIU AICPA 1Dusu

fog1avBIUnINgmUANAa IR ATtUA1T19T 2.1

15797 2.1 §I0619NTNTAIVANAAIIA [6]

Control Control Control Control Control Specification
Domain Domain ID
ID

L.anudung AlS Application | AIS-01 | Applications and programming interfaces
YoslUsunsa Security (APIs) shall be designed, developed,
Uiz&gﬂ(ﬁLLaz deployed, and tested in accordance with
dusoUszau leading industry standards (e.g., OWASP for
(Application & web applications) and adhere to
Interface applicable legal, statutory, or regulatory
Security) compliance obligations.
2.ms5ulsenu | AAC Audit AAC-01 | Audit plans shall be developed and
waNSUUR Planning maintained to address business process
PUATUNTT disruptions. Auditing plans shall focus on
#3398V reviewing the effectiveness of the
(Audit implementation of security operations. All
Assurance & audit activities must be agreed upon prior
Compliance) to executing any audits.




175997 2.1 106199 3nTAIVANAAIIA [6] (FB)

Control Control Control Control Control Specification
Domain Domain D
D
3.M5U3M5 BCR Business BCR-01 | A consistent unified framework for business
Iamsau Continuity continuity planning and plan development
ABLUBIN Planning shall be established, documented ard
RINIUETA3 adopted to ensure all business continuity
Fuanmls plans are consistent in addressing priorities
VNI
for testing, maintenance, and information
U uaau
security requirements. Requirements for
(Business
o business continuity plans include the
Continuity
following:
Management ojowing
& « Defined purpose and scope, aligned with

Operational

Resilience)

relevant Dependencies

» Accessible to and understood by those
who will use them

» Owned by a named person(s) who is
responsible for their review, update, and
approval

« Defined lines of communication, roles,

and responsibilities
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§75799 2.1 m”aagfﬁmm?ﬁézfmz/@i/ﬁmwf 6] (s19)

Control Domain | Control Control Control Control Specification
Domain D
ID

4.M3AIUANNIT CCC New CCC-01 | Policies and procedures shall be

\Wasuwatuay Development established, and supporting

MIIANTLATILUY / Acquisition business processes and technical

(Change Control measures implemented, to ensure

& Configuration the development and/or acquisition

Management ) of new data, physical or virtual
applications, infrastructure network
and systems components, or any
corporate, operations and/or
datacenter facilities have been pre-
authorized by the organization's
business leadership or other
accountable business role or
function.

5.ANULUAIVDY DSl Classification | DSI-01 | Policies and procedures shall be

Joyauagns
UIMITIANITNAT
Finansauna
(Data Security &
Information
Lifecycle

Management)

established, and supporting
business processes and technical
measures implemented, to ensure
the development and/or acquisition
of new data, physical or virtual
applications, infrastructure network
and systems components, or any
corporate, operations and/or
datacenter facilities have been pre-
authorized by the organization's
business leadership or other
accountable business role or

function.
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§75799 2.1 @”::ag/'wmm?nézfmz/@i/ﬁmwf 6] (s19)

Control Control | Control Control Control Specification
Domain Domain ID
ID
6.ANUITUAS DCS Classificati| DCS-01 | Data and objects containing data shall be
vosgudveya on assigned a classification by the data
(Datacenter owner based on data type, value,
Security) sensitivity, and criticality to the
organization.
7.M5L9159%d EKM Entitleme | EKM-01 | Keys must have identifiable owners
dularns nt (binding keys to identities) and there shall
fﬂvﬂmiqagLLﬁ] be key management policies.
(Encryption &
Key
Management)
S.miﬁﬁU@LLa GRM Baseline GRM-01 | Baseline security requirements shall be
WAZNIFIANIT Requirem established for developed or acquired,
ANALA ents organizationally-owned or  managed,
(Governance physical or virtual, applications and
and Risk infrastructure  system and  network
Management) components that comply with applicable

legal, statutory and regulatory compliance

obligations. Deviations from standard
baseline configurations must be authorized
following change management policies
and procedures prior to deployment,
provisioning, or use. Compliance with
security baseline requirements must be
reassessed at least annually unless an
alternate frequency has been established

and authorized based on business needs.
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§75799 2.1 m"’a:«ag/?m/m?ﬁézfmz/@i/ﬁmwf 6] (s19)

Control Domain | Control | Control | Control Control Specification
Domain ID
D

9.NINLINTYARA HRS Asset HRS-01 | Upon termination of workforce

(Human Returns personnel and/or expiration of external

Resources) business relationships, all
organizationally-owned assets shall be
returned within an established period.

10.m§iw@f’mu IAM Audit IAM-01 | Access to, and use of, audit tools that

LAZANTIANITANT Tools interact with the organization's

L8 Access information systems shall be

(Identity & Access appropriately segmented and restricted

Management) to prevent compromise and misuse of
log data.

11.Iﬂiﬁa§1ﬂﬁu§m VS Audit IVS-01 | Higher levels of assurance are required

LAz AU LAYDS Logging / for protection, retention, and lifecycle

wialuladiaiouass Intrusion management of audit logs, adhering to

(Infrastructure & Detection applicable legal, statutory or regulatory

Virtualization

Security)

compliance obligations and providing
unique user access accountability to
detect potentially suspicious network
file  integrity

anomalies, and to support forensic

Behaviors and/or

investigative capabilities in the event of

a security breach.
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§75799 2.1 ﬁ’aaa’mmﬁnﬁzfmugmmwf 6] (s19)

Control Domain | Control Control Control Control Specification
Domain ID
D
12.anuanisatu IPY APls IPY-01 | The provider shall use openand
NSIUTIAY published APIs to ensure support
WaTANNEILNTOLUY for interoperability between
mswedeuinels components and to facilitate
(Interoperability & migrating applications.
Portability )
13, A1UTUAITE MOS Anti- MOS-01 | Anti-malware awareness training,
Q‘dﬂizﬁméauﬁ Malware specific to mobile devices, shall be
(Mobile Security) included in the provider's
information security awareness
training.
14.71590N13 SEF Contact / SEF-01 | Points of contact for applicable
mglmizﬁéﬁum’m Authority regulation authorities, national and

Tuns MIAUNY
wuuUslannsetnd
WaTNINTINEBU
NN NULVD
AAIA(Security
Incident
Management, E-
Discovery & Cloud

Forensics)

Maintenance

local law enforcement, and other
legal jurisdictional authorities shall
be maintained and regularly
updated (e.g., change in impacted-
scope and/or a change in any
compliance obligation) to ensure
have

direct compliance liaisons

been established and to be
prepared fora forensic investigation
requiring rapid engagement with law

enforcement.
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§75799 2.1 m"’aag/'7m/m?ﬁézfmz/@1/ﬁmwf 6] (s19)

Control Domain | Control | Control | Control Control Spedification

Domain ID

ID

15.1159ANIH AN STA Data STA-01 | Providers shall inspect, account for, and
lagunu A Quality work with their cloud supply-chain
Tssla waganu and partners to correct data quality errors and
Sukiavau Integrity associated risks. Providers shall design
(Supply Chain and implement controls to mitigate and
Management, contain data security risks through proper
Transparency separation of duties, role-based access,
and and least-privilege access for all
Accountability) personnel within their supply chain.
16.M359AN 345 TVM Anti- TVM-01 | Policies and procedures shall be
@ﬂﬂmt,l,asﬁgﬂéau Virus / established, and supporting business
(Threat and Malicious processes and technical measures
Vulnerability Software implemented, to prevent the execution

Management)

of malware on organizationally-owned or
managed user end-point devices (i.e.,
issued workstations, laptops, and mobile
devices) and IT infrastructure network

and systems components.
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2.1.4 marunsUseiiunduiviuieadaeiy

ManumsUszduiidufiiiuiesfesiu  (Consensus  Assessment  Initiative
Questionnaire) ¥a CAIQ [7] Wugafnuiglduinmsnazgnsinasunandlilunisaouniy
Aliusnisraavseligliusnisldlunmsuszdiumues Tnalumseeumanulugduuy “lo
(Yes)” v3e “lafld (No)” CAIQ Wunuuasunsiaenndesiunmsusziiiunismuaunuiiyag
fspyliluseSndmuaurand v 16 Fu Faduwumdvitudliuiniseandldiduiun
UFTR wartheliiliuimsranduazfrsiaaouranidansauss diuenuidemasuaing

TuAWBIEIUINISAIA AFRE1wNINTIN 2.2

@397 2.2 saeeeinuly CAIQ [7]

Control Control ID Consensus Assessment Questions
Group ID
AlS-01 AlS-01.1 Do you use industry standards (Build Security in Maturity

Model [BSIMM] benchmarks, Open Group ACS Trusted
Technology Provider Framework, NIST, etc.) to build in security

for your Systems/Software Development Lifecycle (SDLC)?

AlS-01.2 Do you use an automated source code analysis tool to detect

security defects in code prior to production?

AIS-02 AlS-02.1 Are all identified security, contractual and regulatory
requirements for customer access contractually addressed and
remediated prior to granting customers access to data, assets

and information systems?
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2.1.5 Fo@Ewe adnns

Fioalo @m13 (CSA STAR) wiseTauin 9 31 Cloud Security Alliance — Security, Trust

& Assurance Registry fangzileuans1sagn1wnuauiuaaznsiuuseiuveagliuini g
Aa1n [8] Fulameunansisaziieidulssloniunglduinig  gliuinsepaivnssy waz
euYesguIailan STAR azuuin1ssulsziusaniu 3 szau laeBaiunuises 2 Ju
~ v o a ¢ ¢ ° A Ag A& vy oo Y =i
Vooae kA wesndaiuauranInkasmaunsUsediunduiiiunioweniu AN

23

Open Certification Framework

CONTINUOUS MONITORING-
BASED CERTIFICATION

3RD-PARTY
ASSESSMENT-BASED
CERTIFICATION

SELF-ASSESSMENT

TRANSPARENCY & ASSURANCE

&
v v

DN 2.3 2RUR 3 SEEUYed STAR [8]

seUTl 1 MsUszisiuauLes (Self-Assessment)

mMyUszdiusuies Ao mMsfigliinsrandreumanumuuulsediu CAQ 1
UfuRanuwlfinluweindaivaueaniavielld  waUameniansisae wuuUssiunues
sgheligliuimamsuidnvarmeumiuiuamesgliuinmsimdivinmey  vide

[

o I Y a s < 1

maadenlduinig Mildnuariduegrals

szAUN 2 NM13eenlususes (Certification)
nseentususesilaemsusediudlvuimsieguaaayn 3 legldinnsgu  ISO/IEC

27001:2005 $3AUMASNFAIUANARIIN
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S2UTl 3 N3RTIERUBEmeLias (Continuous Monitoring)
msnsndevesreiileseglusninmsianuazazielildnumelul 2015 lae

wilszuudnluifdmsunsieaeunmsufamamshunnaiuam esglusmsaanidlums

TAUIN5939 fuimaranidezameteyansufoamumuiuadusiuuuiidieale

ANAUA

2.1.6 AMUABINTITAUANUTUAIT U FNNTUA TAUWAKAS TE UUA TAUNAVBITTUIANAS

N&1T FIPS PUB 200 : Minimum Security Requirements for Federal Information
and Information Systems [9] L‘flummﬁmmi%’juﬁugmmaﬁmmmﬁumﬁm%’umiaumﬂ
WAEITUUE TAUMATDITFUIANA1NVDansTaEnT Usznaulusie 17 POUWAAUITUAS

1) M3AIUANNSIAY (Access Control : AC)

2) AnunTEninlkazn15inausn (Awareness and Training : AT)

3) NTNTIVADULALANUTURAYDU (Audit and Accountability : AU)

4) myeenluduses NMslETuNsSUTes waymsUsefiueutiuae (Certification,
Accreditation, and Security Assessments : CA)

5) 199AN19lATILUU (Configuration Management : CM)

6) mi'mLLmu%’UﬁamamiajﬁawLﬁm%uiﬁ (Contingency Planning : CP)

7) MITEUMAULAZN1TNEAUMIASe (Identification and Authentication : 1A)

8) mimauauaﬂmmq}miaﬁ (Incident Response : IR)

9) M3U5e5nw (Maintenance : MA)

10) mstlesiude (Media Protection : MP)

11) Mstesiuniemunieniniasan1nuinaes (Physical and Environmental
Protection : PE)

12) n13379uKU (Planning : PL)

13) asiuasiiieadosiuyaains (Personnel Security : PS)

14) mM3Uszdiuanudes (Risk Assessment : RA)

15) m3lendeszuuuazuinis (System and Services Acquisition : SA)

16) mMsilesiusyuukaz M aeas (System and Communications Protection :
SO)

17) Ysun mueeansaune (System and Information Integrity : SI)
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meluvouimeuifuasta 17 du Tuudasdutuazuvsanisiurseonduide
gosmuiszylilumnmsgnu NIST SP800-53 [10] sndiognadu m3muauMsiinds Access
Control liagafe AC azutsvaniunsmununisiuasos 9 Snvanede 1wy AC-1, AC-
2, AC-3 ugiu danndl 2.4 wavludegessdinmsulsgesadusn wu AC-2 fnsuvsosndu
AC-2 (1), AC-2 (2), AC-2 (3) \Jusiu m’%'awm'amﬂmmzLLamﬁqmimU@ummfum%y’wil’w
(Control  Baseline) fimssnfiunisdmsussuvansaumalszwnneng I szuudil
NaNTENUNA (High Impact System) szuuiifinansznuliunans (Moderate Impact System)
warszuUTitinansznuties (Low Impact System) TaefinsutsUsznnsyuvanifuluma
nansenUfiazifiounosdneindinn  dunane viedes snnssuutuienisgaudonising
AUy Y wazanndedldonu [11] venandimsmuaueusiunsunasionisasd
PIBIININNUIMIA Assurance wansindunismuaniiifadosiunmsfuuseiu (Assurance
Related Control) dsnefamsmuauitdusnasmsiiliAemiuidesiuin szuuiiileddu
yashumnuiuasiigndesuaziaumaiinniueiey Tesazfumsemuguiliedeatu

1) NT2UIUNIT T5M1T WIowAdAlUN1TORNLUULAE WAL EIUAIN DT UY

2) nszvrumsvhauiidumsusudgsmanludiudaquesseuy

3) AanssuiinelviAeudngiusnuanuiuag (Security Evidence) 91nM3¥iany

1) myUszEulsgdvanmieraudssesmsmusumnasiundldufoR vde

5) maainu By anadila lushuenusuadiuiyeainsfifeades

fhegnaty  mImuaANEuAs  AC-1  Wumsmusuiiieidesiunsulse fu
wisgnanRmsiRuIMsIarienasuas maseunsiTiAeades  Tudesmwesulovnesuas
N3EUINUAIUNMTAIUANNISINASTEUY (Access Control Policy and Procedures) d@3uns

Ao A PN I3 A a % ) s o Y
muauiliiiipiomanennuindl - Assurance  aziumsmuauineadesiuiiidunuiiu

Ausiuag (Functionality-Related Control)
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; g CONTROL BASELINES
CNTL CONTROL NAME E
NO. Control Enhancement Name 5 e || e |
|2
AC-1 Access Control Policy and Procedures X X X X
AC-2 Account Management X X X
AC-2(1) | ACCOUNT MANAGEMENT | AUTOMATED SYSTEM ACCOUNT X X
MANAGEMENT
AC-2(2) | ACCOUNT MANAGEMENT | REMOVAL OF TEMPORARY / EMERGENCY X X
ACCOUNTS
AC-2(3) | ACCOUNT MANAGEMENT | DISABLE INACTIVE ACCOUNTS X X
AC-2(4) | ACCOUNT MANAGEMENT | AUTOMATED AUDIT ACTIONS X X
AC-2(S) | ACCOUNT MANAGEMENT | INACTIVITY LOGOUT X
AC-2(6) | ACCOUNT MANAGEMENT | DYNAMIC PRIVILEGE MANAGEMENT
AC-2(7) | ACCOUNT MANAGEMENT | ROLE-BASED SCHEMES
AC-2(8) | ACCOUNT MANAGEMENT | DYNAMIC ACCOUNT GREATION
AC-2(9) | ACCOUNT MANAGEMENT | RESTRICTIONS ON USE OF SHARED/
GROUP ACCOUNTS
AC-2(10) | ACCOUNT MANAGEMENT | SHARED/ GROUP ACCOUNT CREDENTIAL
TERMINATION
AC-2(11) | AGCCOUNT MANAGEMENT | USAGE CONDITIONS X
AC-2(12) | ACCOUNT MANAGEMENT | ACCOUNT MONITORING / ATYPICAL USAGE X
AC-2(13) | ACCOUNT MANAGEMENT | DISABLE ACCOUNTS FOR HIGH-RISK X
INDIVIDUALS
AC-3 Access Enforcement X X X

2 2.4 F1919578715075AIUANAIINEIUAEY NIST SP800-53 [10]

ANNTNYBINTSAIUANTIAEITRITU NI TUUTEAUAE A SN INVIRALEn

(Depth)

LazANMUATEURAY (Coverage) ¥a4MIALIuUNTIUNITAIVANLL  TFaglaainmangiusiiae

nmsenuay Wy ddlunandnainnsesniuuskazinusyuu nansusedu Tususes

Wusiu - diupanimwainismuauiifeadeadiuilidunuiuamiuduawe finnsanainaiiy

vy & o a = 1Y q' a o a Ao a
LTS (Strength) vasn1sAniiuny Faglaannsiseuulimsaiivaunuulouieia 1013

sonuwuvegradusyuudulumumdnnisanuiuns Snsvegeu Inmsmesanudywilaznis

wily Inshdune wasyihmungranewasasgIuiieItes

YR UNINTTUUTE N LA TNTUI WA LA LITLAS

(%
Y

i

(%

ﬁﬂ?iﬂ’lﬂﬂﬂﬂ’]ﬂi’]ﬂﬂ’ﬁ@’]‘ﬂ
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(%

2.1.7 nanmsuazinaeinsiiuinsnbilaldvesaunrugaeudaydsusugaurisansgeusn

>

o

vénmsuazinaminsliuinsilileldvesamnmaeudndiueyn au
ansgeui3n (AICPA Trust Service Principle and Criteria) [12] undninasiuuiujua
yesnumnuiunesssuuasauma dmiulilumsiuses aneseULaY IBNUNATNGY
AIIUADITT UM SAUIMA Bautanasieenidy 5 duldun

1) fuemusiuag (Security)

2) MuUNMISAYIAINSU (Confidentiality)
3) MuYTUNN (Integrity)

4) muanmnseuldanu (Availability)

5) snuaadudiud (Privacy)

2.1.8 mnulilala

aallilalél (Trustworthiness) [10] lummmanelaeviluagmnefsanude (Belief)
JeufifasingAnssuitannsamansalld luvaeifdsihnuuedanelianimnndes
wazRouluiidmuall Fueufiferamnefieyana N3zUIUNT SPUU dILTBITEUL viTovany
othaman sy

Tuszuvansauma  evulllaldavuanifeszduveansinunifmsnnmiudy
ysunw uazamwniesldnuvesansaumdluvasifdsgnusvinana daifu was
indeutheusisruuasiifoney Wy mMsdnuansmshau msdawannvesyed mn
Sumamesdusagluszuy viemslavfiannnisuen seuudsanansonusesanammman i
wazSaansnsavianulddisagaanumsfaildiueuming

AN 2.5 wanswuudtassnuldlala  (Trustworthiness Model) @@9a9AUsenau

1% '
a

fuguivilrszuulilaléfe  Meidunusueaiuas  (Security Functionality) wagnns
SudszAusuanuiung (Security Assurance) aifunusumnusiunmnefisniseuaud
Aendosfuiladdu naln U3Ms nszvIunu uazaandenssumuasuAsifmu s vy
duvanineliAnmnuaansadumisiiung (Security Capability) 835¥UU AENINTatl
IgRDUAUBIAEALIABIN TP UMETUAR T UL uazilemnudoenslatunis
nevausad sy iHRnmlilaluiss vy esitszneviiugiuBnesnaviledeiie  ns
Futseuduenutuasiy mneds mamuauiinelifsanudoiut Reridunuduany

fupsiuiiuliegngndesringay  sEUUlANUEIINITAUANNIUAILAZADUALDIAI Y



CONARRIGERR:

e Baazldidunangiulunssudseiu

Trustworthiness

(System and
Component)

Enables

System Requirement

Derived from Mission/Business
Needs, Laws, E.O., Policies,
Directives, Instruction,
Standard

Satisfies

System Capability

Mutually Reinforcing
Security Control
(Technical, Physical,
Procedural Means)

Produces

System Functionality

Features, Functions, Services,
Mechanisms, Processes,
Procedures (Functionality-
Related Controls)
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Facilitates risk response to a variety of
threats, including hostile cyber
attacks, natural disasters, structural
failures, and human errors, both
intentional and unintentional.

Promotes Traceability from
Requirements to Capability to
Functionality with Degree of
Assurance

Security Assurance

Developmental/Operation
al Actions (Assurance-

Provid
TOMIEES Related Controls)

Confidence
In

Generates

Security Evidence

Development Artifacts, Flaw Reports,
Assessment Results, Scan Results,
Integrity Checks, Configuration Settings

2909 2.5 uvudraseniulilals [10]
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2.2 19Nd1THATIUIY NN IV

lusu3deaes Habib, Varadharajan Way Muhlhauser [13] latduensouanuany
Wnda  (Trust-aware  Framework)  Wievimsiasesinazdsydiurmanlilaldve s
Tusmseand  ndeyamsusziiunuesmudernaly  CAQ Fsldussmalifu  STAR
nuAded Ivhmsiesesii mamuauasiunudasdelumsindaiuaunanidds  CAQ
$redededu Tanand@nislinga (Trust Properties) Wuuula uagfimsusndszianms
MTIVEBUANNANMIRENNS  (Validate) dw:flﬁu%miﬁ@mauﬁ’aﬁguqﬁalﬂ saniu 3 Usziam
oun

1) mi%’maﬂmqﬂﬂaﬁ 3 (Third Party Certified)

2) mssusedangliuinisies udiinszuaumsnsRaeuluuiiyanadl 3 19 (Self-

Certified)
3) mydndlaggliuinisies (Self-Claim)

= a

Habib, Varadharajan Way Muhlhauser laviinisasisiuusnassmsandula @l

v

fugiueguunwnnsIneansiitoln ALOPA uay Certainlogic AaasiRaulidlasandie
Tismsussmeindlegly STAR  azgnuvasdunganuduiug  iethlussieaoudumi
Fosmsvesliuims menmnaeuazfionsanicluudres Hard Trust daduailindad
Isnanmsasvasunalnmunnuiundaenss Wy msnseaeuguasiRanluiusewieg
wazlunives Soft Trust dadumnalindailéinlnedonainmsiiansanyszaumsainay
waAnssuvesliumvievhenuiifedesiumsliuing

lunuiduves Bedi, Kuar way Gupta [14] Modnaueisnisidendliusnisssuu
Uszananauuunaaibilold Tneldi3inanndedes (Reputation) wavnisuugihfidedeld
nnyeeafiagliuinssruuUssinanauUUARaRiTl. q Seadnsiildanansaduduldi ssuu
madongliuimaszuumstszinanauuuaandililalidy  SuseAvinmuasduss uui
Hgvszanummudeiuveliuinmsaadld Jused

UNANVDY Bret Michael [15] wagauidewes Sun Microsystems, Inc. [16] T
mnuddTuUsziiur i danazmnalsdavesnand Tag Bret Michael sfanuds
Usinadeyaildlumsussifiumnalusdla  ndesidoyauinlsfeazifiome  wazajarhiliiy

Tusmseanaalienuddgyiunsasisanulindauagliuinsaanin
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WuRenfuniseves Sun Microsystems, Inc. fiauenulusdalugiumiy
funslapnadanmspuanusiuas 15027001 wagldihmuadeyadidlviuimsrandaas
Uameuazlinsame 8 U8 laud
1) msidamedeyauas i fiRrunsinmanusiuag
2) msWawedeyamuddmidetonnas 1wy  TeyensiydRngnevieniud
Vayaalilussinsinfesdinsilame

3) msdameteyasuandnenssumnusiuag

4) esWawenihimnsuiiaveuvestliuinmsraddegliuimsnaindesng
FaLau

5) LimsUamedoyanazviliiinanudsweauddeya (Data Center) Wu Toya

a

nmsintegrudeyaniegnneluguddeus
6) Limsiameteyafiaz fusunsiodedlivimsaandviefifeados 1wy doya
dushvosfliuinsmandviedifeades
7 limsWasedeyatilivangauferiunmsuansmiusuinveuve wliuing
paad Wy mIdamedeyasziumnuiuasiigauningliuimsaanndes
SuRaveuld
8) limsWawedeyaiiiongrneviongiyald Wy msdsihudeyasenuen
annnglsulumsnszvhiidamatennasesavnimglsy
pgndlsfmuauideiaes Waueifisuufnuasvdnnisviniy wililéinlugisnis
Usydiuvdod inAanuiiuamesnisliuinisaaad
lunuidures  Pumvarapruek Wag  Senivongse [17] launausszuvatuayy
fuinmseandlumsusz Buitedaduladendliuimsnans lpgfinsaamegamny
foamsililladmihidhumnuiunmesglfuimsranidanusindmuauaans oy
LuUABUnY CAIQ winhinadseeulnladmiusiuasmausind muaunans ielranse
thinlflumsduunmdminadpmnammiiveesliimssand  Iflmnuaenndosty
aadesmasnumuiupsafszylumindmuauaadluslathuaslussdla G4
aansaSsuiiisudliuinsrandiunndsiufiosinduladonlduimsnamnusiuasly
syduflmngaufudnuuzvesesdnaiusy uUTiRaL T uld
TuauAdeves Bhensook uaz Senivongse [18] lsinaueszuuiitieglduinisnanid
Tumsuszduidiednduladendliuinsaans Tnsfinnsanamemnudesnsililmidmi i

AuANNTUARLIUSNIIANIRINNWATNFAIUANARIA tazA1n) CAIQ INUWATIEY
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mfrinnnuiuesveliuinsaananlagldiziAndn (Goal Question Metric: GOM) Wé

'
v a

AuIATLUUANNTUATIN AN LA LTSN SR Rkandliwasaenndosiufin inviun

Tunuideuss Mayayise Waz Osunmakinde [19] lnuauslunanissulseiudmsu

a a

Teusediumnulilalavesseuumsmadnnsetind  (E-=Commerce) Mnauuuaaia Lagly

'
2 =

Uszihuaulilaldveaiuledidudfy Fwsrdeuanaadnuassne toun nsufuRng
ngvang  wesgiuleeale ulewis nalneanusiuasild  warzaniwndedldnuveaduled
Tuwans3udseiumunezuuuminBleldlngldnssuaumsadusudanses  (Analytic
Hierarchy Process) saufiusana3fiun1sinanauniniu (Page Ranking) wazyinnsuLandka
vunihduledifodunumaugihlifudlduinmslubemesmnaililal dueaiules

Tusns

Tnvaguudrnuideiifedosindianudfyiumnslsdasunusiurmo s
Tusmisuaglddeyasumnuiunsesiliuinsdalinmesglumsussifiumuansasy
Psiuns wili3Bnsiunnsfiulunsusediu wasiideRteroaunndnaty aguldfmsned
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MTNI 2.3 FTUNINITENIUNITUTIUAIUIUASYO TN AT T IR

TohE Uszihnluaide WUIRAUDIIIUITY Tgwvesanidy
Habib S., as1anseuauluns LLUaﬂ%ayjaﬂ’liU%LﬁumuLEN m'il,l,ﬂaﬁayjaiu STAR1U
Varadharajan | Uszidlumnulindla | vesgliusmsaitudinlu STAR | iunganuduiusiinny
V., vosgliuiMseang | Wunganuduius wowly | dudeu wavdsluuansnisun
Muhlhauser AsRdeUfUANNABINISYeY | Joyadseanngliusns
M AlTUINTS ARNINNNYIIMTUTELIY
Bedi P., Kuar | @51alumannulila | lomsamwmmanedeaas | azkuuainnsiugiingn
H., GuptaB | loweaglyiuinis mauuzhnuaraillaléi | uaeadieeldaaniddulad

AR weldnandiug upsgIuhmuandaLay
Bret Michael, | n1sUszidiuay panmsisanenulussla | W Juieswuinne
Sun Tusslawaans

Microsystems, | Tusnsaann

Inc.,
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M5 2.3 a3Uu39e0un sUsziiunuiuaeyeeiusnIseadd (se)

eatd Usziiuluanide WUIRAVDIIUTE Ugymueaaive
Pumvarapruek, | sguvaiuayy auesulvladmsiunsmy | Uuladvesglidnislad
N.and T. fldvimsnandly | wedndemusuaani e oyamsmumusiunsi
Senivongse msUssidiuie Sraldlumssuunddne@ | Weswe %ﬂsﬁayjamﬂ 9814
doduladen aftaunnmii ey HudeyafilaUame vie
AlUINMIPaTIN Tusmsaann NUJTRmu | unegliiusmsluleag
wiesngenuaueaTtlusyiula | Joyauuntiniuldli
ATUIIU
Bhensook, N. | szuuitaefliins | fansamewizenudosmsi | msussiduvinldennuas
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Senivongse wiesaduladengly | vesdliiuinmanand uagiian | desendendngruaing
U3IN3PATIN Aneilegl#383Aud0 Toesl | Tiu3msmand il
mstvaziuuvang el | ssvaeuigliusms
AELULAINANNMIEE S | AaTIALAYIeNLLUGENG
YDINIANF Y AUANAATIALAL A0
9UFUN191n CAIQ
w3aly
Mayayise, T. | TapamsSuuseiiu NITNAENYUEMAINYaNY Tadfinausinislmeuuwd
O.and . O. dwiulssiduany | fuvesrang warlddanesiiy | daauvesnnsnuaely
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n1sussiiuaulilalavesfliusnislasdaunsndauauaaiia

amsnmesmsuszdiumalilaldvesdliuinisnaniduansdanind 3.1 Tneseguu
fugrureamstieaudnvs M uaTuag (Security) uazLtan e
(Dependability) W 6 AuANvERy  lakn N135NwIANEY (Confidentiality) ysaunImn
(Integrity) annnsexldnu (Availability) anudediels (Reliability) mnudasnde (Safety)
wazanuanIolumItigedny  (Maintainability) — ésfinanililuvaded 212 wudu
osfUsznovlumsussdunadnuaranallilald (Trustworthiness) waaglusniseanas @
fidoidafiuinmsmunuenuiiuas  (Security Control) Tusdndmuguaanis  (Cloud
Control  Matrix)  anansnasvioufanndnunzmaiuanutuauazanuiionldne 6
ABANYY Ry Iﬂ&l%qusgwumsmugmmmﬁummaa NIST SP800-53 Control Standard

<

uay AICPA Control Standard [6] Zadeslesegfumnindmuaunanidiusidiuun lae
fideazihiommsuangliuinmsaasdslsviuuuyssidiumansdaduiiiusiossiu
(CAQ)  Faufuanimiinvesnsmunuiifsrfostunisiuussfy  (Assurance  Related-
Control) ¥esnmsgu NIST SP800-53 dadlesleseefuiunindmuaunand wshasman
avuuuralilalavesgliuinisaane

[
Y

Tunumsuszidiuanulilaldvesliusmsusenausie

1) dumeunstmuanasiiumadenlosmudnunzmeiuemuiua wasarmfonld
TunsndaiunuAa1Ie

2) tumeumsiderlssandnuuzmeiiumiuiusasanuftenlEfuamind aunu
AANIN

3) tumeumsaiumindandnunmeinumiuiunsuazen ufi i edaiunis
AIUA

4) tupeumamentminuemismuasifeidestunsiulse fuvestaaunismu ey
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5) TupeuMIAUINATLUUNSUJURMN CAIQ vegliuinsaaialuudazlamunis
AIUA
6) TuRBUNITATININMBIALILLANNTINAMAL AU LAY B lUT N IR IR LU
azlAuNITAIUAN
7) guseumsysziuanulilalavesliusnisaanin
8) msfwuszvvativayunsssdiuenulilalivesdlviuinisiaedaunindniuay
AR
Cloud Service
Trustworthiness
+
enable
", Dependability
Security Attribute Kitribute
. t characterize 4
characterize
Confidentiality Integrity Availability Reliability Safety Maintainability
A t A A T
associated with assaciaTelI with
| |
AICPA Control NIST SP800-53
Standard Control Standard
1 map to 4

CAIQ

Cloud Controls Matrix

Respond to

(CCM)

Identify
assurance

NIST SP800-53
Assurance Related
Control

2IW9] 3.1 HINSIUYDNIUITY
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3.1 AUABUMIAMRUALNAY UNTTLYDULE IAAIANYULNINATUAIINNUAILAZANUNINLE

fuluasndauauAan

Tudupsuilazidunmsimuanasiiunseulsmadnyas fumIutuamwaza

fanlaldhiuesndamuguaain - Msmvuanasisiannsianudiladenuuasisnas

Tilsundenadnuaizgaens 6 Usensvesmnuiiuamasanuianls Inedenunagisnisved

AuANYEERENs 6 UsEn1s fI8lMnITIuTINaInmuldelineItes wilde uavienans

MIYINTT [3, 4, 20-27] Iaerideasfiansananieny mdwilazisn1svesnuanuuzgasly

wiazau Tups1en 3.1 Wunasilun1siingetinnasgiunsmusumIsnuauduay @e

NIST SP800-53 wag AICPA Fateulaadniumssndmiuauaanin  uiazdaineitesiuileny

W335 5UIREN YL GauAule

7757991 3.1 inausilun sifioulevnaianyaly ANUAINELAAL AN M IANTULIAT§IUNT

AIVALNINATUAIINLUAY NIST Uag AICPA

ability of a computing
system or service to
prevent disclosure of
information to
unauthorized parties
[3]. Confidentiality is
roughly equivalent to

privacy.

Security and Criteria
Dependability
Characteristic Method
Attribute
Confidentiality | Confidentiality is an 1. Encryption for data at rest (whole disk,

database encryption)

2. Encryption for data in transit (IPSec,
SSL, PPTP, SSH)

. Access control (physical and technical)
. Cryptography

. Authentication

. Authorization

. Verification

. Biometric

O 00 N O U B~ W

. Password Protection

10. Two Factor Authentication [20].



http://searchcio.techtarget.com/definition/data-privacy-information-privacy
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7715797 3.1 inadilun)siteslesanianyalAunulupaaz AN laNUATEIuNIT

AIURLMINAIUAIINERIAT NIST Uaz AICPA (8)

Security and Criteria

Dependability

Characteristic Method
Attribute

Integrity Integrity is an ability of | 1. Hashing (data integrity)
a computing system or | 2. Configuration management (system
service to avoid the integrity)

transition of incorrect 3. Change control (process integrity)

data [4] and have the 4. Access control (physical and technical)
ability to make the 5. Privileged Access

data faultless and 6. Software digital signing

prevent unauthorized 7. Transmission CRC functions
modification or 8. Permission

deletion [21]. 9. Consistency

10. Accuracy
11. Version Control

11. Checksum [20].
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7715797 3.1 inadilun)siteslesanianyalAunulupaaz AN laNUATEIuNIT

AIURLMINAIUAIINERIAT NIST Uaz AICPA (8)

Security and Criteria

Dependability

Characteristic Method
Attribute

Availability Availability is an ability of a 1. Redundant array of inexpensive
computing system orservice | disks (RAID)

to be ready to use [4]. It can | 2. Clustering

be described as the 3. Load balancing

probability that the system . Redundant data and power lines
will be available at a certain . Software and data backups
instantin time [3]. Availability . Disk shadowing
is the degree to which a . Co-location and off-site facilities

system, subsystem or . Roll-back functions

O 00 N O U B

equipmentisin a specified . Fail-over configurations
operable and committable 10. Redundancy

state at the start of a mission. | 11. Replication [20].



http://en.wikipedia.org/wiki/System
http://en.wikipedia.org/wiki/Subsystem
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7715799 3.1 inadilunsiteslesaaianyalaunulupiaz AN e lanuinTgIuNIT

AIVRLMIAIUAIILERIAY NIST Uaz AICPA (i8)

Security and Criteria
Dependability
Characteristic Method
Attribute
Reliability Reliability is an ability of a 1. Contingency Plan

computing system or
service’s probability to
perform a specified service
throughout a specified
interval of time [22]. It is the
probability that the system
has not failed once it started

to service. It is a measure of

the continuity of service [23].

. Recovery
. Restoration

. Alternative Mission / Business Process

2
3
il
5. Alternate information system site
6. System Impact Analyses

7. Disaster Recovery Plans

8. Continuity of Operations Plans

9. Crisis Communications Plans

10. Critical Infrastructure Plans

11. Cyber Incident Response Plans

12. Insider Threat Implementation Plan
13. Occupant Emergency Plans

14. System Resiliency

15. Resume Essential System

16. Continue Essential System [26].
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7715799 3.1 inadilunsiteslesaaianyalaunulupiaz AN e lanuinTgIuNIT

AIVRLMIAIUAIILERIAY NIST Uaz AICPA (i8)

Security and
Dependability
Attribute

Criteria

Characteristic

Method

Safety

Safety is an ability of the
system to avoid
catastrophic
consequences that may
affect the environment,
including users, non-
users and other en-
vironment, or the

system itself [22].

O 00 ~N O U1 A W N -

N NN N NN, R, R, R, R, R, e
N R WN R, O VO Oyl AN, O

. Facility Protection

. Physical Access Control

. Physical Access Authorizations
. Physical Access Records

. Physical Safeguards

. Physical Equipment Protection
. Monitoring Physical Access

. Visitor Access Records

. Emergency Power Supply

. Surrounding Hazardous Materials
. Natural Access Control

. Natural Surveillance

. Power Distribution Systems

. Power System Protection

. Fences

. Security Guard Procedures

. Damage Assessment Criteria

. Warning Signs

. Smoke Detectors

. Motion Detectors

.CCTV

. Fire Suppression Mechanisms
.Emergency Response Procedures
.Emergency Training

. Intrusion Detection System

.Hazard Avoidance
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715797 3.1 inausilun) siteslenmman Yol AR AUA AU ATULIATTIUNTT

AIVRLMIAIUAIILERIAY NIST Uaz AICPA (i8)

Security and Criteria

Dependability

Characteristic Method
Attribute

27. Hazard Detection and Removal
28. Damage Limitation

29. Emergency Lighting

30. Fire Protection

31. Temperature and Humidity
Controls

32. Water Damage Protection

33. Natural Disaster Protection

34. Location of Information System
35. Components

36. Electromagnetic Signals Emanations

[20, 24].

Maintainability | Maintainability is an ability of | 1. Maintenance

a computing system or . Maintainability Prediction
service to be maintained . Repair
[25], whereas maintenance . Diagnostic

constitutes a series of . System Monitoring

actions necessary to restore . Hardware Monitoring

or retain an item in effective . Log Analysis

o N O U B~AWLWDN

operation state. . Hardware Replacing [27].
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3.2 TUNBUNITIYONEIAUANHULNNNAIUAUIUAWAZAMUN LAY ATnEAIUAN
AB1IA

¥
a YA v

Tusumeuilfiteassnmadeulosandnuarmeduamutunwazenuiownlin 6
AudnwazdosiAUENdMUALAINIA  FumMBNATEIUMIMUANANLEUAY  Fe NIST
SP800-53 way AICPA @1 CSA Ifidesladhfumsindenuaueanidliudy  a1nduiins
Anszsiievinnssiunihanasgunmsmusuausiunses NIST way AICPA Tuusagdeiiu
Aertomsulafuandnuusmenuauiunsuazenufionld  Tnetusounisdoulesd

znueanilu 2 Tunau saluil

3.2.1 TupeuMsidedlednninyae MUNTINYIANNEU YIunn uavaninniesldnu

ﬂ\i’]UZJ’]GﬁﬁTIJﬂ’]3?]’3U@llﬂ’3’]ﬂﬁﬂﬂ\‘1 AICPA

nFvg AT UM IMUANAIEIAY AICPA Tums1ail 3.2 azwiuldinnasgiuns
AuANANLELAY AICPA Hufiienun 4 sUsUY Tun

1) nesprumsmuauanuiuadildfdnesde  CC Aemnmspuiifedestu 3

Ausnwarlawn NM3SnwANLaY Yysnnn wazan nniesldanu

2) mespumImusesiuailifnsnusge ¢ Aeunaspuilietesiunudnvus

MINU M TINYIANUAY

3) wesmuMImusLmiuaslidhsnesde Pl Aenmspuiiierdestuandnuae

NGNY YIUNIN

4) nasgrumsmusseuiuadildisnusge A fomassuiifeadestunudnuny

199U @NNnS oulgau
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7715799 3.2 A198/199091ATYIUNITAIUANAINTUAY AICPA [12]

AICPA Criteria AICPA ID Control Specification
(Attribute)

Criteria common to all CC5.6 Logical access security measures have been

subattributes of implemented to protect against [insert the principle(s)

security being reported on: security, availability, processing

(confidentiality, integrity, or confidentiality or any combination

integrity, availability) thereof] threats from sources outside the boundaries
of the system.

Additional criteria for C1.2 Confidential information within the boundaries of the

confidentiality system is protected against unauthorized access, use,
and disclosure during input, processing, retention,
output, and disposition in accordance with
confidentiality commitments and requirements.

Additional criteria for Al.2 Environmental protection, software, data backup

availability processes, and recovery infrastructure are designed,
developed, implemented, operated, monitored, and
maintained to meet availability commitments and
requirements.

Additional criteria for PI1.3 Data is processed completely, accurately, and timely

processing integrity

as authorized in accordance with processing integrity

commitments and requirements.
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MnfhoganmsIuMsmUANANIEuAs AICPA Tupsnsdl 3.2 §iduagldlonuuas
Brdlildindmudnuuzdosts 3 duvewnuiuas  Wud  msdhwemnudy
(Confidentiality) ysaun I (Integrity) wazanmniesldau (Availability) Tums19fi 3.1 e
sifunasilumsiesgiinunasgumsmusmsiuanatiuas - AICPA  luusiasdoty
Aendeatunndnuasmenuanisiuadusula snfoearu

1AsgIU AICPA vineiay C1.2 Sanuisdesiunudnvagmsinumsinuai udu
{lownfinisvh “Protect Against Unauthorized Access” @ansafiuilenumaz3inisniadnu
AudNuEIeY  MIwIANdU  (Confidentiality)  Tumsiedl 3.1 Twdhumsvh
Authentication Wag Authorization

ATUIINMIN CSA laweules  msmvauauduadtumnsndamuaunanIn bty

N

[

NATFIUNTAIVANANNTINATNDY  AICPA Tiudn [6] fRdedeasuanueslesseninams

@2

'
1 o

muaueasiuadusrindmuatrandfunadnvassumiuas A Mssaw
Audy (O ysanm () wazaniymdesldnu () Iifwhedidlunsd 3.3 Taslunedud
ASnEae C vanefa Confidentiality, | vsnefla Integrity kag A Mg Availability £33
Ivhnsidenlssnudnvazmenumusiuaadifumeindaiuaueannd  Taefl 1 mnefs

Wwaules wag 0 vunedsliwenles isdnswanleaisruakansliluniaxuwIn n.

7757991 3.3 F2061907154904189IATTIUNNAIUADIUUAY AICPA WTumSnTAIUAL

Aa1I0

CCM CCM Control ID CCM Control Specification AICPA Attributes

Control Control € | A

Domain

Change Unautho CCC-04 Policies and procedures shall be established, | CC5.5 | 1 [ 1 | 1

Control rized and supporting  business  processes and | CC5.8
& Software technical measures implemented, to restrict the | CC7.4
Configura | Installati installation of unauthorized software on
tion ons organizationally-owned or managed user end-
Manage point devices (e.g., issued workstations, laptops,
ment and mobile devices) and [T infrastructure

(CCO) network and systems components.
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7757991 3.3 F206197154904le9IATTIUNINATUATIUIUAY AICPA ITUMmSnTAIUAL

Aa1I9 (918)

CC™m CCMm ™M CCM Control Specification AICPA | Attributes
Control | Control | Control cli1|A
Domain D
Applicati | Data AlS-03 | Data input and output integrity routines | PI1.2 | 0| 1 | 0

on & Integrity (i.e., reconciliation and edit checks) shall | PI1.3
Interface be implemented for application | PI1.5
Security interfaces and databases to prevent

(AIS) manual or systematic processing errors,

corruption of data, or misuse.
Business | Datace | BCR-03 | Data center utilities services and| ALl [0 [0 |1
Continuit nter environmental conditions (e.g., water, | Al.2
y Utilities power, temperature and humidity | Al.3
Manage / controls,  telecommunications, and
ment & | Environ internet connectivity) shall be secured,
Operatio | mental monitored, maintained, and tested for

nal Conditi continual  effectiveness at planned

Resilienc ons intervals to ensure protection from

e unauthorized interception or damage,
(BCR) and designed with automated fail-over
or other redundancies in the event of

planned or unplanned disruptions.

Data Nonpro | DSI-05 | Production data shall not be replicated | C1.1 | 1| 1] 1
Security | duction or used in non-production | C1.3

& Data environments. Any use of customer data | CC5.6
Informati in non-production environments
on requires explicit, documented approval
Lifecycle from all customers whose data is
Manage affected, and must comply with all legal
ment and regulatory requirements  for
(DSI) scrubbing of sensitive data elements.
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3.2.2 Junpunsenleannanuugiuauweiold anulasnds wagANaINTOluNIg

U595 UNNATHIUNTAIVANANLETUAY NIST SP800-53

¥
S v

Tusumeuilfiteasldannsgruniseuauauiiuns NIST SP800-53 lundusialuil 4
fhegndlumsnan 3.4
1) ngu Contingency Planning (CP) dwfuideslosiunadnuaemeiu mnudedold
w30 R (Reliability)
2) ngu Physical and Environmental Protection (PE) dw¥uideslosfunndnune
MU Anulasnny wse S (Safety)
3) Ny Maintenance (MA) dvsuidieslosfuandnuazmsnumiuainsalunis

U393 %50 M (Maintainability)

15797 3.4 F0e195gIUNTAIVALAIINIUAT NIST SP800-53 [10]

Control Family Control ID NIST SP800-53 Control Specification
Physical and PE-9 : Power [ The organization protects power equipment and
Environmental Equipment power cabling for the information system from
Protection (PE) and Cabling damage and destruction.

Contingency CP-6: a. Establishes an alterate storage site including
Planning (CP) Alternate necessary agreements to permit the storage and
Storage Site retrieval of information system backup

information; and

b. Ensures that the alternate storage site provides
information security safeguards equivalent to that

of the primary site.

Maintenance MA-2 : This control addresses the information security
(MA) Controlled aspects of the information system maintenance
Maintenance | program and applies to all types of maintenance
to any system component (including applications)
conducted by any local or nonlocal entity (e.g., in-

contract, warranty, in-house, software maintenance

agreement).
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9B NAITIUNSAUANAIIEIAS NIST SP800-53 lumsnedt 3.4 {iduayld
donumerBnslliindiendnuardosis 3 fuveserufionld  WWud  eanudedeld
(Reliability) muUaensie (Safety) wazAuainsalumsinesnw (Maintainability) 1u
e 3.1 desnidunasilumsiengiinanespunmseuamssnuanuiuas  NIST
sP800-53 Tuusaedetuisatesiuanudnunemaiuanufionldluiuln sndegadu

1MI31U NIST SP800-53 Manetay PE-9 : Power Equipment and Cabling YRRt
Lﬁ'm%ﬂf‘ﬁ’u@mé’ﬂwmzmqﬁmmmﬂaamﬁa dlowninsii “Protects Power Equipment
and Power Cabling” Sanssiuiionuuayiimmaiunudnuauzaes anulasasde (Safety)
Tumsnedt 3.1 ludunnsy Power System Protection ag Physical Equipment
Protection

fafuanmsd csA lddeulosmsmueauanusiundluwssndauaueanad 13 fu
NATFIUNSAUANANIETAT NIST SP 800-53 1iudn [6] fideTsaguanudenlesszninams
musum LA ndmuaLAad  Auandnvazasumufienld fo mnudede
1 (R), mudaensie (9), uazauamnsalunisunasnwm (M) Igwasnegdlumsedi 3.5
lnglupaduipaiinualy R vaneds Reliability, S vanefia Safety uwaz M vinedd

va o

Maintainability ARdelaviniswenlesrnmudn v e ueaian et uussngAIu AL
¢ a ~ A = A o X = &

AA1A e 1 nneduteules way 0 vnefalideules Melnsaulesaunuanalily

AANWIN N.

M5 3.5 F90e/190 151 9020eNUINTTINNNNIUAINLUAY NIST SPS00-53 111AuMmTne

AIUALAATIA
Control Control | Control CCM Control Specification NIST Attributes
Domain D SP80 [R | s [ M
0-53
Business Busines BCR-02 | Business continuity and security incident response | CP-2 1107]0
Continuity s plans shallbe subject to testing at planned intervals | CP-3
Manageme | Continu or upon significant organizational or environmental | CP-4
nt & ity changes. Incident response plans shall involve
Operational | Testing impacted customers (tenant) and other business
Resilience relationships that represent critical intra-supply
(BCR) chain business process dependencies.
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915799 3.5 FI0819MI T T0ulEIINTTIUNIAIUAINTUAY NIST SP800-53 1A Uming

AIUALAATIIA (90)

Control Control Control CCM Control Specification NIST Attributes
Domain D SP800- | R S M
53

Business Datacenter BCR-03 Data center utilities services and PE-1 0 1 0
Continuity Utilities / environmental conditions (e.g., water, PE-4
Manageme | Environmen power, temperature and humidity | PE-13

nt & tal controls, telecommunications, and
Operational | Conditions intemet connectivity) shall be secured,

Resilience monitored, maintained, and tested for

(BCR) continual  effectiveness  at  planned

intervals to ensure protection  from
unauthorized interception or damage, and
designed with automated fail-over or
other redundancies in the event of

planned or unplanned disruptions.

Business Equipment BCR-O7 | Polices and procedures shall be | MA2 0 0 1

Continuity | Maintenanc established, and supporting business | MA-3
Manageme e processes and technical ~measures | MA-4
nt & implemented, for equipment | MA-5
Operational maintenance ensuring continuity and | MA-6
Resilience availability of operations and support
(BCR) personnel.

3.2.3 JumpuasunatenlesnudnyaE I uAN LU AaE A LRI AULeSEND

AIUALARTIN

PNITeN 321 WAz 3.2.2 @wnsasiukansiwenlussaznsmuaulu eI ng
AIUALAANIN  LUTULARE AMEN WAL §REUDIAAN AL NPNUAN UL AAE AU W LA

AIFIDE19AN519 3.6 WaNSWeNlgwILALaAIl luAIANWIN A
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M15997 3.6 AIegagundouleasy nIIunINTAIUANAGTIAAUA AN YL AIUAINITUAY

uagAPILIn I
Control Control Control AICPA NIST Attributes
Domain D SP800-53
C I A R S M
Change Unauthoriz CCC-04 CC5.5 CM-1 1 1 1 0 0 0
Control & ed CC5.8 CM-2
Configuration Software CC7.4 CM-3
Management | Installations CM-5
(CCaO) CM-7
CM-8
CM-9
SA-6
SA-T
S-1
SI-3
Sk
SI-7
Application & Data AIS-03 PI1.2 SI-10 0 1 0 0 0 0
Interface Integrity PIL.3 SI-11
Security PI1.5 SI-2
(AIS) SI-3
Si4
SI-6
SI-7
SI-9




a2

M15997 3.6 AIegagunITdouleasy nIIunINTAIUANAATIA AU AN YL AIUAINITUAY

uazAIIUINILE (912)

Control Domain Control Control AICPA NIST SP800- Attributes
D 53
C I A R S M
Business Datacenter | BCR-03 Al.l PE-1 0 0 1 0 1 0
Continuity Utilities / Al.2 PE-4
Management & Environmen Al.3 PE-13
Operational tal
Resilience Conditions
(BCR)
Data Security & Nonproduc DS-05 CLit SA-11 1 1 1 0 0 0
Information tion Data C1.3 CM-4
Lifecycle CC5.6
Management
(DS
Business Business BCR-02 Al.2 CP-2 0 0 1 1 0 0
Continuity Continuity CP-3
Management & Testing CP-4
Operational
Resilience
(BCR)
Business Equipment | BCR-07 Al.l MA-2 1 1 1 0 0 1
Continuity Maintenanc Al.2 MA-3
Management & e CCa.1 MA-4
Operational MA-5
Resilience MA-6
(BCR)
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3.3 TUABUNITATINUATNY AN AN NINAIUANTUAAZANUN Wl AvaslawunTs

A2UAL

NITeN 3.2.3 MImusERumNWellewadaslawun1sAIuAl (Control

Domain) fiuAmuansuzauaANLiuatasauianls ansaduinlalag

m

loeofl  dy g flo msvduanudenlesedanunismunui n fuandnuurdes k uasdl
Atugae [0, 1]
Ap ki Fo Manudesloswamsmuaui i lulawunisauauin n fuandnuuy

goef k lneh 1 nunedadeuleawas 0 vunede ldweules

m  fFeduiuvesAIuaN Tulawunsauaui n

AN Ay g 0 szilianmseasiaussndrudnunznisiumiusiuauaz e afienld

YDILALUNITAIUANTIINATLUASNE AIUANAATIA FUURININLANIUIN 16x6 Lneus

avieAuudvennnindd fer1 dy  vewsizANINYML dosvadlamUNITAIUAY

dl 1 oo dl 6 AlIS
D = : : :
digr * dige]| TVM

ANVBILAALLDAUUALLLASTNG D LAAIPIAITIIN 3.7
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757991 3.7 SeAUAIIUTOLLEIYAIUNITAIVANAY ARIA NYALE V1A TUAIIULUAILAL AL

fanls
Control | Confidentiality | Integrity | Availability | Reliability | Safety [ Maintainability
Domain
AlS 0.75 1 0.75 0 0 0
AAC 1 1 1 0.33 0.33 0.33
BCR 0.63 0.72 1 0.45 0.45 0.18
Ccc 1 1 1 0 0 0
DSl 0.85 0.85 0.85 0 0.28 0
DCS 1 1 1 0 0.66 0.22
EKM 0.5 0.5 0.5 0 0 0
GRM 0.81 0.81 0.81 0.18 0.18 0.18
HRS 0.9 0.9 0.9 0 0 0
IAM 0.61 0.61 0.61 0 0 0.23
IVS 0.53 0.46 0.46 0 0.07 0
IPY 0 0 0 0 0 0
MOS 0 0 0 0 0 0
SEF 1 1 1 0 0 0
STA 0.33 0.33 0.33 0.1 0.1 0.1
TVM 1 1 1 0.33 0 0




a5

3.4 TUABUNTINANNNINVBINTATUANTINBITRIAUNMT TUUTEAUYB AN AUAN

v uunSNYAIUANAAIIN

nMsfulseiuvadlawunismuay  (Assurance-Related Control) tUuaNAsgIUNg

muANAINTUAeY  NIST  SP800-53 Fwnefansmuauiiluinasnisiiliie Ay

Fodul sruuliihidumeinumnuliuasigndeswazyinnumuiinanduaies Tagasiduns

A Y W
AIUANTILNYIVBINU

1) NIZUIUNIT T5M1T MTamATAlUN1T90NLUULAZHRMUIEIUAINGUBITE UL

o & [ ] '
2) nszUINMsTNUndunsusu R nludi 9 vessE UL

3) fanssunineliianangiusuauiual (Security Evidence) 91nn15¥a1u

4) M3UsediuusednsnmmsennudeweinsmuaunuiuAmleUfin w3e

5) MsdNvinyeANudeIny Anudinla Tusuenuduasinyaainsiineites

CsA  lawenleamsmuntluimsndmunuaaiabifuinasgiunmsemuay - NIST

SP800-53  lawansgiunsmuAugeulesl anuaiy

anafiusdnuilunmsaiuaud

a Y o Y Y Y | A Y ) ) q'
LN8IUDINUNTIUUTENY @?aﬂqﬂmaﬂﬂ’]5?‘]’3U@3JV]LﬂEJ'36UENﬂUﬂqﬁﬁU‘Uigﬂu LLﬂﬁﬂiumFﬁ’N‘m 3.8

775797 3.8 F29679N75AVANTINEITRITUN TTUYTEAUTUlALNITAIVAL AIS

Control Control ID NIST SP800-53 Control Assurance Related-
Domain Control
AlS AlS-01 SC-2, SC-3, SC-4, SC-5, SC-6, SC-2, SC-3, SC-6, SC-
SC-7, SC-8, SC-9, SC-10, SC-11, 11
SC-12, SC-13, SC-14, SC-17, SC-
18, SC-20, SC-21, SC-22, SC-23
AIS-02 CA-1, CA-2,CA-5, CA-6 CA-1, CA-2,CA-5, CA-6
AIS-03 SI-10, SI-11, SI-2, SI-3, SI-4, SI-6, SI-10, SI-4, SI-6, SI-7

SI-7, SI-9

AIS-04

AC-1, AC-4, SC-1, SC-16

AC-1, SC-1
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v o

ARAeTuaAnlunslimdndunsmuaniinedesiunssudseiu Weswinmn

UatRmunsmuauil agdaieiuanulilalaliiuuiniseanin

AtNURINSSUUTE Nuaansamulalalagldaunis

as, =1+ (ac—n) (2)

cty

oot asy, fortminvesmsmuguiifndasiunisiudssfuedasunsemunud n
wazdlAnaglugaa (1, 2]

aCy, Ao 1uMsAUANYEY NIST SPB00-53 Tidealeafulaumunsmuesd n uag
Aeadeatumssuuss i

Cty, Aa FwIuNsAIUANYeY NIST SP800-53 MeuleaiulaunsmIuANi n

awgissaien 1 auin Wewinluvidawunsaiuey lilisien1sn1saIuaues

NIST SP800-53 ieadesiunissulseiu Wweulesegmeas Juluanmsyinliuintdnues
o A Y ) Y] a A o -

nMsmuANneasiunssulseiuvedamumsniuauil  n fdwihdu 0 wazilenin

Fulusenihmuminllan emeazuuuauiuear AL ldvaslius nmsraadly

wiazlawumsmuenluiiten 3.6 dulumniininvesnisaivaniineItesiunssuuse fu

€

vadlpwumsmuaui  n JAindu 0 zdwalinzuuuanuiuaswa AN lau ey

e

a va

Wusmseandlulamunismuauil n duliawiiu 0 whidliuinmseaninaesiinsufua
& =3 Ya U = o & Y o 1 1Y 44' Ny v ]
malasumseuaniuginy §Iiededuludenii 1 suinmey telilunsdldneiu
Tusmseanindslanzuuuainnsuiimalawumsaivaaiugey  nslladimvinesnis
AN ITesiuNsTuUsEAuliinegsening 1-2
FRINAUNITAINANITIAU A8 Ianunsam A1 INTNYeINSAIUANTAE DS

funsfulseiuvesaglamunsaIuaulafwnsIm 3.9



M3 3.9 MUIMINYEINITAIVANTIALITINUNTTUUTE T vausaz Inlun15AIUAL

Control Domain Assurance Weight
AIS 1.4 = (1+14/35)
AAC 1.86
BCR 1.31
CCC 1.76
DSl 1.28
DSC 13
EKM 1
GRM 1.65
HRS 1.55
IAM 1.28
VS 144
IPY 1
MOS 1
SEF 15
STA 1.72
TVM 1.53

47
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3.5 JunauMs AMUINALLUNS U URAY CAIQ vaglviusn1sraaluudazlamunis

AUAY

ArWLUNTURURML CAIQ vaglriusnisAanIntuegiuduiumsnoumatluwuy
Usgillu CAIQ %ﬂagﬂu STAR ( CSA Security, Trust & Assurance Registry ) [8] &#9a11150

gk sUURmulalegldaunis

Ty
cp, - ==

o CPp AorzuuumMsUfURmMululawunsmuaud n uaziiregluyis [0, 1]

A o 3 A, ‘:4' a v & v
yi ABATFADUVNATATUN ISLUIWLLIUﬂWiﬂ’JUQNVI n LazdA1 1 a1aau yes #39 0 a1

ABU NO

q wumadlulanmnimuann n

g HATNEYRIAL UM TUN IR CAIQ 484 Microsoft Azure lanadsms1e#t 3.10



757971 3.10 A9z UUUNISUJUARIN CAIQ veliusnI3AaIId Microsoft Azure

a9

Microsoft Azure Cloud Service

Control Total of CAIQ Compliance Compliance Score
Domain Questions (No. of Yes
Answers)

AIS 9 8 0.89
AAC 13 13 1
BCR 23 21 091
CccC 10 10 1
DSl 17 14 0.82
DCS 11 11 1
EKM 14 13 0.93
GRM 22 22 1
HRS 24 22 0.92
IAM 40 37 0.93
IVS 33 30 091
IPY 8 8 1
MOS 29 0 0
SEF 13 13 1
STA 20 20 1
IVM 10 9 0.9
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3.6 WABUMIATNINNBIATUUUANULUALAZA NN LAY TAUTNNTARTIA Luwe

azlalIuN13AUAY

AruuuANiuAazaLiionlivewlviuinsradluudaslamusamuny

a1ansaullAce NS

Dn = CPn x ASy, (@)

lng?l Py, Ao AzluuaLiuALa AL ldvesliuInseadlulaunsaIuauil n
wazdiAnaglugas [0, 2]
CPp o AzkuuMsUSURMULALUNTAIUANT N

A ! io/ LY P k4 L [ % N
aSn A ﬂWUWWUﬂGUBQﬂTﬁﬂ’JU@NV]LﬂEJ’J‘UENﬂ‘Uﬂ’ﬁﬁUUﬁ%ﬂusﬂaﬂIﬂLNUﬂﬂiﬂiUﬂNW n

awnisesahaziuunsUJURmulamunsaIuaNY sl MsAaRvse  CPy,
npauiuANvnveINsAMUANNNgITesiuNsTUUTE UMD ASy, LHBrINATLULNNS

UtRmulaumsmuaumesliuimsaanadiimegsening [0, 1] wagAnimiingasnis
musmiedeatunsiuUsfulimegseving [1, 21 mngliinmseanistimsufoaana
CAQ lamumsmuauiltsdosiunmssulss Ausheudn flismseyldnzuuuiiunue
5mﬁfm7'iﬁ'1m@zu \esainmsufiRnu CAIQ IuimL:uumm’m@uﬁ?uﬁﬂﬁﬁwé’ﬂg'mLﬁuLam

Fevruasulumuanubilalalmiuunndula

N Pp, MeagsiianinsoadiaanmesazuuuauiuAmazauianld P vesy

Wuimseanin dwsunnlawunmsmuaulumesndaiuaunain Fedvuin 1x16 lagusas

wALUATRIINMBITUARAT Py VoddALlAIUNTAIUAN FIEUNTS

AS  AAC .. TWM

P = [p1,p2 ) P16l (5)

FREIININADS AL WUUAMUIUAILAL AN LA U9 Microsoft Azure LaAIAI

A5797 3.11



M5 3.11 FI9619INWTAZUNUAINIUAUAE AU [Ava sl TusnI5Aa 136

Microsoft Azure

51

Microsoft Azure

Control | Compliance Score Assurance Weight Provider Score

Domain oy 1 %) asy) Pn)
AIS 0.89 14 1.25
AAC 1 1.86 1.86
BCR 091 1.31 1.19
CCC 1 1.76 1.76
DSl 0.82 1.28 1.05
DCS 1 13 13
EKM 093 1 0.93
GRM 1 0.64 1.65
HRS 0.92 1.55 1.43
IAM 0.93 1.28 1.19
IVS 0.91 1.44 1.31
IPY 1 1 1
MOS 0 1 0
SEF 1 1.5 1.5
STA 1 1.72 1.72
IVM 0.9 1.53 1.38
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3.7 Junaumsusaiiuaulilaldva wfliusnsaanaa

naweseulilald T veslviuimsazidunnmesaunn 1x6 Fednaldainaunis
T=PxD=[CIARSM] (6)

lg?l CIARS M RoAzkuuyed MIsnwiAnudy, ysanin, anmniasldau, mnuieds

16, Anuvaeady, miuaansatunsungesny muadu fsnegdumsnd 3.12

P15 3.12 FI081NINH05 AZUULAIATINTLAAE AIUAINI AYes  Microsoft Azure

Subattri Confidentiality Integrity Availabilit Reliability Safety Maintainability
bute y
Score 15.46 15.78 15.80 2.07 2.86 1.86

nanwes T Aleazihauesidalad (Normalize) fMpAgeEnTeIrnAzILLANEN YL OY

winmuMIUIULR 108 Tyormatize 9EAIHINUNN

TNormalize = [CNormalize INormalize ANormalize RNormalize SNormalize MNormalize]

_[ c I A R S M ]
MAX (C)  MAX (I) MAX (A) MAX (R) MAX (S)  MAX (M)
_ [ c I A R S M

16.26  16.62 16.63 2.18 299  1.86

ntuihmetadeiemeeanulilala vewlviuinisaaie

TR = average (CNormalize INormalize ANormalize RNormalize SNormalize MNormalize)
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segrsnzuuuanulilald TR vewliuinisra1as Microsoft Azure axfiAndu

1546 15.78 15.80 2.07 2.86 1.86
16.26 16.62 16.64 2.18 2.99 1.9

TR = average ( ) = 0.96

3.8 s Nauszuvaduayun s Ussiivanaldlaldve sfliuinslee Samndndatuny

ARa1IN

My ssuvaivayunMsUszdiuandlilalivesliusnsiinsiauiuuy Windows
Application  Taanundlilumsiaunie  VBNET  szuvanansoatuayuglduinislums
Uspdiuamallilalduesdliuing wezannsousyduandnuardosia 6 du ldud madnw
Py Yy anmymdesldon anudedield anaasndy  uazmuaInsalug

o

1139501

3.8.1 diuuszneuvesyuy

srvvazatuayudlduinmslaeglivimaifeyensussidiunuiesvesilviuinisi
wpunseguuIuled CSA STAR [8] snidudeyaintnlsifushszuy ieldenteyaainede
fivuimslugudeyavessyuy Wevhmsiuon, wans waziSouifisumennalilaldve sy

TUSNS AINSINVITEUUAINING 3.2
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Trustworthiness Assessment

e

Assess Trustworthiness

(3
/”6\' of Provider
3&¢ \
<©
. ’ Import CCM

—
"‘ ~ i Compliance of
] Providers
Provider
Cloud Database
Consumer CAIQ Self -
III @ Assessment
Compare WWW
Trustworthiness of U
Providers
CSA STAR

i 3.2 seuumsuszdupnulilalavesliuinisleedaumindaiununaria

Input CCM Compliance of Providers szuusudayan1sufuimanusindaiuau
AaIRReE s MslaUseidiuauedImuuuudssiliu. CAIQ uazingunslifn CSA STAR il

al [

v a o v a Y Y a v 1% o (% < v Y a
VBHANUL TN sdnwseuliudilne uive [28] Lmemﬁ]mnuiugwumaga;ﬂmsmsmaa

Assess Trustworthiness of Provider syuuindeyanisufjUfnumnindaiuny
L3 Y a dl Y a o o U v Y a
AR U SNELEUIMTsEY tvihmsmuwinaanulilalavewlviuinis laganusa
wansAnflopaniluavam 6 auldun Confidentiality, Integrity, Availability, Reliability,
Safety, Maintainability nan15Uszliunlianusawanslusuwuuimiavias susuunsvl
Compare Trustworthiness of Providers szuuyinnisAuiuraulilalavesy

Tusmssesmemuigladuinissey WellSouiieuas kuuvedwias Ananyae Nf eI sla
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3.8.2 dwsisuszauglivesszuy

duseusyauvelisruuusenausie
1) wihaendndviusudedliuinmsiidesmsussiiumialilalidedidoyasgluszuy
2) wihvemsuanwamaulilaldvesliusnmsaan
3) mihaedmiuIsuiisuusayaudnvas deoiifaanis

4) vihasdwsulieuiieudanulilaladugliuinisaaninsedy

v

1. vhasvan Usenaumeyes Input Toyatevewliuinsaanig isidentouay

e

Tusnseaninangiudes Aan1mi 3.3

8! Cloud Service Trustworthiness Assessment Program b O X

|

Cloud Service Trustworthiness Assessment

Input Service Provider Name \ |

<

Or Choose Providerfrom list |Mi0r050ft Azure

CAIQ Compliance

Control Domain Control Compliance
(AIS)  Application and Interface Security
(AAC) Audit Assurance and Compliance
(BCR) Business Continuity Management
and Operational Resilience
(CCC) Change Control and Configuration Management
(DSI)  Data Security and Information Lifecycle Management
(DCS) Datacenter Security
< >

il 3.3 mihaevanvessyuuuseidupulilalavesliuinisleedaunintmunuparis
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2. mhssuanmaraulilaldvesliuiniseanin  agazuanspzuuuanulilaliuay
Audnuzgoia 6 fu il msfvienady ysunw anwndenldau e
efeld  enuvasads  uazeuaansolumsiignw  vesliuinseans
ansouanamaluguiuusiauuasluguiouns fanndl 34 glduinsananse

denhnsseuisurrwuwvasliusmsmeliudliuinmsnedudelusnla

o5l Form2 o - o X
Cloud Provider Name : Microsoft Azure
Confidentiality 15.45 20 BN SCORE Compare Confidentiality Attribute
Integrity 15.78
Compare Integrity Attribute
Avaliability 15.79
Reliability 2.07 Compare Availability Attribute
Safety 2.86
Compare Reliability Attribute
Maintainability 1.85
Integrity Safety Maintainability
nfidential waliabil iabil C Safety Attribut
TristWorthiness 096 Confidentiality Avaliability Reliability ompare Safety Attribute
Compare with 5 Providers Compare Maintainability Attribute

i 3.4 mhveuanpzuwiuanulilalaveslusnisearis

3. mihvsdmiulieuiiusiazaudnuurgeefens laganunsadenaudnuneyla
@ =% & o 1 g = = Y v a ¢ 4:4'
ANuENaveIy 6 AEnyztey deanswSeudisuiugiiusnisraninsedu

FHININA 3.5

& Forms ax - o X

Confidentiality Attribute Comparison

Select Service Provider Name Select Service Provider Name Select Service Provider Name Select Service Provider Name Select Service Provider Name
Microsoft Azure Agiloft v Data Noah GmbH v} |Century Link v‘ StarRez V|
15.45 15.78 Score 11.28 Score 10.87 Score 12.04 Score

i 3.5 yihaewSeuieunaldnyy doeinean1snuglusnIssgay



57

4. vihaswamnauieudisumenulilaliveslviuinseania  ndwindliusmssey
JoglrusmsiidesmsiFoudioulnglintihoslunmdl 33 whsvuuazuansnzuuy
alilalduarandnuasite 6 du ldun masnwarady, ysanw, aniwwdesld
Ny, Anudediold, mnudasast, mnaansalunistigesnm veslruinmsaannd

Mihnsiseuiiguiu Tugduuuiiaanagsuwuuns il fsnni 3.6

” = =] X
Cloud Service Provider Trustworthiness Comparison
Attribute Microsoft Azure Agiloft - Data Noah GmbH | [Century Link v StarRez 9

Confidentiality 15.10 15.80 11.30 10.88 12.07

Integrity 15.50 16.24 11.53 11.15 1243

Avaliability 15.52 16.22 11.65 11.23 12.34
Reliability 207 212 1.55 145 1.76
Safety 296 312 240 256 1.89
Maintainabiliy 1.93 201 141 1.66 1.49
Trustworthiness 0.96 1.00 0.72 0.74 0.74

Confidentiality Integrity Avaliability Safety Reliability  Maintainability

i 3.6 yihveuanimaseuiguazkuunulilalavesliuinisearisg
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ASNAFaULAazZNISUITSLAUNANISIREY

Tuunilagnantaimmegeumsuszdiumanulilaldvesdliuing uagnsuseuiu

anamnaunavesmalilalalaensliaseianduiug

4.1 n1snagaunsuszdiuainulilaldveeglviuinig

Tunsneassnsuszdiumnulilalivedliiuinmsaanidleg Saunsndaiuaunaiim

N

[y

3?]81%’%’@;36171'LNEJLLW'E'EJQ:UWJLEJUIWW?JEN CSA Security, Trust & Assurance Registry (STAR) [8]

@2

diosnviimsUszidiuna Tagldliuins 20 918 16uA Amazon AWS, Microsoft Azure,
Dropbox, IBM SoftLayer, EBRC, Squiz, Acquria, QOutreach, Capriza, StarRez, VMWare
AirWatch, Data Noah Gmbh, CenturyLink, Tableau, Optimizely, Collab9, Perspectium,
Devellocus, Siteimprove, L@y Eagle.io
manageuIzlunmsuantazilseuiisunanzwuunulilaldvesliuinsaanid

WHALSIE SIUALDEMMUNITNAFDULAIT

4.1.1 msuiRmanuudszidiu CAIQ vewlruinsaaninluldaglaiunisaiuny

Adeldsiusindeyanisuszidiumues (Self-Assessment) 3niiulesives CSA STAR
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#1579 4.1 Kan)IsUszdun) sUJUAmMuuYYsesly CAIQ Y89 Amazon AWS

59

1.Amazon AWS Cloud Service

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlIS 9 8 0.89
AAC 13 13 1
BCR 23 23 1
CCC 10 10 1
DSl 17 15 0.89
DCS 11 11 1
EKM 14 14 1
GRM 22 22 1
HRS 24 24 1
IAM 40 38 0.95
IVS 33 31 0.94
IPY 8 6 0.75
MOS 29 20 0.69
SEF 13 13 1
STA 20 20 1
IVM 10 10 1




#1599 4.2 tansUszdunsUUAMuuUYsEIEhy CAIQ 89 Microsoft Azure

2.Microsoft Azure Cloud Service

60

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlS 9 8 0.89
AAC 13 13 1
BCR 23 21 0.91
CCC 10 10 1
DSl 17 14 0.82
DCS 11 11 1
EKM 14 13 0.93
GRM 22 22 1
HRS 24 22 0.92
IAM 40 37 0.93
IVS 33 30 091
IPY 8 8 1
MOS 29 0 0
SEF 13 13 1
STA 20 20 1
IVM 10 9 0.9




#1579 4.3 Han)sUsHduNI SUJUAMMUUYsEsiy CAIQ Y89 Dropbox

3.Dropbox Cloud Service

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlS 9 8 0.89
AAC 13 11 0.85
BCR 23 14 0.61
CCC 10 10 1
DSl 17 14 0.82
DCS 11 10 091
EKM 14 13 0.93
GRM 22 20 091
HRS 24 21 0.88
IAM 40 32 0.80
IVS 33 31 0.94
IPY 8 8 1
MOS 29 27 0.93
SEF 13 11 0.85
STA 20 18 0.9
IVM 10 9 0.9

61



#7579 4.4 HanN15UTEEIUNM SUNUAMULUUYsEIEY CAIQ a9 IBM SoftLayer

4.IBM SoftLayer Cloud Service

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlS 9 7 0.78
AAC 13 12 0.92
BCR 23 20 0.87
CCC 10 9 0.9
DSl 17 14 0.82
DCS 11 11 1
EKM 14 5 0.36
GRM 22 20 091
HRS 24 22 0.92
IAM 40 33 0.83
IVS 33 27 0.82
IPY 8 a4 0.5
MOS 29 0 0
SEF 13 11 0.85
STA 20 18 0.9
IVM 10 8 0.8

62



MITNIT 4.5 Han15UsEliunSUNUAMaUUYsed CAIQ Y83y EBRC

5.EBRC Cloud Service

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlS 9 a4 0.44
AAC 13 13 1
BCR 23 20 0.87
CCC 10 7 0.7
DSl 17 12 0.71
DCS 11 10 091
EKM 14 13 0.93
GRM 22 22 1
HRS 24 20 0.83
IAM 40 27 0.68
IVS 33 30 091
IPY 8 8 1
MOS 29 0 0
SEF 13 13 1
STA 20 1 0.05
IVM 10 8 0.8

63



MITNI 4.6 HaNITUTHIUNITUNUAMAUUYsEsTY CAIQ Y89 Squiz

6.Squiz Cloud Service

64

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlIS 9 7 0.78
AAC 13 12 0.92
BCR 23 18 0.78
CCC 10 9 0.9
DSl 17 13 0.76
DCS 11 8 0.73
EKM 14 7 0.5
GRM 22 19 0.86
HRS 24 21 0.88
IAM 40 33 0.83
IVS 33 28 0.85
IPY 8 8 1
MOS 29 0 0
SEF 13 8 0.62
STA 20 13 0.65
IVM 10 7 0.7




M3 4.7 Han15UsEliunsUUAmauUYsedy CAIQ Y83 Acquria

7.Acquria Cloud Service

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlS 9 7 0.78
AAC 13 11 0.85
BCR 23 16 0.7
CCC 10 10 1
DSl 17 7 0.41
DCS 11 a4 0.36
EKM 14 3 0.21
GRM 22 21 0.95
HRS 24 21 0.88
IAM 40 33 0.83
IVS 33 24 0.73
IPY 8 0 0
MOS 29 0 0
SEF 13 13 1
STA 20 18 0.9
IVM 10 7 0.7

65



M13799] 4.8 KanI5UsHluNISUNUAMMMUYYsEsdy CAIQ Y89 Outreach

8.0utreach Cloud Service

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlIS 9 8 0.89
AAC 13 12 0.92
BCR 23 12 0.52
CCC 10 7 0.7
DSl 17 12 0.71
DCS 11 8 0.73
EKM 14 9 0.64
GRM 22 18 0.82
HRS 24 23 0.96
IAM 40 39 0.98
IVS 33 23 0.7
IPY 8 0 0
MOS 29 0 0
SEF 13 9 0.69
STA 20 15 0.75
IVM 10 7 0.7

66



M3 4.9 HanI5UsHluN SUNUAMaUYYsEsiy CAIQ Y89 Capriza

9.Capriza Cloud Service

Control | Total of CAIQ Questions Compliance Compliance
Domain (No. of Yes Answers) Score
AlS 9 8 0.89
AAC 13 11 0.85
BCR 23 14 0.61
CCC 10 9 0.9
DSl 17 q 0.24
DCS 11 7 0.64
EKM 14 11 0.79
GRM 22 19 0.86
HRS 24 20 0.83
IAM 40 37 0.93
IVS 33 26 0.79
IPY 8 2 0.25
MOS 29 5 0.17
SEF 13 8 0.62
STA 20 18 0.9
IVM 10 9 0.9

67



#1379 4.10 HansUsesdunsufUam I uuYsEIEi CAIQ 989 StarRez

10.StarRez Cloud Service

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlS 9 8 0.89
AAC 13 11 0.85
BCR 23 14 0.61
CCC 10 9 0.9
DSl 17 6 0.35
DCS 11 a4 0.36
EKM 14 9 0.64
GRM 22 21 0.95
HRS 24 18 0.75
IAM 40 33 0.83
IVS 33 24 0.73
IPY 8 8 1
MOS 29 0 0
SEF 13 10 0.77
STA 20 17 0.85
IVM 10 9 0.9

68



915797 4.11 Han TUsHiumUSURmaMUUUse @y CAIQ %89 VMWare AilWatch

11.VMWare AirWatch Cloud Service

69

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlIS 9 7 0.78
AAC 13 11 0.85
BCR 23 14 0.61
CCC 10 8 0.8
DSl 17 7 0.41
DCS 11 8 0.73
EKM 14 13 0.93
GRM 22 17 0.77
HRS 24 21 0.88
IAM 40 32 0.8
IVS 33 22 0.67
IPY 8 0 0
MOS 29 0 0
SEF 13 7 0.54
STA 20 11 0.55
IVM 10 9 0.9




915797 4.12 Han TUseiiunsUfURmamuuUsydy CAIQ %89 Data Noah GMBH

12.Data Noah GMBH Cloud Service

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlS 9 a4 0.44
AAC 13 9 0.69
BCR 23 18 0.78
CCC 10 7 0.7
DSl 17 13 0.76
DCS 11 11 1
EKM 14 8 0.57
GRM 22 12 0.55
HRS 24 20 0.83
IAM 40 28 0.7
IVS 33 25 0.76
IPY 8 0 0
MOS 29 0 0
SEF 13 9 0.69
STA 20 12 0.6
IVM 10 8 0.8

70



#1599 4.13 wan1sUszdlunsuguanamuyYsgdly CAIQ wee Centurylink

71

13.CenturyLink Cloud Service

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlIS 9 5 0.56
AAC 13 12 0.92
BCR 23 17 0.74
CCC 10 8 0.8
DSl 17 13 0.76
DCS 11 9 0.82
EKM 14 6 0.43
GRM 22 16 0.73
HRS 24 17 0.71
IAM 40 32 0.8
IVS 33 26 0.79
IPY 8 q 0.5
MOS 29 1 0.03
SEF 13 7 0.54
STA 20 16 0.8
IVM 10 2 0.2




M13797] 4.14 wamsUsedunmsugUuamuuuyseidiy CAIQ 989 Tableau

72

14.Tableau Cloud Service

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlS 9 7 0.78
AAC 13 11 0.85
BCR 23 10 0.43
CCC 10 5 0.50
DSl 17 10 0.59
DCS 11 5 0.45
EKM 14 3 0.21
GRM 22 17 0.77
HRS 24 16 0.67
IAM 40 29 0.73
IVS 33 19 0.58
IPY 8 7 0.88
MOS 29 6 0.21
SEF 13 8 0.62
STA 20 13 0.65
IVM 10 8 0.8




9157991 4.15 an13YUsesliun sUJURsImMuUYsEsliy CAIQ Y89 Optimizely

15.0ptimizely Cloud Service

Control | Total of CAIQ Questions Compliance Compliance
Domain (No. of Yes Answers) Score
AlS 9 9 1
AAC 13 13 1
BCR 23 17 0.74
CCC 10 10 1
DSl 17 8 0.47
DCS 11 7 0.64
EKM 14 8 0.57
GRM 22 10 0.45
HRS 24 16 0.67
IAM 40 17 0.43
IVS 33 23 0.7
IPY 8 8 1
MOS 29 0 0
SEF 13 a4 0.31
STA 20 13 0.65
IVM 10 a 0.4

73



§159971 4.16 Ham sUsHEUN sUFURMUMUUYszU CAIQ Y89 Collabg

74

16.Collab9 Cloud Service

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AIS 9 5 0.56
AAC 13 10 0.77
BCR 23 15 0.65
CCcC 10 a4 0.4
DSI 17 8 0.47
DCS 11 6 0.55
EKM 14 0 0
GRM 22 16 0.73
HRS 24 16 0.67
IAM 40 31 0.78
IVS 33 22 0.67
IPY 8 0 0
MOS 29 0 0
SEF 13 10 0.77
STA 20 8 0.4
IVM 10 8 0.8




#1599 4.17 Wan1sYsesdiun sUgURsImuyYsesiu CAIQ 984 Perspectium

17.Perspectium Cloud Service

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlS 9 7 0.78
AAC 13 5 0.38
BCR 23 17 0.74
CCC 10 7 0.7
DSl 17 8 0.47
DCS 11 7 0.64
EKM 14 8 0.57
GRM 22 9 0.41
HRS 24 16 0.67
IAM 40 17 0.43
IVS 33 23 0.7
IPY 8 4 0.5
MOS 29 1 0.03
SEF 13 a4 0.31
STA 20 13 0.65
IVM 10 4 0.4

75



M13799] 4.18 WaNTUseduNITUHURMIUMUUYTZIEN CAIQ Y89 Devellocus

18.Devellocus Cloud Service

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AIS 9 8 0.89
AAC 13 0.23
BCR 23 7 0.30
CCC 10 8 0.80
DSl 17 7 0.41
DCS 11 11 1
EKM 14 a4 0.29
GRM 22 11 0.5
HRS 24 16 0.67
IAM a0 25 0.63
IVS 33 1 0.03
IPY 8 0 0
MOS 29 0 0
SEF P 0 0
STA 20 5 0.25
IVM 10 10 1

76



#1599 4.19 wWan1sUszdlunIsUgUam YUy CAIQ w4 Siteimprove

7

19.Siteimprove Cloud Service

Control | Total of CAIQ Questions Compliance Compliance

Domain (No. of Yes Answers) Score
AlS 9 5 0.56
AAC 13 3 0.23
BCR 23 13 0.57
CCC 10 7 0.7
DSI 17 10 0.59
DCS 11 9 0.82
EKM 14 1 0.07
GRM 22 8 0.36
HRS 24 12 0.5
IAM 40 18 0.45
IVS 33 18 0.55
IPY 8 0 0
MOS 29 0 0
SEF 13 6 0.46
STA 20 12 0.6
IVM 10 2 0.2




#1379 4.20 HansUsedumsugUamumuuYsediu CAIQ v83 Eagle.io

20.Eagle.io Cloud Service

Control | Total of CAIQ Questions Compliance Compliance
Domain (No. of Yes Answers) Score
AIS 9 3 0.33
AAC 13 8 0.62
BCR 23 12 0.52
CCC 10 5 0.50
DSl 17 8 0.47
DCS 11 0 0
EKM 14 0 0
GRM 22 17 0.77
HRS 24 6 0.25
IAM 40 15 0.38
IVS 33 17 0.52
IPY 8 0 0
MOS 29 0 0
SEF 13 1 0.08
STA 20 5 0.25
IVM 10 0 0

78
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§75799 4.21 NITATININADIALHUUAIINTUANMALAIUAINI [aYad Amazon AWS

Amazon AWS Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain cpn) (asy) (Pn)
AlS 0.89 14 1.25
AAC 1 1.86 1.86
BCR 1 1.31 1.31
CCC 1 1.76 1.76
DSl 0.89 1.28 1.13
DCS 1 13 1.3
EKM 1 1 1
GRM 1 0.64 1.65
HRS 1 1.55 1.55
IAM 0.95 1.28 1.22
IVS 0.94 1.44 1.35
IPY 0.75 1 0.75
MOS 0.69 1 0.69
SEF 1 15 15
STA 1 1.72 1.72
IVM 1 1.53 1.53




MITNT 4.22 7ITFTININRDTALUUUAINTUAIAE AU [9Yed  Microsoft Azure

80

Microsoft Azure Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain Ccpn) asy,) Pn)
AIS 0.89 14 1.25
AAC 1 1.86 1.86
BCR 0.92 1.31 1.19
CCC 1 1.76 1.76
DSl 0.83 1.28 1.05
DCS 1 13 1.3
EKM 0.93 1 0.93
GRM 1 0.64 1.65
HRS 0.92 1.55 1.43
IAM 0.93 1.28 1.19
IVS 091 1.44 1.31
IPY 1 1 1
MOS 0 1 0
SEF 1 1.5 15
STA 1 1.72 1.72
IVM 0.9 1.53 1.38




MI5N9] 4.23 NITATINIANTAZIUUAIILIUAIEE AT [aYey  Dropbox

Dropbox Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain €cpn) asy) Pn)
AlS 0.89 14 1.25
AAC 0.85 1.86 1.58
BCR 0.61 1.31 0.8
CCC 1 1.76 1.76
DSl 0.83 1.28 1.05
DCS 091 13 1.18
EKM 0.93 1 0.93
GRM 091 0.64 1.50
HRS 0.88 1.55 1.36
IAM 0.8 1.28 1.02
IVS 0.94 1.44 1.35
IPY 1 1 1
MOS 0.94 1 0.93
SEF 0.85 1.5 1.28
STA 0.9 1.72 1.55
IVM 0.9 1.53 1.38
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#I5N9 4.24 NITATINIANDTAZIUIUAIILIUANaE ANTan layes IBM SoftLayer

82

IBM SoftLayer Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain €Cpn) (asy) Pn)
AlS 0.78 14 1.09
AAC 0.93 1.86 1.71
BCR 0.87 1.31 1.14
CCC 0.9 1.76 1.58
DSl 0.83 1.28 1.05
DCS 1 13 1.3
EKM 0.36 1 0.36
GRM 091 0.64 1.50
HRS 0.92 1.55 1.43
IAM 0.83 1.28 1.06
IVS 0.82 1.44 1.18
IPY 0.5 1 0.5
MOS 0 1 0
SEF 0.85 1.5 1.28
STA 0.9 1.72 1.55
IVM 0.8 1.53 1.22




§757991 4.25 NITATININIDTALBUUAIIUTUPIAL AU [AUag EBRC

83

EBRC Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain cpn) asy) (Pn)
AlS 0.45 14 0.62
AAC 1 1.86 1.86
BCR 0.87 1.31 1.14
CCC 0.7 1.76 1.23
DSl 0.71 1.28 091
DCS 091 13 1.18
EKM 0.93 1 0.93
GRM 1 0.64 1.65
HRS 0.84 1.55 1.29
IAM 0.68 1.28 0.87
IVS 091 1.44 1.31
IPY 1 1 1
MOS 0 1 0
SEF 1 15 1.5
STA 0.05 1.72 0.09
IVM 0.8 1.53 1.22




AI5N9] 4.26 NITATINIANOTAZIUUAILTIANSE AT lavey  Squiz

84

Squiz Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain cpn asy) Pn)
AlS 0.78 1.4 1.09
AAC 0.93 1.86 1.71
BCR 0.79 1.31 1.02
CCC 0.9 1.76 1.58
DSl 0.77 1.28 0.97
DCS 0.73 13 0.95
EKM 0.5 1 0.5
GRM 0.87 0.64 1.42
HRS 0.88 1.55 1.36
IAM 0.83 1.28 1.06
IVS 0.85 1.44 1.22
IPY 1 1 1
MOS 0 1 0
SEF 0.62 15 093
STA 0.65 1.72 1.12
IVM 0.7 1.53 1.07




MI5N9] 4.27 NITATINIANOTAZIULAINIASAE ARSI laYes  Acquria

85

Acquria Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain cpn asy) Pn)
AlS 0.78 1.4 1.09
AAC 0.85 1.86 1.58
BCR 0.7 1.31 0.92
CCC 1 1.76 1.76
DSl 0.42 1.28 0.52
DCS 0.37 13 0.47
EKM 0.22 1 0.21
GRM 0.96 0.64 1.57
HRS 0.88 1.55 1.36
IAM 0.83 1.28 1.06
IVS 0.73 1.44 1.05
IPY 0 1 0
MOS 0 1 0
SEF 1 15 15
STA 0.9 1.72 1.55
IVM 0.7 1.53 1.07




975799 4.28 N15A519INADTALUUNAIIULUAIAE AN [Ayad Outreach

86

Outreach Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain €cpn) asy) Pn)
AlS 0.89 14 1.25
AAC 0.93 1.86 1.71
BCR 0.53 1.31 0.68
CCC 0.7 1.76 1.23
DSl 0.71 1.28 091
DCS 0.73 13 0.95
EKM 0.65 1 0.64
GRM 0.82 0.64 1.35
HRS 0.96 1.55 1.49
IAM 0.98 1.28 1.25
IVS 0.7 1.44 1.01
IPY 0 1 0
MOS 0 1 0
SEF 0.7 15 1.04
STA 0.75 1.72 1.29
IVM 0.7 1.53 1.07




#1359 4.29 MIFTININNDIALUUUAIIUAIAL AN [aYes Capriza

87

Capriza Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain cpn) asyp) Pn)
AlS 0.89 14 1.25
AAC 0.85 1.86 1.58
BCR 0.61 1.31 0.8
CCccC 0.9 1.76 1.58
DSl 0.24 1.28 0.31
DCS 0.64 13 0.83
EKM 0.79 1 0.79
GRM 0.87 0.64 1.42
HRS 0.84 1.55 1.29
IAM 0.93 1.28 1.19
IVS 0.79 1.44 1.14
IPY 0.25 1 0.25
MOS 0.18 1 0.17
SEF 0.62 15 0.93
STA 0.9 1.72 1.55
IVM 0.9 1.53 1.38




757991 4.30 NITATININADTALBUUAIIUTUAIUAL AU [AUad  StarRez

StarRez Cloud Service

Control Compliance Score | Assurance Weight Provider Score

Domain cpn) asy,) (Pn)
AIS 0.89 14 1.25
AAC 0.85 1.86 1.58
BCR 0.61 131 0.8
CCC 0.9 1.76 1.58
DSl 0.36 1.28 0.45
DCS 0.37 13 0.47
EKM 0.65 1 0.64
GRM 0.96 0.64 1.57
HRS 0.75 1.55 1.16
IAM 0.83 1.28 1.05
IVS 0.73 144 1.06
IPY 1 1 1
MOS 0 1 0
SEF 0.77 1.5 1.16
STA 0.85 1.72 1.46
IVM 0.9 1.53 1.38

88



89

§757991 4.31 NITATININIDTALBUUAIIUTUAIAL AU lyas VM Ware AirWatch

VMWare AirWatch Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain cpn) as,) Pn)
AIS 0.78 14 1.09
AAC 0.85 1.86 1.58
BCR 0.61 1.31 0.8
CCC 0.8 1.76 141
DSl 0.42 1.28 0.52
DCS 0.73 13 0.95
EKM 0.93 1 0.93
GRM 0.78 0.64 1.27
HRS 0.88 1.55 1.36
IAM 0.8 1.28 1.02
IVS 0.67 1.44 0.96
IPY 0 1 0
MOS 0 1 0
SEF 0.54 1.5 0.81
STA 0.55 1.72 0.95
IVM 0.9 153 1.38




§757991 4.32 N15ATININIDTALBUUAIIUTUAIAL AU [uas Data Noah Gmbh

Data Noah Gmbh Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain cpn) as,) Pn)
AIS 0.45 14 0.62
AAC 0.7 1.86 1.28
BCR 0.79 1.31 1.02
CCC 0.7 1.76 1.23
DSl 0.77 1.28 0.97
DCS 1 13 13
EKM 0.58 1 0.57
GRM 0.55 0.64 091
HRS 0.84 1.55 1.29
IAM 0.7 1.28 0.9
IVS 0.76 1.44 1.09
IPY 0 1 0
MOS 0 1 0
SEF 0.7 1.5 1.04
STA 0.6 1.72 1.03
IVM 0.8 153 1.22




#1519 4.33 7IIATININNDTASUUUAIIUTUAIUAE AIUTRINT [AYee  Centurylink

91

CenturyLink Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain €cpn) asy) Pn)
AIS 0.56 14 0.78
AAC 0.93 1.86 1.71
BCR 0.74 1.31 0.97
CccC 0.8 1.76 141
DSl 0.77 1.28 0.97
DCS 0.82 13 1.07
EKM 0.43 1 0.43
GRM 0.73 0.64 1.20
HRS 0.71 1.55 1.10
IAM 0.8 1.28 1.02
IVS 0.79 1.44 1.14
IPY 0.5 1 0.5
MOS 0.04 1 0.03
SEF 0.54 1.5 0.81
STA 0.8 1.72 1.38
IVM 02 1.53 0.31




§75799 4.34 NI5A51INNDTALUUUAIIULUAIAE AN [9yae Tableau

92

Tableau Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain €pn) asy) (Pn)
AIS 0.78 1.4 1.09
AAC 0.85 1.86 1.58
BCR 0.44 1.31 0.56
CCC 0.5 1.76 0.88
DSI 0.59 1.28 0.76
DCS 0.46 1.3 0.59
EKM 0.22 1 0.21
GRM 0.78 0.64 1.27
HRS 0.67 1.55 1.04
IAM 0.73 1.28 0.93
IVS 0.58 1.44 0.84
IPY 0.88 1 0.88
MOS 0.21 1 0.21
SEF 0.62 15 093
STA 0.65 1.72 1.12
IVM 0.8 1.53 1.22




#1591 4.35 NITATINIANTAZIUIUAIILIUAaE AT lares Optimizely

93

Optimizely Cloud Service

Control Compliance Score Assurance Weight Provider Score
Domain oy 1 9% asyp) Pn)
AIS 1 14 1.4
AAC 1 1.86 1.86
BCR 0.74 1.31 0.97
CCC 1 1.76 1.76
DSl 0.48 1.28 0.60
DCS 0.64 13 0.83
EKM 0.58 1 0.57
GRM 0.46 0.64 0.74
HRS 0.67 1.55 1.04
IAM 0.43 1.28 0.55
IVS 0.7 1.44 1.01
IPY 1 1 1
MOS 0 1 0
SEF 0.31 15 0.47
STA 0.65 1.72 1.12
TVM 04 1.53 0.61




§757991 4.36 NITATININNDTALUUUAIIULUAIMAL AU [ras Collab9

94

Collab9 Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain €pn) asy) Pn)
AIS 0.56 14 0.78
AAC 0.77 1.86 143
BCR 0.66 1.31 0.85
CCC 0.4 1.76 0.70
DSI 0.48 1.28 0.60
DCS 0.55 13 0.72
EKM 0 1 0
GRM 0.73 0.64 1.20
HRS 0.67 1.55 1.04
IAM 0.78 1.28 1
IVS 0.67 1.44 0.96
IPY 0 1 0
MOS 0 1 0
SEF 0.77 15 1.16
STA 0.4 1.72 0.69
IVM 0.8 1.53 1.22




#1599 4.37 NITATININNOTAZUULAINIIAMAE AT [AYaS  Perspectium

95

Perspectium Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain €pn) asy) Pn)
AIS 0.78 14 1.09
AAC 0.39 1.86 0.71
BCR 0.74 1.31 0.97
CCC 0.7 1.76 1.23
DSI 0.48 1.28 0.60
DCS 0.64 13 0.83
EKM 0.58 1 0.57
GRM 0.41 0.64 0.68
HRS 0.67 1.55 1.04
IAM 0.43 1.28 0.55
IVS 0.7 1.44 1.01
IPY 0.5 1 0.5
MOS 0.04 1 0.03
SEF 0.31 15 0.47
STA 0.65 1.72 1.12
IVM 0.4 1.53 0.61
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Devellocus Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain €Cpn) asy) Pn)
AlS 0.89 14 1.25
AAC 0.24 1.86 0.43
BCR 0.31 1.31 0.39
CCC 0.8 1.76 141
DSl 0.42 1.28 0.52
DCS 1 13 1.3
EKM 0.29 1 0.29
GRM 0.5 0.64 0.83
HRS 0.67 1.55 1.04
IAM 0.63 1.28 0.81
IVS 0.04 1.44 0.04
IPY 0 1 0
MOS 0 1 0
SEF 0 1.5 0
STA 0.25 1.72 0.43
IVM 1 1.53 1.53
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Siteimprove Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain Ccpn) (asy) Pn)
AIS 0.56 14 0.78
AAC 0.24 1.86 0.43
BCR 0.57 1.31 0.75
CCC 0.7 1.76 1.23
DSl 0.59 1.28 0.76
DCS 0.82 13 1.07
EKM 0.08 1 0.07
GRM 0.37 0.64 0.59
HRS 0.5 1.55 0.78
IAM 0.45 1.28 0.58
IVS 0.55 1.44 0.79
IPY 0 1 0
MOS 0 1 0
SEF 0.47 1.5 0.69
STA 0.6 1.72 1.03
IVM 0.2 1.53 0.31
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Eagle.io Cloud Service

Control Compliance Score Assurance Weight Provider Score

Domain €cpn) asy) Pn)
AlS 0.34 14 0.46
AAC 0.62 1.86 1.15
BCR 0.53 1.31 0.68
CCC 0.5 1.76 0.88
DSl 0.48 1.28 0.60
DCS 0 13 0
EKM 0 1 0
GRM 0.78 0.64 1.27
HRS 0.25 1.55 0.39
IAM 0.38 1.28 0.49
IVS 0.52 1.44 0.75
IPY 0 1 0
MOS 0 1 0
SEF 0.08 15 0.12
STA 0.25 1.72 0.43
IVM 0 1.53 0
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4.1.3 mynegeumsuszdiuandlilalivesiliusnisaanin

Tunanegeumsuszdiuanulilaldvesliuinseananagldisnsrwinain
aunstumden 3.7 agldnanmegeunisuseliuanalilalavesgliuinsaaaluusas
189915199 4.11 IngaguanimAuaN s easiia 6 mMuveIruiuAaANNiemle ved

HLiUIN1SAR1IA 20 518

m3N 4.41 damsnaaeunIsUszidiuaulilalavesliusnisaarians 20 s

Cloud Confide | Integri | Availa | Reliab | Safety | Maintain | Trustwo
Provider ntiality ty bility ility ability rthiness
Amazon AWS 15.93 16.27 16.32 2.18 294 1.89 0.99
Microsoft 15.46 15.78 15.80 2.07 2.86 1.86 0.96
Azure
Dropbox 14.27 14.56 14.47 1.76 247 1.58 0.85
IBM SoftLayer 13.98 14.28 14.32 1.90 2.74 1.72 0.88
EBRC 13.16 13.33 13.49 1.84 2.56 1.58 0.83
Squiz 12.81 13.09 13.1 1.74 2.37 1.57 0.80
Acquria 12.53 12.82 12.80 1.73 1.90 1.47 0.75
Outreach 12.62 12.92 12.80 1.60 2.19 1.56 0.77
Capriza 12.55 12.86 12.77 1.75 2.01 1.53 0.77
StarRez 12.31 12.63 12.54 1.77 1.82 1.44 0.74
VMWare 12.06 12.33 12.28 1.66 2.04 1.43 0.74
AirWatch
Data Noah 11.65 11.82 11.95 11.55 2.35 1.37 0.73
Gmbh
CenturyLink 11.19 11.39 11.47 1.46 2.41 1.56 0.73
Tableau 10.47 10.73 10.62 1.52 1.78 1.31 0.65
Optimizely 10.76 11.13 11.05 1.50 2.08 1.34 0.68
Collab91 10.12 10.32 1036 1.54 1.85 1.30 0.65
Perspectium 8.80 9.09 9.09 1.11 1.69 512 0.54
Devellocus 8.71 9.05 8.85 1.01 1.52 0.08 0.51
Siteimprove 7.76 7.97 7.98 0.79 1.66 0.85 0.47
Eagle.io 5.65 5.78 5.85 0.96 1.18 0.89 0.39
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NAMTNERHaN IaaesuldMmaadnvaz iy anudedeld A
Jaondy uazenuanansalunsiigsine vesliuimananidie 20 1o eglussduiinniy
AudnwaiY MImeady ysanm uazamwnieslday desanlumsned 3.7 @
uansszfuanITeslessy i snadnva dosyefumTuacaz AL e FiuLag
IALANTAIUANYBILAINGAIUANARIN AL NUTIAIUNTAIUANANIY I Az VioUAMA N YalE
yadunnuiuag s 3 Aadnvae Wil nssnwanudu ysuam wazaniwndesldoy
snnmAndtvaemhuaafionld Fidumsuwananisussdudaililaléddansin

[ 1

ANAZUUUVDIA IS B §RETRIE TUIN s eReriuuUSsuileudy Wy liannsoagy

= %

161 Microsoft Azure Sepadnuagsnunssnvamudu (15.46) Andsnumnudetiold
(2.07)  udenmnsalIeuiisuinudnurdeslumuiped fuvewrliuImsiesegld Wy
anunsoasuliin Microsoft Azure  Timpadnwazdumsinwmeadu  (15.46) Aendy
Optimizely (10.76)
uennimngliuinisfesnisfiarsanaramansssrinsaz uuusnidnyas lu

wsiazsuvesludmsinnntdesninfudiodda Wy Microsoft Azure fu Optimizely &)
AzuuufuUMIneNEUatY 470 e (1546-1076) Hu ansuanaiiuansd
AumwALanssiusnnvSefieliinn - glduimsanansafiansaneuseulmvesnzuuy
Ifnenauansessunsuiiimademanaly  CAIQ Fafsdosiugndnune doe
Frutiug Wandude Tasgainaneauan 2. {liuinisazazuli azuuudumssnwanusy
183 Microsoft Azure wag Optimizely Fasaffu 4.70 2w 1ina1nN157 Microsoft Azure &

uumsuiinutemanuly CAQ FufgitasiunaEdnunismunssnwANLGUNINNTI

Optimizely aguszana 60 1o

4.2 N3 Uszdivanuaumnaunavainnulilaldlasn1s e seianduniug

nsUsgliuanuaumnaung  (Validation)  wesranulilaliagyileenisinsiev
anduius (Correlation) sewisnenalilald funamsvsedulneyanadl 3 delufiddena
msUseiliunssuusenuld (Cloud Assurance Rating) lmeu3®w Cloud eAssurance an
efortresses Company (https://www.cloudeassurance.com) %ﬂﬁ’lm’iﬂ’iuﬁwﬂﬁﬁmﬁ
aanRlagasAsin (Holistic Approach) lugnunisdanisanusiuas (Security Management)
msifugua  (Governance) MIdAMIsANAEBY  (Risk Management) msuUFTRmY

a

(Compliance) Wagnin1y (Maturity) Judiu
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mMsUszdiumnuamsaunaiuazyilasthazuuumnalilaldvesdliuims 20 e
1okA Amazon AWS, Windows Azure, Dropbox, IBM SoftLayer, EBRC, Squiz laaS, Acquria,
Outreach, Capriza, StarRez, VMware AirWatch, Data Noah GmbH, CenturyLink, Tableau,
Optimizely, Collab9 (aaS, Perspectium, Devellocus, Siteimprove ag eagle.io UnNAgBU
avduiusognaie (Simple Correlation) fupziuunsUszdiufiléain Cloud eAssurance &4
wandlumsnail 4.42 Tnefianfsufe

HO: Aziuuaulilalnlifinnuduiuslusuwuu@aduiu Az LuUNsUTEEUTlSN
‘Uﬁﬂa‘ﬁl 3 (Cloud eAssurance)

H1: pzuuueulilalafinnuduiuslugduuud sdududuaniuasuuunis

UixLﬁuﬁiﬁmﬂqmaﬁ 3 (Cloud eAssurance)

m15797 4.42 Azuuuanulilalavesliuinsearidnuazuwunsusyduilaninyaeai 3

(Cloud eAssurance)

Provider Name Trustworthiness Score Third Party Score
Amazon AWS 0.99 488
Windows Azure 0.96 479
Dropbox 0.85 441
IBM SoftLayer 0.88 471
EBRC 0.83 a19
Squiz laaS 0.80 373
Acquia 0.75 367
Outreach 0.77 347
Capriza 0.77 338
StarRez 0.74 200
VMware AirWatch 0.74 249
Data Noah GmbH 0.73 226
CenturyLink 0.73 273
Tableau 0.65 194
Optimizely 0.68 171
Collab9 laaS 0.65 158
Perspectium 0.54 152
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15797 4.42 Azuuupnulilalavesliuinsearidnuazuwun)susyduilaninyaeain 3

(Cloud eAssurance) (98)

Provider Name Trustworthiness Score Third Party Score
Devellocus 0.51 123
Siteimprove 0.47 136

eagle.io 0.39 91

MsAUIMANEUUSE ANSanduius r v lalae

. nYxy—XxXy
[z~ 0t sy - G

NANTT 4.42 A r ey

o 20(4466.99) — (14.43)(5696)
~ /[20(10.8689) — (208.2249)][20(1952396) — (32444416)]

_ 7146.52
"= 777448
= 0919

1 r e asuladdmnulilaldvesdlviuimsaaisiannuduiusluguuuuid
dududauinlussdvaanniuazsuunsusedunléainuarail 3 (Cloud eAssurance) Wi

NAGOUTYANAYNINEDA lauAuluaT t MIgaunIs

arléin e = 0.919 /20—‘22= 9.9052
1-0.919
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o 0L = 0.05, df = n-2 =18 wud1 A1 £=9.9052 fiduaailél snnndrdn E( o5 18)
Fawiu 1.7341 detiu FeUfias HO wazeausu H1 duRerzuwuuaubilalaliaiuduiusly
sUsvudaduludwiniueziuunmsuszdiuildainyaradl 3 (Cloud eAssurance) o814l

Y
'
Y [y

HedAszAuamuaiu 95%
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uni 5

d3UNaN15 3y

5.1 d@5Unan1533e

[
(%)

NUITBUL

(v [

npUsrasdiiiorvuaisnsusydiuanalilalfvosdliusnmsaanadlae 39
wEndmuannanad  TaggAdeldvihmstvuanasilunsiorsanmeuemalilald 3
Useneulufeandnuadenis 6 fuvresenuuamazanufionld A msdhwn
Py Y3 ammmdesldnu  anudedield anaasndy  uazmuaInsaluMs
thysinw wagshmadeslesnadnuagmauemnalilaldnnnasifiansandifuinasgiu
mimmummﬁum NIST SP800-53 waig AICPA Trust Service Criteria s?fqﬂummg'mmi
muAueMiunsTiosloafuisindmugueand  aniuhmsaasmindandnuas vos
Anusuasiaz il ldvesisaglaunsauasluasind mugueadd wazthdeyanis
UFTRmuuuuUsEdiu CAIQ filsfusmsaanidimeunsaguuiuledues CSA STAR (Security,
Trust & Assurance Registry) snifteldlumsuszdiuszduanalilaliesilviuinsaans
fiselfianueundinduianinsoldlunmsussifumnalilaldve wflfusmsaand
wazanansassuieuglvuinsaaaluidaz selaganinsalanmatuguluuimLag
nslld  a1nmsUseliuanuaumnaukavesmeulilalivedliui msraninieu s u
o v A

funamsusziliuvesyanail 3 wudlenuduiusiuludauinluseiugunnegaiidod1 Ag 7

SYAUANMUIDIU 95%

5.2 Ugynmazdaannn

o w [y [

Jaymuazdosninvesnuddeiis

1) doyavestliuimsnandiianuszdu  udiesteyadineunssomsisaz vy
Sulesives CSA STAR wiifu uagifuifissnisUssiliunuies (Self-Assessment) vasflifusnis
AaRdleyaUIsegsenanaadou it wagdliuinmsliamnsadmaiaidedn
MEluEMsaaadldvinseuauesiunstetu nawielal A1eannsUseiiulagly
yeradl 3 mvhmsUszifiulivagsihmseenluiuses (Certification) Fazvivlideyaimeuns
fenundefiomndsdu Bmsusedumnlilalifiaueiaivindulsslonddodlduinslu

M5UTTIUD9RY
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2)  ezwwuandbilaldvesdliuimeeraniiiy  WWuilefeyadiundaildlunis
dnduladenlduimsaanis  Fdlumsdnduladenlddliuinisranddnludesnladeagis
auUsznouly 511 (Price) UsednSam (Performance) demnaswinunisidnu (Service

Level Agreement) \udu

5.3 wUINNNsIVgnal

[

WISl SRR UIFe

| [

allfail

1) faulaemsiuinnsgunsessmsniiunldlunsuenues AnsnvaeveInuiuag
wazanuiien alidanuvanaatenngdiy eiiunnuiugiaray
wannva1glun1shenies AN YeInNiuAtLay AN eI 6

2) Usulgumdasdioatuayuliienuaninsaiianndy  wwindussuu Nannse
d‘ I U ¥ QI a 1 4 U A
Wousielaensaiuteyalu CSA STAR wavifiuisludiuvestayagldlunisindula
@onlduinisranalualduy wu 51A1 (Price) Usz@ndnin (Performance)

Tufuses (Certificate) Faides (Reputation) tHuduy
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M15799 1.1 NI71T2aleNNTFINNINIUAIINTUAY AICPA Uag NIST SP800-53 111y

WH3NTAIVANAAT I
Control Control AICPA NIST Attribute
Domain ID 2014 TSC | SP800-53
and [ | A R S M
Control
Application | AIS-01 CC7.1 SC-2 1 1 1 0 0
& Interface SC-3
Security SC4
Application SC-5
Security SC-6
SC-7
SC-8
SC-9
SC-10
SC-11
SC-12
SC-13
SC-14
SC-17
SC-18
SC-20
SC-21
SC-22
SC-23
Application | AIS-02 CC5.1 CA-1 1 1 1 0 0 0
& Interface CA-2
Security CA-5
Customer CA-6
Access
Requireme
nts
Application | AIS-03 PI1.2 SI-10 0 1 0 0 0 0
& Interface PI11.3 SI-11
Security PI1.5 SI-2
Data SI-3
Integrity Sl-4
SI-6
SI-7
SI-9
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M137997 1.1 1151 90aleNUIATFINNINMIUAIINLUAY AICPA Uag NIST SP800-53 1117y

WHINTAIUANAAIIN (5B)

Control Control AICPA NIST Attribute
Domain ID 2014 TSC SP800-
and 53 A R M
Control
Application | AIS-04 CCbh.6 AC-1 1 0 0
& Interface AC-4
Security SC-1
Data SC-16
Security /
Integrity
Audit AAC- CC4.1 CA-2 1 0 0
Assurance 01 CA-7
& PL-6
Complianc
e
Audit
Planning
Audit AAC- CC4.1 CA-1 1 0 0
Assurance 02 CA-2
& CA-6
Complianc RA-5
e
Independe
nt Audits
Audit AAC- CC3.1 AC-1 1 1 1
Assurance 03 AT-1
& AU-1
Complianc CA-1
e CM-1
Information CP-1
System IA-1
Regulatory IA-7
Mapping IR-1
MA-1
MP-1
PE-1
PL-1
PM-1
PS-1
RA-1
RA-2
SA-1
SA-6
SC-1
SC-13

SI-1
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#1379 1.1 7151 90aleNINTTINNNAIUAIINLUAY AICPA Uag NIST SP800-53 1117y

WH3NTAIVANRE IS (912)

Control Domain Control AICPA NIST Attribute
and Control ID 2014 SP800-
TSC 53 A R M
Business Continuity | BCR-01 CC3.1 CP-1 1 1 0
Management & Al.2 CP-2
Operational Al.3 CP-3
Resilience CP-4
Business Continuity CP-6
Planning CP-7
CP-8
CP-9
CP-10
PE-17
Business Continuity | BCR-02 Al.2 CP-2 1 1 0
Management & CP-3
Operational CP-4
Resilience
Business Continuity
Testing
Business Continuity | BCR-03 Al.l PE-1 1 0 0
Management & Al.2 PE-4
Operational Al.3 PE-13
Resilience
Datacenter Utilities
/ Environmental
Conditions
Business Continuity | BCR-04 CCL.3 CP-9 1 1 0
Management & CCi4 CP-10
Operational cca.1 SA-5
Resilience SA-10
Documentation SA-11
Business Continuity [ BCR-05 CC3.1 PE-1 1 0 0
Management & Al.l PE-13
Operational Al.2 PE-14
Resilience PE-15
Environmental PE-18
Risks
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M137997 1.1 1151 90aleNUIATFINNINMIUAIINLUAY AICPA Uag NIST SP800-53 1117y

WHINTAIUANAAIIN (5B)

Control Domain | Control AICPA NIST Attribute
and Control ID 2014 TSC SP800-
53 AR M
Business BCR- CC3.1 PE-1 1 0 0
Continuity 06 Al.l PE-5
Management & Al.2 PE-14
Operational PE-15
Resilience PE-18
Equipment
Location
Business BCR- Al.1l MA-2 1 0
Continuity 07 Al.2 MA-3
Management & CC4.1 MA-4
Operational MA-5
Resilience MA-6
Equipment
Maintenance
Business BCR- Al.1l CP-8 1 1 0
Continuity 08 Al.2 PE-1
Management & PE-9
Operational PE-10
Resilience PE-11
Equipment PE-12
Power Failures PE-13
PE-14
Business BCR- CC3.1 RA-3 1 0 0
Continuity 09 Al.2
Management & Al.3
Operational
Resilience
Impact Analysis
Business BCR- CC3.2 CM-2 1 0 1
Continuity 10 CM-3
Management & CM-4
Operational CM-5
Resilience CM-6
Policy CM-9
MA-4
SA-3
SA-4
SA-5
SA-8
SA-10
SA-11
SA-12
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M137997 1.1 1151 90aleNUIATFINNINMIUAIINLUAY AICPA Uag NIST SP800-53 1117y

WHINTAIUANAAIIN (5B)

Control Control AICPA NIST Attribute
Domain and ID 2014 SP800-53
Control TSC A M
Business BCR-11 Al.2 CP-2 1 0
Continuity Al.3 CP-6
Management 13.21 CP-7
& Operational CP-8
Resilience CP-9
Retention SI-12
Policy AU-11
Change CCcC-01 CC7.2 CA-1 1 0
Control & CC7.1 CM-1
Configuration CC7.4 CM-9
Management PL-1
New PL-2
Development SA-1
/ Acquisition SA-3
SA-4
Change CCC-02 CC7.1 SA-4 1 0 0
Control & CC7.4 SA-5
Configuration SA-8
Management SA-9
Outsourced SA-10
Development SA-11
SA-12
SA-13
Change CCC-03 CC7.1 CM-1 1 0 0
Control & CC7.4 CM-2
Configuration SA-3
Management SA-4
Quality SA-5
Testing SA-8
SA-10
SA-11
SA-13
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M137997 1.1 1151 90aleNUIATFINNINMIUAIINLUAY AICPA Uag NIST SP800-53 1117y

WHINTAIUANAAIIN (5B)

Control Domain Control | AICPA NIST Attribute
and Control ID 2014 SP800-53
TsC C I'TATR[S M
Change Control & CCcC- CC5.5 CM-1 1 1 1 0 0 0
Configuration 04 CCh.8 CM-2
Management CC7.4 CM-3
Unauthorized CM-5
Software CM-7
Installations CM-8
CM-9
SA-6
SA-7
SI-1
SI-3
Sl-4
SI-7
Change Control & CCcC- CC7.4 CA-1 1 1 1 0 0 0
Configuration 05 CA-6
Management CA-7
Production CM-2
Changes CM-3
CM-5
CM-6
CM-9
PL-2
PL-5
SI-2
SI-6
SI-7
Data Security & DSI-01 | CC3.1 RA-2 1 1 1 0 0 0
Information AC-4
Lifecycle
Management
Classification
Data Security & DsSI-02 0 0 0 0 0 0
Information
Lifecycle
Management
Data Inventory /
Flows
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M137997 1.1 1151 90aleNUIATFINNINMIUAIINLUAY AICPA Uag NIST SP800-53 1117y

WHINTAIUANAAIIN (5B)

Control Domain | Control | AICPA NIST Attribute
and Control ID 2014 SP800-53
TSC A R M
Data Security & | DSI-03 | CC5.7 AC-14 1 0 0
Information PI1.5 AC-21
Lifecycle AC-22
Management IA-8
Ecommerce AU-10
Transactions SC-4
SC-8
SC-9
Data Security & | DSI-04 | CC5.1 AC-16 1 0 0
Information MP-1
Lifecycle MP-3
Management PE-16
Handling / SI-12
Labeling / SC-9
Security Policy
Data Security & | DSI-05 C1.3 SA-11 1 0 0
Information CC5.6 CM-04
Lifecycle Ci.1
Management
Non-Production
Data
Data Security & | DSI-06 | CC2.3 CA-2 1 0 0
Information CC3.1 PM-5
Lifecycle PS-2
Management RA-2
Ownership / SA-2
Stewardship
Data Security & | DSI-07 C1.3 MP-6 1 0 0
Information CC5.6 PE-1
Lifecycle
Management
Secure
Disposal
Datacenter DCs- CC3.1 1 0 0
Security 01
Asset
Management
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MI5N 1.1 MTTLalENIINTFIUNIAIUATINIUAY AICPA Uag NIST SP800-53 197U

WHSNTAIVANAAIIA (D)

Control Domain Control AICPA NIST Attribute
and Control ID 2014 SP800-
TsC 53 C [ A|R] S M
Datacenter DCS-02 CCh.5 PE-2 1 1 1 0 1 0
Security PE-3
Controlled PE-6
Access Points PE-7
PE-8
PE-18
Datacenter DCS-03 CCh.1 IA-3 1 1 1 0 0 0
Security IA-4
Equipment
Identification
Datacenter DCS-04 CCh.1 AC-17 1 1 1 0 1 1
Security CC5.5 MA-1
Off-Site PE-1
Authorization PE-16
PE-17
Datacenter DCS-05 CCh.7 CM-8 1 1 1 0 0 0
Security
Off-Site
Equipment
Datacenter DCS-06 CC5.5 PE-2 1 1 1 0 1 0
Security PE-3
Policy PE-4
PE-5
PE-6
Datacenter DCS-07 CCh.5 PE-7 1 1 1 0 1 0
Security PE-16
Secure Area PE-18
Authorization
Datacenter DCS-08 CCh.5 MA-1 1 1 1 0 1 1
Security MA-2
Unauthorized PE-16
Persons Entry
Datacenter DCS-09 CC5h.5 PE-2 1 1 1 0 1 0
Security PE-3
User Access PE-6
PE-18
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WHSNTAIVANAAIIA (D)

Control Domain Control AICPA NIST Attribute
and Control ID 2014 SP800
TsC -53 C [ A R S M
Encryption & EKM-01 0 0 0 0 0 0
Key
Management
Entitlement
Encryption & EKM-02 CC5.7 | SC-12 1 1 1 0 0 0
Key CC5.6 | SC-13
Management SC-17
Key Generation SC-28
Encryption & EKM-03 CC5.7 | AC-18 1 1 1 0 0 0
Key CC5.6 IA-3
Management IA-7
Sensitive Data SC-7
Protection SC-8
SC-9
SC-13
SC-16
SC-23
SI-8
Encryption & EKM-04 0 0 0 0 0 0
Key
Management
Storage and
Access
Gowernance GRM-01 CC3.2 CM-2 1 1 1 0 0 0
and Risk SA-2
Management SA-4
Baseline
Requirements
Gowernance GRM-02 CC3.1 CA-3 1 1 1 0 0 0
and Risk RA-2
Management RA-3
Data Focus MP-8
Risk PM-9
Assessments SI-12
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WHINTAIUANAAIIN (5B)

Control Control AICPA NIST Attribute
Domain and ID 2014 SP800-
Control TSC 53 C ] A R
Gowernance GRM-03 CC3.2 AT-2 1 1 1 0
and Risk AT-3
Management CA-1
Management CA-5
Owersight CA-6
CA-7
PM-10
Gowernance GRM-04 PM-1 0 0 0 0
and Risk PM-2
Management PM-3
Management PM-4
Program PM-5
PM-6
PM-7
PM-8
PM-9
PM-10
PM-11
Gowernance GRM-05 CC1.2 CM-1 1 1 1 0
and Risk PM-1
Management PM-11
Management
Support/Invol
vement
Gowernance GRM-06 CC3.2 AC-1 1 1 1 0
and Risk CC1.2 AT-1
Management cC2.3 AU-1
Policy CA-1
CM-1
IA-1
IR-1
MA-1
MP-1
PE-1
PL-1
PS-1
SA-1
SC-1
SI-1
Gowernance GRM-07 CC6.2 PL-4 1 1 1 0
and Risk CC2.5 PS-1
Management PS-8
Policy
Enforcement
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WHSNTAIVANAAIIA (D)

Control Domain Control AICPA NIST Attribute
and Control ID 2014 SP800
TSC -53 C [ A R S
Gowernance GRM-08 CP-2 0 0 0 1 0 0
and Risk RA-2
Management RA-3
Policy Impact
on Risk
Assessments
Gowernance GRM-09 CC3.2 AC-1 1 1 1 1 1 1
and Risk AT-1
Management AU-1
Policy Reviews CA-1
CM-1
CP-1
IA-1
IA-5
IR-1
MA-1
MP-1
PE-1
PL-1
PM-1
PS-1
RA-1
SA-1
SC-1
SI-1
Gowernance GRM-10 CC3.1 PL-5 1 1 1 0 0 0
and Risk CC3.3 RA-2
Management RA-3
Risk
Assessments
Gowernance GRM-11 CC3.1 AC-4 1 1 1 0 0 0
and Risk CA-2
Management CA-6
Risk PM-9
Management RA-1
Framework
Human HRS-01 CCh.6 PS-4 1 1 1 0 0 0
Resources
Asset Returns
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WH3NTAIVANRE IS (912)

Control Domain | Control | AICPA NIST Attribute
and Control ID 2014 SP800-
TsC 33 C [ A R S M
Human HRS- CC1.3 PS-2 1 1 1 0 0 0
Resources 02 CCl.4 PS-3
Background
Screening
Human HRS- CC2.2 PL-4 1 1 1 0 0 0
Resources 03 CcC2.3 PS-6
Employment PS-7
Agreements
Human HRS- CCh5.4 PS-4 1 1 1 0 0 0
Resources 04 PS-5
Employment
Termination
Human HRS- CCh.6 AC-17 1 1 1 0 0 0
Resources 05 AC-18
Mobile Device AC-19
Management MP-2
MP-4
MP-6
Human HRS- CC4.1 PL-4 1 1 1 0 0 0
Resources 06 PS-6
Non-Disclosure SA-9
Agreements
Human HRS- AT-3 0 0 0 0 0 0
Resources 07 PL-4
Non-Disclosure PM-10
Agreements PS-1
PS-6
PS-7
Human HRS- CC3.2 AC-8 1 1 1 0 0 0
Resources 08 CC6.2 AC-20
Technology PL-4
Acceptable Use
Human HRS- CC2.2 AT-1 1 1 1 0 0 0
Resources 09 cCc2.3 AT-2
Training / AT-3
Awareness AT-4
Human HRS- CC3.2 AT-2 1 1 1 0 0 0
Resources 10 AT-3
User AT-4
Responsibility PL-4
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WHINTAIUANAAIIN (5B)

Control Control AICPA NIST Attribute
Domain and ID 2014 SP800-
Control TSC 53 C A R
Human HRS-11 CCh.5 AC-11 1 1 0
Resources CCh.6 MP-2
Workspace MP-3
MP-4
Identity & IAM-01 CCh.1 AU-9 1 1 0
Access AU-11
Management AU-14
Audit Tools
Access
Identity & IAM-02 AC-1 0 0 0
Access IA-1
Management
Credential
Lifecycle /
Provision
Management
Identity & IAM-03 CCh.1 CM-7 1 1 0
Access MA-3
Management MA-4
Diagnostic / MA-5
Configuration
Ports Access
Identity & IAM-04 0 0 0
Access
Management
Policies and
Procedures
Identity & IAM-05 CCh.1 AC-1 1 1 0
Access AC-2
Management AC-5
Segregation AC-6
of Duties AU-1
AU-6
SI-1
Sl-4
Identity & IAM-06 CC7.4 CM-5 1 1 0
Access CM-6
Management
Source Code
Access
Restriction
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Wm3NgAIUANASII (58)

Control Domain | Control AICPA NIST Attribute
and Control ID 2014 SP800
TsC -53 C [ A R S M
Identity & Access | |JAM-07 | CC3.1 | CA-3 1 1 1 0 0 1
Management MA-4
Third Party RA-3
Access
Identity & Access | |AM-08 | CC3.3 1 1 1 0 0 0
Management
Trusted Sources
Identity & Access | |AM-09 AC-3 0 0 0 0 0 1
Management AC-5
User Access AC-6
Authorization IA-2
IA-4
IA-5
IA-8
MA-5
PS-6
SA-7
SI-9
Identity & Access | JAM-10 AC-2 0 0 0 0 0 0
Management AU-6
User Access PM-10
Reviews PS-6
PS-7
Identity & Access | |AM-11 AC-2 0 0 0 0 0 0
Management PS-4
User Access PS-5
Revocation
Identity & Access | |JAM-12 | CC5.3 | AC-1 1 1 1 0 0 0
Management AC-2
User ID AC-3
Credentials AC-11
AU-2
AU-11
IA-1
IA-2
IA-5
IA-6
IA-8
SC-10
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WHINTAIUANAAIIN (5B)

Control Domain | Control AICPA NIST Attribute
and Control ID 2014 SP800-
TsC 33 C [ A [ R S M
Identity & IAM-13 CC5.1 AC-5 1 1 1 0 0 0
Access AC-6
Management CM-7
Utility SC-3
Programs SC-19
Access
Infrastructure & IVS-01 CC6.2 AU-1 1 1 1 0 0 0
Virtualization AU-2
Security AU-3
Audit Logging / AU-4
Intrusion AU-5
Detection AU-6
AU-7
AU-9
AU-11
AU-12
AU-14
Sl-4
Infrastructure & IVS-02 0 0 0 0 0 0
Virtualization
Security
Change
Detection
Infrastructure & IVS-03 CC6.2 AU-1 1 1 1 0 0 0
Virtualization AU-8
Security
Clock
Synchronizatio
n
Infrastructure & IVS-04 Al.l SA-4 1 1 1 0 0 0
Virtualization Al.2
Security CC4.1
Information
System
Documentation
Infrastructure & IVS-05 0 0 0 0 0 0
Virtualization
Security
Vulnerability
Management
Infrastructure & IVS-06 CCh.6 SC-7 1 1 1 0 0 0
Virtualization
Security
Network

Security
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WHINTAIUANAAIIN (5B)

Control Domain Control AICPA NIST Attribute
and Control ID 2014 SP800-

TSC 3 [CTTTJTAJTR]J] S [wm

Infrastructure & IVS-07 0 0 0 0 0 0
Virtualization
Security
OS Hardening and
Base Controls

Infrastructure & IVS-08 CCh.6 SC-2 1 1 1 0 0 0
Virtualization
Security
Production / Non-
Production
Environments

Infrastructure & IVS-09 CC5h.6 AC-4 1 1 1 0 0 0
Virtualization SC-2
Security SC-3
Segmentation SC-7

Infrastructure & IVS-10 0 0 0 0 0 0
Virtualization
Security
VM Security -
Data Protection

Infrastructure & IVS-11 0 0 0 0 0 0
Virtualization
Security
Hypenvisor
Hardening

Infrastructure & IVS-12 CC5.6 AC-1 1 1 1 0 1 0
Virtualization AC-18
Security CM-6
Wireless Security PE-4
SC-3
SC-7

Infrastructure & IVS-13 0 0 0 0 0 0

Virtualization
Security
Network

Architecture




126

M137997 1.1 1151 90aleNUIATFINNINMIUAIINLUAY AICPA Uag NIST SP800-53 1117y

WHINTAIUANAAIIN (5B)

Control
Domain and
Control

Control
ID

AICPA
2014
TSC

NIST
SP800-
53

Attribute

Interoperability
& Portability
APIs

IPY-01

Interoperability
& Portability
Data Request

IPY-02

Interoperability
& Portability
Policy & Legal

IPY-03

Interoperability
& Portability
Standardized
Network
Protocols

IPY-04

Interoperability
& Portability
Virtualization

IPY-05

Mobile
Security
Anti-Malware

MOS-01

Mobile
Security
Application
Stores

MOS-02

Mobile
Security
Approved
Applications

MOS-03
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WHINTAIUANAAIIN (5B)

Control
Domain and
Control

Control
ID

AICPA
2014
TSC

NIST
SP800
-53

Attribute

Mobile
Security
Approved
Software for
BYOD

MOS-04

Mobile
Security
Awareness
and Training

MOS-05

Mobile
Security
Cloud Based
Senices

MOS-06

Mobile
Security
Compatibility

MOS-07

Mobile
Security
Device
Eligibility

MOS-08

Mobile
Security
Device
Inventory

MOS-09

Mobile
Security
Device
Management

MOS-10

Mobile
Security
Encryption

MOS-11

Mobile
Security
Jailbreaking
and Rooting

MOS-12

Mobile
Security
Legal

MOS-13
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WHINTAIUANAAIIN (5B)

Control
Domain and
Control

Control
ID

AICPA
2014
TSC

NIST
SP800-
53

Attribute

Mobile
Security
Lockout
Screen

MOS-14

Mobile
Security
Operating
Systems

MOS-15

Mobile
Security
Passwords

MOS-16

Mobile
Security
Policy

MOS-17

Mobile
Security
Remote Wipe

MOS-18

Mobile
Security
Security
Patches

MOS-19

Mobile
Security
Users

MOS-20

Security
Incident
Management,
E-Discowery,
& Cloud
Forensics
Contact /
Authority
Maintenance

SEF-01

CC3.3

AT-5
IR-6
SI-5

Security
Incident
Management,
E-Discowery,
& Cloud
Forensics
Incident
Management

SEF-02

CC5.5
CC6.2

IR-1
IR-2
IR-3
IR-4
IR-5
IR-7
IR-8
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WHINTAIUANAAIIN (5B)

Control Domain Control | AICPA NIST Attribute
and Control ID 2014 SP80
TSC 0-53 C A R
Security Incident | SEF-03 | CC2.3 IR-2 1 1 0
Management, E- CC2.5 IR-6
Discowery, & Ci4 IR-7
Cloud Forensics C1.5 Sl-4
Incident SI-5
Reporting
Security Incident | SEF-04 | CC2.5 AU-6 1 1 0
Management, E- CC6.2 AU-7
Discowery, & AU-9
Cloud Forensics AU-11
Incident IR-5
Response Legal IR-7
Preparation IR-8
Security Incident | SEF-05 | CC6.2 IR-4 1 1 0
Management, E- CC4.1 IR-5
Discowery, & IR-8
Cloud Forensics
Incident
Response
Metrics
Supply Chain STA-01 0 0 0
Management,
Transparency,
and
Accountability
Data Quality and
Integrity
Supply Chain STA-02 0 0 0
Management,
Transparency,
and
Accountability
Incident
Reporting
Supply Chain STA-03 [ CC2.2 | SC-20 1 1 0
Management, CC2.3 | SC-21
Transparency, SC-22
and SC-23
Accountability SC-24
Network /
Infrastructure
Senices
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WHINTAIUANAAIIN (5B)

Control
Domain and
Control

Control ID

AICPA
2014
TSC

NIST
SP800-
53

Attribute

Supply Chain
Management,
Transparency
, and
Accountabilit
y
Provider
Internal
Assessments

STA-04

Supply Chain
Management,
Transparency
, and
Accountabilit

y
Supply Chain
Agreements

STA-05

CC2.2

CC2.3

CC5.5
Ci4
C1.5

CA-3
MP-5
PS-7
SA-6
SA-7
SA-9

Supply Chain
Management,
Transparency
, and
Accountabilit

y
Supply Chain
Gowvernance
Reviews

STA-06

Supply Chain
Management,
Transparency
, and
Accountabilit

y
Supply Chain
Metrics

STA-07
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WHINTAIUANAAIIN (5B)

Control Domain Control | AICPA NIST Attribute
and Control ID 2014 SP800-
TSC 53 C I | Al R[S M
Supply Chain STA-08 0 0 0 0 0 0
Management,
Transparency,
and
Accountability
Third Party
Assessment
Supply Chain STA-09 | CC2.2 CA-3 1 1 1 0 0 0
Management, CC2.3 SA-9
Transparency, Cl4 SA-12
and C1.5 SC-7
Accountability
Third Party
Audits
Threat and TVM- CC5.8 SA-7 1 1 1 0 0 0
Vulnerability 01 SC-5
Management SI-3
Anti-Virus / SI-5
Malicious SI-7
Software SI-8
Threat and TVM- CC7.1 CM-3 1 1 1 1 0 0
Vulnerability 02 CM-4
Management CP-10
Vulnerability / RA-5
Patch SA-7
Management SI-1
SI-2
SI-5
Threat and TVM- CC5.6 | SC-18 1 1 1 0 0 0
Vulnerability 03 CC7.1
Management
Mobile Code
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#1579 9.1 TIUIUNITUHUAN I CAIQ iloUsenaun1snesaiAdIueaulnIvedns iy

NINAIUAIIUTUAILAL AIUAINI L

Confidentiality Integrity Availability Reliability Safety Maintainability
No. of Score No. of Score No. of Score No. of Score No. of Score No. of Score
Questio Questio Questions Questio Questio Questio
ns with ns with with Yes ns with ns with ns with
Yes Yes Answers Yes Yes Yes
Answers Answers Answers Answers Answers
207 16.26 212 16.62 215 16.64 22 218 31 2.99 28 1.9
2 211 21 2
06 16.18 16.56 5 16.58 21 2.09 30 2.89 / 1.83
205 16.1 210 16.48 213 16.5 20 1.99 29 2.8 26 1.76
204 16.02 209 16.4 e 16.42 19 1.89 28 2.7 25 1.7
203 15.95 208 16.32 s 16.35 18 1.79 27 2.6 24 1.63
202 15.87 207 16.24 ol 16.27 17 1.69 26 2.51 23 1.56
201 15.79 206 16.16 209 16.19 16 1.59 25 241 22 1.49
200 15.71 205 16.09 208 16.11 15 1.49 24 2.31 21 1.43
199 15.63 204 16.01 207 16.04 14 1.39 23 2.22 20 1.36
198 15.55 203 15.93 206 15.96 13 1.29 22 2.12 19 1.29
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NIAIUANNTUALLAE AU LR ()

Confidentiality Integrity Availability Reliability Safety Maintainability
No. of Score No. of Score No. of Score No. of Score No. of Score No. of Score
Questio Questio Questio Questions Questio Questio
ns with ns with ns with with Yes ns with ns with
Yes Yes Yes Answers Yes Yes
Answers Answers Answers Answers Answers
197 15.47 202 15.85 205 15.88 12 1.19 21 2.03 18 1.22
196 15.4 201 15.77 204 15.8 11 1.09 20 1.93 17 1.15
195 15.32 200 15.69 203 15.73 10 1 19 1.83 16 1.09
194 15.24 199 15.62 202 15.65 9 0.9 18 1.74 15 1.02
193 15.16 198 15.54 i 15.57 8 0.8 1 1.64 14 0.95
192 197 2 1 1
9 15.08 9 15.46 e 15.49 7 0.7 6 1.54 3 0.88
191 15 196 15.38 A9 15.42 6 0.6 5 1.45 12 0.81
150 14.92 195 15.3 A%8 15.34 5, 0.5 14 1.35 1 0.75
189 14.85 194 15.22 197 15.26 4 0.4 13 1.25 10 0.68
188 14.77 193 15.14 196 15.18 3 0.3 12 1.16 9 0.61
187 14.69 192 15.07 195 15.11 2 0.2 11 1.06 8 0.54
186 14.61 191 14.99 194 15.03 1 0.1 10 0.96 7 0.48
185 14.53 190 14.91 193 14.95 0 0 9 0.87 6 0.41
184 14.45 189 14.83 192 14.87 8 0.77 5 0.34
183 14.37 188 14.75 191 14.8 7 0.68 4 0.27
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NINEIUAIINTUAIAZAIUAINI LS (98)

Confidentiality Integrity Availability Reliability Safety Maintainability
No. of Score No. of Score No. of Score No. of Score No. of Score No. of Score
Questio Questio Questio Questions Questio Questio
ns with ns with ns with with Yes ns with ns with
Yes Yes Yes Answers Yes Yes
Answers Answers Answers Answers Answers
182 14.3 187 14.67 190 14.72 6 0.58 3 0.2
181 14.22 186 14.6 189 14.64 5 0.48 2 0.14
180 14.14 185 14.52 188 14.56 4 0.39 1 0.07
3 0 0
179 14.06 184 14.44 187 14.49 0.29
178 13.98 183 14.36 186 14.41 2 0.19
177 13.9 182 14.28 185 14.33 ! 0.1
176 13.82 181 14.2 184 14.25 0 0
175 13.75 180 14.12 183 14.18
174 13.67 179 14.05 182 14.1
173 13.59 178 13.97 181 14.02
172 13.51 177 13.89 180 13.94
171 13.43 176 13.81 179 13.87
170 13.35 175 13.73 178 13.79
169 13.28 174 13.65 177 13.71
168 13.2 173 13.58 176 13.63
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NNAIUAIIUTUAMAL AIIUTINI LS (98)

Confidentiality Integrity Availability Reliability Safety Maintainability
No. of Score No. of Score No. of Score No. of Score No. of Score No. of Score
Questio Questio Questio Questions Questio Questio
ns with ns with ns with with Yes ns with ns with

Yes Yes Yes Answers Yes Yes
Answers Answers Answers Answers Answers

167 13.12 172 135 175 13.56

166 13.04 171 13.42 174 13.48

165 12.96 170 13.34 173 13.4

164 12.88 169 13.26 172 13.32

163 12.8 168 13.18 171 13.25

162 12.73 167 13.11 170 13.17

161 12.65 166 13.03 169 13.09

160 12.57 165 12.95 168 13.02

159 12.49 164 12.87 167 12.94

158 12.41 163 12.79 166 12.86

157 12.33 162 12.71 165 12.78

156 12.25 161 12.63 164 12.71

155 12.18 160 12.56 163 12.63

154 12.1 159 12.48 162 12.55

153 12.02 158 12.4 161 12.47
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NNAIUAIIUTUAMAL AIIUTINI LS (98)

Confidentiality Integrity Availability Reliability Safety Maintainability
No. of Score No. of Score No. of Score No. of Score No. of Score No. of Score
Questions Questio Questio Questio Questio Questio
with Yes ns with ns with ns with ns with ns with
Answers Yes Yes Yes Yes Yes
Answers Answers Answers Answers Answers

152 11.94 11.94 12.32 160 12.4

151 11.86 11.86 12.24 159 12.32

149 11.7 11.78 12.16 158 12.24

148 11.62 11.7 12.09 157 12.16

147 11.54 | 11.63 12.01 156 12.09

146 11.47 11.55 11.93 155 12.01

145 11.39 11.47 11.85 154 11.93

144 11.31 11.39 11.77 153 11.85

143 11.23 11.31 11.69 152 11.78

142 11.15 11.23 11.61 151 11.7

141 11.07 11.15 11.54 150 11.62

140 11 11.08 11.46 149 11.54

139 10.92 11 11.38 148 11.47

138 10.84 10.92 11.3 147 11.39

137 10.76 10.84 11.22 146 11.31
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NNAIUAIIUTUAMAL AIIUTINI LS (98)

Confidentiality Integrity Availability Reliability Safety Maintainability
No. of Score No. of Score No. of Score No. of Score No. of Score No. of Score
Questio Questio Questio Questio Questio Questio
ns with ns with ns with ns with ns with ns with
Yes Yes Yes Yes Yes Yes
Answers Answers Answers Answers Answers Answers

136 10.68 10.76 11.14 145 11.23

135 10.6 10.68 11.07 144 11.16
134 10.52 10.6 10.99 143 11.08
133 10.45 10.53 10.91 142 11

132 10.37 138 10.83 141 10.92

131 10.29 137 10.75 140 10.85

130 10.21 136 10.67 139 10.77

129 10.13 135 10.59 138 10.69

128 10.05 134 10.52 137 10.61

127 9.98 133 10.44 136 10.54
126 9.9 132 10.36 135 10.46
125 9.82 131 10.28 134 10.38
124 9.74 130 10.2 133 10.3
123 9.66 129 10.12 132 10.23
122 9.58 128 10.05 131 10.15

121 9.5 127 9.97 130 10.07
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#1579 9.1 TIUUNTUHURSI CAIQ 1iaUsenaun1snesaiAIIueaulnIvedns iy

NNAIUAIIUTUAMAL AIIUTINI LS (98)

Confidentiality Integrity Availability Reliability Safety Maintainability
No. of Score No. of Score No. of Score No. of Score No. of Score No. of Score
Questio Questio Questio Questio Questio Questio
ns with ns with ns with ns with ns with ns with

Yes Yes Yes Yes Yes Yes
Answers Answers Answers Answers Answers Answers

120 9.43 126 9.89 129 9.99

119 9.35 125 9.81 128 9.92

118 9.27 124 9.73 127 9.84

117 9.19 123 9.65 126 9.76

116 9.11 122 9.58 125 9.69

115 9.03 121 9.5 124 9.61

114 8.95 120 9.42 123 9.53

113 8.88 119 9.34 122 9.45

112 8.8 118 9.26 121 9.38

111 8.72 117 9.18 120 9.3

110 8.64 116 9.1 119 O 2

109 8.56 115 9.03 118 9.14

108 8.48 114 8.95 117 9.07

107 8.4 113 8.87 116 8.99

106 8.33 112 8.79 115 8.91

105 8.25 111 8.71 114 8.83
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NNAIUAIIUTUAMAL AIIUTINI LS (98)

Confidentiality Integrity Availability Reliability Safety Maintainability
No. of Score No. of Score No. of Score No. of Score No. of Score No. of Score
Questio Questio Questio Questio Questio Questio
ns with ns with ns with ns with ns with ns with
Yes Yes Yes Yes Yes Yes
Answers Answers Answers Answers Answers Answers
104 8.17 110 8.63 113 8.76
103 8.09 109 8.56 112 8.68
102 8.01 108 8.48 111 8.6
101 7.93 107 8.4 110 8.52
100 7.86 106 8.32 109 8.45
99 7.78 105 8.24 108 8.37
98 7.7 104 8.16 107 8.29
97 7.62 103 8.08 106 8.21
96 7.54 102 8.01 105 8.14
95 7.46 101 7.93 104 8.06
94 7.38 100 7.85 103 7.98
93 7.31 99 7.77 102 7.9
92 7.23 98 7.69 101 7.83
91 7.15 97 7.61 100 7.75
90 7.07 96 7.54 99 7.67
89 6.99 95 7.46 98 7.59
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NNAIUAIIUTUAMAL AIIUTINI LS (98)

Confidentiality Integrity Availability Reliability Safety Maintainability
No. of Score No. of Score No. of Score No. of Score No. of Score No. of Score
Questio Questio Questio Questio Questio Questio
ns with ns with ns with ns with ns with ns with

Yes Yes Yes Yes Yes Yes
Answers Answers Answers Answers Answers Answers

88 6.91 94 7.38 97 7.52

87 6.83 93 7.3 96 7.44

86 6.76 92 7.22 95 7.36

85 6.68 91 7.14 94 7.28

84 6.6 90 7.06 93 7.21

83 6.52 89 6.99 92 7.13

82 6.44 88 6.91 91 7.05

81 6.36 87 6.83 90 6.97

80 6.28 86 6.75 89 6.9

79 6.21 85 6.67 88 6.82

78 6.13 84 6.59 87 6.74

77 6.05 83 6.52 86 6.66

76 5.97 82 6.44 85 6.59

75 5.89 81 6.36 84 6.51

74 5.81 80 6.28 83 6.43

73 5.73 79 6.2 82 6.36
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NNAIUAIIUTUAMAL AIIUTINI LS (98)

Confidentiality Integrity Availability Reliability Safety Maintainability
No. of Score No. of Score No. of Score No. of Score No. of Score No. of Score
Questio Questio Questio Questio Questio Questio
ns with ns with ns with ns with ns with ns with

Yes Yes Yes Yes Yes Yes
Answers Answers Answers Answers Answers Answers

72 5.66 78 6.12 81 6.28

71 5.58 77 6.05 80 6.2

70 5.5 76 5.97 79 6.12

69 5.42 75 5.89 78 6.05

68 5.34 74 5.81 77 5.97

67 5.26 73 5.73 76 5.89

66 5.18 72 5.65 75 5.81

65 5.11 71 5.57 74 5.74

64 5.03 70 5.5 73 5.66

63 4.95 69 5.42 72 5.58

62 4.87 68 5.34 71 5.5

61 4.79 67 5.26 70 5.43

60 4.71 66 5.18 69 5.35

59 4.63 65 5.1 68 5.27

58 4.56 64 5.03 67 5.19

57 4.48 63 4.95 66 5.12
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Confidentiality Integrity Availability Reliability Safety Maintainability
No. of Score No. of Score No. of Score No. of Score No. of Score No. of Score
Questio Questio Questio Questio Questio Questio
ns with ns with ns with ns with ns with ns with

Yes Yes Yes Yes Yes Yes
Answers Answers Answers Answers Answers Answers

56 4.4 62 4.87 65 5.04

55 4.32 61 4.79 64 4.96

54 4.24 60 4.71 63 4.88

53 4.16 59 4.63 62 4.81

52 4.08 58 4.55 61 4.73

51 4.01 57 4.48 60 4.65

50 3.93 56 4.4 59 4.57

49 3.85 55 4.32 58 4.5

48 3.77 54 4.24 57 4.42

47 3.69 53 4.16 56 4.34

46 3.61 52 4.08 55 4.26

45 3.53 51 4.01 54 4.19

44 3.46 50 3.93 53 4.11

43 3.38 49 3.85 52 4.03

42 3.3 48 3.77 51 3.95

41 3.22 47 3.69 50 3.88
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Confidentiality Integrity Availability Reliability Safety Maintainability
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ns with ns with ns with ns with ns with ns with

Yes Yes Yes Yes Yes Yes
Answers Answers Answers Answers Answers Answers

40 3.14 46 3.61 49 3.8

39 3.06 45 3.53 48 3.72

38 2.98 44 3.46 47 3.64

37 291 43 3.38 46 3.57

36 2.83 42 3.3 45 3.49

35 2.75 41 3.22 44 3.41

34 2.67 40 3.14 43 3.33

33 2.59 39 3.06 42 3.26

32 2.51 38 2.99 41 3.18

31 2.44 37 291 40 3.1

30 2.36 36 2.83 39 3.03

29 2.28 35 2.75 38 2.95

28 2.2 34 2.67 37 2.87

27 2.12 33 2.59 36 2.79

26 2.04 32 2.52 35 2.72

25 1.96 31 2.44 34 2.64
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Confidentiality Integrity Availability Reliability Safety Maintainability
No. of Score No. of Score No. of Score No. of Score No. of Score No. of Score
Questio Questio Questio Questio Questio Questio
ns with ns with ns with ns with ns with ns with

Yes Yes Yes Yes Yes Yes
Answers Answers Answers Answers Answers Answers

24 1.89 30 2.36 33 2.56

23 1.81 29 2.28 32 2.48

22 1.73 28 2.2 31 2.41

21 1.65 27 2.12 30 2.33

20 1.57 26 2.04 29 2.25

19 1.49 25 1.97 28 2.17

18 1.41 24 1.89 27 2.1

17 1.34 23 1.81 26 2.02

16 1.26 22 1.73 25 1.94

15 1.18 21 1.65 24 1.86

14 1.1 20 1.57 23 1.79

13 1.02 19 1.5 22 1.71

12 0.94 18 1.42 21 1.63

11 0.86 17 1.34 20 1.55

10 0.79 16 1.26 19 1.48

9 0.71 15 1.18 18 1.4
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NNAIUAIIUTUAMAL AIIUTINI LS (98)

Confidentiality Integrity Availability Reliability Safety Maintainability
No. of Score No. of Score No. of Score No. of Score No. of Score No. of Score
Questio Questio Questio Questio Questio Questio
ns with ns with ns with ns with ns with ns with
Yes Yes Yes Yes Yes Yes
Answers Answers Answers Answers Answers Answers
8 0.63 14 1.1 17 1.32
7 0.55 13 1.02 16 1.24
6 0.47 12 0.95 15 1.17
5 0.39 11 0.87 14 1.09
4 0.31 10 0.79 13 1.01
3 0.24 9 0.71 12 0.93
2 0.16 8 0.63 11 0.86
1 0.08 7 0.55 10 0.78
0 0 6 0.48 9 0.7
5 0.4 8 0.62
4 0.32 7 0.55
3 0.24 6 0.47
2 0.16 5 0.39
1 0.08 4 0.31
0 0 3 0.24
2 0.16
1 0.08
0 0
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