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311

(Computer Crime)



3

, v " (White Collar Crime)

(Donn B. Parker and Susan H.nycum)

4
1 (Object)
2 (Subject)
3 (Tool or Instrument)
4, (Symbol)7
(Department of Justice)

Parker, .B. and Nycum.SH., Computer abuse. (California: Standford Research

Institute, 1973) '
S A3,



40

B
1] n 9
I}
2
(Kenneth
. Rosenblatt) High Technology Crime
L
2
A
B . %

D www.ecicl.police.go.th
D Kemneth Rosen Blatt, High - Technology Crime (California:ORellly &
Associates, 1995), pp.1-2.


http://www.ecicl.police.go.th

312

4
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1
(The computer is the target)

. Data Diddling

. Trojan Horse

. Superzapping “superza’ “Macro utility”
IBM (System Tool)
(Master Key)
(Utility Program) Superzap
2
2 ,
( 21 3

(O5H), 525



. Logic Bobms

. Asynchronous Attack
Asynchronous

2
(The computer is an intrumentally of a crime)
ATM

. Salami Technigues

. Trap Doors

(Password)

. Simulation and Modeling

43

(1D Number)
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3 (Computer Related offences)
4, (Technological coercion via computer)
o) (Networking
malfeasance)
. Data Leakage
. Wiretapping
. Scavenging

. Piggybacking
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. Impersonation
(Personal Identification Number: PIN)
(Hacking)
(Unauthorized Access)
1 1 ’
(Unshielded Data Transmission) (Password)

. .1983 Fred Cohen

Computer Vius 1 1

Worm, Pakistani, Michelangelo, Dark Avenger
B

3 . K 55 (
54) 3031
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313 (Categories of Computer Criminals)
L (Novice) ,
2. (Deranged persons)
3. (Organized crime)
4, (Career)
) (Con artists)
6. (Ideologues)
2

2www.ecid.police.go.th


http://www.ecid.police.go.th

3.14

I,

Hacker/Cracker

7.1 Hacker

7.2 Cracker

Hacker/Cracker

47



3.15

. 1960

25

193,000
10,000
450,000

54, 16

. 1980

48
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1
(Tangible Object)
(Electronic Impulse)
(Intangible Object)
2
( )
( )

(- authorized Access)

(Hacking) (Virus Computer) (Trojan Horse)



3.16

FWIaNNsaluuIIneds
GCHuLALONGKORN UNIVERSITY

50
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22

(Hacking)

20

North Carolina

2545

19

Hacker

ol

14



F A
5,500
Morris Case
1 b1 (Worm)
) 1
Worm
Worm
Worm

Worm 7

Worm

1988  Massachusetts Institute of Technology

Worm

1988

Worm
Worm

Unix

Worm

Worm

2

Worm

52



Worm
400 10,050
1
7
Sanook.com
InterNic * InterNic
IP Address
InterNic Root

% ’ i
Z'www.police.go.th/policenews/show.

* (Domain Name)

53

IP Address

33-34.

.com , .net


http://www.police.go.th/policenews/show

IP Address
Sanook.com

Sanook.com

eBay.com
50
(e-mail)

266,000
Fed ex

e-mail
4 Spam Mail *

Spam Mail

* (Spam Mail)

(Online Auctions)

eBay.com

Web Hosting

(Junk Mai)

. .19%4

(e-mail)

54
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(Server)

, Download
MP3

(web board)
(e-mail)

Worldphone1800.com, Worldphone800.com, IBM Thailand.com
100,000



152
1,000
8-9
2
WWW.HUNSA.COM 152
2543
(
3.2 (Internet Frauds)

(Computer Network Break in)
(Industrial Espionage)
, 10,000
mail bombing

’” (
543), 5,

56

392


http://WWW.HUNSA.COM

(Internet Fraud)

321

341

343

12

publisher

Interactive

(web board)

341-343

342

5/

341



(Electronic Commerce)

(Computer Abuse)
(web site) (e-mail)
(web board) (chatroom)
(Federal Trade Commission : FTC) . .1997
1,000 . .1998 8,000
..2000 25,000
FBI

Internet Fraud Complaint Center : IFCC)

58
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. .199% . y
182 593
180
(Department of Justice)!
(Chat Room) '(E-Mail)
(Web Site) (Message Boards) P
322
www.fraud.org
National Consumer League (NCL)
20 9
1 (Advance Fee Loans)

Internet fraud [Online]. Available frorn:http://www.internetfraud.usdoj.gov
/htm. 2002. May §]
Jinternet Fraud Tips [Online], Available from : http://lwww.fraud.ora/internet
linttip/inttip.html. [2002. April 21]


http://www.fraud.org
http://www.internetfraud.usdoj.gov
http://www.fraud.ora/internet

60

25 - 100
R
(FTC) 1
. .1999 .. 2000
4,200 1
FTC ~ Christopher Puma
149-189
4,932 120,000 120
3 2 Navestar DM

3 FTC, Easy Credit? Not So Fast : The Truth About Advance-Fee Loan Scams
[Online]. Available from: http:/fwww.ftc.gov/bcp/conline/pibsitmarkg/loans.htm. [2002.
January 9

R FTC, ftc refunds more than $120,000 lost by consumers in advance fee loan
scam [Online]. Available from: http://lwww.ftc.gov/opa/1996/9603/south.htm. [2002, June

10


http://www.ftc.gov/bcp/conline/pibs/tmarkg/loans.htm._%5b2002
http://www.ftc.gov/opa/1996/9603/south.htm

6l

45-60 (e-mail)
3
2. (Business Opportunities and Franchises)
(Web  Site)
(E-Mail)
140 a 1,000 a

(Automatic Machine)

FTC, State and Canadian Province Launch Crackdown On Outfits Falsely
Promising Credit Cards and Loans for an Advance Fee [Online], Available from: http:/
www ftc.gov/ opa/2000/06/afl2000.htm. [2002, July 9]


http://WWW.ftc.gov/

62

% ‘ 35,000
7,500
6
50 D
K3
(e-mail)
B (FTC)
21 1997

215
24 , 191

FTC, Net - Based Business Opportunities: Beware of Hop- portunities
[Online]. Available from:http://www..ftc.gov/bcp/conline/pbs/alerts/netalrt.htrr.  [2002,
August 8]
S FTC, Can you Recognize a Business Opportunity Fraud [Onling]. Available
from: http://www.ftc.gov/bcp/conline/features/bizopps.htm.[2002. February 15]
FHFTC, Net Based Business Opportunity : Are some Flop-portunities? [Online].
Available from:http:/fwww.ftc.gov/bcp/conline/pubs/online/netbizop.htm. [2002,June 20]


http://www..ftc.gov/bcp/conline/pbs/alerts/netalrt.htrr
http://www.ftc.gov/bcp/conline/features/bizopps.htm.%5b2002
http://www.ftc.gov/bcp/conline/pubs/online/netbizop.htm

18

18

18

64



65

100 J

The Fair Credit Billing Act (FCBA)

24

50 d

http://www.police.go.th/policenews/show.php7news.
BFTC, Billed for Merchandise You Never Received [Online]. Available from :
http:// www.ftc.gov/bep/conline/pubs/credit/billed.htm [2002,September 30]


http://www.police.go.th/policenews/show.php7news
http://_www.ftc.gov/bcp/conline/pubs/credit/billed.htm

- 252 .. 254)

1 2543
1 2543

30

30

66

45

60



35

35
2042 %

. .2522

. 2542

35

67



%N

68

: Digi Cash (E cash), Cyber Cash, First Virtual E cash
Digi Cash ‘ "

Virtual Shopping Card

(Account)
(Debit Card)
Visa Electron

(General Merchandise Sales)

E-Commerce (Electronics Commerce)

k! , Internet ~ World Wide Web (
, 2539), 2L
iy , Cvberlaw (

(254),  128-129,



69

24

24
www.thaisecondhand.com,
www.thaidthai.com,www.siamplaza.com

3 4 1 1 | 1

' .. 2541 .. 2544

32


http://www.thaisecondhand.com
http://www.siamplaza.com

10

. .25444
6. (Internet Access Service)
199
(ISP) 20-30 d
(
)
50 9
p
800 888 877 (toll-free)
5-6
30
25-30

30

FTC, “Free” and “Low Cost" PC. Offers go figure [Online]. Available from:
htpp:/lwww.police.go.th/policenews/show.php?news id=42&cat=CRC1&id=33.
[2002,June 25]

R FTC, Website Woes:Avoiding Web Service Scams [Online]. Available from:
http:/l www.ftc.gov/bcp/con inef/pubs/alerts/pcalrt.ntm. [2002,May 2


http://www.police.go.th/policenews/show.php?news
http://_www.ftc.gov/bcp/con_ine/pubs/alerts/pcalrt.htm

[l

(Search Engine)

T. (Job Scams)

45-80

al 49
Indiana-bhased operation
S.Postal Service

BFTC, Website Woes : Avoiding Web Service Scams [Online]. Available from:
htpp:/l www, ftc.gov/bepl/conline/pubs/alertsiwebalrt.htm. [2002, June 16]

MFTC, FTC Continues to “Stamp Out” Job Fraud [Online]. Available from:
htpp:/fwww. ftc.gov/opa/2001/03/stampout200t .htm. [2002, April §]



2

28 Federal Data Service (FDS)
di

800,000 i

100,000
. .2001 Carrer Network (CNI)

25,000 b

8. (Nigerian Money Offers)*

49 | !
&6 . 1980

(e-mail)

FTC,Indiana Company Agress to Settle Charge of Misrepresenting
Availability of . .? Postal Service and Government Jobs [Online]. Available from:
http:/lwww. ftc.gov/opa/2201/11/careernetwork .htrm, [2002, July 20]

K6 FBI, Nigerian Letter Scams [Online], Available from: http://www.lfccthi.gov/
strategy/ nis.asp [2002, October 30]


http://www._ftc.gov/opa/2201/11/careernetwork_.htrn
http://www.lfccfbi.gov/

3

FBI
(The Internet Fraud Complaint Center : IFCC)
600
. 2000 2001
31,000
1,000 (The National Consumers

League)
900 ..2000 .. 2001 4
9. (Prizes and Sweepstakes)

Prize Offers : You Don't’ Have to Pay to
Play! “Congratulations, it's your lucky day! You've just
won $5,000! You're guaranteed to win a fabulous diamond ring, luxury vacation or
all-terrain  vehicle!”

47 Internet Fraud Lurks ~ Your Inbox [Online]. Available from:http:/www. nclnet
.0rg/ emailscamspr02.htm. [2002, September 30]


http://www._nclnet

14

(FTC) 10,000

FTC Deborah c¢. Taylor

1.25
8
10. (Scholarship Scams)
600 . .1969 (
)
“The scholarship is guaranteed or your money
back' “You've been selected by a national foundation to receive a scholarship

or You're a finalist in a contest you never entered"

10-400
1

8 FTC, Fic Settlement in Massive sweepstakes - entry scam to net $1.25
million for consumer redress [Onling]. Available from: hitp://www.ftc.goV/opa/1996/
9602/scam.htm. [2002, August 31]

M FTC, Federal Agencies Release First Annual Report to Congress on College
Scholarship Fraud [Online]. Available from : http://www.ftc.aov/opa/2002/05/ scholarshipfraud.
htm. [2002, December 15]


http://www.ftc.goV/opa/1996/
http://www.ftc.aov/opa/2002/05/_scholarshipfraud

75

10 9
(Assay)
(College
Scholarship Fraud Prevention Act) A0
(FTC) (Department of Education)
(Department of Justice)
Career Assistance Planning
300
6 (David Chaim Levy
Donna M. Levy) 6
6
College
Assistance Service '
6 6,000 *

FTC, FTC Cautions : Do Your Own Flomework to Avoid Scholarship Service
Rip-Offs [Online]. Available from: http://www.ftc.gOv/opa/1996/9609/scholar.ntm. 2002.
June 16.]


http://www.ftc.gOv/opa/1996/9609/scholar.htm._%e0%b9%822002

6

1 (Linda Love, Conni

Canella, Randolph Cannella John  Giuffrida)
200,000
3
11, (Work at Home Scams)
35 d 100 j2
!
Los Angeles Central District of California
. .1999
50
35

12 : (Bogus Credit Card Offers)

£ 1 1 d 1 ’

8 FTC, Scholarship Scam [Online]. Available from : http:/lwww.ftc.gov/bcp/
coniine /edcams/scholarship/cases.htm. [2002, June 25]

P Internet Fraud [Online]. Available from: http://lwww.usdoj.gov/crimiral /fraud/
internet, htm. [2002. June 25]


http://www.ftc.gov/bcp/
http://www.usdoj.gov/crimiral

1

Visa
Master 2,500 - 5,000

3.9 %

175-199
5 a
3
13. (Credit Repair)
a
(Federal Trade Commission : FTC) National Credit Management

FTC, Cross-Border Credit Card Fraud Halted [Onling]. Available from:
http:/lwww. ftc.gov/ opal 2002/12/fristfederal.htm [2002, June 25]


http://www._ftc.gov/_opa/_2002/12/fristfederal.htm

8

Group’s (NCMG) :
,000

350,000 ’
199

14, (Informati  /Adult Service)

“viewer" “dialer”

2-1

FTC, When Your Computer Calls Oversea ... Without Your Okay [Online]
Available from: www.ftc.gov/bcpl/conline/pubs/alerts/modmalrt.htm. 12002. June 30]


http://www.ftc.gov/bcp/conline/pubs/alerts/modmalrt.htm

15.

15,000

'(E- Mail

10

(Investment Scams)

Francis A. Tribble and Sloane Fitzgerald

microcap

Charles O. Huttoe
Systems of Excellence

12
HSEX'H

9



80

42 SGA Goldstar
“Whisper

Stocks” il

30)
16. (Magazine Sales)
Dixie Reader's Service
55,000 %

17. (Online Auctions)

.. 1995
www.ebay.com
3.8 2
471 Www.amazon.com

Internet Fraud:How to avoid Internet Investment Scams [Online]. Available
from: http:/fwww.sec.gov/investor/pubs/cyberfraud.htm. [2002. August 30]
B FTC, FTC Recovers $55,000 from magazine - sales firm for failing to give
prompt refunds [Online], Available from:http://lwww.ftc.gov/iopal/predawn/F85/dixie.htm
[2002, December 31]


http://www.ebay.com
http://www.amazon.com
http://www.sec.gov/investor/pubs/cyberfraud.htm._%5b2002
http://www.ftc.gov/opa/predawn/F85/dixie.htm

www.pramol.com
www .auction.thaicentral.com

5

. Cvberlaw

(password)

2542

66-68.

81


http://www.pramol.com
http://WWW.auction.thaicentral.com

82

(Internet Fraud
Complaint Center ; IFCC)  FBI
..2001

o1 30,000

. .2001 4,000
253,300

IFCC
aol.com,
hotmail.com, yahoo.com, cs.com, home.com earthlink.net

California Western District of Washington

(Laptop)
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1 . .1999
14 36,000 d di Florida
Southern District of Florida 6 22,000
FTC  Flare
1,450
1 ,
i g Mississippi ¢ o
Northen
District of Mississippi 21 . .1998 15
9,432

18, (Pyramids and Multilevel Marketing)

(Money Game)

(Multilevel Marketing)



84

www.skyhiz2000.com,www.successforever.com,

www.mimtoday.com,www.make1000000us.com B
L www.skybiz2000.com skybiz ?
25 1,000 100
4,000

15 Mb

B , 30 -5 2543, 15,


http://www.successforever.com
http://www.make1000000us.com
http://www.skybiz2000.com

230

(Binary)
9 70
18 35
27 35
36 10
50 70

2. www.successforever.com
Mr.Steve Chen
110
' 100

( skybiz)


http://www.successforever.com

86

MLM 3

600 3 1 3

5 243 8l 11,400 3

(Multi-Level marketing : MLM)

FTC
Fortuna Alliance
250-5,000
95
2
Credit Development International
5,000

18,000

Y , 19-25 2543, 20.
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30,000 34

Skybiz !

19. (Travel Fraud)

Your Travel and Tours
84,000
150,000

FTC, The ftc on “consumer protection cyberspace: combating fraud on the

internet” [Online]. Available from: http:/lwww.ftc.gov/os/1998/9806/test.623.htm. [2002.
May 20]

@ FTC, Travel Promoter Settles FTC Charges Foreign Nationals were Targeted

in scam [Online]. Available from: http://www.ftc.goV/opa/1998/9809/alam.2.thml. [2002.
June 30]


http://www.ftc.gov/os/1998/9806/test.623.htm._%5b2002
http://www.ftc.goV/opa/1998/9809/alam.2.thml._%5b2002

88

20, (Computer
Equipment/Software)

3.2.3

National Consumer League (NCL)

...2000
3,387,530 .. 2001
6,152,070
2000 1 427
.. 2001 1 518
63

2001 Internet Fraud Statistics [Online]. Available from: http://www.fraud.ora
linternet/ 2201stats.htm. [2002, June 9|


http://www.fraud.ora

1. Online Auctions

2. General Merchandise Sales

3. Nigerian Money Offers

4. Computer Equipment/ Software

5. Internet Access Service

6. Information/Adult Service

7. Work at Home Scams

8. Advance Fee Loans

9.Credit Card Offers

10.Business Opportunities/ Franchises

1. Online Auctions

2. General Merchandise Sales

3. Nigerian Money Offers

4. Computer Equipment / Software

5. Internet Access Service

6. Information/Adult Service

7. Work at Home Scams

8. Advance Fee Loans

9.Credit Card Offers

10.Business Opportunities/ Franchises

2001

= R D N o ©

0.5
0.5

2001
411
730

5,957
1,048
535

209

121
1,121
309
10,147

2000
18
10

D W e W

05

2000
326
84

3,000
124
631
310

145
881
138

(%)
1999
87
7

13
2
0.2
0.9
0.2

1999
284

465

580
438

383

89



3.24

20
20-29
30-39
40-49
50-59
60-69

70

2001
4
26
28
24
13

4

1

2000
2
20
28
29
15

6

1

(%)

1999
2.3
19
29
28
15
4
0.7

(Spam Mail)

(E-mai0

90



(Nigerian Money) (Credit Card
Offer) (Work at Home)

2. (Web site)

(Search Engine)

www.yahoo.com,www.google.com

3. (Internet Relay Chat'IRC)
IRC '
IRC Server


http://www.google.com

4, (Web board)

National Consumer League

(Web site)
(E-Mall)
Newsgroups o

(%)

..2000 . .1999 . 1998
1. 83 84 90
2. 15 12 9
3. 1 4 1
4, 1 0 1

& hig.



1
(Internet Service Provider)

35

.. 2535
(Internet Thailand)

.. 2530

.. 2538

.. 2538

%3
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