1 , A specialized Seminar for Mid-and Clypper-Level Royal
Thai Police Executives, Computer-Related Crime Issues and Trends 1November 24-30,
1996 Pattaya Thailand. C ,
al : L 2540)1 175



“A Framework for Global Electronics Commerce"

’ 9
L (Custom and Taxation)
(Tariff-free)
2. '(Electronic Payment System)
2 A Framework for Global Electronics Commerce

Http:/fiitf.doc.gov/electronic_commerce.htm (20 May 2001).
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(Commercial Code)
(Uniform)

(Intellectual property protection)

(Domain name)

(Privacy)

(security)
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(Encryption)

(Information Technology)

FBI

- 2540-2549),"
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(Telecommunications Infrastructure)
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Ebay.com

Hacker

2543

chn.com

CNBC

90

2000

17-19.
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(FBI)
Yahoo, Amazon.com,
worldbestbuy.com

etrade.com

" Hacker

! Hacker
4
500
30
2,000

10 2862 (2860)
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FBI
5-10 250,000

1. The Credit Card Fraud Act of 19846

1644 Truth in Lending Act,

1644 Truth in Lending Act

1 (Card Account/Card Number)

(unauthorized account

number)

7 United States V. Callihan

5 8009 1 2543 18,
6 Title 18 United States Code Chapter 47 section 1029 Fraud and related activity
in connection with access devices.
1 1" I
.2538) 1 50,
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" 1644
8 United States v. Bice-bey
1644
1644 The Ninth Circuit ~ Truth in
Lending Act
(Intangible)
2 (Aggregation)
1644 1,000
1,000
1,000
1,000
9
. .1984 The Credit Card Fraud
Act of 1984 The Comprehensive Crime Control Act
1644 Truth in Lending Act 18 §

Melhem, Ahmed Al, “The Legal Regime of Payment Cards : A comparative
Study between American, British and Kuwaiti Laws, With Particular Reference to Credit
Cards ' (Ph.D.thesis The university of Exeter England 1990.), p.515.
9 Caminer Brian F., “Comment, Credit Card Fraud : Neglected Crime", Journal of
Criminal Law and Criminology Mol.76 No.18 (1965) : p. 746-763.
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1029 1 (Fraud and
Related activity in connection with access devices)

“access device” (d)
b

access device

"access device”

15
Aggregationll
1029 1644
(a)
1 access device

18 U.S.C., section 1029,
1l Caminer Brian F., Journal of Criminal Law and Criminology ,Vol.76 No.18
(1965) : p. 759-760.



2 access device
1
1,000
3. access device
device 15
4,
B,
access device
1
1,000
6. access device

A access device
access device

scanning receiver

10.

access device

4

aCCeSS
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(c) ,
12367 10 (a)
10 458
9 5
20
The United State
Secret Service ( ... )
1029 (a) 3
access device 15
“Hacker" United States of America Andrew
Miffleton
(hack)
(access)
access device
cellular
US District Court 1District of Texas
2

iV Hacker Http:/lwww.usdoj.gov (12 July 2001).


Http://www.usdoj.gov
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Access device 15
United State v. Russell, 908 F.2d 405 (8th Cir.1990)
Access device
15 B

2. Identity Theft and Assumption Deterrence Act of 1998H

Social
Security Number (SSN)

“Identity Theft"

B Credit card Fraud inthe late 90's  Http://www.into-
sec.com/commerce/ commerce_012798 a.html-ssi, (20 May 2001).

Y Title 18 United States Code Chapter 47 section 1028 Fraud and Related
Activity in Connection with Identification Documents and Information.

5 ID Theft : When Bad Things Happen To Your Good
Name  Hittp:/www.ftc. gov/bcp/conline/pubs/credit/idtheft.ntm 1(20 May 2001).


Http://www.into-sec.com/commerce/
Http://www.into-sec.com/commerce/
Http://www.ftc
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(Slip)

E-commerce

E-commerce

(Misuse of False ldentification Documents)

30 ..1998
|dentity Theft and Assumption Deterrence Act of 1998
|dentity  Theft
Federal Crime 15 250,000
Federal Trade Commission (FTC) (Clearing House)



5l

1

1 (Document-making Implement)

2. (Identification document)

3. (Means of Identification)
A. (SSN)
B.
C.

il Identity Theft and Assumption Deterrence Act of 1998

Hitp:/lwww.house.gov. bemie/statements/ 1998-10-07Jdtheft.ntml, (20 May 2001).


Http://www.house.gov

15

18 s.c. section 1028.

1029

Means of Identification

access device

52
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, 5 , (8) 5
@ 7 (
access device Means of identification ) 1
1,000
1
20
25
1
Federal Trade Commission (FTC)
Identity Theft
FTC
FTC
FTC
B
B Federal Trade Commission  Http://www.ftc.gov,

(20 May 2001),
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4

Oliver Alaefule 3l Charles Timothy 31 lfeany Onwuazo
24 ] 1
Timothy
Sacramentro . .1996-1998
100
(Mail Boxes) 20
Sacramentro
Federal District Court Garland E.Burrell Oliver Alaefule
15 Charles Timothy 31 Ifeany Onwuazo
12 Y
Robert Christopher Lawrence 37 5 2544
Kaiser Permanente
.. District Court, District of Maryland Peter
J Messitte 33 3
18,672.67 pA)
9 Final conspirator sentenced in credit card fraud ring

Http://www.consumer.gov/ idtheft/cases.htm,(3 November 2001).
2 hid,
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3. The Computer Fraud and Abuse Act of 19862

. 1980  The
Computer fraud and abuse Act of 1986 (CFAA)
1984
CFAA
CFAA Fraud and Abuse Act
..1984 The Electronic
Communication Privacy Act of 1986 (ECPA) Ronald
Reagan CFAA 16 1986
2
18 1030
" (Access) (Federal

interest computers)

Title 18 United States Code Chapter 47 Section 1029 Fraud and related
activity in connection with computers.
2 Computer Fraud Http:/lwww.digitalcentury.com/

encyclo/update/comfraud. html, (3 November 2000).


Http://www.digitalcentury.com/

2.

3.

4, ,

5.

1,000
6.
23
1989
Robert Tappan Morris Morris
worm  ( )
3 Criminal Law and the Internet

ruhbook/ ChplL.htm, (3 November 2000).
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worm

e-mail

1994

CFAA

5

6,000

Morris

400 10,000

18 s.c. sec1029

500



Hacker

Sentencing Commission

* Ihid.

1996
174

1994

The United States
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1030

1030 (@) (2
Senate Judiciary Committee

Information  Infrastructure)
(Sensitive  Information)
Nil

(exceed of authority)

(
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1996)

1986

Nil  (The National



The Tenth Circuit’s Decision

sec 2134) “o

10308) (2

(Misdemeanor)

(The Thieves Market)

1030 (@) (3)

1030 (3) (2

1030 () (3)
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United States v. Brown
(Intangible Intellectual Property)

2314 (18 USC.

5,000

5,000

1030 (a)
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1030 () (4
() @
1030 () (5) 1994
“Federal Interest Computer” “Computer used in interstate
commerce or communications”
Hacker
(Federal Jurisdiction)
1996
“Protected Computer” '
1030 (¢) (2) 1030 () (5) 1030 (a) (2
1030 (a) (4) 1030 @ (7) 'Protected

Computer”



1986

“Federal Interest Computer"
1994
1996

1994

1030 ( ) (5)

1994

1996
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1030 1996

(Protected Computer)

(Financial Record)

(Exceeds Authorized Access)

(Damage)

5,000

%18 u..C. section 1030,
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. 1954

1602 () 15
Credit Report (15 .s.c.1681 et seq.)

A
(B)

% Ibid,

64

1

Fair



@
5,000
G _
A
(B)
©
(6)
!
A
(B)
)
10

20

65

1029)
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1 (a) (2)
5,000
: (@) @), ©) (). G) @), (1)
5
(@ (2) 3) 4) ) (4), ) B), B) (). 6) ()
10
hack
2
Hack (December 112000) United States of America
Raymond Torricell “rootkit”
(run) (function)
NASA Jet Propulsion Lab Lab
(intercept)
(usernames) (passwords)

MTV Movie Awards US District Court 1District of New York

Hack (September 21,2000) United States of America

2 Hacker Http:/lwww.usdoj.gov 1(12 July 2001).
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(juvenile) “‘comrade”
Defence Threat Reduction Agency (DTRA)

server “hackdoor" server

NASA 17

US District Court in Miami (detention facility) 6

Hack (September 6, 2000) United States of America
Patrick . Gregory 1029 (a) 2 (
access device
1 1,000
) 1997-1999
‘total-ka0s” “globalHell"
(unauthorised access device)
, (PIN)
(teleconference)

US

District Court 1Northern District of Texas 26 3
154,529.86

Zippo Manufacturing Company ~ Zippo.com,Inc.

B ,
IHttp:/lwww. bangkokbiznews.com, (3 November 2000).
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United state Secret Service (... .)&
United State Secret Service ( .. . .)

(Financial Crime)
, access device ( )

Access Device (Access Device Fraud)

1,000 C
Access Device 18 u.s.c. sec
1029
Access Device , , (password) PINS
(Personal Identification Numbers)
P ... .Financial Crime Division  Plttp://www.treas.

gov/ usss/financiaL.crimes. htm, (12 July 2001 ).
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(Counterfeit and Fraudulent
|dentification)

18 s.c. sec 1028
Federal Crime C FBI (Federal Bureau of Investigation)
(Computer Fraud)

18 u.s.c. sec 1030

C The Electronic Crimes Special Agent
Program (ECSAP) :
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Federal Trade Commission (FTC)

FTC
Federal Trade Commission Act
FTC
FTC
FTC
|dentity Theft |dentity Theft and
Assumption Deterrence Act of 1998 18 .S.C. sec 1028 (Clearing
House) FTC
FTC FTC
J
4. The Electronic Communication Privacy Act of 1986
(Right to privacy)
(Network Effect)
J Federal Trade Commission  Http://www.ftc.gov, (20

May 2002).
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1

The Electronic Communication Privacy Act of 1986

ECPA
R
ECPA
(Radio paging device), (Electronic
Mail), (Cellufar telephone), (Private
communication carriers) (Computer transmissions)
The Wiretap Act
(Wire Communication)
o United State v. Seidlitz
(Intercept) The
1 . L . 1
| : 12540) 1 147,
2 The Electronic  Communication Privacy Act

Http:/fwww.digitalcentury.com/ encyclo/update/ecpa. html, (7 May 2001).


Http://www.digitalcentury.com/

[

Wiretap  Act

, The Electronic
Communication Privacy Actof 1986~ ECPA3

ECPA
(System
Operator) R
(random)
d
3 E-Law 2.0: Computer Information Systems Law and

System Operator Liability Revisited Http:/lwww.austlii.edu.au/au/other/elaw/vin03/
loudy6.html, (3 November 2000).

AThe Electronic Communication Privacy Act of 1986, 18 .S.C. section 2701,

J Ibid, section 2511.


Http://www.austlii.edu.au/au/other/elaw/v1n03/

FBI

Ibid, section 2511 (amended 1994).

37 Ibid, section 2515.

2511 ) (@ (I

. .1994

13
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(E-
Mail)
1990
1992
3
1
2.
3.
4 i ‘
5. Fair Credit Billing Act®
"Fair Credit Billing Act (FCBA)
(Billing Error)
( )
Truth in Lending Act (TILA)
(Billing Error)
L
2.
3 5
E-Law 2.0: Computer Information Systems Law and System Operator Liability
Revisited.

¥ 15 5.C.sec.1666.
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30
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Reporting Agency

FCBA

90

16

Credit



U

Truth in Lending Act (TILA) (Card Holder)
50 4
(Unauthorized Use)

50

(Unauthorized Use)

“Unauthorized Use"
Martin
v. American Express,Inc.,361 So.2d 597 (Ala.CivApp.1978)
500

Master Card v. Town of
Newport,396 N.w.2d 345 (Wis.1986) 5

“15  S.C.sec.1643
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4
D
Performance and
Innovation Unit (PIUj ; UK
PIU UK
UK 2 ' B
4 Fair Credit Billing Act  Http:/lwww.creditcardsearch

engine.com/tips/fcba.html, (3 November 2000).
2 Theft : When Bad Things Happen To Your Good
Name Http:/lwww.ftc.gov/bcp/conline/pubs/credit/idtheft.htm, (20 May 2001)
.. Consumer Rights  Http:/lwww.workz.com/content/275.asp, (12 July 2001).
g A Performance and Innovation Unit Report  Hitp://

www.e-commerce@its.best.uk, (20 May 2001).
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Http://www.ftc.gov/bcp/conline/pubs/credit/idtheft.htm
Http://www.workz.com/content/275.asp
mailto:ww.e-commerce@its.best.uk
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11

1.2

13

14

21

2.2

2.3

(Trust)

&

UK
Understanding, Access  Trust

(Access)
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3.6

1. Theft Act of 19684

Smith & Hogan, Criminal Law,6thed., (Butterworths, 1988), pp.557-558.

80



2. Computer Misuse Act of 1990

(hacking)

Hacker

. .1990
1990 (CMA)

&b -

L 2535), T3

(Hacking)

6l

Hacking

Computer Misuse Act of



82

. .1980 (Hacking) Hacker
Hacker
0 N
1 The Criminal Damage Act of
1971 CDA
CDA
“Property
must be destroyed or damaged” “Property" 10
CDA data  software
Cox V Riley (1986)
83 Cr App R 54 print circuit card
CDA
CDA
Whiteley (1991) 93 Cr App R25 Nicolas Whiteley 21
o “Mad-Hacker" 10
hack
(Joint Academic Network / JANET)

1988

Lord Lane CJ ' (magnetic particles) (metal disc)



1-6

CDA
Computer Misuse Act (CMA)

Theft Act of 1968 "

(obtaining by deception)
section 15 (1) The Theft Act of 1968

A Royal Commission

A Royal  Commission
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Computer Misuse Act of 1990
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the computer”

Hacker

Hacker

4 ()

Hacker

85

- “knocking on th\e door of

Hacker
2
2
1 Magistrate Court
6 5,000
Magistrate’s Court Act 1980
Hacker



Magistrate Court

()
()

2

(Remote Hacker)

Double Criminality

86

Crown Court
2

further offence
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5
1

540) 134138,

2
Criminal Attempt Act 1981 12)%

3

The Criminal Damage Act 1971

(Hacking),"

87



17

(access)

88

¢ " (Modification)
worm, trojan horses, logic bombs
4-9
R v Tomsett (1985)

Common law

Home Country
UK
UK

UK ,

Computer Misuse Act of 1990

Denco Ltd V Joinson (1991)
hack



password

(BLGM)"

CMA 1
Wo

6

990
0ds

hack

89

1993 hack

log in

26 1991 3 hack

“Eight Legged Groove Machine
hack ~ 8LGM  “Eight little green men"

3
British Telecom 2 3
Strickland Woods 15,000
The Polytechnic of Central London Strickland
NASA ITN's Oracle
Southwark Crown Court 21 1993
Michael Harris 3
hacking

hacking
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hacker
’147
hacker
“hacker's Handbooks (2)”
hack
CMA i
..1992 (The Department of Trade and Industry)
CMA 1990
The Computer Crime Unit in
the Metropolitan Police
B
o Computer Misuse and Computer Law 1 Http://www.

comp.glam.ac.uk/ism23/ additional-material/ computer-crime-&-law.html 1(3 November
2000).
B g,


Http://www
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3. Consumer Credit Act of 1974

Consumer Credit

Act of 1974
. .1974
83-84 Consumer Credit Act
83 (1) “
84
83 (1) “ 83
50

( 5 )

"

9
@ ] ¢ l”(
12538), 13,

D Robert Lowe and Geoffrey Woodroffe 1Consumer Law and Practice 1(London
: Publish by Sweet & Maxwell Ltd 11985) 1p.339-340.
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Consumer Credit Act

50

R

50



1
content/396.asp,(12 July 2001).

(Intercept)

UK.Consumer Rights

Http:/lwww.workz.com/

93


Http://www.workz.com/

2
Consumer Credit Law
13 1001 1
1001
Hacker
1 B
Y Electronic Commerce : Who carries the risk of fraud?
Http://clj.warwick.ac. uk/jilt/ 00-3/bohm.html, (3 November 2000).
3 Internet opens new horizons for credit card fraud

Http:/Awww.cyprus-mail.com/june/ 3/feature8.htm, (3 November 2000).


Http://clj.warwick.ac
Http://www.cyprus-mail.com/june/

(Hacker)
1 5
L (Confidentiality)
2 (Integrity)
3,
(Availability)
2 (Encryption and Decryption)
Mexus
300,000
2
5 1Computer Security for E-Commerce |, (

: SUM Publishing Department, 2542) 1 6-7.

9%
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(1C Verify)
(Text File)
(Encrypt)
(Encryption and Decryption)
Cryptography
(Clear Text)
(Cipher Text)
Cipher
Text (Decryption)
(Decryption)
(Cipher Text) (Clear Text)
(Decryption Key)
Symmetric

Key Encryption
Asymmetric Key Encryption



(Private key) ,

Visa Card

SET
SET

1
,2542) 1 17-18.

Secret Key

Public key
(Public key)

E-Commerce

Master Card

Secure Electronics Transactions

97



50%

SET (Secure Electronics Transactions)

SET  Secure Electronics Transactions

Visa Card Master Card
SET
SET
75% Visa Card
Master Card 25%
SET
)
E-Commerce
SET

(Confidentiality)
(Encryption)

(Integrity)

1Computer Security for E-Commerce 1 206-207.
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9%

(Authentication)
Digital Certificate

5. ' SET

1 (Cardholder)
Electronic Wallet
Protocal ~ SET Payment Gateway  CA
(Digital Certificate)
(Public Key)

2 (Merchant)  Server
CA

Payment Gateway

(Public Key)

3, (Processing Bank / Payment Gateway)

4

4, Certification Authority (CA) Digital
Certificate (Payment
Gateway)

SET

(Cardholder) (Merchant) 1



0.
1
Browser
(Digital Certificate)
(Encryption)

2
(Digital Certificate)

o 1 209-210.

(Cardholder)

100

SETY

Web

(Processing Bank / Payment Gateway)
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3-4

1 (ADDRESS VERIFICATION SYSTEM /
AVS)

B Merchant Credit Card Fraud  Http:/Awww.wisco
computing, com/articles/ ccfraud.ntm (20 March 2002).


Http://www.wisco

102

Worldwide E-Commerce Fraud
Prevention  Network

AVS
2 (CARD VERIFICATION METHODS / CW)
(VISA = CW2, MasterCard = CvC2 ~ American
Express  CID) 3-4
Visau CW2 ( )
CWM
Mastercard
1 2001 Visa
Visa Cw2
2004
3. (Passwords)
Visa VisaW
1
Vis
Visa (pin)



adress

Free E-malil

address

ISP

ISP

AVS,

103

IP e-mail address

IP address

(IP address,



forward

ISP

CD

104

(Caller )

30 30

24
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24
(FEDEX, UPS )
30
2-3
10. ' Real-time
(5
)
Real-time
11.

Equifax, Experian~ Trans Union

www.antifraud.com (10 )


http://www.antifraud.com
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12.

13

IP address

14

12345
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