2.1

(Globalization)
u " (Electronic Commerce  E-
Commerce)

( Electronic data

(Information Technology  IT)

multi-media

(HDTV) (Al) CADICAM Office Automation
( ,
(NECTEC),
2537, 8)

and interactive system



interchange ~ EDI)

EC)
"2
“E-Commerce
L (World Trade Organization -
"4
1 ,
2
. .2540-2549,
2541, 1
3 , “E-Commerce...
2( 2542), 8

(Electronic Commerce

WTO)

4 WTO Committee on Trade and Development, paper on “Development Implications of
Electronic Commerce”, (WT/COMTD/W/51, 23 November 1998)
, “Electronic Commerce”,



. 1960
EDI

Electronic Fund Transfer (EFT)

EDI
EDI

2.1.1

(Imposter)

” 8 2543, 1



(Encryption) (Symmetric  Encryption)
(Asymmetric
Encryption)
(Digital
Signature)
(Authentication)
Firewall Firewall
(Virtual Private
Network - VPN)
2-15
The

Commission of the European Communities

"9

5 1: )
( ), 2541, T4
The Commission of the European Communities, A European Initiative in Electronic
Commerce, (COM(97)157 final, Apr. 16.1997). http://www.cordis.lu/esprit/src/ecomcom.htm
“The first objective is to build trust and confidence. For e-commerce to develop, both
consumer and business must confident that their transaction will not be intercepted or modified ,


http://www.cordis.lu/esprit/src/ecomcom.htm

2111 (Authentication
of Users)

(Authorized access to use a system) v

(Electronic
Economy)

(Hand-written  Signature)

that the seller and the buyer are who they say they are, and that transaction mechanisms are
available, legal, and secure. Building such trust and confidence is the prerequisite to win over
business and consumers to e-commerce.”
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“ ” (Authentication of

Users) “ ”
?
26
1
Nl
(PINs Personal Identify Numbers) (Password)
8
21111 ” (Something you know)
(Password) (PINs or Personal Identify Numbers)

6 Thomas J. Smedinghoff and Ruth Hill Bro, “Moving with Change: Electronic Signature
Legislation as A Vehicle for Advancing E-COMMERCE”, John Marshall Journal of Computer
and Information Law. Vol. XVI1, No.3 Spring 1999, p. 743

1 ,

" , 542, 4

8 ()

, 2829

% N 1



ATM (PINs)
(

)

21112 " (Something you are)

“ 7 (Biometrics)
(Retina Scan) (Irises) (Voice Print)
(Hand Written signature)
* (Biometrics)

(Hand-print  Technology)

(Irises) (Retinas)

*k

(Scan)
(Privacy)
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(Signature Biometrics)

21113 " " (Something you have)

(Encryption Key)
e (Private Key)

2.3

2112 (Integrity)

(Integrity checks)

78

9 Thomas J. Smedinghoffand Ruth Hill Bro, “Moving with Change: Electronic Signature
Legislation as A Vehicle for Advancing E-COMMERCE”, IcL p. 744



(Electronic
record)

2.1.13 (Non-repudiation)

10 Warwick Ford and Michael . Baum, Secure Electronic Commerce. (New Jerseyy
Prentice-Hall, Inc., 1997), p.. 94

* 1] ”

11 Warwick Ford and Michael . Baum, Id, p. 315



1 Ibid, p. 321

(Originators)
2

2.1.13.1
repudiation of Origin)

" (recipients)

3)
(Intenceed recipient)  5)
(trusted third party)

(retrieving the data item)

(Recipients)

(Non-

14



21132 (Non-

repudiation of Delivery)

, )
(intended recipient)

15

1
" (senders)
)
2)
3)
) o 2)
3) 4) 9)
(trusted third party)
2.1.13.3 (Non-
repudiation of Submission)
" (senders)
1) (intended recipient)
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(Non-
repudiation of Submission)
(Non-repudiation of Delivery) “orm2
(Non-
repudiation of Submission)
(Non-repudiation of Delivery)
(Non-repudiation) 5
L
ISO/IEC 10181-4 Information Technology - Security Frameworks in Open
system - Non-repudiation Framework ISO/IEC 10181-4
(dispute resolution) (Non-repudiation)
(Non-repudiation) 3

“Secure Electronic
Commerce”  Warwick Ford and Michael . Baum

13 Warwick Ford and Michael . Baum, Id, p. 348
141bid, pp.351-352



2.2

2.1.14
Confidentiality)

(Optical fiber)

Personal Computer (PC)
(Cryptosystem)

(Encryption)

(Preservation of

(Authentication of Users)

17
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(Data)
(Message) (Plaintext)
(Ciphertext)* (Decryption)
2.2.1
(Julius Caesar)
(Plain Text) (Cipher Text)
13
A 1 Z 26
“A” “‘N™+
“ ” (Decryption)
13
b

Warwick Ford and Michael . Baum, Secure Electronic Commerce. Id., p. 101
“Encryption is a process which is applied to data, knows as plaintext, that directly
represents information such as the word or numbers constituting a message. Encryption
transforms the plaintext data in to intelligible data call ciphertext.”
Warwick Ford and Michael . Baum, Secure Electronic Commerce. Id., p. 101
“A Decryption transformation, applied to ciphertext data, results in the regeneration of
the the original plaintext data.”

Caesar “Caesar Cipher”
Caesar Cipher 13 (A= 1;Z=
26) David Qnivg ( Z A )

f“A”+13="N" 14
b , .16
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Method

(Algorithm)

16

*k

2

*kk

100

~—

100

28= 256

0

1

16

0000 0000

1

256

(Hash Function)

0000 0001

19

256

256

k%%

210

Brute-force
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2.2.2.1 ( ymmetric Cryptography)
(Symmetric Cryptosystem)
(Secret-key, Private-key Cryptography)
! ]
v
!
(KEY)
(Plaintext) (Ciphertext) (Plaintext)
"""""""" (Encryption) 7 (Deeryption) T
A B
(System A) (System B)
2-2 8 (Symmetric Cryptosystem)
(System A) (plaintext)
(Encryption) ( 2-2
) ! (ciphertext)
(System B) (Decryption)
!
(Bit)
(plaintext)

17 Warwick Ford and Michael . Baum, 1d, p. 102
18 Warwick Ford and Michael . Baum, Id, p. 102
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DES (Data Encryption

Standard) IBM 1974 .. Federal Information
System  Processing \9 f American National
Standard Institute 19810 DES

( )

2220 (Asymmetric Cryptography)
(Asymmetric Cryptosystem)
(Public-key Cryptosystem)
.. 1976 Whitifield Diffie Martin E. Heilman
Standford

“ " (Private key)
“ " (Public

A David L. Gripman, “Electronic Document Certificate A Primer on The Technology
Behind Digital Signature”, in John Mashall Journal of Computer & Information Law. Vol-XVII,

1999, p.775
oA\ )

21 David L. Gripman, ldL, p.776
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key)2 *
22221 3
Nola ( A B
C ) (plaintext)
(Nola’s Public key) ~ Nola ( 2-3 )
(Ciphertext) Nola  Nola
(Nola’s Private key) (plaintext)
Nola Nola

-2 Warwick Ford and Michael . Baum, Id, p. 107

23 Warwick Ford and Michael . Baum, Id, P- 107
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Nola Nola
(Nola’s Public Kev) (Nola’s Private Kev)
I
Ciphertext Plaintext
Plaintext
N
System N
Plaintext
B
System B
Plaintext
c
System ¢
2-34: (Asymmetric Cryptosystem)
( )
22222 s
(Authentication)
( A B cC )
Nola Nola
(plaintext) (Nola’s Private key)
(Ciphertext)
Nola (Nola’s Public key)
Nola ( 2-4 )
Nola ' Nola

24 Warwick Ford and Michael . Baum, Id,, p. 107
25 Warwick Ford and Michael . Baum, Id, p. 108
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Nola Nola
Nola Nola
(Nola’s Private Kev) (Nola’s Public Kev)
Plaintext
(Decryption)
A
System A
Plaintext
Plaintext
2-4% (Asymmetric Cryptosystem)
( , )

“Reversible public-key cryptosystem”

“Irreversible public-key cryptosystem” &

26 Warwick Ford and Michael . Baum, Id,, p. 108
27 Warwick Ford and Michael . Baum, 14, p. 109
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)
(Cryptoperiod) :
(Certificate
Authority)
Algorithm
RSA  Algorithm

reversible public-key cryptosystem Ron Riverst, AdiShamir ~ Len Adleman
Massachusetts Institute of Technology (MIT) .. 1978

RSA Algorithm Warwick Ford and Michael . Baum 109-110

(Digital Signature)

(Private Right) (

22 ] (Public-Private Key pair Management)2

(Asymmetric Cryptosystem)

(Private key)

Ibid., p. 201
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2.23.1 ' (Key-pair Generation)®

(Key-pair holder system)

(Digital Signature)

( ANSI
X9.57)
(Central system)

(

)
2232 (Private-key

Protection)d)
f

(Private key)

2 Ihid, p. 202
0 1big.. p. 203



(Public key)

Password

Password
f Password PIN

2233

31 Ibid., p. 203

(Key-pair)

token
smart card PCMCIA card

diskette
PIN
(Symmetric Cryptosystem)

PIN

(Biometrics check)

“Digital wallet”

(Key-pair Update)d
Update

(suspected compromise of a private key)

Update

27
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2.2.34 (Management Requirements
for Different Key-pair Types)2

Application

2 \bid.. p. 204



password

(Algorithm)

Update

29



PEM

2.24

Recovery)

Recovery)

Ciphertext

Archiving)

Recovery)

Escrow Key Recovery

PGP

(Key Escrow)

(Key Escrow)

30

Key
(Key
(Key
(
(Key
(Key Escrow)
(Key



2.3

(Digital Signature)

ki
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2.3.1 (Electronic Signature)

(Hand-written Signature)

3
(Biometrics) (Password)
(PIN)
232 (Digital Signature)
(Hand-written  Signature)
“ " (Authentication)
(Authentication of
Users) (Integrity) 2111
2.1.1.23
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(Digital Signature) (Set) (Alphanumeric
Characters) 3
(Numerical Value)
(Encrypt)
(Private Key)
(Public Key)
(Decrypt)

<Signed SigID=I>
Promissory Note

|, Mary Smith, promise to pay to the orcer of Frst Western Bank five
thousand dollars and no cents (S5,000) on or before June 10, 1998, with
interest at the rate of fifteen per cent (15%) per annum

Mary Smith, Maker
</Signed>
«Signature SigID=I PsnlD=smith082>
2AB3T64578CC18946A29870F40198B240CD2302B2349802DEN02342B
212990BA5330249C1D20774C1622D39</Signature>

-3

34 B. Schneier, Applied Cryptography, (USA : John Wiley & Sons Inc., 1994)

, 3
& . Information Security Committee, Electronic Commerce Division, Digital
Signature Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic
Commerce, www.abanet.org/scitech/ec/isc.dsgffee.ntml, (AB.A. SEC. SCI. & TECH :1996),
n.14


http://www.abanet.org/scitech/ec/isc.dsgffee.html

34

R (Hand-written Signature)
(Asymmetric
Cryptosystem)
(Authentication)

2321 RSA Digital Signature
RSA  Algorithm

(Originator’s Private key) (plaintext message)
(plaintext message) (ciphertext message)
(Recipient) (Originator’s Public key)

ciphertext message

The signature is verified
263 RSA Digital Signature

36 David L. Gripman, kk, p.777
3 Warwick Ford and Michael . Baum, Id,, p. 113



( ‘Fingerprint”
)3 (digest)
( Hash Function)
1 (Originator)
(private key or secret key)
(public key)
2,
2-T )
3, (Message digest)
(Hash Function) Hash Value
4, (Encryption)
(private key)
(Mathematical Algorithm)
5.
6 (
)
1
key) (Decryption)
(Originator)
3 ()

3

1 6 536

35

(dligest)

(public
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8. (Hash  Function

Algorithm)
9 8

1. )
hash value
(Hash
Function)
(bit)
1.

10, (certificate)

(Certification - Authority)
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2-13 RSA Digital Signature Hash Function

2.3.2.2  Hash Function
Hash Function

(Digital representation) “Fingerprint” Hash Value Hash Result
( bt ) Hash Function
Hash Value Hash Result Hash Function
"l “one-way hash function” (one-way function)
Hash Value Hash Result Hash Value Hash Result 9

3 :Warwick Ford and Michael . Baum, Id, p. 114



y = flx)
y X X y 4
Hash Function Digital Signature (one-
way hash function) ~ Hash Function (Computationally
Infeasible) Hash Value Hash Result
one-way hash function
L Hash
Value  Hash Result Hash Function
(input message, original message)
2. (hash valug) 2
(input message)
3.
Hash Function
Hash Function
(Imposter)
hash value ,
Hash Function
23.23 Digital Signature Algorithm
. 1991
(. . National Institute of Standard and Technology, NIST)
(Digital Signature Standard, DSS) Digital Signature
Algorithm (DSA)
Federal Information Processing Standard (FIPS) ..19%
DSA RSA
(dligest) Hash Function RSA
DSA 160 (bit)

Message digest

0 Warwick Ford and Michagl . Baum, Id, p.1 15
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DSA ,
DSA
DSA RSA
23.2.4  Elliptic Curve Digital Signature Systems
‘Elliptic curve cryptosystems”
RSA DSA Elliptic curve cryptosystems

( ) RSA  DSA
Elliptic curve cryptosystems
elliptic curve cryptosystems

RSA DSA
(smart card) A
23.2.5 (Verify Digital Signature)
(plaintext)
(Original Message) Hash
result Hash Function ,

elliptic curve cryptosystems D. Stinson,
Cryptography: Theory and Practice. ~ A.Menezes, Elliptic Curve Public Key Cryptosystems
(Boston: MA: Kluwer Academic Publisher, 1993)
L lbig, p. 117
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1)
2)
Hash result Hash Function
Hash result (1) Hash result
2.33 (Certification of the Digital Signature)

(Web Browser)
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(Trusted Third Party)@
(Digital Certification Authority)

2331

( “Subscriber”)

2-8:

(E-Mail Address)
(social - security
number)

1Y) ()
20



ITU

2J.3.2

. .1988 version2

150

ISO/IEC/ITU X.509 standard ~ version 1
. .1993  version3 1996

8
(International Standard Organization)
(International Telecommunication Union)

42
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Certificate

1-94 : X.509 Version 1

- Warwick Ford and Michael . Baum, Id, p. 215

Version 2

43



Secure Electronic Commerce Warwick Ford and Michael . Baum

2.3.3

(@) Version: Version
Version
(b) Serial number:

44

(c) Signature: (Algorithm)
(d) Issuer: X.500 name

( X.500 Names )
(e) Validity:
(f) Subject:

X.500

name ( XS0 Names )

(9) Subject public-key information:
(Algorithm)
(h) lssuer unique identifier:
( X.500 Names )
(0 Subject unique icentifier:
, ( X.500 Names )

(Certification Path)

(Certification Authority)



" (Certification Chain or Certification Path)

Certification Authority)

2.3.6

Nola

Nola

45

" (Root



4

Public-Key User

Nola

2-106: (Certification Path)

Warwick Ford and Michael . Baum, 14, p. 198

46



4

23.3.4 )
2
(Business
to Consumer B to C) ,
(Contractual relationship)
(identity certificate)
(Business to Business B to B)
(extranet) (EDI)
(intranet)
(two-party model)
(Authority certificate)
(Public Key Infrastructure)
233.5 (Operation period

of certificate and Revocation a certificate)



43

22.3.3

(Compromise)
(Operation period)
& 47
4
234 (Certification Authority)

2341
(Certification Authority)
(Digital Signature)

" (Trusted Third Party)

(Notary Public)

T Warwick Ford and Michagl . Baum, Id, p. 199
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(Hand-written Signature)

2.34.2

ISO 9594-8-The Directory-Authentication Framework
(Certification Authority) “

HQ

(United Nations Commission on

International Trade Law (UNICITRAL) Working Group on Electronic Commerce)
(Draft Uniform Rules on Electronic
Signature) AICN.9AVG.IV/WP.88

“ ()

20
® Michael 1 Osty and Michael J. Pulcanio, “The Liability of Certification Authorities to
Relying Third Parties”, in John Mashall Journal of Computer & Information Law. Vol.XVII,
1999, p.775
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" UNCITRAL “Certification service
provider” “Certification Authority” UNCITRAL

32211

*kk

2343

(Trusted Third Party)

23431

United Nations, “Draft Guide to Enactment of the UNCITRAL Model Law on
Electronic Signature”, (A/CN.9/WG.IVAVP.88), 30 January 2001, www.un.oratfuncitral (visited
Feb, 22001) p. 5

“Article 2 Definitions
For the purpose of this law:

(e) “Certification service provider” means a person that issues certificates and
may provide other services related to electronic signatures;


http://www.un.or.at/uncitral

51

(Generation of confidential key) (Distribution of
confidential key)
(Generation of Private/Public key) (Generation of digital
signature) (Validation of digital signature)
23432
(Certificate
Issuance) (Certificate suspension or
revocation)
(Certificate publishing) (Certificate achieving)
(Expired certificate)
(Policy creation/approval)
(Certification Practice Statement
CPS)
2.343.3 (Ancillary Services)
(Archival Service) (record)
(Key Escrow) (Key Recovery)
(Directory service)
(Technical due diligence service) (Time-Stamping service)

2.35 (Time-Stamping)
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(Trusted Third Party)
236 (Public Key Infrastructure)
(Public Key Infrastructure, PKI)
(Asymmetric Encryption)
(Certification Authority)
D
@)

United Nations, "Draft Guide to Enactment of the UNCITRAL Model Law on
Electronic Signature”, (A/CN.9/WG.IVIWP.88), p. 21
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(personal tokens e.g., smart card)

(non-repudiation)

(1) (Root Certification Authority)

? (Notary Public)

(Certification Authority)



“trust models” (trust)
(Trusted Third Party)
PKJ
PKI
PKL (1)
PKI (2)
8)
(4)
(5)
(for confidential purpose) (6)
(Key Escrow)
(Key Recovery)
G
2.36.1 (General Hierarchical Structure)

Tree-structures Hierarchies

o Warwick Ford and Michael . Baum. Id, pp. 265-275

54
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2-119 (General Hierarchical Structure)
2-11 (Certification
Authority)  Z, X Y (Subscribers)  a b
C
(Root Certification Authority) a A
A (Root
Public Key) a

52 Warwick Ford and Michael . Baum, Id,, p. 266
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d C
? ( 211
)
' Q
A a
A
' C
Q
0 C C
! v
4 m
(Certification path) "
Z
Z
(Private Key) 7
Z
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1i.6.2 , * (General
Hierarchical Structure with Additional Links)

2-12
2-11 C E
C E
( 2-12 )
“ " (cross-
certificates) C E
C E
2.36.1 5
Q G a C
g h |
(Bilateral)
C E (Unilateral)
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2-12 8
(General Hierarchical Structure with Additional Links)

23.6.3 (Top-down Hierarchical
Structure)
2-13
(Top-level

certification Authority) )
(Top-level)

53 *Warwick Ford and Michael . Baum, kL, p. 269



o4

2-13 %

(Top-down Hierarchical Structure)

:Warwick Ford and Michael

. Baum, Id, p. 270

59
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23.6.4 (Privacy
Enhanced Mail Infrastructure)
1993 (Internet Community)

{Privacy Enhanced Mail (PEM) Infrastructure}

2-14%
{Privacy Enhanced Mail (PEM) Infrastructure}

53 Warwick Ford and Michael . Baum, Id,, p. 270



b1

L Internet Policy Registration Authority (IPRA)

(Massachusetts Institute of Technology : MIT)
Internet Society

(Root
Public Key)
2. Policy Certification Authority (PCA)
IPRA
PCA IPRA
(Certification Practice Statement)
3. Lower-level Certification Authority (CAs)
Lower-level Certification Authority Policy
Certification Authority ( 2-14 ) CAS
PCA2  PCA3
PEM Lower-level Certification Authority
( PCA policy statement) %

1) An organizational

56Warwick Ford and Michael . Baum,Id,, p. 273
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2) A Residential

3) A PERSONA

PEM (PEM data protection service)

2.36.5 (Forest of Hierarchies)

(Top-level Certification Authority)

(National
Sovereignty)



o

2-155 (Forest of Hierarchies)

Warwick Ford and Michael . Baum, Id,, p. 275
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