(Writing) 1
fl

(Traditional Hand-written)

(Paper-based Commerce)

(Paper-based Commerce) (Electronic Commerce)

Binary Bits ( ¢« 7

(Paper-hased
Commerce) (Electronic Commerce)

(Hand-written Signature)



3.1
3.11
(Assyrians)
(Document)
2. 6T
3
(Authentication)
"4
« " (Authentication)

65

(Chinese)
(Bahylonians)

Statute of Frauds
)

Vincent J. Gnoffo, Requiring A thumbrint for Notorized Transactions The Battle
Against Document Fraud, 33 Marshall L. Rev. 8B 85(]%) Referent in John C, Anderson
and Michael L. Closen, ™ Document Authentication in Electronic Commerce: The Misleading
Notary Péblic Analog for The Digital Signature Certification Authority”, 1d,, p.840

John C. Anderson and Michael L. Closen, “Document Authentication in Electronic
Commerce; The Misleading Notary Public Analog for The Digital Signature Certification

Authority”, 1d, p.841
4
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5 (Hand-written Signature)
6
3.1.2
(Transaction)
1
5 () 58
6 9

I Information Security Committee, Electronic Commerce Division, Digital Signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce.
Id, P-4
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3121 (Evidence)

(Hand-written  Signature)
(Ink)

)
VT FTI v g A

*

3122 (Ceremony)

(Inconsiderate Engagements) |

Information Security Committee, Electronic Commerce Division, Digital Signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce.
14,p5

456



3123

3124
logistics)

Statute of Frauds

(Approval)

(Efficiency and

(Finality)

(Negotiable Instrument) f

(

Common Law

68
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L7 (Signer  Authentication)

2. (Document or
Message Authentication)

3. (Affirmative Act)

4, (Efficiency)

31

(Hand-written  Signature)

Information Security Committee, Electronic Commerce Division, Digital Signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce.
Id,, p.6
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(Hand-
written Signature)
D
2
1 (Digital Signature Creation)
Hash Function
Hash Value Hash Result
(Private Key)
2. (Digital Signature Verification)
Hash Value Hash
Result Hash Function
2
2.1.1
L (Origin Authentication)

B. Schneier, Applied Cryptography, (USA  John Wiley & Sons Inc., 1994),[2 31 ; C.
Davis, Legal Aspects of Digital Signature, (in Tolley’s Computer and Practice, 1995) p.165
(! 64



n

(Authentication of Users)

2. (Integrity)
3, ! (Non-repudiation)
314 (Hand-written Signature)
(Authentication)
(Hand-written Signature)

L (Signer  Authentication)



2

(Document or
Message Authentication)

(Hand-written Signature)

(Affirmative Act)

(Efficiency)

(Hand-
written  Signature)



3.15

3151

. | 2540),
12
13

73



14

(Hand-written Signature)
(Hand-written  Signature)
9
9 2
2 9 )
( )
3046/2537
(Letter of
Credit, L/C)
' 59
456
5 9
1
J 1 Ko k% ‘ 1

3046/2537
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Print out

print out

print out

2543 .
% ) o (100)

3152

“any symbol executed or adopted by a party with present intention to authentication a
writing” 4

14 U.C.C. §1-201(39)0998).
Joseph Denunzio Fruit Co. v. Crane, 70 F. Supp. 117; Franklin County Coop. v.
MFC Services, 441 So.2d 1376 (Miss. 1983); Hideca Petroleum Corp v. Tampimac Oil Int'l Ltd.,
740 . .2d 838 (Tex. Ct. App. 1987).
Watson v. Tom Growney Equip. Inc., 721 p.2d 1302 (N.M. 1986),
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(E-mail) *

The Utah Digital Signature Act
The Digital Signature Act 1997
The Multimedia Super Corridor®

Matter of Save-On Carpet of Arizona, Inc., 545 F.2d 1239 (9th Cir. 1976)
UCC.
Statute of Frauds
b Information Security Committee, Electronic Commerce Division, Digital Signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce.

14,p13
* BENJAMIN WRIGHT, THE LAW OF ELECTRONIC COMMERCE, (1994),

p. 102
16 Nagavalli Annamalai, Cyber Laws of Malasia - The Multimedia Super Corridor,
Journal of International Banking Law. Vol.12, Issue 12, Sweet & Maxwell, December 1997, p.

473

1 Draft Uniform Rules on the Legal Aspect of Electronic Interchange and Related

Means of Data Communication, Article 7



17

(Draft Uniform
Rules on Electronic Signature)
AICN.9/WG.IVIWP.88

32

(Hand-written Signature)

321
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(Electronic Data, Electronic Message, Electronic Document
and Electronic Record)

(Hand-written Signature)

(Hand-written Signature)

(Authentication of Users) (Integrity)
(Non-repudiation)
(Evidence) (Ceremony)
(Approval) (Efficiency and
logistics)
322

(Technology Neutrality)



19

3221 (technology-neutral
approach)

(Market-distorting)

32211 (Technology-
Neutral Approach)

(Decision) .. Comptroller General
California 1995

(Unique to the Person Using It) (2) (Capable of
Verification) (3)
(Under the Sole Control of the Person Using It) (4)
(Linkage to the Data Signed)

.. Comptroller General. Matter of National Institute of Standards and
Technology" Use of Electronic Data Interchange Technology to Create Valid Obligations, 71
Comp. Gen. 109 (1991); (Dec. 13, 1991); CAL. GOV'T. CODE §16.5 (West 1999).
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(Hand-written Signature)

(1)
Person Using It)

(Hand-written Signature)
Biometrics retinal scan
Fingerprint

Thomas J. Smedinghoff and Ruth Hill Bro, “Moving with Change: Electronic Signature
Legislation as A Vehicle for Advancing E-COMMERCE”, Id, footnote 62, p.738

“ ALASKA STAT. §09.25.510 (Michie 1999)

. CAL. GOVT CODE 8§ 165 . GA.
CODE ANN. § 10-12-4 (Michie 1998) . IDAHO
CODE 8§ 67-2357 (1998)

. 15 ILL. COMP. STAT. 405/14.01

., 205 ILL. COMP. STAT. 705/5 (West 1998)
., IOWA CODE ANN. §

1555A.27 (West 1999) (limiting application to prescriptions); KAN.  AT. ANN. § 60-2616

(1997) < KY. REV. STAT. ANN. § 369.020 (Banks-
Baldwin 1999) - MD. CODE. ANN. STATE GOVT §
8-504 (1998) 2 NEB. REV., STAT. § 8-
1701 (1998) o NH. REV, STAT. ANN. § 294-D:4
(1999)

o N.c. GEN. STAT. § 66-58.1 (1999)
- OKLA. STAT. ANN. TIT. 15 § 965 (West 1999)
2RI GEN. LAWS §42-127-4(1998)



81

X
{UCC. § 1-201(39)
}
(2) (Capable of
Verification)
the California Digital Signature
{See CAL. GOV'T CODE §
22003 (West 1999)}

3)
(Under the Sole Control of the Person Using It)
the California Digital Signature

(4) (Linkage
to the Data Signed)

18 CAL. GOV'T CODE § 22003
e Food and Drug Administration Regulations on Electronic Records and
Electronic Signatures, 21 C.F.R. § 11.70 (1999), “
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The Draft European Directive 1Y
4

32212

(Technology-Neutral Plus Approach)
Uniform Commercial Code (U.C.C.)

(any symbol made
with an intent to authenticate)2

(any form of electronic symbol on a message can qualify as signature) Illinois
The Ellinois Electronic Commerce Security Act  “

”%

(technology-

European Commission, Proposal for European Parliament and Council
Directive on a Common Framework for Electronic Signatures, (May 13, 1998)
<http://www.ispo.cec.be/eif/policv/com98297.html> * European

?® Thomas J. Smedinghoff and Ruth Hill Bro, “Moving with Change: Electronic
Signature Legislation as A Vehicle for Advancing E-COMMERCE”, Id, p. 739
M UCC.  201(39) (1999) (emphasis added),
Thomas J. Smedinghoff and Ruth Hill Bro, “Moving with Change: Electronic Signature
Legislation as A Vehicle for Advancing E-COMMERCE”, 1d, footnote 59, p.737


http://www.ispo.cec.be/eif/policv/com98297.html

83

“ ARIZ. REV. STAT. ANN. _ 41-132(D)(4) (West 1998) (defining electronic
signature an “electronic or digital method of identification that is executed or adopted by a person
with the intent to be bound by or to authenticate a record” 47-56); FLA STAT ANN _ 282.72(4)
(West 1998) (“Electronic signature means any letters, characters, or symbols, manifested by
electronic or similar means, executed or adopted by a party with an intent to authenticate a
writing.”); 5 ILL. COMP. STAT. 175/5-105 (effective July 1, 1999) (“[A]ny symbol executed or
adopted, or any security procedure employed or adopted, using electronic means or otherwise, by
or on behalf of a person with intent to authenticate a record.”); IND. CODE ANN. _ 5-24-2-2
(West 1998) (“[A]n electronic identifier, created by computer, executed or adopted by the party
using it with the intent to authenticate a writing.”); MISS. CODE ANN. _ 25-63-1 (1998) (“[A]ny
word, group of letters, name, including a trader-assumed name, mark, characters or symbols made
manually, by device, by machine, or manifested by electronic or similar means, executed or
adopted by a party with the intent to authenticate a writing.”); N.H. REV. STAT. ANN. _ 506:8
(1999) (“Electronic signature means a digital signature, executed or adopted by a party with an
Intent to authenticate a writing.”); OHIO REV. CODE ANN. _ 3701.75 (“[A]ny of the following
attached to or associated with an electronic record by an individual to authenticate the record: (a)
a code consisting of a combination of letters, numbers, characters, or symbols that is adopted or
executed by an individual as that individual's electronic signature; (b) a computer-generated
signature code created for an individual; (c) an electronic image of an individual’s handwritten
signature created by using a pen computer.”); OR. REV. STAT. _ 192.835 (1998) CTA]ny letters,
characters or symbols, manifested by electronic or similar means, executed or adopted by a party
with an intent to authenticate a writing.”); S.C. CODE ANN. _ 26-5-330 (Law. Co-op 1998)
(“[Any identifier or authentication technique attached to or logically associated with an
electronic record that is intended by the party using it to have the same force and effect as a
manual signature.); TEX. BUS. & COM. CODE ANN. _ 2.108 (West 1993) CTA]n electronic
Identifier, created by a computer, intended by the party using it to have the same force and effect
as the use of a manual signature.”); VA. CODE ANN._59.1-467, 59.1-468, 59.1-469 (Michie
1998) (“[A]n electronic identifier, created by a computer, intended by the party using it to have
the same force and effect as the use of amanual signature.”); . VA. CODE _ 39-5-2(e) (1998)
(“[Alny identifier or authentication technique attached to or logically associated with an
electronic record that is intended by the person using it to have the same force and effect as a
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neutral approach)

(Signer)
Uniform Electronic Transactions Act 2

2 The Ellinois Electronic Commerce Security Act
“Secure electronic signature”™
** “Secure
electronic record”  “Secure electronic signature” 14 1997
“Illinois Electronic Commerce Security Act” 3

manual signature.”); WIS. STAT. ANN. _ 137.04(2) (West 1999) (“[A]ny combination of words,
letters, symbols or characters that is attached to or logically associated with an electronic record
and used by a person for the purpose of authenticating a document that has been created in or
transformed into an electronic format.”).”
See Uniform Electronic Transaction Act, ~ 102(8) (May 10, 1999 Interim Draft),
<http://www.law.upenn.edU/library/ulc/ulc.htm#ueccta>
. Everett Lupton, “The Digital Signature: Your Identity by the Numbers”, The
Richmond Journal of Law & Technology. Vol. VI, Issue 2, Fall 1999,
http://www.richmond.edu/jolt/véi2note2.ntml (Visited 20/12/2543)
Thomas J. Smedinghoff and Ruth Hill Bro, “Moving with Change: Electronic Signature
Legislation as A Vehicle for Advancing E-COMMERCE”, Id 5footnote 84, p.747
“5 ILL. COMP. STAT. 175/10-110 (effective July 1, 1999).
1
Ibid., footnote 85, p.737
“ 5 ILL. COMP. STAT. 175/10-110(a). (1)


http://www.law.upenn.edU/library/ulc/ulc.htm%23ueccta
http://www.richmond.edu/jolt/v6i2/note2.html

85

“The Illinois Commission on Electronic Commerce and Crime”
“The Illinois Electronic Commerce Security Act”

1 1
UNCITRAL “enhanced electronic
signature” 24
Secure electronic signature
Secretary of State
(trustworthy) 5

(is unique to the signer within the
context inwhich it is used)
] (can he
used to objectively identify the person signing the
electronic record)

(was reliably created by such identified
person)

Thomas J. Smedinghoff and Ruth Hill Bro, “Moving with Change: Electronic
Signature Legislation as A Vehicle for Advancing E-COMMERCE”, 1d, footnote 89, p.748
“ 5 ILL. COMP. STAT. 175; S.C. CODE § 26-5-330 (Law Co-op 1998);
UNCITRAL, Draft Articles on  Electronic ~ Signatures  (December 15,  1996)
http://www.un.or at/uncitral/english/sessions/wg_ec/wp-80.htm: CCA, Singapore Electronic
Transactions Act 1998, § 18(2)(b), http:// www.cca.gov.sg/etayframecontent.htm”
Thomas J. Smedinghoff and Ruth Hill Bro, Id, p.747

(sole control of such person)


http://www.un.or.at/uncitral/english/sessions/wg_ec/wp-80.htm
http://www.cca.gov.sg/etayframecontent.htm

86

' (is
creates and is linked to the electronic record to which it
relates in manner such that if the record or the signature
is intentionally or unintentionally changes after signing
the electronic signature is invalidated)

Secure electronic signature

South

Carolina Singapore

32211 2
Secure

electronic signature

32211

“Sole Control"
3.2.2.2 (Public Key
Infrastructure)
(Technology-specific Approach) The Utah Digital Signature Act (“Utah Act”)
Utah Act
(Certification Authority) (Subscriber)®
26

UTAH CODE ANN. Sections 46-3-301 to 46-3-309. (1998)
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(Certification Authority)Z

B e
Utah Act American Bar Associate (ABA) Digital Signature
Guideline
J , 5

3 Minnesota Missouri New Hampshire Utah ~ Washington

Ihid., Sections 46-3-201 to 46-3-204.
[bid., Section 46-3-403.
[bid., Section 46-3-402.

()
;%
A Thomas J. Smedinghoff and Ruth Hill Bro, “Moving with Change: Electronic
Signature Legislation as A Vehicle for Advancing E-COMMERCE”, 14, p. 740
Ibid., footnote 66, p.740
“MINN. STAT. ANN. § 325K.20 (West 1998); MO ANN. STAT. § 28.657 (West 1999);
N.H. REV. STAT. ANN. § 294-D-4 (1999); UTAH CODE ANN. § 46-3-101 (1998); WASH,

REV. CODE ANN. § 19.34.900 (West 1999)

UTAH CODE ANN. § 46-3-101 (1998)
Utah Uniform Commercial
Code Section 70A-i-201(39).”
Ibid., footnote 94, p.749



323

40 /

/
Uniform Commercial Code

“ UTAH CODE ANN. § 406(31. “The Utah Digital Signature Act

Ibid., footnote 68, p.741

. ALASKA STAT. §09.25510 (Michie 1999); FLA.
STAT. ANN. §282.72 (West 1998); GA. CODE ANN. § 10-12-4 (Michie 1998); 5 ILL. COMP.
STAT. 175/5-105 (effective My 1, 1999); KAN. STAT. ANN. §60-2616 (1997); KY. REV,
STATUS. ANN. §369.020 (Banks-Baldwin 1999); MINN. STAT. ANN. § 325K.20 (West 1998)
'l .; MISS. CODE ANN. § 25-63-1 (1998); MO. ANN. STAT.
§ 28.657 (West 1999) . NEB. REV. STAT. § 86-1701
(1998); N.H. REV. STAT. ANN. § 294 D:4 (1999); OKLA. STAT. ANN. tit. 15 § 965 (West
1999); OR. REV. STAT. § 192.835 (1998); s.c. CODE ANN. § 26-5-330 (Law. Co-op 1998);
UTAH CODE ANN. § 46-3-101 (1998) . VA. CODE ANN.
§§ 59.1-467, 59.1-468, 59.1-469 (Michie 1998); WASH. REV. CODE ANN. § 19/34/900 (West
1998) . W.VA. CODE § 39-5-2 (1999); WIS. STAT. ANN. §

137.04(2) (West 1999).

5 ILL. COMP. STAT. 175/5-120 (effective My 1, 1999).”
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(Party)
" ; 4
f
IbicL, footnote 69, p.740
ALA. CODE § 40-30-5 (1998)
Department of Revenue.; COLO. REV. STAT. ANN. § 4-9-413 (West 1999)
UCC,
CONN. GEN. STAT. ANN. § 42a-9-402 (West 1999)
. DEL. CODE ANN. tit. 29 § 2706(a), 5942(a) (1998)
. HAW. REV. STAT. ANN. § 231-8.5
; IOWA CODE ANN. §48A.13 .
., IOWA CODE ANN. § 155A.27 (West 1999) .
LA. REV. STAT. ANN. § 2144 (West 1999) . ME. REV. STAT.

ANN. tit. 29-A, § 1401 (West 1998) The Motor Vehicle Code.; OHIO REV. CODE
ANN. § 3701.75 (West 1999) ;

Ibid., footnote 70, p.740
AJRIZ REV. STAT. ANN. §41-132
Secretary of State.; DEL. CODE ANN. tit. 29 § 2706(a), 5942(a) (1998)
. KY. REV. STAT. ANN.
§ 369.020 (Banks-Baldwin 1999) ., MD.
CODE ANN. STATE GOVT § 8-504 (1998)
. N.H. REV STAT. ANN. § 294-D:4 (1999)
. Rl GEN. LAWS § 42-27-4 (1998) !

Ibid., footnote 71, p.741
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(Hand-written Signature)
/

ALA. CODE 8§ 4-30-5 (1998)
Department of Revenue; CAL. GOV'T CODE § 22003 (West 1999)
., COLO. REV. STAT. /ANN. (West 1999)
U.C.C.; IDAHO
CODE § 67-23-57 (1998)
. IND. CODE ANN. § 5-24-2-2 (West 1998) .
IOWA CODE ANN. § 48A.13 (West 1999) ; ME.
REV. STAT. ANN. tit. 29-A §§ 1401, 1205, and 1410
The Motor Vehicle Code.; MO. ANN. STAT. § 28.621 (West 1999)
The Secretary of State g
MONT. CODE ANN. 8§ 2-15-401, 2-15-404 (1999) Secretary of State
. NEV. REV. STAT. ANN. § 239.042 (Michie 1997)
. N.M. STAT. ANN. § 14-3-15.2 (Michie 1998)
. N.c. GEN. STAT. § 66-58.1 (1999)
. N.D. CENT. CODE § 1-08-12 (1997
., TEX. GOV'T CODE ANN. § 403.027 (West 1998)
. WYO. STAT. ANN. § 9-1-306 (Michie
1998) Secretary of State.,

f Ibid., footnote 72, p.741
The Illinois Financial Institutions Digital Signature Act 1999, 1997
H.B. 597 (arguably superceded by 5 ILL. COMP. STAT. 175/5-105) (effective July 1, 1999)



91

(Hand-written Signature)

324

324.1 (Signature Requirement)

South Dakota Uniform Electronic Transactions Act (2000 Senate Bill 193)

Maryland Digital Signature Pilot Program (1998 Maryland House Bill 523)

Ifa law requires a signature, an electronic signature satisfies the law
The use of a digital signature shall have the same force and effect as the use of a
manual signature.
Section20  Electronic Transactions Act 1998
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" (Secure Electronic Signature)*

Utah Digital Signature Act

3242 (Writing Requirement)

32421

(Writing Requirement)

NCITRAL
5 “Alnformation shall not be denied legal effect, validity or enforceability solely on
the grounds that it is in the form of a data message.” 6 “Where the law requires

" (Secure electronic
signature)

(Unique to that person) (under
the sole control of that person)

Section 17 Electronic Transactions Act 1998
Section 10-110 Electronic Commerce Secrurity Act 1999
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information to be in writing, that requirement is met by a data message if the information
contained therein is accessible so as to be usable for subsequent reference.”

32422 *

“Best Evidence rule”  Common Law ,
Bit

(Title of
Document) 3
3.3
331 3
3311
fn
(Certification Authority)

Information Security Committee, Electronic Commerce Division, Digital Signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce-
|d.. Section 5.5, pp.114-117

3 10
71-73



(State Immunity)

33.12

(Privacy)

94
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3.1 '

3311 3312

(Public Key Infrastructure)

(Hierarchy)

( 2 236)
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332

The Utah Digital Signature
Act the Electronic Transaction Act

(United Nations
Commission on International Trade Law UNCITRAL) Draft Guide to
Enactment of the UNCITRAL Model Law on Electronic Signature 93

United Nations, Draft Guide to Enactment of the UNCITRAL Model Law on
Electronic Signature (A/CN.9AVG.IVAVP.88), 30 January 2001, www.un.or.at/uncitral (visited
Feb. 2 2001), p.7
“Article 9. Conduct of the certification service provider
(1) Where a certification service provider provides services to support an electronic
signature that may be used for legal effect as a signature, that certification service
provider shall:
(a) act in accordance with representations made by it with respect to its policies
and practices;
(b) exercise reasonable care to ensure the accuracy and completeness of all
material representations made by it that are relevant to the certificate throughout
its life-cycle, or which are included in the certificate;
(c) provide reasonably accessible means which enable a relying party to
ascertain from the certificate:
(1) the identify of the certification service provider;
(i) that the signatory that is identified in the certificate had control of
the signature creation data at the time when the certificate was issued;


http://www.un.or.at/uncitral
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L (Certification service
provider)

@)

(b)

(reasonable care) '

(iil) that signature creation data were valid at or before the time when
the certificate was issed;
(d) provide reasonably accessible means which enable a relying party to
ascertain, where relevant, from the certificate or otherwise:
(1) the method used to identify the signatory;
(if) any limitation on the purpose or value for which the signature
creation data or the certificate may be used:;
(ili) that the signature creation data are valid and have not been
compromised;
(iv) any limitation on the scope or extent of liability stipulated by the
certification service provider;
(v) whether means exist for the signatory to give notice pursuant to
article 8 (1) (b);
(vi) whether a timely revocation service is offered;
(e) where services under subparagraph (d) (v) are offered, provide a means for a
signatory to give notice pursuant to article 8(I)(b) and, where services under
subparagraph d (vi) are offered, ensure the availability of a timely revocation
Service;
(f) utilize trustworthy systems, procedures and human resources in performing
Its services.
(2) A certification service provider shall be liable for its failure to satisfy the
requirements of paragraph (1)”



9

0)
V)
(the
signature creation data)
(iii) (the signature creation
data)
(0
U)
(the signature creation data)
(iii) (the signature creation
data)
(compromised)
(iv)
(v)
8(1)( )
(vi)
(d) (v) 3
(d) (vi)
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99

(Certification Practice Ststement CPS)

(CPS)

(Self-regulation)
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(Notary Public)

3331
3313

United Nations, “Draft Guide to Enactment of the UNCITRAL Model Law on
Electronic Signature” (A/CN.9/WG.1V/WP.88), <www.un.or.at/uncitral >.(visited Feb. 2 2001) ,
30 January 2001, p.23


http://www.un.or.at/uncitral_

101

3.3J.2

33321 (Mandatory Licensing scheme)

, 105

B Malaysia
4 Malaysian Digital Signature Act 1997

31

.35
“Section 4 (1) No person shall carry on or operate, or hold himself uot as carrying on
or operating, as a certification authority unless that person holds a valid license issued under this
Act.

38

Section 4 (2) A person who contravenes subsection (L) commits an offence and shall, on
conviction, be liable to a fine not exceeding five hundred thousand ringgit or to imprisonment for
aterm not exceeding ten years or to both, and in the case of a continuing offence shall in addition
be liable to a daily fine not exceeding five thousand ringgit for each day the offence countinues to
be committed...”.
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333.2.2

(Unlicensed CA)1

scheme)d

(Auditor)

(Voluntary Licensing

(Licensed CA)

35-36

102
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(EU Directive)

3.33.3

0 <0
31331 (Trustworthy
Technology)
(Trustworthy Employee)

(Trustworthy Technology)

(CPS)

3.333.2

40 ()
75-76



33.3.3.3 (Record keeping)
| (Time! Stamp)

3.333.4 (Audit)

3.333.5 (Supervision and
Enforcement)

(Self Regulation)

104



34

3.3).3.6

33331

33338

(CP)

33339

(Subscriber)

(Fees)

105
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(Non-
discrimination)
(United Nations Commission on International Trade Law ~ UNCITRAL)
Draft Guide to Enactment of the UNCITRAL Model Law on Electronic Signature 12

United Nations, Draft Guide to Enactment of the UNCITRAL Model Law on
Elecnonic Signature (A/CN.9/WG.IV/WP.88), 14, p.9
“Article 12. Recognition of foreign certificates and electronic signatures
(1) In determining whether, or to what extent, a certificate or an electronic signature is
legally effective, no regard shall be had to:
(@) the geographic location where the certificate is issued or the electronic
signature created or used; or
(b) the geographic location of the place of business of the issuer or signatory.
(2) A certificate issued outside [the enacting State] shall have the same legal effect in [the
enacting State] as a certificate issued in [the enacting State] if it offers a substantially
equivalent level of reliability.
(3) An electronic signature created or used outside [the enacting State] shall have the
same legal effect in [the enacting State] as an electronic signature created or used in [the
enacting State] if it offers a substantially equivalent level of reliability.
(4) In determining whether a certificate or an electronic signature offers a substantially
equivalent level of reliability for the purposes of paragraph (2) or (3), regard shall be had
to recognized international standards and to any other relevant factors.
(5) Where, notwithstanding paragraphs (2), (3) and (4), parties agree, as between
themselves, to the use of certain types of electronic signatures or certificates, that
agreement shall be recognized as sufficient for the purposes of cross-border recognition,
unless that agreement would not be valid or effective under applicable law.”
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1

(@)

(b)
2.

(substantially equivalent level of reliability)
3.

(
4,

(a substantially equivalent level of reliability) 2
3
5.
15 L

“substantially equivalent level of
reliability” 2. 3
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(a substantially equivalent
level of reliability) 2. 3.

5. ,
5.
(Third Parties)
35
35.1
(Single use)
(Dual Use)2
(Munitions)
Internet
42

Kurt M. Saunders, “The Regulation of Internet Encryption Technology: Separating
The Wheat from The Chaff’, John Marshall Journal of Computer & Information Law. VohXVII,
Number 3, Spring 1999, p.950
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(Privacy)

(lawful State access)d

" (Encryption Policy)

Export Administration Regulation (EAR) .. 1996
Arms Export Control Act (AECA)
Export Administration Act (EAA)S
Commerce Department %

43 ,
. 25
44 , 5
Exec. Older No. 13,026, 61 Fed.Reg. 58,767, 68,572 (1996) refer in Kurt M.
Saunders, 1d,, p. 950
Kurt M. Saunders, 1d., p. 950



(Key Length)
(strong Encryption) (Key Escrow)
(Key Recovery)
1996 1997
(privacy)

(free speech)
First Amendment  Fifth Amendment

37

110



(Confidentiality)
(Authentication)

1 (Integrity)

35.11

(Defense
Trade Regulation) (International Traffic in

47 ,
30
238 ‘



Arms Regulation

40

1996

48

49

112

TRAR)
(Ministry of Commerce)
56
. 1999
64
64
(End User)
B
0
DES (Data Encryption Standard)
56
56
H
31

21-28
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(Authentication only or Integrity
only)

(hardware
encryption)

(Voice-encryption)

(Voice-encryption device)
319

32
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35.2

(security)
(Authentication)

Key Recovery
Key Recovery

(Hand-written Signature)

Key Recovery

Raneta Lawson Mack, “Digital Signature, The Electronic Economy and The
Protection of National Security: Some Distinction with An Economic Difference”, John Marshall
Journal of Computer & Information Law. Vol.XVII, Number 3, Spring 1999, p.998



115

Key Recovery

(Authenticating) (Verifying)

(Authenticate) (Verify)

(Hand-written  Signature)

(Certification Authority)

Raneta Lawson Mack, 14, » .ss

(Reasonable relies upon the digital certificate issued by the ¢ A)



116

(Hand-written Signature)

353

(Public Key Infrastructure)

(Subscriber) (Certification Authority)

(Trusted Third Party)

(Certification Practice
Statement or CPS)

(Relying Party)
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The Utah Act

(Privity Rule)
(Inequality of
bargaining power)
(Caveat Emptor)
(Caveat Venditor)

B
(Liability Based on Breach of Warranty)
4
5 , ,(
, 2536),
54 Bernhard Von Braunschweig. Product Liability: Federal Republic of Germany, p.8

. .. 282",
( ,

2538)
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The Electronic Funds Transfer Act (EFTA)

'f Regulation E%
The Federal Reserve System
EFTAY EFTA Regulation E
EFTA
15U.5.C. 1693 88 et seq.
12 C.F.R. pt. 205, “Electronic Funds Transfer”
o Warwick Ford and Michael . Baum, Id, p. 62
EFTA “Electronic Funds Transfer”
ATM
)
, )
?
3)
4)
9)

(Electronic Fund Transfer Act 1978 51693a.)
EFTA  Regulation E
physical token
ATM card ~ Smart card EFTA  Regulation E

(disclosure) (Documentation)
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Relation E Funauthorized transfer)
$50

access device
1 (give timely notice
of loss or theft) 2. ,

(report unauthorized transfers appearing on a periodic statement in a timely
manner) 16939
EFTA Regulation E access device

PIN Password ~ Access device
Access deviceD EFTA Regulation E

EFTA Regulation E

(Subscriber) EFTA  Regulation E

EFTA Regulation E

(Relying Party)

CPS

”l ( ]
2540), 116

Warwick Ford and Michael . Baum, Id, p. 63(footnote 145), 89
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354
(Freedom of contract)
(pacta  servanda)d
19
(Adhesion contract) (standard form contract)
1 ' 11
60 , ;

( ; ,2535), L

6l . .2
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(bargaining power)
* (individualism)

( )
( )
@
3

L (economic power)

2

3.
* 13

!

62 , VA



Zeidenbergtt ProCD

3,000

“shrinkwrap license”

ProCD

shrinkwrap license

64 86 F.3d 1447 (7hCir. 1996)
" CD-ROM®  compact disc-read only memory

ProCD

122

(ATM)

ProCD v.
CD-ROM*
ProCD

shrinkwrap license

shrinkwrap license



2540
.. 2540
b
1 4*
6 , . 8788

123
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