41

(recipient)

(Signer/Subscriber)

, (Recipient/Relying Party)

Relying party
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3, (Certification Authority)
(Trusted Third Party)

) ,
(repository)
(Relying party) download

411

ATM
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(Certification Practice Ststement CPS)

CPS CPS
412
(Relying Party Agreement  RPA)L CPS
(warranties) (disclaimers)
(classes of certificates) (Liability limits)
(limitation of damages applying to an issued certificate)
(RPA)
RPA
RPA
CPS RPA (1)
2)
CPS (3)

RPA

Michael J. Osty and Micheal J. Pulcanio, “The Liabilities to relying Third Parties”,
John Marshall Journal of Computer and Information Law. VVol. XVI1, No.3 Spring 1999, p. 977
A Michael J. Osty and Micheal J. Pulcanio, I(L, p. 977
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CPS  RPA

CPS  RPA

CPS RPA

413

(Relying party)
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4.2
421
(Trusted Third Party)
4211 (use trustworthy system)
(1)
2)
() 3
5 " (Trustworthy System) Digital Signature

Guidelines  American Bar Association (ABA) 1.3

“1.35
Hardware Software

A Utah Digital Signature Code Ann. § 46-3-301 (1)
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@) 4
Draft Guide to Enactment of the UNCITRAL Model Law on
Electronic Signature United Nations Commission on International Trade Law Working
Group on Electronic Commerce

Article 9 (1)
(f) Article 10
“ 10
9 (D(F)
(@)
() Hardware  Software
©)
(d)
(e) 3

Information Security Committee, Electronic Commerce Division, Digital Signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce,
Id.. Section 1.35, p.68

“1.35 Trustworthy system

Computer haraware, software, and procedures that:

(1) are reasonably secure from intrusion and misuse;

(2) provide a reasonably reliable level of availability, reliability and correct operation;
(3) are reasonably suited to performing their intended functions; and

(4) adhere to generally accepted security principles.”
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United Nations, Draft Guide to Enactment of the UNCITRAL Model Law on
Electronic Signature (A/CN.9/WG.IV/WP.88), 14, pp. 8-9
“Article 10. Trustworthiness
For the purposes of article 9(I)(f), in determining whether, or to what extent, any
systems, procedures and human resources utilized by a certification service provider are
trustworthy, regard may be had to the following factors:
(a) financial and human resources, including existence of assets;
(b) quality of hardware and software systems;
(c) procedures for processing of certificates and applications for certificates and retention
of records;
(d) availability of information to signatories identified in certificates and to potential
relying parties;
(e) regularity and extent of audit by an independent body;
(f) the existence of a declaration by the State, an accreditation body or the certification
service provider regarding compliance with or existence of the foregoing; or
() any other relevant factor.”
A Utah Digital Signature Code Ann. § 46-3-201 (1)(b)
Utah Digital Signature Code Ann. § 46-3-201 (1)(c)
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J (Confidentiality)
(unauthorized persons)
J (Integrity)
(unauthorized)
J (Availability)
' (Legitimate use)
8
(1) 2)

(Contractual relationship)

(Certification Practice Ststement CPS)
(Relying Party Agreement ~ RPA)

Information Security Committee, Electronic Commerce Division, Digital Signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce.
Id, p.69



(Internal Audit)

4212

(Certification Practice Ststement

" (Certification Practice Ststement

CPS

CPS

Ibid., Section 18, p. 39

Warwick Ford and Michael . Baum,

133

CPS)

CPS)
9 CPS

CPS
CPS

CPS

Id,, pp. 368-396
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42121 (Foundation
for Certification Operations)
(1) (Level of Service)
(2) (Certificate Format)
X.509 Format
3)

(Certification Authority Relationship Structure)

CPS

(4) (Naming)

X.500 Standard

(Publication and Repository)

(Certificate
Revocation List CRL) CPS
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(6) (Inter-domail Certification)
PKI

(7)

(Right to Investigate Compromises)

CPS
8) (Trustworthiness and

Security)
(Trusted Third Party)

9) (Financial Responsibility)
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(10) (Record)
(11) (Audit)
(12)
(Contingency Planing and Disaster
Recovery)
(13) (Confidential Information)
(14) (Local Registration Authority

LRA) LRA



42122
Procedures)

1)

and Protection)

137

LRA

(TERmination of Operations)

(Criminal Activity) CPS

(Certificate Application

(Key Generation
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(2)
(Validation of Certificate Applications)
]
(3) (fee)
42123 (Certificate Issuance)
(1)
(Certification Authority’s Representations to Subscriber)
L.
2
' 3,
CPS 4,
5,
(2)

(Certification Authority’s Representations to Relying
Party)
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2
CP
42124 (Certificate Acceptance)
(1)
(Representations Subscriber upon Acceptance)
1.
2
, 3
4,
5.
(End-user) ,
CPS
1
" CPS
2
(2)

(Indemnity by Subscriber) CPS



42125

42126

42127

140

(3) , (Public)

(Use of
Certificate for Digital Signature Verification)
(1) (Digital
Signature Verification Process) CPS

CPS
(2) 1 (Writing and Signature)

(Certificate
Suspension and Revocation)

(Warranties and
Limiations of Liability)
(1) (Warranties)
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(2) (Disclaimers
and Limitations on Obligations)

(3) (Damage and
Loss Limitation)

n (No
Fiduciary Relationship)

42128 (Miscellaneous Provision)
(1) (Conflict of Provinsion)
CPS
2) (Governing Law)
3
(3) (Dispute Resolution)

(4) (Change Procedures)
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42129 (Ongoing Evolution)
(1) (Harmonization)

(2) (Commercial and
Legislative/Regulation Directions)

CPS
CPS

CPS

Download

CPS
(Relying Party Agreement ~ RPA)

42.13 !
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(
4-1)
Certificate
Application
Certificate Validation of
Epiration and Renewal Certificate Application
Certificate o
Certificate Issuance
Revoclion
Certificate Acceptance of Certificate
Suspension By Subscriber
Use of
Certificate
4-11: (Certificate Life Cycle)
42131 (Issue a cenificate)

: Warwick Ford and Michael . Baum, 1d,, p. 367
12 Information Security Committee, Electronic Commerce Division, Digital Signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce.
Id.. Section 1.16, p. 49
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CPS

CPS

, Print-out

Electronic copy

(the certificate is not a valid
certificate)
(Certificate become valid)
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CPS

42132 (repository)
(Publish)
(Repository)
CPS

(Certificate Revocation List CRL)

(Publish)

42131

CPS

7 Utah Digital Signature Code Ann. § 46-3-302 (2)(a)
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(the certificate is not a valid certificate)

( )
( )
(
)
42133
( ) CPS
(1) CPS
( )
(2)
3;
(4)
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CPS

CPS

42134

Information Security Committee, Electronic Commerce Division, Digital Signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce,
Id.. Section 3.7, pp. 86-87

Ibid., Section 3.8, p. 89

~° Utah Digital Signature Code Ann. § 46-3-302 (2)(b)
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() (Right to
privacy)

42135
(Suspendsion and Revocation Certificates)

(Operational period)

(Certificate Revocation List CRL)

Information Security Committee, Electronic Commerce Division, Digital signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce.
ld- Section 1.32, p. 64
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(Certificate Revocation List CRL)

22 Utah Digital Signature Code Alin. § 46-3-306 (1)(a)(i)

22 Utah Digital Signature Code Ann. § 46-3-306 (4)
24 Information Security Committee, Electronic Commerce Division, Digital Signature

Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce.
Id.. Section 1.29, pp. 61-62
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) CPS

Utah Digital Signature Code Ann. § 46-3-307 (1)
Utah Digital Signature Code Ann. § 46-3-302 (4)(b)
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42.1).6
(1)
@) 7
CPS
()
() ()
4214 ! (Disclosure)

(Trusted Third Party)

(Certification Practice
Ststement CPS)

(Certification authority certificate)

Information Security Committee. Electronic Commerce Division, Digital Signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce.
ld.. Section 3.5, p.84

Ibid., Section 3.2, pp. 80-81
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(Certification authority certificate)

I CPS

42. 15 (Finance Responsibility)

29 Utah Digital Signature Code Ann. § 46-3-303 (2)(b)
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ki)
YN
3)
CPS ( Utah Code Ann. §§ 46-3-103  46-3-309 (1996))
( )
(Surety bonds) (standby

letters of credit)

(Audit)

42.16

42.2

Information Security Committee, Electronic Commerce Division, Digital Signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce.
Id.. Section 3.3, p.82
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1
4221 (Use trustworthy system to
generating the key pair)
(Trustworthy  system)
CPS
3I
42.2.2
(1)
] (2)
)
RY
( )

Ibid., Section 4.1, p.101
Ibid-, Section 4.2, pp. 102-103
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42.23

4224 (Safeguarding the private key)

3
Smart card

Information Security Committee, Electronic Commerce Division, Digital Signature
Guidelines: Legal infrastructure for Certification Authorities and Secure Electronic Commerce.
14,Section 4.2, p. 45
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Rid
(Resonable care)3
b

4225

(1)

2)

3)
4226 (Initiating suspension or revocation)

Information Security Committee, Electronic Commerce Division, Digital Signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce.
Id.. Section 4.3, p. 103

Utah Digital Signature Code Ann. § 46-3-305 (1)

Utah Digital Signature Code Ann. § 46-3-305 (2)
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4.23

4.23.1 (Reasonableness of
reliance)

Information Security Committee, Electronic Commerce Division, Digital signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce.
Id.. Section 4.4, p. 105
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(Reasonableness of
reliance) 3

CPS

Information Security Committee, Electronic Commerce Division, Digital Signature
Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce.

ld.. Section 5.4, p. 112-113
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43
43.1
/
(Surety
bonds) (standby letters of credit)
(Audit)
(The recommend certificate’s reliance limit)
CPS
(Mandatory licensing) (Voluntary
licensing)

CPS
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3
CPS
(Use trustworthy system)
(Unreasonable risk of loss)
(The recommend
certificate’s reliance limit )
(Direct damage)
/ )
CPS
4
L
2 3

3 Utah Digital Signature Code Ann. § 46-3-309, Washington Electronic Authentication
Act § 19.34.280
Utah Digital Signature Code anir. §46-3-309 (2)(c"
Utah Digital Signature Code Ann. § 46-3-103 (34)(a)
Utah Digital Signature Code Ann. § 46-3-201 (1)(d
Utah Digital Signature Code Ann. § 46-3-310 (4)(b



161

CPS

Utah Digital Signature Code Ann. § 46-3-310 (3)
Utah Digital Signature Code Ann. § 46-3-310 (2)
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43.2

(Exercise reasonable care)*

Utah Digital Signature Code Ann. § 46-3-304 (4)(a)
* Reasonable care
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(Absolute liability)

The Electronic Signature Act

(exclusive control of the private key)
(keep it confidential)4

433

47 Cal. Gov't Code § 16.5 (West 1995)
48 420
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165

(Good Faith)
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