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Access control using password code is a popular method to verify a computer user. However,
the method contains several security weaknesses such as password eavesdropping, network spoofing
and off-line password guessing. Certain techniques; such as one-time password, encrypted
communication channel and end-computer authentication using cryptography; are proposed to improve
the security weakness of the method.

In this thesis, an encryption technique is employed to enhance the access control security for
the one-time password method proposed by Mr, Pitsanu Kertumpaisurakit. The proposed technique
uses secret key to encrypt data and public key to authenticate end-computers. The results show that the
security of the one-time-use password method was improved.
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