(Plaintext)

(Key)
(Code  Book)

System)
Algorithm)
2
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[Meyer and Matyas, 962]
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Exhaustion” ] ' L
]
] (Block
Frequency Analysis)
]
(Conventional Algorithms)
DE
31
Knciphcrineiit: Decipherment:
Plaintext V'ecto: X Ciphertext Vector Y
X tx1>2 .. *]3 Vo--(y,.y2.. .yb)
- 1
Vector K —= f Key Vector K ——) f
Ciphertext Vector Y Plaintext Vector X
Yprty,. - (¥ X
31 [Meyer and Matyas, 1982]
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X
Y
K
f
31 X
0 RO b2
X = K) 1RO
f RO f{RO) K 32
X=L0O) R()
I
1.(0) _ R (0)

Y

K — f

E ?%

L.(1)= R(0)

R(H-L) & fK(R(o))

32 ] 0)
[Meyer and Matyas, 962]
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RL) Kl RO
) RY K RO ﬂ<
KD RO KD
(0) 1
KO KR(O)
2 R 33

RY) 0 1R0)) = [KO) 0 1RO))] © {RO)) (89

R()=L1(Q) @ fK(R(O)) L(1)=R(0)

Y

K —» f

#%

R(l) & fK(R(()))'~ L(0)

33 L(0) [Meyer and Matyas, 1967]
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(incil cter)

Input:

L) R(0)

Ist Round Oulpul:/

L(1)=R(0) R(l)"»L(O]@fK(”R(Q)

2nd Round Oulpulz/

L) =R R(2)=R(0) &y (5, L) BF () RIY

Final Qutput:

ROIE ;o) L) @fg ) RO L @ fy () RO

34 2
[Meyer and Matyas, 98]



(Decipherment)
v

Input:
Y

RO &£ ) L) @F ) RO el R

ist Round Output:

L &f () RW) R

)

(1) —» f

2nd Round Output:

R(M L

Final Output:

L) ' R0}

35
[Meyer and Matyas, 962]
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? (Stream Cipher)

Bit-Stream
Generator

Cryptographic
Bit-Stream
(R)

Plaintext
(X)

36

- KK
KK KKD

36

Bit-Stream
Generator

Cryptographic
Bit-Stream
(R)

Ciphertext
(Y)

[Meyer and Matyas, 982

(Bn Stream Generator)
(Cryptographic Bit Stream)
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31
Algorithm Algorithm
Cryptographie Cryptographic
Bit-Stream Bit-Stream
(R) r (K)
laintext — 0 —_— Ciphgrtext Plaintext
e "W (X)
37 -2
[Meyer and Matyas, 98]
37 ] X X 2
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Y- X0 R (37
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R Y
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X=(X0 R) R 39)
2 37
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XOY =X®(X0R)
X® Y=R (39
K 37 R
Y
X=Y® R K
R
Z (Initializing Veector) K
VA
38
ir
k — ) f
Cryptographic
R Uit-Sircam
i Y- X0 K
) Q— el 0 — X
Input Output Output
Data Hit-Stream Data Bit-Stream Data Bit-Stream
Alter Encipherment After Decipherment
(Plaintext) (Ciphertext) (Plaintext)

Legend: example of encipherment and decipherment

O I 1 - OO
Cryptographic Bit-Stream
CipherteX s

O O - 3 O 0 1 10
Cryptographic Bit-STrEam s, 0V Il
RECOVETEA PlATNTEXE s 0 101

38 [Meyer and Matyas, 962]



Random  Z

Pseudo-Random  Z
Z

/‘—’{b . “Ih
u(l) K U()
3
f feedback from any
one or a combination
R | of R(1), X(1), and Y(1)
N( Y(l)

39
[Meyer and Matyas, 982]



? (Block Cipher with Chaining)

(Chaining Technic)
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e
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A “vv UH

2044 1))

h 040

WAIT MO-TIfU:

;0 FIRST LfcTS fIAKK SURK WL Af<h ROT ALRKALY ACTLVt

310
[Meyer and Matyas, 982

31

(310)

0D

31



:N '37@» e \%_ “mf

*vvaJy JV&'

| i- JV7Z>

&,
|u§)*x1_[1)E "}”;y five:
) |t <(( F E
e N
WE e ) By
sty - hS}Va- @a
i
oK(s 1
ILUB N
3.11
[Meyer and Matyas, 1982]
-2
3.12
312

[Meyer and Matyas, 1982]
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(Cipher Block Chaining) CBC 313

------ hit sum.* 1 —1tj 64 bit store -
1
I Ciph%er X " Plam
y- l — XV
313 (%) [Call et al. 1969]
? 7 (Self Synchronizing in Cipher Block

Chaining)



CBC
Y(i0)
X(K) X))
Y(i0) 3 T Y
3 7 X
X(i+1) X(i#2)... Y(i1)
(File SecuritylL
3.14
!
3.10
tnciphcrment :
g O e S
v

PR
ok

L 225
3.14
[Meyer and Matyas, 982
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Spaces represent nonprintable characters,

Z = Hex ' S515555555555555 * is the initializing vector.,
K= Hex ' 85CDCBICIBD085 IA ' is the parity-adjusted key used for encipherment.

3.5 3.10 [Meyer and Matyas, 1982]



" ? (Short Block Encryption)

( 64 )
64 64
(Padding)
3.16
(Message Handling)

jBits b Bif
Short Block Pad
v ¥
Encipher

(Block Cipher Mode)

b Bits

v

Ciphertext

3.16 [Meyer and Matyas, 1982]

? ? ?(Stream Ciphers with Chaining)

(ErrorPropagation)

b



(Self-Synchronization)Ui

1 ?
Error Propagation )

YL( Y(i)
Y(i)
X(i)
Rii) = [ (i)1i) .
Y
.

Y(l)

Legend: encipherment mode:

317
[Meyer and Matyas,

37

(Re-initialize)M

(Chaining Method with a Property of

X()
= Xi)® Ri) >l (3.1
=vi) 0 ri) i 1 31
(1) ]
=342 i Xi) ]
Xi) ) Yt
X Z
317
Ry oy
X(Q) «

t X(n) Q‘—?

V()

. decipherment mode: 1
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((U) , Y(H)) = Y(H) 1l (3.20)
YO0) = Z
g{ ) = gKY(i-D) i>1 (321)
3.17 3.18
Y(i) Xi)0 gKY(r)) >l (3.22)
X(i) = Y(i)o gd Y(i-D) ) >l (323)
323 Y(iH)
gkY( 1) )
X Y(F )
A1)
3.23 Y( i)
X))  Xi) Xit ) X142 )..
?
1 (Ciphertext Auto-Key Cipher)
3, 64
Y y'u R
r Y.Y,R r t Y(t)
y(t) Re( r(t)
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Y(0) Yr(0)
Sender Receiver

S MR e > St '

| ] I 1

: Y(-1) : : Y (=) :
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1 | I ]

! v 1 1 9 |

! s | i Joes |

DLES { i o

8 | (N : s I (N :
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: R(1) : : R*“(1 :

| | | |

| ST, N 2 (o s 1

; \’
N(0) AL L_--.._4 ol
['lainicM Cipherlexi Deciphered Teli

An X YE D) g g

Alt>1]Yu | Yé! 13 implies ill synchronization

Y(I- [)/Y'U- 1) implies QU () synchronization
318 [Meyer and Matyas, 1987]
t=1 64 Y
y YD) = y'()
t>0 ; Y(tl) K
R(t) = fKY(tD)) (3.24)
R(t) Xt)
) = R0 0 x) 3%)
Y(t) Y(t) y(tl)
( ) K

R'() = fK(y(tL1) (326)
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Sender

Dincarded

—

TPrior
DI ‘\llnpul

b Y

DES Input

K —»

Y(t)
X(1) = Yt

<64 )
DES

0 f(Y(t))

Receiver

Y(1) Z Y(1)

Discarded
A ¥
Y Prior
I)I:SI Input

b Y

DLS Input

1

DES
(N

A

 §
DLES OQutput
1

N —
¢ Duiscarded

R(1)

41

X'(t)
(327)

(Cipher Feedback Stream Cipher)

e N

319

DES

X(v)

[Meyer and Matyas, 982]
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L 1 ) (=8)
i) ) 1 Y*(t,)
DES” 320 Y*(t, ) LY(12) ...
Y(8) DES
8 Y(2)IY(t3)L... Yt) )
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[Meyer and Matyas, 1982]
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(Block Boundary)
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