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Nowadays, there are many protocols for public key exchange for constructing shared 

secrets. One of the examples is SIDH key exchange protocol, which is nominated to be used 

in the post quantum cryptography era for security use. The current version of SIDH consists 

of 2 variants, the generic implementation and compressed public key implementation. The 

compressed version is created to fix the problem of many post quantum protocols, which is 

the large public key size compared to existing protocols. However the introduction of 

compressed public key made it unable to validate whether a public key is being sent correctly 

or without modification from a malicious party in the session. We concluded that it is possible 

to implement public key validation to the existing SIDH protocol, which might affect the 

performance to be slower than version without public key validation. We predict that the 

trade-off in performance and security will not slow down the protocol more than degree of 2 

in terms of the metric we use (CPU clock cycles). We also anticipate that the SIKE protocol 

with public key validation will yield a faster result for overall running time after many 

iterations of key exchange if a certain percentage of such exchange consists of malicious, 

invalid public key that is going to cause an early exit of each key exchange session. 

In the section of protocol analysis we look for properties of each public key parameter 

that might be possible to validate. One of the references is an old publication of public key 

validation for public key in generic form. Then we check what properties still hold once they 

are in compressed form. The result of such analysis made it possible for us to validate public 

keys in compressed form, with the increased CPU clock cycles of around 10 - 20% of the old 

implementation. This yields a satisfying result for our experiment. 
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บททĊę 1 
บทนĈ 

 

1.1 คüćมđปŨนมćĒúąđĀตčผú 
กøąïüîกćøĒúกđðúĊę÷îกčญĒจÿćíćøèąîĆĚîöĊìĊ ęöćจćกกćøĒúกđðúĊę÷îขšĂคüćöǰ ĀøČĂกćøÿøšćง

กčญĒจกćøđขšćøĀĆÿéšü÷ēðøēêคĂúกćøĒúกđðúĊę÷îกčญĒจĒïïĕöŠÿööćêøǰēé÷öĊñĎšêĉéêŠĂÿĂงòść÷ĕéšĒกŠ 𝐴𝑙𝑖𝑐𝑒 
Ēúąǰ𝐵𝑜𝑏 ēé÷ìĊęìĆĚงÿĂงòść÷êšĂงกćøจąÿČęĂÿćøขšĂöĎúëċงกĆîĒúąกĆîēé÷จąĔชšÿĉęงìĊęđøĊ÷กüŠćǰĶกčญĒจÿćíćøèą 
ሺ𝑃𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦, 𝑝𝑘ሻķǰìĊęÿøšćงöćจćกǰĶกčญĒจúĆï ሺ𝑆𝑒𝑐𝑟𝑒𝑡 𝑘𝑒𝑦, 𝑠𝑘ሻķǰขĂงñĎšêĉéêŠĂĒêŠúąòść÷ǰจćกîĆĚîñĎš

êĉéêŠĂĒêŠúąòść÷จąêšĂงîĈกčญĒจÿćíćøèąìĊęĕéšøĆïöćจćกĂĊกòść÷îĆĚîĕðÿøšćงđðŨîÿĉęงìĊęđøĊ÷กüŠćǰĶคüćöúĆï

øŠüöกĆî ሺ𝑆ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡, 𝑠𝑠ሻķǰซċęงñĎšêĉéêŠĂĒêŠúąòść÷ìĊęÿćöćøëÿøšćงคüćöúĆïøŠüöกĆîîĊĚĕéšกĘจąîĈคüćöúĆï

øŠüöกĆîîĊĚĕðĔชšĔîกøąïüîกćøđขšćøĀĆÿขšĂคüćöéšü÷กčญĒจĒïïÿööćêø 
ĔîðŦจจčïĆîîĊĚöĊēðøēêคĂúìĊęĔชšĔîกćøÿøšćงคüćöúĆïøŠüöกĆîîĊĚĂ÷ĎŠĀúć÷ĒïïêĆüĂ÷ŠćงđชŠîĶDiffie-

HellmanǰkeZǰeYchangeķǰĂ÷ŠćงĕøกĘêćöêĆüēðøēêคĂúđĀúŠćîĊĚ÷ĆงคงðøąÿïðŦญĀćĂ÷ĎŠìĊęüŠćĀćกêĆüǰกčญĒจ

ÿćíćøèąìĊęìĆĚงÿĂงòść÷ìĈกćøĒúกđðúĊę÷îกĆîîĆĚîëĎกðøĆïĒêŠงĔĀšกúć÷đðŨîกčญĒจÿćíćøèąìĊęĕöŠóċงðøąÿงคŤǰ

กčญĒจÿćíćøèąìĊęëĎกĒกšĕขĕðîĆĚîจąÿŠงñúêŠĂคüćöðúĂéõĆ÷ขĂงēðøēêคĂúìĊęđøćĔชšงćîĂ÷ĎŠĕéšǰĀøČĂĔîĂĊกกøèĊ

ĀîċęงคČĂêĆüกčญĒจÿćíćøèąĕöŠĕéšëĎกĒกšĕขēé÷ñĎšĕöŠðøąÿงคŤéĊǰĒêŠêĆüñĎšĔชšงćîēðøēêคĂúđĂงîĆĚîĕöŠĕéšìĈงćîêćö

ขšĂกĈĀîéขĂงēðøēêคĂúìĊęêĆĚงĕüšǰÿŠงñúĔĀšêĆüēðøēêคĂúöĊคüćöðúĂéõĆ÷ìĊęúéúงđชŠîđéĊ÷üกĆîǰđóČęĂðŜĂงกĆî

ĕöŠĔĀšđĀêčกćøèŤđĀúŠćîĊĚđกĉéขċĚîǰñĎšêĉéêŠĂìĆĚงÿĂงòść÷จċงêšĂงöĊกøąïüîกćøìĊęđøĊ÷กüŠćǰĶกćøêøüจÿĂïกč ญĒจ

ÿćíćøèąǰ(PVblicǰkeZǰWalidaUion)ķǰđóČęĂĔĀšöĆęîĔจĕéšüŠćêĆüกčญĒจÿćíćøèąìĊęĕéšøĆïöćจćกĂĊกòść÷îĆĚîđðŨîĕð

êćöขšĂกĈĀîéìĊęĕéšđúČĂกĕüšǰĒúąĕöŠĕéšëĎกðøĆïĒêŠงöćēé÷ñĎšéĆกôŦงìĊęĕöŠóċงðøąÿงคŤ 
êĆüēðøēêคĂúìĊęงćîîĊĚÿîĔจîĆĚîöĊชČęĂüŠćǰĶSupersingular isogeny Diffie-Hellman key exchange 

(SIDH)ķǰđðŨîēðøēêคĂúìĊęกĈúĆงöĊกćøóĆçîćĂ÷ĎŠđóČęĂĔĀšÿćöćøëĔชšĕéšĔîøąïïกćøÿøšćงคüćöúĆïøŠüöกĆîĔî÷čค

ขĂงǰPost-Quantum Cryptography กúŠćüคČĂǰēðøēêคĂúîĊĚจą÷ĆงĕöŠÿĎญđÿĊ÷คüćöðúĂ÷õĆ÷ĕðĒöšüŠćñ ĎšìĊę
ðøąÿงคŤøšć÷จąคøĂïคøĂงǰQuantum computer Ă÷ĎŠǰēé÷คüćö÷ćกĔîกćøĒกšĕขðŦญĀćđóČęĂĔĀšÿćöćøë
ìĈúć÷คüćöðúĂéõĆ÷ขĂงǰSIDH ĕéšîĆĚîĂ÷ĎŠìĊę 𝑂൫𝑝1/4൯ ÿĈĀøĆïǰClassical computer Ēúą 𝑂൫𝑝1/6൯ [3] 
ÿĈĀøĆïǰQuantum computer đöČęĂĔĀš 𝑝 ĒìîจĈîüîǰbit ขĂงจĈîüîđฉóćąìĊęêĆüēðøēêคĂúîĆĚîđúČĂกĔชšǰ
(ðŦจจčïĆîöĊǰ434, 503, 610 Ēúą 751 bit ĔĀšđúČĂกĔชšĔîขèąîĊĚ)ǰēé÷ĔîงćîüĉจĆ÷ขĂงđøćîĊĚจąÿîĔจ 𝑝 ìĊęöĊขîćéǰ
751 bit 
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êĆüēðøēêคĂúǰSIDH îĆĚîëĎกđÿîĂคøĆĚงĒøกĔîðŘǰ2011 ìĊęĔîขèąîĆĚîÿćöćøëĔชšĕéšกĆïกčญĒจÿćíćøèą

ìĊęÿøšćงöćĂ÷ŠćงëĎกêšĂงđìŠćîĆĚîǰจîกøąìĆęงĔîðŘǰ2016 ìĊęǰMicrosoft Researcher [5] ĕéšóĆçîćêŠĂĔĀšÿćöćøë
ìĈงćîĕéšđøĘü÷ĉęงขċĚîกüŠćđéĉöǰøüöĕðëċงüĉíĊกćøêøüจÿĂïกčญĒจÿćíćøèąĔîøĎðĒïïìĆęüĕðĂĊกéšü÷ǰëĆéöćõć÷Ĕî

ðŘǰ2016 - 2017 จąđðŨîđøČęĂงขĂงกćøóĆçîćกčญĒจÿćíćøèąĔĀšïĊïĂĆéúงöćđĀúČĂขîćéđóĊ÷งคøċęงĀîċęงขĂง

ขîćéđéĉöǰซċęงìĈĔĀšüĉíĊêøüจÿĂïกčญĒจÿćíćøèąĒïïđéĉöîĆĚîĕöŠÿćöćøëìĈĕéšïîกčญĒจÿćíćøèąĒïïïĊïĂĆé 
ëĆéöćêĆüēðøēêคĂúǰSIDH ĕéšöĊกćøóĆçîćĔĀöŠĔĀšĂ÷ĎŠĔîøĎðĒïïขĂงǰSIKE คČĂđóĉęöĔîÿŠüîขĂงกćøìĈǰ

key encapsulation Ēúąǰkey encryption ชŠü÷ðŜĂงกĆîกčญĒจÿćíćøèąĕéšđóĊ÷งÿŠüîĀîċęงǰđðŨîüĉíĊกćø

êøüจÿĂïกčญĒจÿćíćøèąĒïïĂšĂöǰคČĂëšćĀćกöĊòść÷Ĕéòść÷îċงĕöŠìĈêćöēðøēêคĂúìĊęกĈĀîéǰêĆüคüćöúĆï

øŠüöกĆîìĊęคĈîüèĕéšกĘจąöĊคŠćêŠćงกĆîÿŠงñúĔĀšĕöŠÿćöćøëêĉéêŠĂกĆîĕéšǰ øüöëċงĒกšĕขðŦญĀćขĂงกćøĔชšกčญĒจđéĉö

ĔîกćøđขšćøĀĆÿéšü÷จćกกćøĔชšǰhash function 
Ă÷ŠćงĕøกĘêćöêĆüǰSIKE îĊĚ÷ĆงĕöŠÿćöćøëïĂกĕéšüŠćđðŨîกćøêøüจÿĂïกčญĒจÿćíćøèąĂ÷ŠćงĒìšจøĉงǰ

đóøćąêĆüēðøēêคĂú÷ĆงêšĂงคĈîüèìčกขĆĚîêĂîêćöðกêĉĒöšüŠćจąĕéšøĆïกčญĒจÿćíćøèąìĊęĕöŠëĎกêšĂงǰēé÷ÿŠüîîĊĚ

đĂงจąđกĉéðŦญĀćขċĚîĕéšĔîøĎðĒïïขĂงกčญĒจÿćíćøèąìĊęöĊกćøïĊïĂĆéđóøćąÿŠüîĀîċęงขĂงกøąïüîกćøìĊęđøć

ëĂéøĀĆÿกčญĒจïĊïĂĆéĔĀšกúĆïĕðĂ÷ĎŠĔîøĎðđéĉöîĆĚîđÿĊ÷đüúćĔîกćøคĈîüèĂ÷ŠćงöćกǰซċęงëšćđøćðúŠĂ÷ĔĀšêĆü

ēðøēêคĂúđøćìĈงćîēé÷ĕöŠêøüจÿĂïđú÷üŠćกčญĒจÿćíćøèąìĊęĕéšøĆïöćîĆ ĚîëĎกêšĂงĀøČĂĕöŠจąđðŨîกćø

ÿĉĚîđðúČĂงđüúćĒúąìøĆó÷ćกøขĂงìćงòŦũงñĎšëĂéøĀĆÿกčญĒจĂ÷Šćงöćกǰéšü÷đĀêčîĊĚđĂงđøćจċงÿøčðüŠćǰกøąïüîกćø

êøüจÿĂïกčญĒจÿćíćøèąîĆĚî÷ĆงöĊคüćöจĈđðŨîĂ÷ĎŠǰĒöšüŠćđøćจąđúČĂกĔชšēðøēêคĂúǰSIKE ēé÷กćøêøüจÿĂï
îĆĚîêšĂงêøüจēé÷ ሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3, 𝐴, 𝑠, 𝑟ሻ ìĊęĕéšøĆïđìŠćîĆĚîกŠĂîìĊęจąĕðđขšćกøąïüîกćøëĂéøĀĆÿǰĒúąđøćกĘ
êšĂงêøüจÿĂïñúกøąìïìĊęđกĉéขċĚîจćกกćøđóĉęöüĉíĊกćøêøüจÿĂïîĊĚéšü÷ 

 
1.2 üĆตถčปøąÿงคŤ 

đóČęĂĂĂกĒïïĂĆúกĂøĉìċöÿĈĀøĆïกćøêøüจÿĂïกčญĒจÿćíćøèąìĊęĕéšøĆïöćจćกñĎšêĉéêŠĂĂĊกòść÷ïî

ēðøēêคĂúกćøĒúกđðúĊę÷îกčญĒจÿćíćøèąĒïïǰ SIDH/SIKE จćกîĆĚîêøüจÿĂïñúกøąìïìĊęđกĉéขċĚîìćงéšćî
ðøąÿĉìíĉõćóđöČęĂđìĊ÷ïกĆïกøąïüîกćøĒúกđðúĊę÷îกčญĒจÿćíćøèąìĊęĕöŠöĊÿŠüîกćøêøüจÿĂïกčญĒจÿćíćøèą 
 

1.3 ขĂบđขตขĂงēคøงงćน 
ĂĆúกĂøĉìċöจąêšĂงÿćöćøëêøüจÿĂïกčญĒจÿćíćøèąĔîøĎðĒïïïĊïĂĆé ሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3, 𝐴, 𝑠, 𝑟ሻ üŠć

ëĎกêšĂงêćöขšĂกĈĀîéขĂงēðøēêคĂúĀøČĂĕöŠǰìĊęđกĉéขċĚîǰ2 คøĆĚงÿĈĀøĆïìĆĚงēðøēêคĂúǰSIKE คČĂชŠüงìĊęöĊกćøìĈǰ
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encapsulation ìĊę  𝐵𝑜𝑏 ĕé š ø Ć ïก čญĒจÿćíćøèą  𝑝𝑘஺ จćก ǰ𝐴𝑙𝑖𝑐𝑒 ĒúąĂ Ċกคø Ć Ě งĀî ċ ę งค ČĂêĂîìĈǰ
decapsulation ìĊę 𝐴𝑙𝑖𝑐𝑒 ĕéšøĆïกčญĒจÿćíćøèą 𝑝𝑘஻ จćก 𝐵𝑜𝑏 ēé÷đøćคćéüŠćจąÿćöćøëìĈĕéšõć÷Ĕêš
ขšĂกĈĀîééĆงîĊĚ 

1. งćîขĂงđøćจąđøĉęööćจćกêĆüēðøēêคĂúǰ SIKEp751_Compressed ìĊęöĊกćøđขĊ÷îĕüšĂ÷ĎŠĒúšüēé÷öĊ
กøąïüîกćøìćงคèĉêýćÿêøŤ, กćøêĆĚงคŠćēðøēêคĂúìĊęđกĊę÷üขšĂงกĆïêĆüēðøēêคĂúîĊĚĂ÷ĎŠกŠĂîĒúšüǰĒêŠĕöŠ
öĊกćøìĈÿŠüîกćøêøüจÿĂïกčญĒจÿćíćøèą 

2. đøćจąìéÿĂïêĆüēðøēêคĂúîĊĚïîøąïïðäĉïĆêĉกćøǰLinux, macOS 
3. กćøจąĔชšêĆüēðøēêคĂúîĊĚêšĂงöĊǰCMake đüĂøŤชĆîǰ3.5 ĀøČĂöćกกüŠćǰĒúąǰGMP đüĂøŤชĆîǰ6.1.2 ĀøČĂ

öćกกüŠćǰĒúąǰC99 Compiler đชŠîǰClang, GCC 
4. ñúกøąìïจćกĂĆúกĂøċìċöìĊęđøćĔชšêšĂงĕöŠìĈĔĀšöćêøćกćøüĆéñúìĊęđøćĔชšðøąđöĉîกćøìĈงćîขĂง

ēðøēêคĂúîĊĚคČĂจĈîüîøĂïขĂงǰCPU đóĉęöĕðđกĉîǰ2 đìŠćđöČęĂđìĊ÷ïจćกคŠćđéĉöìĊęĕöŠöĊกćøêøüจÿĂï
กčญĒจÿćíćøèą 

5. คüćöĒöŠî÷ĈĔîกćøêøüจÿĂïกčญĒจÿćíćøèąĒïïìĊęöĊกćøïĊïĂĆéǰคüøöĊคüćöĔกúšđคĊ÷งกĆïกćø

êøüจÿĂïïîกčญĒจÿćíćøèąìĊęĕöŠöĊกćøïĊïĂĆé 
 
1.4 ขĆĚนตĂนกćøดĈđนĉนงćน 

1.4.1 Ēñîกćøýċกþć 
1. คšîĀćĒúąýċกþćงćîüĉจĆ÷ìĊęđกĊę÷üขšĂงกĆïกćøóĆçîćขĂงêĆüēðøēêคĂúǰSIDH/SIKE ēé÷đøĉęö

จćกýċกþćงćîüĉจĆ÷ìĊęđÿîĂĒîüìćงกćøðøą÷čกêŤðŦญĀćขĂงǰisogeny walk problem öćĔชš
đðŨîēðøēêคĂúǰSIDH ขĂงǰJao, David ĒúąǰLuca de Feo ĒúąงćîüĉจĆ÷ĂČęîìĊęóĆçîćĔĀš

úĆกþèąขĂงกčญĒจÿćíćøèąöćĂ÷ĎŠĔîøĎðĒïïðŦจจčïĆî 
2. ýċกþćคšîคüšćēคøงÿøšćงìćงคèĉêýćÿêøŤìĊęđกĊę÷üขĂงกĆïǰSIDH จćกïìđøĊ÷îìĊęđกĊę÷üขšĂงกĆïǰ

elliptic curve Ēúąǰisogeny 
3. îĈêĆüēðøēêคĂúǰSIKE ìĊęöĊĂ÷ĎŠöćĒ÷กÿŠüîจćกđéĉöìĊęìéÿĂïìĆĚงǰSIKE ĔĀšìéÿĂïĒคŠđóĊ÷งĔî

ÿŠüîขĂงǰSIDH Ē÷กĂĂกöćǰจćกđóĉęöÿŠüîกćøêøüจÿĂïกčญĒจÿćíćøèą 
4. ĂĂกĒïïüĉíĊกćøêøüจÿĂïกčญĒจÿćíćøèąĔîøĎðĒïïïĊïĂĆé 
5. îĈüĉíĊìĊ ęĂĂกĒïïöćêøüจÿĂïðøąÿĉìíĉõćóกćøìĈงćîขĂงēðøēêคĂúüŠćđðŨîĕðêćö

đðŜćĀöć÷ìĊęกĈĀîéĕüš 
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6. ÿøčðñúกćøéĈđîĉîงćî 
7. จĆéìĈđĂกÿćø 

1.4.2 êćøćงøą÷ąđüúćกćøìĈงćî 
 

Activity 2562 2563 

ÿ.ค. ก.÷. ê.ค. ó.÷. í.ค. ö.ค. ก.ó. öĊ.ค. đö.÷. 

1. ýċกþćงćîüĉจĆ÷ìĊęđกĊę÷üขšĂง 
         

2. ýċกþćĀúĆกìćงคèĉêýćÿêøŤìĊęđกĊę÷üขšĂงกĆïǰ
SIDH 

         

3. ìéÿĂïüĉíĊกćøêøüจÿĂïĒïïéĆĚงđéĉö 
         

4. óĉจćøèćēคøงÿøšćงìćงóĊชคèĉêĒúą
ĂĂกĒïïüĉíĊกćøêøüจÿĂïกčญĒจÿćíćøèą 

         

5. îĈüĉíĊìĊęĂĂกĒïïöćĕðìéÿĂïจøĉง 
         

6. êøüจÿĂïñúกøąìïìĊęđกĉéขċĚî 
         

7. đêøĊ÷öđĂกÿćø 
         

êćøćงìĊęǰ1.1 ขĆĚîêĂîกćøéĈđîĉîงćî 
 
1.5 ปøąē÷ชนŤทĊęĕดšøĆบ 

1.5.1 ðøąē÷ชîŤêŠĂêĆüîĉÿĉê 
1. ĕéšýċกþćđกĊę÷üกĆïóĊชคèĉêกćøคĈîüè 
2. ĕéšคüćöøĎšöćกขċĚîđกĊę÷üกĆïกćøéĈđîĉîกćøìćงคèĉêýćÿêøŤĔîõćþćǰC 
3. ĕéšøĆïðøąÿïกćøèŤกćøìĈงćîïîǰcryptographic protocol 
4. ĕéšøĆïðøąÿïกćøèŤกćøìĈงćîøŠüöกĆïïčคคúĂČęîĔîĒüéüงǰcryptography 



5 
 

1.5.2 ðøąē÷ชîŤขĂงêĆüงćî 
1. ĕéšüĉíĊกćøêøüจÿĂïกčญĒจÿćíćøèąÿĈĀøĆïēðøēêคĂúǰSIDH ĔîøĎðĒïïขĂงกčญĒจìĊęöĊกćø

ïĊïĂĆé 
2. ĂćจจąìĈĔĀšđกĉéēðøēêคĂúĂČęîìĊęöĊóČĚîåćîöćจćกǰSIDH ĒêŠĕöŠĕéšóċęงüĉíĊกćøĒïïǰSIKE ĒêŠöĊ

คüćöðúĂéõĆ÷คúšć÷กĆîĂ÷ĎŠēé÷ìĊę÷ĆงêøüจÿĂïกčญĒจÿćíćøèąĕéš 
 
1.6 ēคøงÿøšćงขĂงøć÷งćน 
 บททĊęǰ2 จąกúŠćüëċงคüćöøĎšóČĚîåćîìĊęคüøöĊĒúąงćîüĉจĆ÷ìĊęđกĊę÷üขšĂงกĆïēคøงงćîîĊĚ 

บททĊęǰ3 จąกúŠćüëċงüĉíĊกćøýċกþćคšîคüšćǰüŠćìĈĕöจċงคüøöĊกćøêøüจÿĂïìĊęขĆĚîêĂîĔéǰ 
         øüöĕðëċงüĉíĊกćøĂĂกĒïïกćøìéÿĂïĒúąðøąđöĉîñú 

บททĊęǰ4  จąกúŠćüëċงñúúĆóíŤìĊęĕéšจćกกćøìéÿĂï 
บททĊęǰ5  จąกúŠćüëċงขšĂÿøčðĒúąขšĂđÿîĂĒîąìĊęĕéšจćกกćøìĈēคøงงćî 
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บททĊęǰ2 
คüćมøĎšĒúąงćนüĉจĆ÷ทĊęđกĊę÷üขšĂง 

2.1 Public key cryptography 
ĔîÿŠüîĒøกìĊ ęđøćêšĂงกúŠćüëċงĔîงćîüĉจ Ć÷îĊ Ěค ČĂกøąïüîกćøขĂงǰPublic key cryptography 

(üĉì÷ćกćøđขšćøĀĆÿēé÷กčญĒจÿćíćøèą, üĉì÷ćกćøđขšćøĀĆÿĒïïĂÿööćêø)ǰìĊęöĊóČĚîåćîöćจćกกćøìĊęñĎšêĉéêŠĂ
ĒêŠúąòść÷จąöĊÿŠüîìĊęđðŨîกčญĒจÿćíćøèąìĊęóøšĂöจąกøąจć÷ĔĀšñĎšêĉéêŠĂĂČęîøĆïìøćïĕéšǰกĆïĂĊกÿŠüîĀîċęงคČĂ

กčญĒจúĆïìĊęöĊđóĊ÷งêîđĂงđìŠćîĆĚîìĊęìøćïǰēé÷êĆüüĉíĊìĊęĔชšĔîกćøÿøšćงจąÿøšćงÿĂงÿĉęงîĊĚöćđðŨîคĎŠกĆîǰđøćĂćจจą

öĂงĕéšÿĂงĒïïคČĂǰกćøìĊęöĊĂĆúกĂøĉìċö 𝐾𝑒𝑦𝐺𝑒𝑛 → ሺ𝑠𝑘, 𝑝𝑘ሻ øĆïคŠćǰrandom seed ĕðĒúšüÿøšćงคĎŠขĂง
กčญĒจúĆïกĆïกčญĒจÿćíćøèąöćĔĀšǰĀøČĂĂĊกกøèĊĀîċ ęงคČĂñĎ šĔชšđúČĂกกčญĒจúĆïขċĚîöćđĂงêćöøĎðĒïïขĂง

ēðøēêคĂúǰĒúšüîĈĕðÿøšćงđðŨîกčญĒจÿćíćøèąìĊęขċĚîกĆïกčญĒจúĆïîĆĚî 
กøąïüîกćøđขšćøĀĆÿĒïïĂÿööćêøîĊĚÿćöćøëîĈĕððøą÷čกêŤĔชšĕéšกĆïĀúć÷Ă÷ŠćงǰđชŠîกćøกøąจć÷

กčญĒจǰ(Key distribution), กćøúงúć÷đซĘîéĉจĉêĂúǰ(Digital signature), กćøđขšćøĀĆÿĒúąëĂéøĀĆÿขšĂคüćöǰ
ĒêŠĔîÿŠüîขĂงงćîüĉจĆ÷îĊĚđøćจąđîšîĕðìĊęÿĂงüĉíĊกćøĀúĆกéĆงîĊĚ 

2.1.1 Public key exchange 
กćøĒúกđðúĊę÷îกčญĒจÿćíćøèąđðŨîกøąïüîกćøìĊęñĎšêĉéêŠĂÿĂงòść÷ǰĔîÿŠüîîĊĚจąĒìîéšü÷ 𝐴𝑙𝑖𝑐𝑒 

ሺ𝐴ሻ Ēúą 𝐵𝑜𝑏 ሺ𝐵ሻ ìĊęêšĂงกćøÿøšćงคüćöúĆïøŠüöกĆîǰēé÷คüćöúĆïøŠüöกĆîîĊĚđĂงìĊęจąîĈĕðĔชšĔîกøąïüîกćø
đขšćøĀĆÿĒïïÿööćêøǰđîČęĂงจćกĔîðŦจจčïĆîกćøÿŠงขšĂคüćöñŠćîกćøđขšćøĀĆÿĒïïĂÿööćêøîĆĚî÷ĆงöĊขšĂจĈกĆéĂ÷ĎŠ

öćกǰđชŠîÿŠงĕéšđฉóćąขšĂคüćöขîćéÿĆĚîǰĀøČĂĔชšđüúćîćîĔîกćøðøąöüúñúđóČęĂđขšćøĀĆÿĒúąëĂéøĀĆÿขšĂคüćö 
óČĚîåćîขĂงêĆüēðøēêคĂúîĊĚคČĂ 𝐴𝑙𝑖𝑐𝑒, 𝐵𝑜𝑏 êŠćงจąöĊกčญĒจúĆïขĂงêîđĂงคČĂ 𝑠𝑘஺, 𝑠𝑘஻ ĒúąĔîêĆü

ēðøēêคĂúกĘจąกĈĀîéขšĂöĎúđøĉęöêšîǰđøĊ÷กüŠć generator 𝑔 óøšĂöกĆïüĉíĊกćøìĈงćîขĂงēðøēêคĂúǰìĆĚงÿĂง
òść÷จąîĈกčญĒจúĆïĕðÿøšćงđðŨîกčญĒจÿćíćøèąêćöüĉíĊìĊ ęēðøēêคĂúกĈĀîéกúć÷đðŨî  𝑝𝑘஺, 𝑝𝑘஻ ìĊę
ĒúกđðúĊę÷îกĆîĒúąกĆîĒúąñĎšéĆกôŦงĂČęîกĘÿćöćøëøĆïøĎšขšĂöĎúîĊĚĕéšǰđöČęĂ 𝐴𝑙𝑖𝑐𝑒 ĕéšøĆïขšĂöĎú 𝑝𝑘஻ öćĒúšüǰกĘîĈĕð
คĈîüèđðŨîคüćöúĆïøŠüöกĆî ሺ𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡, 𝑠𝑠ሻ đชŠîđéĊ÷üกĆï 𝐵𝑜𝑏 ìĊęĕéšøĆïขšĂöĎú 𝑝𝑘஺ öćĒúšüîĈĕð
คĈîüèđðŨîǰ𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡ǰēé÷êĆüēðøēêคĂúđĂงîĆĚîจą÷Čî÷ĆîĕéšüŠć 𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡 ìĊęǰ𝐴𝑙𝑖𝑐𝑒ǰĒúąǰ

𝐵𝑜𝑏 คĈîüèĕéšîĆĚîจąöĊคŠćđìŠćกĆî 
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êĆüĂ÷ŠćงขĂงกøąïüîกćøĒúกđðúĊę÷îกčญĒจÿćíćøèąìĊęđðŨîóČĚîåćîขĂงĀúć÷ǰēðøēêคĂúǰøüöĕðëċง

ēðøēêคĂúìĊęđøćìĈงćîüĉจĆ÷îĊĚĂ÷ĎŠéšü÷öĊชČęĂüŠćǰ Diffie-Hellman key exchange ìĊęĂćýĆ÷ÿöïĆêĉขĂงǰgroup 
õć÷ĔêšกćøคĎèขĂง 𝑚𝑜𝑑 𝑝 

1. êĆüēðøēêคĂúจąïĂกขšĂöĎúขĂงคŠćจĈîüîđฉóćą 𝑝 ĒúąคŠćđøĉęöêšî 𝑔 ĔĀšìčกòść÷øĆïìøćï 
2. 𝐴𝑙𝑖𝑐𝑒 đúČĂกจĈîüîđêĘöìĊęĂ÷ĎŠĔîชŠüง ሾ1, 𝑝 െ 1ሿ đกĘïđðŨî 𝑎 ĔชšđðŨîกčญĒจúĆï 𝑠𝑘஺ 
3. 𝐵𝑜𝑏 đúČĂกจĈîüîđêĘöìĊęĂ÷ĎŠĔîชŠüง ሾ1, 𝑝 െ 1ሿ đกĘïđðŨî 𝑏 ĔชšđðŨîกčญĒจúĆï 𝑠𝑘஻ 
4. 𝐴𝑙𝑖𝑐𝑒 คĈîüè 𝑔௔ 𝑚𝑜𝑑 𝑝 đกĘïđðŨîกčญĒจÿćíćøèą 𝑝𝑘஺ ĒúšüÿŠงคŠćîĊĚĔĀš 𝐵𝑜𝑏 øĆïìøćï 
5. 𝐵𝑜𝑏 คĈîüè 𝑔௕ 𝑚𝑜𝑑 𝑝 đกĘïđðŨîกčญĒจÿćíćøèą 𝑝𝑘஻ ĒúšüÿŠงคŠćîĊĚĔĀš 𝐴𝑙𝑖𝑐𝑒 øĆïìøćï 
6. 𝐴𝑙𝑖𝑐𝑒 ĕéšøĆïǰ𝑝𝑘஻ คĈîüèǰ𝑝𝑘஻ 

௔ 𝑚𝑜𝑑 𝑝 กúć÷đðŨîคüćöúĆïøŠüöกĆî 
7. 𝐵𝑜𝑏 ĕéšøĆïǰ𝑝𝑘஺ คĈîüèǰ𝑝𝑘஺

௕ 𝑚𝑜𝑑 𝑝 กúć÷đðŨîคüćöúĆïøŠüöกĆî 
êćöìĊęđĀĘîĕéšĔîõćóìĊęǰ2.1 

 
õćóìĊęǰ2.1 êĆüĂ÷ŠćงขĂงēðøēêคĂúǰDiffie-Hellman key exchange 

 
êĆüēðøēêคĂúîĊĚĂćýĆ÷ÿöïĆêĉขĂงðŦญĀćìĊęēéŠงéĆงìćงคèĉêýćÿêøŤคČĂǰdiscrete logarithm ìĊęïĂกüŠć

กćøìøćïüŠćคŠć 𝑝𝑘஺ ൌ 𝑔௔ 𝑚𝑜𝑑 𝑝 ĕöŠÿćöćøëìĈĔĀšñĎšéĆกôŦงÿćöćøëĀćคŠć 𝑎 กúĆïöćĕéšǰđชŠîđéĊ÷üกĆïกćøìĊę
ìøćïüŠćคŠć 𝑝𝑘஻ ൌ 𝑔௕ 𝑚𝑜𝑑 𝑝 กĘĕö ŠÿćöćøëìĈĔĀšĀćคŠć 𝑏 กúĆïöćĕéšǰĀø ČĂกćøìĊ ęìøćïìĆ ĚงÿĂงคŠć 
𝑝𝑘஺, 𝑝𝑘஻ ĒêŠĕöŠìøćïคŠć 𝑎, 𝑏 กĘĕöŠĕéšìĈĔĀšÿćöćøëîĈĕðÿøšćงคüćöúĆïøŠüöกĆîìĊęêøงกĆïìĊę  𝐴𝑙𝑖𝑐𝑒, 𝐵𝑜𝑏 
คøĂïคøĂงĂ÷ĎŠĕéš 
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2.1.2 Public key encryption 
กćøđขšćøĀĆÿéšü÷กčญĒจÿćíćøèąđðŨîกøąïüîกćøìĊęñĎšêĉéêŠĂÿĂงòść÷ìĊęđøćĒìîéšü÷  𝐴𝑙𝑖𝑐𝑒 Ēúąǰ

𝐵𝑜𝑏 êšĂงกćøÿŠงขšĂคüćöĕðĀćกĆîĒúąกĆîĔîøĎðĒïïขĂงขšĂคüćöìĊęëĎกđขšćøĀĆÿ ሺ𝑐𝑖𝑝ℎ𝑒𝑟𝑡𝑒𝑥𝑡, 𝑐𝑡ሻ ÿŠüîöćก
îĆĚîöĆกจąîĈüĉíĊîĊĚĕðĔชšĔîกćøÿŠงขšĂคüćöขîćéÿĆĚî 

óČĚîåćîกćøìĈงćîขĂงêĆüēðøēêคĂúîĊĚคČĂจąêšĂงöĊôŦงกŤชĆîìĊęชČęĂüŠć 𝐺𝑒𝑛ሺ ሻ ìĊęìĈĀîšćìĊęĔîกćøÿøšćงคĎŠ
ขĂงกčญĒจúĆïĒúąกčญĒจÿćíćøèą, 𝐸𝑛𝑐ሺ ሻ ìĊęĔชšĔîกćøđขšćøĀĆÿขšĂคüćöǰĒúą 𝐷𝑒𝑐ሺ ሻìĊęĔชšĔîกćøëĂéøĀĆÿ

ขšĂคüćöìĊęëĎกđขšćøĀĆÿ 
กćøìĈงćîขĂงกćøđขšćøĀĆÿéšü÷กčญĒจÿćíćøèąîĆĚîēé÷öćกจąđĀöČĂîกĆîĀöéǰêŠćงกĆîĒคŠขċĚîĂ÷ĎŠกĆï

üŠćจąđúČĂกĔชšôŦงกŤชĆîĂąĕøđìŠćîĆĚîöćĔชšđขšćøĀĆÿĒúąëĂéøĀĆÿǰēé÷đøćÿćöćøëĂíĉïć÷ขĆĚ îêĂîกćøìĈงćîĕéš

éĆงîĊĚ 
1. 𝐴𝑙𝑖𝑐𝑒 Ĕชšǰ𝐺𝑒𝑛ሺ ሻ → ሺ𝑠𝑘஺, 𝑝𝑘஺ሻ Ēúąðøąกćý 𝑝𝑘஺ ĔĀšìčกòść÷øĆïìøćï 
2. 𝐵𝑜𝑏 Ĕชšǰ𝐺𝑒𝑛ሺ ሻ → ሺ𝑠𝑘஻, 𝑝𝑘஻ሻ Ēúąðøąกćý 𝑝𝑘஻ ĔĀšìčกòść÷øĆïìøćï 
3. 𝐴𝑙𝑖𝑐𝑒 ìĈกćøđúČĂกขšĂคüćöìĊęจąÿŠงđðŨî 𝑚஺ จćกîĆĚîîĈĕðđขšćøĀĆÿéšü÷ôŦงกŤชĆî𝐸𝑛𝑐ሺ𝑚஺,  𝑝𝑘஻ሻ ൌ

𝑐𝑡஺ ĒúšüÿŠงĕðĔĀš 𝐵𝑜𝑏 
4. 𝐵𝑜𝑏 ìĈกćøđúČĂกขšĂคüćöìĊęจąÿŠงđðŨî 𝑚஻ จćกîĆĚîîĈĕðđขšćøĀĆÿéšü÷ôŦงกŤชĆî 𝐸𝑛𝑐ሺ𝑚஻,  𝑝𝑘஺ሻ ൌ

𝑐𝑡஻ ĒúšüÿŠงĕðĔĀš 𝐴𝑙𝑖𝑐𝑒 
5. 𝐴𝑙𝑖𝑐𝑒 ĂŠćîขšĂคüćöจćก 𝐵𝑜𝑏 ēé÷ìĊę 𝑚஻ ൌ 𝐷𝑒𝑐ሺ𝑐𝑡஻, 𝑠𝑘஺ሻ 
6. 𝐵𝑜𝑏 ĂŠćîขšĂคüćöจćก 𝐴𝑙𝑖𝑐𝑒 ēé÷ìĊę 𝑚஺ ൌ 𝐷𝑒𝑐ሺ𝑐𝑡஺, 𝑠𝑘஻ሻ 

êćöìĊęđĀĘîĕéšĔîõćóìĊęǰ2.2 
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õćóìĊęǰ2.2 êĆüĂ÷ŠćงขĂงกøąïüîกćøǰPublic key encryption 

 
2.2 Elliptic curve 

îĉ÷ćöขĂงǰelliptic curve îĆĚîöĊĀúć÷ĒïïǰĔîÿŠüîîĊĚจąóĎéëċงîĉ÷ćöĀîċęงìĊęĔชšĔîกćøĂíĉïć÷øĎðĒïï
ÿöกćøǰĒúąกøąïüîกćøìćงคèĉêýćÿêøŤìĊęđกĉéขċĚîõć÷Ĕêšîĉ÷ćöขĂงǰelliptic curve 

đøćîĉ÷ćöĔĀš 𝐸: 𝑦2 ൌ 𝑥3 ൅ 𝑎𝑥 ൅ 𝑏 Ēìîǰelliptic curve (đøĊ÷กøĎðĒïïîĊĚüŠćǰshort weierstrass 
form) ĒúąĔĀšจčé 𝑃1 ൌ ሺ𝑥1, 𝑦1ሻ Ēúąจčé 𝑃2 ൌ ሺ𝑥2, 𝑦2ሻ đðŨîจčéïî 𝐸 ĒúąĕöŠĔชŠจčéìĊęĂîĆîêŤǰēé÷đøćจą
ĒìîจčéìĊęĂîĆîêŤéšü÷ 𝑂 đøćÿćöćøëîĉ÷ćöกøąïüîกćøïüกǰ(+)ǰïîǰelliptic curve ĕéšéĆงîĊĚǰ[8] 

x 𝑃 ൅ 𝑂 ൌ 𝑂 ൅ 𝑃 ൌ 𝑃 ÿĈĀøĆïìčกจčé 𝑃 ∈ 𝐸 
x ëšćǰ𝑥1 ൌ 𝑥2 Ēúąǰ𝑦1 ൌ െ𝑦2 Ēúšüǰ𝑃1 ൅ 𝑃2 ൌ 𝑂 
x ĔîกøèĊĂČęîĔĀšìĈกćøคĈîüèคŠć 𝜆 ൌ ௬మି௬భ

௫మି௫భ
ǰëšćĀćกǰ𝑃 ് 𝑄 ĀøČĂǰ𝜆 ൌ 3௫భ

మ+௔
2௬భ

ǰëšćĀćก 𝑃 ൌ 𝑄  
ĒúąคĈîüèจčé 𝑃1 ൅ 𝑃2 ൌ 𝑃3 ൌ ሺ𝑥3,  𝑦3ሻ ĕéšจćกǰ𝑥3 ൌ 𝜆2 െ 𝑥1 െ 𝑥2ǰĒúąǰ𝑦3 ൌ െ𝜆𝑥3 െ
𝑦1 ൅ 𝜆𝑥1 

x กøąïüîกćøขšćงêšîîĊĚìĈĔĀšđกĉéǰAbelian group 
กøąïüîกćøĂĊกĂ÷ŠćงĀîċęงคČĂǰกćøคĎèจčé 𝑃 ïîǰelliptic curve éšü÷จĈîüîđêĘö 𝑛 đขĊ÷îĒìîéšü÷ 

ሾ𝑛ሿ𝑃 คČĂĒìîกćø + éšü÷จčéêĆüđĂง 𝑛 คøĆĚงǰđชŠîđøćđขĊ÷îĕéšüŠć ሾ3ሿ𝑃 ൌ 𝑃 ൅ 𝑃 ൅ 𝑃 
õćóêĆüĂ÷ŠćงéšćîúŠćงđðŨîêĆüĂ÷ŠćงขĂงกøąïüîกćøïüกĒúąกćøคĎèéšü÷ǰ2 กĆïจčéǰ𝑃 ïîǰelliptic 

curve 𝐸 ìĊęîĉ÷ćöđĀîČĂจĈîüîจøĉงǰ𝑅 
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õćóìĊęǰ2.3ǰêĆüĂ÷ŠćงขĂงกøąïüîกćøïüกøąĀüŠćงจčéĒúąกćøคĎèéšü÷จĈîüîđêĘöกĆïจčéïîǰelliptic curve 

ìĊęöć:ǰhttps://www.desmos.com/calculator/ialhd71we3 - Elliptic Curve Points 
 ÿĈĀøĆïǰelliptic curve 𝐸 ìĊęîĉ÷ćöđĀîČĂǰ field 𝑘 đøćöĆกจąđขĊ÷îđซêกúč ŠöขĂงจčé 𝑃 ìĊęĂ÷Ď Šïîǰ
elliptic curve 𝐸ǰéšü÷ 𝐸ሺ𝑘ሻ 

2.2.1 Elliptic curve over finite field 
ĔîÿŠüîîĊĚจąóĎéëċงǰelliptic curve 𝐸 ìĊęîĉ÷ćöđĀîČĂǰfinite field 𝐹௤ ēé÷ĔĀš 𝑞 ൌ 𝑝௔ đöČęĂĔĀš 𝑝 đðŨî

จĈîüîđฉóćąìĊęöĊคŠćöćกǰ(ĔîìĊęîĊĚคČĂ 𝑝 ൐ 3) Ēúą 𝑎 ∈ 𝑁 , elliptic curve  ìĊęîĉ÷ćöđĀîČĂ 𝐹௤ ĔîøĎðĒïïǰ
short weierstrass ĒúąëĎกîĉ÷ćöēé÷จĈîüîđêĘö 𝐴, 𝐵 ∈ 𝐹௤ จąđขĊ÷îđðŨîđซêขĂงจčéĕéšéĆงîĊĚคČĂ  

𝐸൫𝐹௤൯ ൌ ሼሺ𝑥, 𝑦ሻ ∈ ൫𝐹௤൯2
: 𝑦2 ൌ 𝑥3 ൅ 𝐴𝑥 ൅ 𝐵ሽ ∪ ሼ𝑂ሽ 

đöČęĂกĈĀîéĔĀš 𝑂 คČĂจčéìĊęĂîĆîêŤìĊęöĊคŠć ሺ𝑥: 𝑦: 𝑧ሻ ൌ ሺ0: 1: 0ሻ ïîǰprojective curve 𝐸: 𝑦2 ൌ

𝑥3 ൅ 𝐴𝑥𝑧2 ൅ 𝐵𝑧3 (ïćงคøĆĚงđøćจąĔชšøĎðĒïïîĊĚđóČęĂĔĀšคĈîüèĕéšđøĘüขċĚîǰ[5]) 
ĒúąĔîïćงคøĆĚงđøćจąóĎéëċงđซê 𝐸൫𝐹௤൯ǰÿĈĀøĆïìčกจčéขĂง 𝐸 đĀîČĂǰalgebraic closure 𝐹௤ ขĂงǰ

𝐹௤ ēé÷ìĊęกøąïüîกćøìćงคèĉêýćÿêøŤกćøïüกĒúąกćøคĎè÷ĆงìĈđĀöČĂîđéĉöđชŠîđéĊ÷üกĆïǰcurve ìĆęüĕð 
ÿöïĆêĉÿĈคĆญìĊęđøćÿîĔจïîǰelliptic curve ìĊęîĉ÷ćöđĀîČĂǰfinite field îĆĚîöĊĀúć÷Ă÷ŠćงǰúšüîĒêŠđðŨî

ÿĉęงìĊęÿĈคĆญÿĈĀøĆïēðøēêคĂúìĊęöĊกćøĔชšงćîจøĉงĔîøąïïǰcryptography ĔîðŦจจčïĆîđชŠîǰคŠćǰj-invariant ขĂง 
𝐸 ìĊęđขĊ÷îĒìîéšü÷ 𝑗ሺ𝐸ሻ, order ขĂงจčé 𝑃 ìĊęĂ÷ĎŠïîǰ𝐸, cardinality, characteristic, endomorphism 
Ēúąǰsubfield curve ขĂงêĆüǰcurve ēé÷ĔîÿŠüîîĊĚจąขĂđúČĂกîĈöćĂíĉïć÷ĒคŠĔîÿŠüîìĊęđกĊę÷üขšĂงกĆïêĆüงćîìĊę
đøćìĈงćîüĉจĆ÷đìŠćîĆĚî 
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õćóìĊęǰ2.4 êĆüĂ÷ŠćงขĂงǰelliptic curve ìĊęĂ÷ĎŠđĀîČĂ 𝐹431 

ìĊęöć:ǰhttps://graui.de/code/elliptic2/ 
2.2.2 Ordinary and Supersingular elliptic curve 
đøćจąđøĉ ęöจćกîĉ÷ćöขĂงǰn-torsion group ขĂงǰelliptic curve ìĊ ęî ĉ÷ćöđĀîČĂǰfinite field 𝑘 

กúŠćüคČĂǰÿĈĀøĆïจĈîüîđêĘöïüก 𝑛 ∈ 𝑍+ đøćจąđøĊ÷กđซêǰn-torsion group ขĂงǰelliptic curve 𝐸 đขĊ÷î
Ēìîéšü÷ 𝐸ሾ𝑛ሿ ĕéšēé÷ 𝐸ሾ𝑛ሿ ൌ ሼ𝑃 ∈ 𝐸ሺ𝐾ሻ ∶  ሾ𝑛ሿ𝑃 ൌ  𝑂ሻ ሽ (𝑂 ĔîìĊ ęîĊ ĚคČĂจčéìĊ ęĂîĆîêŤǰ Ēúą 𝐾ǰคČĂǰ

algebraic closure ขĂงǰ𝑘) 
ĒêŠđøćจąöĊĂĊกîĉ÷ćöĀîċęงคČĂǰëšćĔĀš 𝑘 Ēìîǰcharacteristic ขĂงǰfinite field 𝐾 Ēúšü 𝐸ሾ𝑛ሿ จą

ÿćöćøëđขĊ÷îĕéšĂĊกĒïïคČĂǰ[4]  
𝐸ሾ𝑛ሿ ≅ ሺ𝑍/𝑛𝑍ሻ2ǰëšćǰ𝑘 ∤ 𝑛 

ĀøČĂëšćĀćกǰcharacteristicǰ𝑘 ขĂงǰfield 𝐾 öĊคŠćđìŠćกĆïจĈîüîđฉóćą 𝑝 ൐ 0 Ēúšüจćกǰ[4] Ēúąǰ[8] 
จąĕéšüŠć 

x 𝐸ൣ𝑝௜൧ ≅ 𝑍/𝑝௜𝑍 ÿĈĀøĆïìčกคŠć 𝑖 ൐ 0 ëšć 𝐸 đðŨîǰordinary curve 
x 𝐸ൣ𝑝௜൧ ≅ ሼ𝑂ሽ ÿĈĀøĆïìčกคŠć 𝑖 ൐ 0 ëšć 𝐸 đðŨîǰsupersingular curve 

ĂĊกîĉ÷ćöĀîċęงìĊ ęÿîĔจคČĂǰÿĈĀøĆïǰelliptic curve 𝐸 ìĊęîĉ÷ćöđĀîČĂ 𝐹௤ ìĊę 𝑞 ൌ 𝑝௔ đøćĔĀšîĉ÷ćöǰ
cardinality (จĈîüîÿöćชĉก)ǰขĂงđซê 𝑋 ĔéǰėǰđขĊ÷îĒìîéšü÷ #𝑋 จąĕéšüŠć #𝐸൫𝐹௤൯ ൌ 𝑞 ൅ 1 െ 𝑡 
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ÿĈĀøĆïจĈîüîđêĘö 𝑡 ∈ 𝑍+ ēé÷ìĊę |𝑡| ൑ 2ඥ𝑞 [2] ĒúąĂĊกĂ÷ŠćงĀîċęงคČĂđøćจąđøĊ÷กǰelliptic curve 𝐸 îĆĚî
üŠćđðŨîǰsupersingular curve ëšćĀćก 𝑡 ∣ 𝑝 (𝑡 Āćøǰ𝑝 úงêĆü)ǰĒúąđðŨîǰordinary curve ĔîกøèĊìĊę 𝑡 ∤ 𝑝 

ÿĉęงìĊęĕéšêćööćจćกîĉ÷ćöîĊĚคČĂǰelliptic curve 𝐸 จąëČĂüŠćđðŨîǰsupersingular ëšćĀćก #𝐸൫𝐹௤൯ ≡

1 𝑚𝑜𝑑 𝑝 ĒúąกćøđðŨîǰsupersingular curve จąïĂกêŠĂĕéšĂĊกéšü÷üŠć #𝐸൫𝐹௤೙൯ ≡ 1 𝑚𝑜𝑑 𝑝 ÿĈĀøĆï
ìčกคŠć 𝑛 ∈ 𝑁 [4] 

ĂĊกîĉ÷ćöĀîċ ęงคČĂจćกǰn-torsion groupǰ𝐸ሾ𝑛ሿǰđøćจąïĂกĕéšüŠćëšćĀćกǰ𝑛 ∤ 𝑝 ĒúšüจąĕéšüŠć 
#𝐸ሾ𝑛ሿ ൌ 𝑛2 øüöĕðëċงĂĊกขšĂÿøčðคČĂ 𝐸ሾ𝑛ሿ จąđðŨîñúúĆóíŤจćกǰproduct ขĂงǰcyclic subgroup 2 กúčŠöìĊę
öĊǰorder 𝑛 ĒúąขšĂÿøčðÿčéìšć÷คČĂ 

𝐸ሾ𝑝ሿ ൌ ሼ𝑂ሽǰëšćǰ𝐸 đð Ũîǰsupersingular curve ĒêŠëšćĀćก 𝐸 đð Ũîǰordinary curve จąĕéšüŠć 
#𝐸ሾ𝑝ሿ ൌ 𝑝 [4] (กćøìĊę 𝐸ሾ𝑝ሿ ൌ ሼ𝑂ሽ ïĂกĕéšüŠćìčกจčé 𝑃 ∈ 𝐸 ĕöŠöĊจčéĔéìĊęǰorder ขĂงจčéคČĂǰ𝑝) 

2.2.3 Isomorphism and j-invariant 
กŠĂîจąóĎéëċงǰisogeny จąêšĂงìĈคüćöøĎšจĆกกĆïǰmorphism, isomorphism Ĕîîĉ÷ćöขĂงǰelliptic 

curve กŠĂîǰēé÷öĊîĉ÷ćöéĆงîĊĚǰ[2] 
morphism ขĂงǰelliptic curve 𝑓: 𝐸 → 𝐸ᇱ đðŨîôŦงกŤชĆîìĊęĂíĉïć÷ĕéšēé÷ĂĆêøćÿŠüîขĂงóĀčîćöìĊę

ÿŠงจčéïî 𝐸 ĕð÷Ćงǰ𝐸ᇱ ĔîขèąìĊęǰisomorphism 𝑓 คČĂǰmorphism 𝑓ᇱ ìĊęđขšćđงČęĂîĕข 𝑓ሺ𝑂ாሻ ൌ 𝑂ாᇲ  (ÿŠงจčé
ìĊęĂîĆîêŤïî 𝐸 ĕð÷ĆงจčéĂîĆîêŤïî 𝐸ᇱ) Ēúąǰinverse ขĂง 𝑓ᇱ กĘêšĂงđðŨîǰmorphism đชŠîđéĊ÷üกĆîǰìĈĔĀšđøć
îĉ÷ćöêŠĂöćĕéšüŠć isomorphism đðŨîǰbijection 𝐸൫𝐹௤൯ → 𝐸ᇱ൫𝐹௤൯ ìĊęĕöŠĒîŠîĂîđÿöĂĕðüŠćจąđðŨîกćøÿŠง
คŠćจćก 𝐸൫𝐹௤൯ → 𝐸ᇱ൫𝐹௤൯ 

ĔîกøèĊìĊęđøćöĊ 𝐸 îĉ÷ćöđĀîČĂ 𝐹௤ ĒúąïĂกüŠć #𝐸൫𝐹௤൯ ൌ 𝑞 ൅ 1 െ 𝑡 đøćจąöĊǰelliptic curve 𝐸ᇱ 
ĂĊกĂĆîĀîċęงìĊęîĉ÷ćöđĀîČĂ 𝐹௤ đøĊ÷กüŠćǰquadratic twist ขĂง 𝐸 ĒúšüđøćจąÿćöćøëïĂกĕéšüŠć #𝐸ᇱ൫𝐹௤൯ ൌ
𝑞 ൅ 1 ൅ 𝑡 

îĉ÷ćöëĆéöćìĊęđøćÿîĔจคČĂกćøคĈîüèคŠćǰ j-invariant ÿĈĀøĆïǰelliptic curve 𝐸஺,஻: 𝑦2 ൌ 𝑥3 ൅

𝐴𝑥 ൅ 𝐵 ìĊęîĉ÷ćöĕéšüŠć  

𝑗൫𝐸஺,஻൯ ൌ
1728 ൈ 4𝐴3

4𝐴3 ൅ 27𝐵2 
ĒúšüđøćจąïĂกüŠćกćøจąöĊǰisomorphism 𝑓: 𝐸 → 𝐸ᇱ ĕéšกĘêŠĂđöČęĂ 𝑗ሺ𝐸ሻ ൌ 𝑗ሺ𝐸ᇱሻǰđìŠćîĆĚî 

ÿčéìšć÷กŠĂîìĊęจąóĎéëċงđøČęĂงǰ isogeny คČĂกćøìĊęìčกǰsupersingular curveǰ𝐸 ìĊęîĉ÷ćöđĀîČĂ 𝐹௣ îĆĚî
จąǰisomorphic กĆïǰsupersingular curve ìĊęîĉ÷ćöïî 𝐹௣మ ìĈĔĀšđøćïĂกĕéšüŠćคŠćǰ j-invariant îĆĚîจąêšĂง
Ă÷ĎŠĔî 𝐹௣మ ĒúąจćกìùþãĊîĆĚîĕéšกúŠćüĕüšüŠćđøćöĊìĆĚงĀöéøćü ቔ ௣

12
ቕ isomorphism class (j-invariant) ขĂงǰ
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supersingular curve [2] ĒúąöĊøćü 𝑂൫ඥ𝑝𝑙𝑜𝑔ሺ𝑝ሻ൯ ìĊęöĊคŠćǰj-invariant Ă÷ĎŠĔî 𝐹௣ ìĈĔĀšđøćêšĂงđúČĂก 𝑝ǰ
ìĊ ęöĊคŠćöćกĔîกćøîĈĕðĔชšĔîøąïïǰcryptography ĔîðŦจจčïĆîǰกĆïĂĊกขšĂÿøčðกĘคČĂคČĂคŠćขĂง  #𝐸൫𝐹௣మ൯ 
ÿĈĀøĆïǰsupersingular curve 𝐸 îĆĚîจąöĊđóĊ÷งĒคŠ ሺ𝑝 ൅ 1ሻ2 ĀøČĂĕöŠกĘ ሺ𝑝 െ 1ሻ2ǰđìŠćîĆĚî 

2.2.4 Isogeny 
Isogenies đðŨîǰgroup homomorphisms øąĀüŠćงǰelliptic curve ìĊęĒêกêŠćงกĆîǰēé÷öĊĀîšćìĊę

ÿĈคĆญĔîĀúć÷Ă÷ŠćงìĆĚงìćงéšćîìùþãĊĒúąĔîéšćîกćøîĈĕðĔชšÿøšćงēðøēêคĂúđóøćąđðŨîÿöïĆêĉìĊęìĈĔĀšđøć

ïĂกคüćöđกĊę÷üขšĂงขĂงǰcurve ìĊęĒêกêŠćงกĆîĕéšǰđóøćąกćøìĊęǰcurve ìĊęĒêกêŠćงกĆîîĆĚîöĊǰhomomorphism 
กĆîจąøĆกþćÿöïĆêĉìćงēคøงÿøšćงขĂงǰelliptic curve ĔĀšđĀöČĂîกĆîĕéšǰĒúąกćøìĊęêĆüēðøēêคĂúìĊęđøćจąóĎéëċง
îĊĚîĆęîđøĉęöêšîจćกǰcurve đøĉęöêšîĂĆîĀîċęงคČĂ 𝐸0 ìĊęöĊÿöïĆêĉชîĉéĀîċęงĂ÷ĎŠคČĂคüćöđðŨîǰsupersingular, จĈîüî
ÿöćชĉกǰĒúąกćøîĉ÷ćöĂ÷Ď ŠđĀîČĂ 𝐹௣మ ĒúšüìĈกćøคĈîüèĀćǰisogeny จćกǰcurve îĆĚîกúć÷đðŨîกčญĒจ
ÿćíćøèą 𝐸஺, 𝐸஻ ìĈĔĀšđøćÿćöćøëêøüจÿĂïกčญĒจÿćíćøèąēé÷ĂćýĆ÷ÿöïĆêĉđĀúŠćîĆĚîĕéšîĊĚđĂงǰēé÷đøćจą
กĈĀîéîĉ÷ćöขĂงǰisogeny ĕéšéĆงîĊĚǰ[2] 

ĔĀšǰ𝐸1, 𝐸2 đðŨîǰelliptic curve ìĊęîĉ÷ćöđĀîČĂǰfield 𝐾, isogeny จąïĂกüŠćคČĂǰnon-constant 
homomorphism 𝜙: 𝐸1ሺ𝐾ሻ → 𝐸2ሺ𝐾ሻ ìĊ ęĂí ĉïć÷ĕé šēé÷ǰ rational function Āø ČĂđข Ċ÷îĂ ĊกĒïïคČĂ 
𝜙ሺ𝑃 ൅ 𝑄ሻ ൌ 𝜙ሺ𝑃ሻ ൅ 𝜙ሺ𝑄ሻ ĒúšüÿĈĀøĆïìčกǰจčé 𝑃, 𝑄 ∈ 𝐸1ሺ𝐾ሻ đøćจąöĊǰrational function 𝑅1, 𝑅2 ìĊę
ëšćĀćก 𝜙ሺ𝑥1, 𝑦1ሻ ൌ ሺ𝑥2, 𝑦2ሻ Ēúšü 𝑥2 ൌ 𝑅1ሺ𝑥1,  𝑦1ሻ,  𝑦2 ൌ 𝑅2ሺ𝑥1,  𝑦1ሻǰÿĈĀøĆïìčกคŠć ሺ𝑥1,  𝑦1ሻ ∈

𝐸1ሺ𝐾ሻ đøćÿćöćøëđขĊ÷îǰisogeny 𝜙 ĕéšđðŨî 
ሺ𝑥2,  𝑦2ሻ ൌ 𝜙ሺ𝑥1,  𝑦1ሻ ൌ ൫𝑟1ሺ𝑥1ሻ,  𝑦1𝑟2ሺ𝑥1ሻ൯ 

đöČęĂĔĀš 𝑟1, 𝑟2 đðŨîǰrational function ìĊęëšćĀćกüŠćÿĆöðøąÿĉìíĉĝĀîšć 𝑟1, 𝑟2 îĆĚîđðŨîÿöćชĉกขĂง 𝐾 đøćจąïĂก
üŠć 𝜙 îĉ÷ćöđĀîČĂ 𝐾 ĒúšüđขĊ÷î 

𝑟1ሺ𝑥ሻ ൌ
𝑝ሺ𝑥ሻ
𝑞ሺ𝑥ሻ 

ēé÷กĈĀîéĔĀ šóĀčîćöǰ𝑝, 𝑞 ĕö Šö Ċê ĆüðøąกĂïø Šüöก ĆîǰĒúąจąîĉ÷ćöǰdegree ขĂงǰisogeny ĕé šüŠć 
𝑑𝑒𝑔ሺ𝜙ሻ ൌ 𝑀𝑎𝑥ሼ𝑑𝑒𝑔൫𝑝ሺ𝑥ሻ൯, 𝑑𝑒𝑔൫𝑞ሺ𝑥ሻ൯ሽ ĒúąĔîกøèĊìĊęĀćกüŠćĂîčóĆîíŤĂĆîéĆïǰ1 ขĂง 𝑟1 ൌ 𝑟1

ᇱሺ𝑥ሻ 
îĆĚîĕöŠđìŠćกĆïǰ0 đøćจąïĂกüŠćǰisogeny 𝜙 îĆĚîǰseparable (Ē÷กจćกกĆîĕéš)ǰ[2] 

ìĈĔĀšĕéšîĉ÷ćöüŠćëšć 𝜙 Ē÷กจćกกĆîĕéšĒúšü 𝑑𝑒𝑔ሺ𝜙ሻ ൌ #𝐾𝑒𝑟ሺ𝜙ሻ ĒêŠëšćĒ÷กจćกกĆîĕöŠĕéšĒúšü 
𝑑𝑒𝑔ሺ𝜙ሻ ൐ #𝐾𝑒𝑟ሺ𝜙ሻ ĒúąĔîกøèĊìĆęüĕðîĆĚîǰkernel (𝐾𝑒𝑟) ขĂงǰisogeny จąđðŨîǰfinite subgroup ขĂง 
𝐸1ሺ𝐾ሻ 
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êĆüĂ÷ŠćงขĂงǰisogeny ìĊęđĀĘîĕéšชĆéคČĂǰกćøคĎèéšü÷จĈîüîđêĘöǰ𝑛 ïî elliptic curve ìĊęđøćđค÷ĔĀš
îĉ÷ćöĕðĒúšüüŠć ሾ𝑛ሿ𝑃 ൌ 𝑃 ൅ 𝑃 ൅ ⋯ ൅ 𝑃ǰ(𝑛ǰคøĆĚง)ǰซċęงÿŠงǰ𝑂 ĕð÷ĆงêĆüđĂง, đðŨîǰgroup homomorphism 
ĒúąĂíĉïć÷ĕéšéšü÷ǰrational function ìĊęöćจćกǰgroup law ēé÷ìĊęêĆüǰkernel กĘจąđðŨî 𝐸ሾ𝑛ሿ êćöìĊęĕéšđค÷
îĉ÷ćöĕüšĔîÿŠüîกŠĂîĀîšć 

ÿŠüîÿčéìšć÷ìĊęจąđกĊę÷üกĆïǰisogeny คČĂǰendomorphism ring ēé÷đøćจąïĂกüŠćǰendomorphism 
ring ขĂง 𝐸 คČĂđซêขĂงǰisogeny จćก 𝐸 ìĊęกúĆïöć÷ĆงêĆüđĂงǰøüöëċงđøćจąöĊîĉ÷ćöǰZero map 0: 𝐸 → 𝐸 
ìĊęĂíĉïć÷ēé÷ 0ሺ𝑃ሻ ൌ 𝑂 ÿĈĀøĆïìčกจčé 𝑃 ∈ 𝐸 ĒúšüđøćจąđขĊ÷îǰendomorphism ring ĕéšéĆงîĊĚ 

𝐸𝑛𝑑ሺ𝐸ሻ ൌ ሼ𝜙: 𝐸 → 𝐸ሽ ∪ ሼ0ሽ 
ÿŠüîîĊĚđĂงđðŨîÿŠüîÿčéìšć÷ìĊęìĈĔĀšîĈĕðĔชšÿøšćงēðøēêคĂúǰSIDH ĕéšǰēé÷ĕéšöĊกćøîĉ÷ćöกćøøüöกĆî

ขĂงǰisogeny ÿĂงĂĆîคČĂ ሺ𝜙1 ൅ 𝜙2ሻሺ𝑃ሻ ൌ 𝜙1ሺ𝑃ሻ ൅ 𝜙2ሺ𝑃ሻ 

 
õćóìĊęǰ2.5ǰêĆüĂ÷ŠćงขĂงǰisogeny 𝜙1 Ēúąǰ𝜙2ǰēé÷ìĊęǰ𝜙1ǰđðŨîǰisomorphism 
ìĊęöć:ǰCloudflare Blog - Towards Post-Quantum Cryptography in TLS 

 
2.2.5 Weil pairing 
ÿĈĀøĆïจčéïîǰelliptic curve 𝐸 ìĊęîĉ÷ćöïîǰfinite field 𝐾 ëšćđøćกĈĀîéĔĀšǰ𝐾 đðŨîǰfield ìĊęöĊǰ

characteristic 𝑝 Ēúą 𝐾ഥ ìĊęđðŨîǰalgebraic closure ขĂง 𝐾 Ēúąǰ𝑛ǰìĊęđðŨîจĈîüîđêĘöïüกǰđøćöĊîĉ÷ćöขĂงǰ
n-torsion group üŠć 

𝐸ሾ𝑛ሿሺ𝐾ഥሻ ≅ 𝑍௡ ൈ 𝑍௡ 
đöČęĂĔĀšǰ𝑍௡ǰĒìîǰcyclic group ìĊęöĊǰorder 𝑛 đøćจąïĂกüŠćǰWeil pairing คČĂǰnon-degenerate 

inner product ìĊęîĉ÷ćöïîจčéขĂงǰ𝐸ሾ𝑛ሿሺ𝐾ഥሻǰĒúąîĉ÷ćöĕéšéĆงîĊĚ 
Weil pairing ïîǰelliptic curve 𝐸 ìĊęîĉ÷ćöđĀîČĂǰfield 𝐾 จąđðŨîกúčŠöขĂงกćøÿŠงคŠćǰ𝑒௡ǰĒêŠúą

ÿöćชĉกìĊęîĉ÷ćöđĀîČĂǰ𝐾ǰกĆïจĈîüîđêĘöǰ𝑛ǰìĊęđðŨîǰcoprime กĆïǰ𝑝ǰ(𝑝ǰđðŨîǰcharacteristic ขĂงǰ𝐾)ǰēé÷จćกǰ

[1] จąïĂกĕéšüŠć 
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𝑒௡: 𝐸ሾ𝑛ሿ ൈ 𝐸ሾ𝑛ሿ → 𝜇௡ 
ĀøČĂกĘคČĂđðŨîôŦงกŤชĆîÿĈĀøĆïÿŠงคŠćขĂงจčéǰ𝑃, 𝑄ǰìĊęđðŨîÿöćชĉกĔîǰn-torsion group ขĂงǰelliptic 

curve 𝐸ሾ𝑛ሿ ൌ ሼ𝑃 ∈ 𝐸ሺ𝐾ሻ: ሾ𝑛ሿ𝑃 ൌ 𝑂ሽ ĕð÷ĆงคŠćĔîǰ𝐾ǰĔîøĎðĒïïขĂงǰprimitive nth-root of unity  
ēé÷ìĊęǰ𝜇௡ ൌ ሼ𝑥 ∈ 𝐾 | 𝑥௡ ൌ 1ሽ ǰĒúąđøćกĈĀîéĔĀšǰ𝑒௡ሺ𝑃,  𝑄ሻ௡ ൌ 1 (đøćĂćจจąöĂงǰfield 𝐾 ൌ 𝐹௣೙  
กĘĕéšđชŠîđéĊ÷üกĆî) 

ĔîÿŠüîขĂงǰWeil pairing đĂงกĘจąöĊÿöïĆêĉขĂงคüćöđðŨîǰbilinearity, alternating Ēúąǰnon-
degenerate ìĈĔĀšÿĈĀøĆïจčéǰ𝑃, 𝑄 ∈ 𝐸ሾ𝑚ሿǰđøćจąĕéšüŠć 

x 𝑒ሺ𝑃1 ൅ 𝑃2, 𝑄ሻ ൌ 𝑒ሺ𝑃1,  𝑄ሻ 𝑒ሺ𝑃2, 𝑄ሻ 
x 𝑒ሺ𝑃, 𝑄1 ൅ 𝑄2ሻ ൌ 𝑒ሺ𝑃, 𝑄1ሻ 𝑒ሺ𝑃, 𝑄2ሻ 
x ∀𝑃 ∈ 𝐸ሾ𝑚ሿ ∖ ሼ𝑂ሽ,  ∃𝑄 ∈ 𝐸ሾ𝑚ሿ,  𝑒ሺ𝑃, 𝑄ሻ ് 1 
x 𝑒ሺ𝑃, 𝑃ሻ ൌ 1 
x 𝑒ሺ𝑃, 𝑄ሻ ൌ 𝑒ሺ𝑄, 𝑃ሻି1 
x 𝑒ሺ𝑃, 𝑄ሻ ൌ 1 ǰÿĈĀøĆïìčกคŠćǰ𝑄ǰกĘêŠĂđöČęĂ 𝑃 ൌ 𝑂 
x 𝑒ሺ𝑄, 𝑃ሻ ൌ 1 ǰÿĈĀøĆïìčกคŠćǰ𝑃ǰกĘêŠĂđöČęĂ 𝑄 ൌ 𝑂 
x ë šćจ čéǰ𝑃, 𝑄ǰĂ÷ Ď Š Ĕîǰ𝐸ሾ𝑚𝑛ሿǰค Š ć ǰn-th power ขĂงǰWeil pairing 𝑒௠௡ሺ𝑃, 𝑄ሻ จąĀćĕé šจćก 

𝑒௠௡ሺ𝑃, 𝑄ሻ௡ ൌ 𝑒௠ሺሾ𝑛ሿ𝑃, ሾ𝑛ሿ𝑄ሻ 
 

ÿŠüîëĆéöćìĊęจąóĎéëċงคČĂǰdivisors ĒúąǰWeil functions đóČęĂĔชšĔîกćøคĈîüèคŠćขĂงǰWeil pairing 
𝑒௡ ìĊęđéĉöĒúšüǰWeil pairing ëĎกîĉ÷ćöïîǰdivisor classes ìĊęöĊǰdegree 0 đîČęĂงจćกìčกǰdivisor class ïîǰ
Curve 𝐸 จąêšĂงöĊøĎðĒïïđฉóćąìĊęđขĊ÷îĕéšĔîúĆกþèąขĂงǰሾ𝑃ሿ െ ሾ𝑂ሿǰđøćđðúĊę÷îîĉ÷ćöîĆĚîöćĔชšกĆïจčéïîǰ

curve ĕéšéĆงîĊĚ 
ĔĀšǰ𝐶ǰđðŨîǰcurve Ēúąǰ𝐷ǰđðŨîǰdivisor ìĊęǰ𝑠𝑢𝑝𝑝ሺ𝐷ሻ ∩ 𝑠𝑢𝑝𝑝൫𝑑𝑖𝑣ሺ𝑓ሻ൯ ൌ  ∅ǰđøćîĉ÷ćöĔĀšǰǰ 

𝑓ሺ𝑑ሻ ≔ ෑ 𝑓ሺ𝑃ሻ௩ುሺ஽ሻ

௉∈஼

 

ĒúąĂĊกîĉ÷ćöìĊęĔชšïĂกกćøคĈîüèคŠćขĂงǰWeil pairing คČĂǰĔĀšǰ𝑛 ൐ 1ǰđðŨîจĈîüîđêĘöǰĒúąǰǰ

𝐷1, 𝐷2 đðŨîǰdivisor ïîǰelliptic curve 𝐸 ìĊęǰ𝑛𝐷1, 𝑛𝐷2~0ǰìĈĔĀšđøćöĊôŦงกŤชĆîǰ𝑓1, 𝑓2ǰìĊ ęìĈĔĀšǰ𝑛𝐷௜ ൌ

𝑑𝑖𝑣ሺ𝑓௜ ሻǰÿĈĀøĆïǰ𝑖 ൌ 1,2ǰđøćจċงîĉ÷ćöกćøคĈîüèคŠćขĂงǰWeil pairing ĕéšéĆงîĊĚ 

𝑒௡ሺ𝐷1, 𝐷2ሻ ൌ
𝑓1ሺ𝐷2ሻ
𝑓2ሺ𝐷1ሻ 
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คŠćขĂงǰWeil pairing îĊĚจąขċĚîกĆïǰdivisor classes 𝐷1, 𝐷2 đìŠćîĆĚîǰēé÷êĆüîĉ÷ćöîĊĚìĈĔĀšđøćÿćöćøë
คĉéĂĆúกĂøĉìċöìĊęÿćöćøëคĈîüèคŠćขĂงǰWeil pairing ĕéš [1] 

éšü÷ÿöïĆêĉขĂงǰWeil pairing Āúć÷Ă÷ŠćงǰøüöĕðëċงกćøคĈîüèคŠćขĂงǰWeil pairing ìĊęÿćöćøëìĈ
ĕéšēé÷öĊĂĆúกĂøĉìċöìĊęöĊชČ ęĂüŠćǰMillerĴsǰWeilǰpairingǰalgoriUhmǰìĈĔĀšöĊกćøîĈöćĔชšðøą÷čกêŤĔîกćøìĈ

ēðøēêคĂúìĊ ęđก Ċ ę÷üขšĂงกĆïǰelliptic curve đชŠîกćøêøüจÿĂïǰorder ขĂงจčéïîǰelliptic curve กćø
êøüจÿĂïคüćöǰindependence ขĂงจčéìĊęêŠćงกĆîǰĀøČĂกćøđðúĊę÷îðŦญĀćǰdiscrete logarithm จćกǰgroup 
Āîċęงĕð÷ĆงĂĊกǰgroup ĀîċęงìĊęìĈĕéšงŠć÷กüŠćǰđชŠîจćกǰgroup ïîǰelliptic curve ĕð÷Ćงǰgroup ïîǰfinite field 
ซċęงǰWeil pairing öĊกćøĔชšĂ÷ŠćงêŠĂđîČęĂงìĆĚงĔîกćøýċกþćÿöïĆêĉขĂงǰelliptic curve ĒúąกćøîĈĕðĔชšงćîĔî
ēðøēêคĂúĔîชŠüงĒøกǰĒêŠĔîðŦจจčïĆîîĆ ĚîĕéšöĊกćøóĆçîćĔĀšĂ÷ĎŠĔîøĎðĒïïขĂงกćøคĈîüèǰTate pairing 
𝑡ሺ𝑃, 𝑄ሻ ìĊęĔชšงćîจøĉงĔîēðøēêคĂúìĊęđøćกĈúĆงจąóĎéëċงǰēé÷ìĊ ę÷ĆงöĊกćøคงÿöïĆêĉĔîđøČ ęĂงขĂงคüćöđðŨîǰ
bilinear Ēúąǰnon-degenerate đĂćĕüšĒêŠจąêŠćงêøงìĊęคŠćขĂงǰ 𝑡ሺ𝑃, 𝑃ሻǰĕöŠđìŠćกĆïǰ1 ĔîìčกกøèĊซċęงêŠćงจćกǰ
Weil pairing îĆęîđĂงǰìĈĔĀšกćøĔชšงćîēéîÿŠüîöćกìĊęđéĉöĔชšǰWeil pairing îĆĚîđøćÿćöćøëîĈǰTate pairing 
ĕðĔชšĒìîĕéšǰēé÷ìĆęüĕðĒúšüđøćöĆกจąïĂกĕéšüŠćกćøคĈîüèǰWeil pairing กĘจąđĀöČĂîกĆïกćøคĈîüèǰTate 
pairing 2 øĂïǰ(øć÷úąđĂĊ÷éđóĉęöđêĉęöđøČęĂงคüćöĒêกêŠćงÿćöćøëĂŠćîĕéšจćกǰ[18]) 
 
2.3 Post Quantum Cryptography 

ēðøēêคĂúìĊęđøćĔชšĂ÷ĎŠĔîðŦจจčïĆîîĊĚǰđชŠîǰRSA, ECDH úšüîöĊìĊęöćจćกðŦญĀćìćงคèĉêýćÿêøŤìĊęóĉÿĎจîŤ
ĕéšüŠćÿćöćøëĀćคĈêĂïĕéš÷ćกǰìĊęกĈĀîéüŠćจąêšĂงĀćคĈêĂïĕéšĔîǰexponential time ĒêŠđøČęĂงîĆĚîđðŨîจøĉง
đฉóćąĔîกøèĊìĊęđøćóĎéëċงǰClassical computer ìĊęĔชšøąïïǰbit Ēïïǰ0, 1ǰĒêŠĔîĂîćคêĂĆîĔกúšîĊĚð ŦญĀć

đĀúŠćîĆĚîจąกúć÷đðŨîðŦญĀćìĊęĕöŠĕéš÷ćกĂĊกêŠĂĕðǰēé÷ìĊęĔîĂîćคêđøćĂćจจąöĊĂĆúกĂøĉìċöìĊęÿćöćøëĒกšĕข

ðŦญĀćîĆĚîĕéšĔîǰpolynomial time đöČ ęĂđøćĔชšǰQuantum computer ĔîกćøĒกšĕขðŦญĀćđĀúŠćîĆ ĚîǰđชŠîǰ
ShorĴsǰAlgoriUhmǰĔîกćøìĈúć÷คüćöðúĂéõĆ÷ขĂงøąïïǰRSA ēé÷ĂšćงĂĉงจćกคüćö÷ćกĔîกćøĒ÷กêĆü
ðøąกĂïìĊęöćจćกñúคĎèขĂงจĈîüîđฉóćąìĊęöĊขîćéĔĀญŠöćกǰìĈĔĀšĔîðŦจจčïĆîĂงคŤกøǰNIST (National 
institute of standard and technology) đøĉęöคšîĀćēðøēêคĂúìĊęÿćöćøëĔชšงćîคงคüćöðúĂéõĆ÷ĕéšǰĒöšüŠćǰ
Quantum computer จąÿćöćøëÿøšćงขċĚîöćĕéšÿĈđøĘจจøĉงĔîĂîćคêǰซċęงĀîċęงĔîēðøēêคĂúìĊęกĈúĆงĒขŠงขĆîกĆî
Ă÷ĎŠ ĔîêĂîîĊ Ě Ĕîÿ ŠüîขĂงǰPublic key encryption, Key-establishment คČĂǰSupersingular isogeny 
Diffie-Hellman key exchange (SIDH)/Supersingular isogeny key encapsulation (SIKE) 
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2.4 Supersingular isogeny Diffie-Hellman key exchange (SIDH) 
êĆüēðøēêคĂúîĊĚêšĂงกćøìĊęจąìĈÿĉęงìĊęǰDiffie-Hellman key exchange đค÷ìĈǰกúŠćüคČĂǰ𝐴𝑙𝑖𝑐𝑒ǰĒúąǰ

𝐵𝑜𝑏ǰêšĂงกćøÿøšćงคüćöúĆïøŠüöกĆîǰēé÷ĂćýĆ÷กćøÿøšćงกčญĒจÿćíćøèąĒúšüĒúกđðúĊę÷îกčญĒจÿćíćøèąîĆĚîǰ

ēé÷ÿĉęงìĊęจąêŠćงจćกǰDiffie-Hellman ìĆęüĕðกĘคČĂǰüĉíĊกćøìĈงćîขĂงēðøēêคĂú, úĆกþèąขĂงกčญĒจÿćíćøèąǰ
ĒúąðŦญĀćìćงคèĉêýćÿêøŤìĊęĒกšĕขĕéš÷ćกĂĆîđðŨîóČĚîåćîขĂงêĆüēðøēêคĂúîĊĚ 

êĆüēðøēêคĂúîĊĚจąìĈงćîĂ÷Ď ŠïîđซêขĂงǰ supersingular elliptic curve ìĊęîĉ÷ćöïîǰquadratic 
extension ขĂงǰprime fieldǰ𝐹௣ ìĊęöĊจĈîüîđฉóćąǰ𝑝 ൌ 𝑙஺

௘ಲ𝑙஻
௘ಳ𝑓 േ 1ǰขîćéĔĀญŠēé÷ìĊęǰ𝑝 ≡ 3 𝑚𝑜𝑑 4ǰ

Ēúąēé÷ÿŠüîöćกđøćจąĔชšüĉíĊกćøïŠงïĂกǰextension field îĆĚîĂ÷ŠćงงŠć÷ǰēé÷đขĊ÷îĔĀšǰ𝐹௣మ ൌ 𝐹௣ሺ𝑖ሻǰđöČęĂĔĀšǰ

𝑖2 ൅ 1 ൌ 0ǰēé÷ìĊęÿöćชĉกขĂงǰ𝐹௣మǰจąđขĊ÷îĔîøĎðǰ𝑎 ൅ 𝑏𝑖ǰìĊę 𝑎, 𝑏 ∈ 𝐹௣ 
จćกจĈîüîìĆĚงĀöéǰ𝑝2ǰคŠćĔîǰ𝐹௣మǰđøćจąÿîĔจǰsubset ขîćé ቔ ௣

12
ቕ ൅ 𝑧,  𝑧 ∈ ሼ0,  1,  2ሽ ìĊęöĊ

ขîćéđìŠćกĆïจĈîüîคŠćขĂงǰsupersingular j-invariant Ĕî 𝐹௣మ 
จćกÿöïĆêĉìĊęđค÷กúŠćüĕüšĔîÿŠüîกŠĂîĀîšćǰelliptic curve 𝐸 ĒêŠúąĂĆîจąöĊคŠćǰj-invariant ĕéšđóĊ÷ง

คŠćđéĊ÷üđìŠćîĆ ĚîǰĒúąǰ𝐸1, 𝐸2ǰจąđðŨîǰisomorphic êŠĂกĆîกĘêŠĂđöČ ęĂöĊคŠćǰj-invariant đìŠćกĆîǰĔîÿŠüîîĊĚจą
÷กêĆüĂ÷ŠćงđöČęĂĔĀšǰ𝑝 ൌ 431ǰĒúąǰj-invariant ìĆĚงĀöéìĊęđðŨîĕðĕéšéĆงĔîõćóìĊęǰ2.6 

 
õćóìĊęǰ2.6ǰđซêขĂงǰ37 supersingular j-invariant ìĊęđðŨîĕðĕéšĔîǰ𝐹431మ  
ìĊęöć:ǰ[16] ĀĆüขšĂìĊęǰ2: The set of supersingular j-invariants Fig. 1 
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ÿĈĀøĆïǰelliptic curve ìĊęĔชšĔîǰSIDH đøćöĆกจąđขĊ÷îĔîøĎðĒïïขĂงǰmontgomery form ĒìîìĊę
จąĔชšǰshort weierstrass form คČĂจąđขĊ÷îǰ𝐸ǰĔîøĎðขĂงǰ𝐸௔,௕: 𝑏𝑦2 ൌ 𝑥3 ൅ 𝑎𝑥2 ൅ 𝑥ĒúąđøćöĊúĆกþèą

ขĂงǰmontgomery curve ìĊęÿĈคĆญคČĂǰđøćจąĔชšđóĊ÷งคŠćǰ𝑎ǰìĊęđðŨîÿöćชĉกĔîǰ𝐹௣మǰđìŠćîĆĚîĔîกćøïŠงïĂกëċงǰ

elliptic curve ìĊęĒêกêŠćงกĆîǰĒúąđøćÿćöćøëคĈîüèǰj-invariant ขĂงǰ𝐸ǰĔîøĎðĒïïîĊĚĕéšēé÷ 

𝑗൫𝐸௔,௕൯ ൌ
256ሺ𝑎2 െ 3ሻ3

𝑎2 െ 4  
đĀĘîĕéšüŠćคŠćǰǰj-invariant ขĂงǰelliptic curve ĔîøĎðĒïïขĂงǰmontgomery curve îĆĚîĕöŠขċĚîกĆïคŠćǰ𝑏ǰđú÷ 
êĆüĂ÷ŠćงđชŠîëšćđøćกĈĀîéĔĀšǰ𝑎1 ൌ 208𝑖 ൅ 161,  𝑎2 ൌ 172𝑖 ൅ 162 đøćจąÿćöćøëคĈîüèคŠćǰj-
invariant ĕéšüŠćǰ𝑗൫𝐸௔భ൯ ൌ 𝑗൫𝐸௔మ൯ ൌ 364𝑖 ൅ 304ǰĒðúüŠćǰcurve 𝐸௔భ đðŨîǰisomorphic กĆïǰ𝐸௔మ 
đøćจą÷กêĆüĂ÷ŠćงĕéšüŠćǰisomorphism 𝜓 ÿĈĀøĆïǰ𝐸௔భ, 𝐸௔మ คČĂ 

𝐸௔భ → 𝐸௔మ: ሺ𝑥, 𝑦ሻ → ൫ሺ66𝑖 ൅ 182ሻ𝑥 ൅ ሺ300𝑖 ൅ 109ሻ,  ሺ122𝑖 ൅ 159ሻ𝑦൯ 
Ēúąǰ𝜓ି1 

𝐸௔మ → 𝐸௔భ: ሺ𝑥, 𝑦ሻ → ൫ሺ156𝑖 ൅ 40ሻ𝑥 ൅ ሺ304𝑖 ൅ 202ሻ,  ሺ419𝑖 ൅ 270ሻ𝑦൯ 
đøćÿćöćøëĀćǰ𝜓 ቀ𝑂ாೌభ

ቁ ൌ 𝑂ாೌమ
ǰĒúąǰ𝜓 ቀ𝑂ாೌమ

ቁ ൌ 𝑂ாೌభ
ǰซċęงêøงกĆïîĉ÷ćöìĊęđค÷ĔĀšĕüšĔîÿŠüîกŠĂîĀîšć 

 ĔîÿŠüîขĂงüĉíĊกćøìĈงćîขĂงēðøēêคĂúǰSIDH îĆĚîđøćจąÿćöćøëĂíĉïć÷ĕéšéĆงîĊĚ 
đøćจąöĊǰparameter ÿćíćøèąขĂงēðøēêคĂúǰĕéšĒกŠจĈîüîđฉóćąǰ𝑝 ൌ 𝑙஺

௘ಲ𝑙஻
௘ಳ𝑓 െ 1ǰĔîìĊęîĊĚจąĔชš

คŠćǰ𝑙஺ ൌ 2, 𝑙஻ ൌ 3ǰĔîÿŠüîขĂงคŠćǰ𝑒஺, 𝑒஻ǰîĆĚîขċĚîĂ÷ĎŠกĆïüŠćêšĂงกćøคüćöðúĂéõĆ÷ìĊęøąéĆïĔéǰđชŠîĔîงćîîĊĚ

ÿîĔจìĊęคüćöðúĂéõĆ÷øąéĆïขĂงจĈîüîđฉóćąǰ𝑝ǰìĊęöĊคüćö÷ćüǰ751 bit öĊคüćöðúĂéõĆ÷đìĊ÷ïđìŠćกĆïøąïïǰ
AES256ǰđøćจąêšĂงกĈĀîéǰ𝑒஺ ൌ 372, 𝑒஻ ൌ 239ǰĒúąöĊǰ𝑓ǰđðŨîǰcofactor ขĂงǰ𝑝ǰēé÷ĔîìĊęîĊ ĚจąĔชšǰ
𝑓 ൌ 1 

จćกîĆ ĚîđøćจąöĊǰ𝐸ǰìĊ ęî ĉ÷ćöđĀîČĂǰ𝐹௣మǰìĊ ęö Ċǰcardinality ൫𝑙஺
௘ಲ𝑙௕

௘ಳ𝑓൯2 Ēúąîĉ÷ćöǰ𝐸ൣ𝑙஺
௘ಲ൧ǰìĊ ęöĊǰ

𝑙஺
௘ಲሺ𝑙஺ ൅ 1ሻǰcyclic subgroup đชŠîđéĊ÷üกĆïǰ𝐸ൣ𝑙஻

௘ಳ൧ǰìĊ ęö Ċǰ 𝑙஻
௘ಳି1ሺ𝑙஻ ൅ 1ሻǰcyclic subgroupǰĒú šüêĆü

ēðøēêคĂúจąöĊขĆĚîêĂîกćøìĈงćîéĆงîĊĚǰ[17] 
x ìĆĚงǰ𝐴𝑙𝑖𝑐𝑒ǰĒúąǰ𝐵𝑜𝑏ǰđøĉęöìĊęǰelliptic curve 𝐸 
x 𝐴𝑙𝑖𝑐𝑒 đúČĂกกčญĒจúĆïǰ𝑠𝑘஺ǰĒúšüคĈîüèĀćǰisogeny 𝜙஺ ìĊęđéĉîêćöǰisogeny ìĊęöĊǰdegree 𝑙஺ Ēúšü

ĕðจïìĊęǰcurve 𝐸஺ (𝐸/⟨𝑆⟩ đöČęĂĔĀšǰ𝑆ǰđðŨîǰkernel ขĂงǰisogeny 𝜙 degree 𝑙஺
௘ಲ) 

x 𝐵𝑜𝑏ǰđúČĂกกčญĒจúĆïǰ𝑠𝑘஻ǰĒúšüคĈîüèĀćǰ isogeny 𝜙஻ ìĊęđéĉîêćöǰisogeny ìĊęöĊǰdegree 𝑙஻ Ēúšü
ĕðจïìĊęǰcurve 𝐸஻ (𝐸/⟨𝑅⟩ đöČęĂĔĀšǰ𝑅ǰđðŨîǰkernel ขĂงǰisogeny 𝜙 degree 𝑙஻

௘ಳ) 
(ëšćĔĀšǰ𝜙: 𝐸1 → 𝐸2ǰจąĕéšüŠć 𝐾𝑒𝑟𝑛𝑒𝑙ሺ𝜙ሻ ൌ ሼ𝑃 ∈ 𝐸1: 𝜙ሺ𝑃ሻ ൌ 𝑂ሽ) 
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x 𝐴𝑙𝑖𝑐𝑒, 𝐵𝑜𝑏 ÿŠงǰ𝐸஺, 𝐸஻ǰĔĀšìčกòść÷øĆïìøćï 
x 𝐴𝑙𝑖𝑐𝑒 îĈǰ𝐸஻ǰìĊęĕéšøĆïจćกǰ𝐵𝑜𝑏ǰöćคĈîüèĀćǰ isogeny𝜙஺ሺ𝐸஻ሻ  ซĚĈĂĊกคøĆĚงĀîċęงǰìĈĔĀšĕðจïìĊęǰ

curve 𝐸஺,஻ሺ𝐸/⟨𝑆, 𝑅⟩ሻ 
x 𝐵𝑜𝑏 îĈǰ𝐸஺ǰìĊęĕéšøĆïจćกǰ𝐴𝑙𝑖𝑐𝑒ǰöćคĈîüèĀćǰ isogeny 𝜙஻ሺ𝐸஺ሻ ซĚĈĂĊกคøĆĚงĀîċęงǰìĈĔĀšĕðจïìĊęǰ

curve 𝐸஻,஺ሺ𝐸/⟨𝑅, 𝑆⟩ሻ 
x 𝐴𝑙𝑖𝑐𝑒 คĈîüèǰj-invariant, 𝑗൫𝐸஺,஻൯ ൌ 𝑠𝑠 ĕéšđðŨî 𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡 
x 𝐵𝑜𝑏 คĈîüèǰj-invariant, 𝑗൫𝐸஻,஺൯ ൌ 𝑠𝑠 ĕéšđðŨî 𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡 
x จïกćøìĈงćîขĂงēðøēêคĂú 

 đøćĂćจจąđðøĊ÷ïđìĊ÷ïกúĆïĕð÷ĆงõćóìĊęǰ2.6ǰĕéšüŠćđøćกĈĀîéĔĀšǰcurve đøĉęöêšîîĆĚîöĊคŠćǰj-invariant 
Ă÷ĎŠĔîกøĂïÿĊôŜćǰሺ87𝑖 ൅ 190ሻǰĒúšüìćงòŦũงǰ𝐴𝑙𝑖𝑐𝑒ǰìĈกćøคĈîüèǰisogeny ĕðจïìĊęǰcurve ĀîċęงìĊęöĊคŠćǰj-
invariant Ă÷ĎŠĔîกøĂïÿĊđĀúČĂงǰሺ344𝑖 ൅ 190ሻ đชŠîđéĊ÷üกĆïǰ𝐵𝑜𝑏ǰìĊęคĈîüèǰisogeny ĕðจïìĊęǰcurve Āîċęง
ìĊęöĊคŠćǰj-invariant Ă÷ĎŠĔîกøĂïÿĊđขĊ÷ü ሺ222𝑖 ൅ 118ሻǰĒúšüĀúĆงจćกìĆĚงÿĂงòść÷ĒúกđðúĊę÷îกčญĒจÿćíćøèąǰ

(curve 𝐸஺, 𝐸஻ ) กĘìĈกćøคĈîüèǰ isogeny êŠĂĕðจćกǰcurve îĆĚîǰĒúšüĕðจïìĊęǰcurve Āîċęงซċ ęงöĊคŠćǰ j-
invariant Ă÷ĎŠĔîกøĂïÿĊÿšöǰሺ234ሻǰĒúšüđøćĔชšคŠćîĊĚĒìîคüćöúĆïøŠüöกĆîîĊĚđĂง 
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õćóìĊęǰ2.7ǰêĆüĂ÷ŠćงขĂงกćøđéĉîìćงïîǰisogeny path øąĀüŠćงǰelliptic curve ìĊęĒêกêŠćงกĆî 

ìĊęöć:ǰCloudflare Blog - Towards Post-Quantum Cryptography in TLS 
  
 ëšćéĎêćöõćóìĊęǰ2.7 îĊĚจąđĀĘîĕéšüŠćจčéÿĊéĈîĆ ĚîĒìîǰelliptic curve ĔîĒêŠúąǰsupersingular j-
invariant ēé÷ìĊęđøćöĊĀúć÷ǰcurve ìĊęöĊคŠćขĂงǰj-invariant đìŠćกĆîǰĔîขèąìĊęกúčŠöกšĂîÿĊôŜćคČĂคŠćǰj-invariant 
ìĊęĒêกêŠćงกĆîĒêŠúąคŠćǰĒöšüŠćǰ𝐸஺,஻ǰìĊęǰ𝐴𝑙𝑖𝑐𝑒ǰĀćöćîĆĚîĂćจจąĕöŠĔชŠǰcurve ĂĆîđéĊ÷üกĆîกĆïìĊęǰ𝐵𝑜𝑏ǰĀćöćĕéš

ค ČĂ ǰ𝐸஻,஺ǰĒê Šì Ć Ě งÿĂงǰcurve จąö Ċค Š ć ǰ j-invariant đì Š ćก ĆîǰĒú šüđøćจąĔช šค Š ćî Ċ Ě đ ĂงĔîกćøĔช š đðŨîǰ
𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡ǰìĊęđøćêšĂงกćø 
 ìĆĚงĀöéìĊęĂíĉïć÷îĊĚđðŨîđóĊ÷งìùþãĊìĊęđÿîĂกĆîĔîชŠüงĒøกđìŠćîĆĚîǰĒêŠĔîìćงðäĉïĆêĉจøĉงøüöëċงìĊęกĈúĆงĔชš

งćîĂ÷ĎŠïîēðøēêคĂúìĊęđøćÿîĔจǰĒìîìĊęจąÿŠงขšĂöĎúขĂงìĆĚงǰcurve 𝐸஺, 𝐸஻ ĔîชŠüงขĂงกćøĒúกđðúĊę÷îกčญĒจ
ÿćíćøèąìĊęกćøคĈîüèĀćǰisogeny îĆĚîìĈĕéšชšćĒúąđðúČĂงǰbandwidth ìĊęêšĂงÿŠงขšĂöĎúǰìĈĔĀšĔîÿŠüîขĂง
กćøĔชšงćîจøĉงđøćจąđøĉęöจćกǰparameter ÿćíćøèąéĆงîĊĚǰ[17] 

x Elliptic curve 𝐸0: 𝑏𝑦2 ൌ 𝑥3 ൅ 𝑎𝑥2 ൅ 𝑐𝑥 (ðŦจจčïĆîđøĉęöêšîìĊęǰ𝑎 ൌ 6, 𝑏 ൌ 1, 𝑐 ൌ 1) 
x จĈîüîđฉóćąǰp ൌ 23723239 െ 1 
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x จčéđøĉ ęöêšîขĂงǰ𝐴𝑙𝑖𝑐𝑒: 𝑃஺ ൌ ሾ3239ሿ൫𝑖 ൅ 𝑐,  ඥ𝑓ሺ𝑖 ൅ 𝑐ሻ൯,ǰ𝑄஺ ൌ ሾ3239ሿ൫𝑖 ൅ 𝑐, ඥ𝑓ሺ𝑖 ൅ 𝑐ሻ൯ǰ

ซċęงǰP୅,  Q୅ ∈ E0൫F୮మ൯ǰöĊǰorder 2372 Ēúąจčéǰ𝑃஺, 𝑄஺ǰÿøšćงǰbasisǰÿĈĀøĆïǰE0ሾ2372ሿǰēé÷ìĊęǰ𝑐ǰ

đð ŨîจĈîüîđêĘöïüกìĊ ęî šĂ÷ìĊ ęÿ čéì Ċ ęìĈĔĀš  ሾ2372ି1ሿ𝑃஺ ൌ ൫െ3 േ 2√2, 0൯, ሾ2372ି1ሿ𝑄஺ ൌ
ሺ0, 0ሻ 

x จčéđøĉ ęöêšîขĂงǰ𝐵𝑜𝑏: 𝑃஻ ൌ ሾ2372ሿ൫𝑐,  ඥ𝑓ሺ𝑐ሻ൯,ǰ𝑄஻ ൌ ሾ2372ሿ൫𝑐, ඥ𝑓ሺ𝑐ሻ൯ǰซċ ęงกĈĀîéǰ𝑃஻ ∈

𝐸0൫𝐹௣మ൯ ∖ 𝐸0൫𝐹௣൯, 𝑄஻ ∈ 𝐸0൫𝐹௣൯ǰ ö Ċ ǰorder 3239 Ēúąจ č é ǰ𝑃஻, 𝑄஻ǰ ÿ ø š ć ง ǰbasisǰÿ ĈĀøĆïǰ
E0ሾ3239ሿǰĒúą 𝑓ሺ𝑐ሻǰขĂงจčéǰ𝑃஻ǰđð Ũîǰsquare Ĕîǰ𝐹௉ǰĔîขèąìĊ ęǰ𝑓ሺ𝑐ሻǰขĂงจčéǰ𝑄஻ǰĕöŠđðŨîǰ

square Ĕîǰ𝐹௣ǰ(𝑎ǰđðŨîǰsquare Ĕîǰ𝐹௣ǰกĘêŠĂđöČęĂǰ∃𝑏 ∈ 𝐹௣, 𝑏2 ൌ 𝑎) 
x ĒêŠúąòść÷จąĔชšǰ𝜙ǰïîจčéǰ𝑃, 𝑄ǰđøĉęöêšîขĂงòść÷êøงขšćöĒìîĔîกćøÿøšćงกčญĒจÿćíćøèąǰđชŠî 
x 𝐴𝑙𝑖𝑐𝑒 Āćǰ𝜙஺ሺ𝑃஻ሻ, 𝜙஺ሺ𝑄஻ሻǰกúć÷đðŨîจčéǰ𝑃, 𝑄ǰĔĀöŠǰĒúšüđกĘïđฉóćąǰx-coordinate ขĂงจčéǰ

𝑃, 𝑄, 𝑃 െ 𝑄ǰđðŨî 𝑥௉, 𝑥ொ, 𝑥௉ିொ 
x 𝐵𝑜𝑏 Āćǰ𝜙஻ሺ𝑃஺ሻ, 𝜙஻ሺ𝑄஺ሻǰกúć÷đðŨîจ čéǰ𝑃, 𝑄ǰĔĀöŠǰĒú šüđก Ęïđฉóćąǰx-coordinate ขĂงจčéǰ

𝑃, 𝑄, 𝑃 െ 𝑄ǰđðŨî 𝑥௉, 𝑥ொ, 𝑥௉ିொ 
 
กćøÿŠงđóĊ÷งǰtuple ÿćöêĆüîĊĚìĊęđðŨîÿöćชĉกĔîǰ𝐹௣మǰจąÿćöćøëìĈĔĀšéĈđîĉîกćøìćงคèĉêýćÿêøŤĕéš

đøĘüขċĚîēé÷กćøคĈîüèĒคŠïîǰx-coordinate ĒúąĀćคŠćǰcurve parameter 𝐴 กúĆïöćĕéšéšü÷ĕöŠêšĂงĒîïöć
éšü÷ĔîกčญĒจÿćíćøèąǰēé÷ðŦจจčïĆîüĉíĊîĊĚđøćëČĂüŠćđðŨîǰgeneric implementation ขĂงǰSIDH 
 
2.5 Supersingular isogeny key encapsulation (SIKE) 

ðŦญĀćđéĉöขĂงēðøēêคĂúǰSIDH คČĂêšĂงìĈงćîøŠüöกĆïǰ𝐴𝑙𝑖𝑐𝑒, 𝐵𝑜𝑏ǰìĊęขċĚîêøงกĆïēðøēêคĂúǰĕöŠöĊ

òść÷Ĕéòść÷ĀîċęงìĊęöĊđจêîćĒĂïĒòงǰ(đชŠîǰ𝐵𝑜𝑏ǰĒĂïìĈงćîĔĀšǰ𝐸𝑣𝑒ǰđóČęĂêšĂงกćøคšîĀćกčญĒจúĆïขĂงǰ𝐴𝑙𝑖𝑐𝑒)ǰ

đชŠîǰกćøĔชšกčญĒจúĆïêĆüđéĊ÷üกĆîĔîกćøêĉéêŠĂìčกøĂïจąÿćöćøëìĈĔĀšđøćÿćöćøëìøćïขšĂöĎúĔîĒêŠúąǰ𝑏𝑖𝑡ǰ

ขĂงกčญĒจúĆïขĂงǰ𝐴𝑙𝑖𝑐𝑒ǰĕéšǰēé÷ĔîÿŠüîîĊĚจąขĂúąÿŠüîขĂงüĉíĊกćøìĊęĔชšĔîกćøēจöêĊøĎðĒïïîĆĚîĕðǰĒêŠจąđîšî

öćìĊęüŠćจćกกćøìĊęĕéšöĊกćøđÿîĂēðøēêคĂúǰSIKE ขċĚîöćĒìîǰSIDH ìĈĔĀšชŠü÷ĒกšðŦญĀćĔîéšćîîĆĚîĕðĕéšÿŠüî
Āîċęงǰēé÷êĆüēðøēêคĂúöĊüĉíĊกćøìĈงćîéĆงîĊĚ 

đøćจąĔชšüĉíĊกćøขĂงǰpublic key encryption ìĊęĕéšกúŠćüëċงĕüšĔîêĂîĒøกǰคČĂกćøìĊ ęöĊôŦงกŤชĆîǰ
𝐺𝑒𝑛ሺ ሻ, 𝐸𝑛𝑐ሺ ሻ, 𝐷𝑒𝑐ሺ ሻǰìĊęĔชšĔîกćøÿøšćงกčญĒจ, กćøđขšćøĀĆÿขšĂคüćö, กćøëĂéøĀĆÿขšĂคüćöǰĒúąêĆüĂ÷Šćง
ÿĈĀøĆïĔîēðøēêคĂúǰSIKE îĆĚîöĊกćøìĈงćîéĆงîĊĚǰ[17] 
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𝐺𝑒𝑛ሺ ሻ  
x ÿøšćงคĎŠขĂงกčญĒจúĆïĒúąกčญĒจÿćíćøèąÿĈĀøĆïǰ𝐴𝑙𝑖𝑐𝑒: ሺ𝑠𝑘஺,  𝑝𝑘஺ሻ ēé÷ǰ𝑝𝑘஺ǰöćจćก

กćøคĈîüèǰisogeny éšü÷ǰ𝑠𝑘஺ǰĒúąจčéđøĉęöêšîìĊęกĈĀîéĕüš 
x 𝐴𝑙𝑖𝑐𝑒 ÿŠงคŠćǰ𝑝𝑘஺ǰĔĀšǰ𝐵𝑜𝑏ǰĒúšüđกĘïคŠć 𝑠𝑘஺ 

𝐸𝑛𝑐ሺ𝑝𝑘஺, 𝑚ሻ  
x 𝐵𝑜𝑏 ÿøšćงǰ𝑠𝑘஻ǰĒúšüคĈîüèĀćǰisogeny éšü÷ǰ𝑠𝑘஻ǰĒúąจčéđøĉęöêšîìĊęกĈĀîéĕüšǰđกĘïĕüšđðŨî 

𝑐0 
x 𝐵𝑜𝑏 คĈîüèĀćǰǰj-invariant จćกǰ𝑝𝑘஺ǰìĊęĕéšøĆïǰĒúąǰ𝑠𝑘஻ǰขĂงêîđĂง 
x 𝐵𝑜𝑏 hash คŠćǰj-invariant éšü÷ôŦงกŤชĆîǰ𝐹ǰđกĘïĕüšđðŨîคŠć ℎ 
x คĈîüè 𝑐1 ൌ ℎ ⊕ 𝑚 
x คČîคŠćคĎŠขĂงǰሺ𝑐0, 𝑐1ሻ 

𝐷𝑒𝑐൫𝑠𝑘஺, ሺ𝑐0, 𝑐1ሻ൯  
x 𝐴𝑙𝑖𝑐𝑒 คĈîüèĀćǰj-invariant éšü÷ǰ𝑐0ǰĒúąǰ𝑠𝑘஺ǰขĂงêîđĂง 
x 𝐴𝑙𝑖𝑐𝑒 hash คŠćǰj-invariant éšü÷ôŦงกŤชĆîǰ𝐹ǰđกĘïĕüšđðŨî ℎ 
x 𝐴𝑙𝑖𝑐𝑒 คĈîüè 𝑚 ൌ ℎ ⊕ 𝑐1 
x คČîคŠćǰ𝑚ǰกúĆïöć 

 
ĒúąĂĊกÿŠüîĀîċęงìĊęìĈĔĀšǰSIKE ìĈงćîĕéšคČĂǰkey encapsulation mechanism ìĊęðøąกĂïéšü÷ǰ3 

ôŦงกŤชĆîĕéšĒกŠǰ𝐾𝑒𝑦𝐺𝑒𝑛ሺ ሻ, 𝐸𝑛𝑐𝑎𝑝𝑠ሺ ሻ, 𝐷𝑒𝑐𝑎𝑝𝑠ሺ ሻǰöĊกćøìĈงćîéĆงîĊĚ 
𝐾𝑒𝑦𝐺𝑒𝑛ሺ ሻ  

x 𝐴𝑙𝑖𝑐𝑒 ÿøšćงคĎŠขĂงกčญĒจúĆïĒúąกčญĒจÿćíćøèąǰ𝑠𝑘஺, 𝑝𝑘஺ǰēé÷ǰ𝑝𝑘஺ǰöćจćกกćøคĈîüèǰ

isogeny éšü÷ǰ𝑠𝑘஺ǰĒúąจčéđøĉęöêšîìĊęกĈĀîéĕüš 
x 𝐴𝑙𝑖𝑐𝑒 ÿčŠöคŠćǰ𝑠ǰขċĚîöćēé÷กćøĔชšôŦงกŤชĆîǰ𝑃𝑅𝑁𝐺ǰ(Pseudo random number genera-

tor) ขîćéǰ𝑛ǰbit 
x 𝐴𝑙𝑖𝑐𝑒 ÿŠงคŠćǰ𝑝𝑘஺ǰĔĀšǰ𝐵𝑜𝑏ǰĒúšüđกĘïคŠćǰ𝑠𝑘஺, 𝑠 

𝐸𝑛𝑐𝑎𝑝𝑠ሺ𝑝𝑘஺ሻ  
x 𝐵𝑜𝑏ǰøĆïคŠćǰ𝑝𝑘஺ 
x 𝐵𝑜𝑏 ÿčŠöǰmessage 𝑚 ขîćéǰ𝑛ǰbit จćกôŦงกŤชĆî 𝑃𝑅𝑁𝐺 
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x 𝐵𝑜𝑏 คĈîüîĀćคŠćǰ𝑟 ൌ 𝐺ሺ𝑚|| 𝑝𝑘஺ሻǰđöČęĂĔĀšǰ𝐺ǰđðŨîǰhash function Ēúąǰ|| Ēìîกćøǰ
concatenate กĆîขĂงขšĂคüćö 

x 𝐵𝑜𝑏 ĀćคŠćǰ𝑐0, 𝑐1ǰēé÷ĔĀšǰ input คČĂǰ𝑝𝑘஺ǰกĆïǰሺ𝑚; 𝑟ሻǰĒìîǰmessage ÿĈĀøĆïôŦงกŤชĆî 
𝐸𝑛𝑐ሺ𝑝𝑘஺, 𝑚ሻ 

x 𝐵𝑜𝑏 คĈîüèĀćคŠćǰ𝐾 ൌ 𝐻ሺ𝑚||ሺ𝑐0, 𝑐1ሻሻǰđöČęĂĔĀšǰ𝐻ǰđðŨîǰhash function 
x 𝐵𝑜𝑏 ÿŠงคŠć 𝑐0, 𝑐1ǰĒúšüđกĘïคŠćǰ𝐾ǰēé÷ìĊęǰ𝐾ǰคČĂ 𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡 

𝐷𝑒𝑐𝑎𝑝𝑠ሺ𝑠, 𝑠𝑘஺, 𝑝𝑘஺, ሺ𝑐0, 𝑐1ሻ  
x 𝐴𝑙𝑖𝑐𝑒 คĈîüè 𝑚ᇱ ൌ 𝐷𝑒𝑐൫𝑠𝑘஺, ሺ𝑐0, 𝑐1ሻ൯ 
x 𝐴𝑙𝑖𝑐𝑒 คĈîüè 𝑟′ ൌ 𝐺ሺ𝑚|| 𝑝𝑘஺ሻ 
x 𝐴𝑙𝑖𝑐𝑒 คĈîüèǰisogeny éšü÷คŠćǰ𝑟ᇱǰĒúšüđกĘïđðŨî 𝑐0

ᇱ  
x 𝐴𝑙𝑖𝑐𝑒 êøüจÿĂïคŠćǰ𝑐0

ᇱ ǰđìĊ÷ïกĆïǰ𝑐0ǰìĊęĕéšøĆïจćกǰ𝐵𝑜𝑏ǰĒúšüđêøĊ÷öคĈîüèคŠć 𝐾 
x ëšć 𝑐0

ᇱ ൌ 𝑐0, 𝐾 ൌ 𝐻ሺ𝑚′||ሺ𝑐0, 𝑐1ሻሻ 
x ëšćǰ𝑐0

ᇱ ് 𝑐0, 𝐾 ൌ 𝐻ሺ𝑠||ሺ𝑐0, 𝑐1ሻሻ 
 

กćøìĊęđøćöĊôŦงกŤชĆîĔîกøąïüîกćøǰpublic key encryption Ēúąǰkey encapsulation mecha-
nism đĀúŠćîĊĚขċĚîǰìĈĔĀšđøćöĆęîĔจĕéšüŠćǰ𝐴𝑙𝑖𝑐𝑒, 𝐵𝑜𝑏ǰจąêšĂงĕéšǰ𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡ǰìĊęêøงกĆîĂ÷ŠćงĒîŠîĂîëšćìĆĚง

ÿĂงòść÷ìĈêćöēðøēêคĂúìĊęกĈĀîéĕüšǰēé÷đìคîĉคîĊ ĚđøćđøĊ÷กĕéšüŠćđðŨîกćøđóĉ ęöǰ indirect public key 
validation đขšćĕðǰĀøČĂกĘคČĂđøćĕöŠĕéšêøüจÿĂïกčญĒจÿćíćøèąēé÷êøงüŠćìĈêćöđงČęĂîĕขìĊęกĈĀîéĕüšĀøČĂĕöŠǰ
ĒêŠđøćđóĉęöกøąïüîกćøĔîēðøēêคĂúđขšćĕðǰìĊęëšćĀćกöĊòść÷Ĕéòść÷ĀîċęงĕöŠìĈêćöēðøēêคĂúจąĕöŠìĈĔĀšđกĉé

คüćöÿĎญđÿĊ÷คüćöðúĂéõĆ÷đกĉéขċĚîĔîêĆüēðøēêคĂúîĆĚîǰĂĆîđðŨîìĊęöćขĂงǰSIKE ìĊęĔชšĂ÷ĎŠĔîðŦจจčïĆî 
2.6 SIDH public key compression 

ĔîÿŠüîîĊĚจąóĎéëċงกćøïĊïĂĆéกčญĒจÿćíćøèąïîēðøēêคĂúǰ SIDH จćกđéĉöìĊęđค÷ïĂกüŠćǰกčญĒจ
ÿćíćøèąขĂงǰSIDH îĆĚîĔîðŦจจčïĆîจąĂ÷ĎŠĔîøĎðĒïïขĂงǰ൫𝑥௉, 𝑥ொ, 𝑥௉ିொ൯ǰđöČęĂĔĀšǰ𝑥௉ǰĒìîǰx-coordinate 
ÿĈĀøĆïจčéǰ𝑃ǰïîǰelliptic curve ìĊęđðŨîÿöćชĉกขĂงǰ𝐹௣మǰēé÷ìĊ ęÿöćชĉกĔîǰ𝐹௣మǰจąđขĊ÷îĔîøĎðĒïïขĂง 
𝑎 ൅ 𝑏𝑖, 𝑎, 𝑏 ∈ 𝐹௣ 

đøćóïüŠćกćøÿŠงขšĂöĎúกčญĒจÿćíćøèąĔîøĎðĒïïîĊĚîĆĚîđðŨîกćøÿĉĚîđðúČĂงǰbandwidth Ă÷Šćงöćกǰ
ĒúąđðŨîúĆกþèąÿŠüîĔĀญŠขĂงēðøēêคĂúìĊęกĈúĆงĒขŠงขĆîกĆîĂ÷ĎŠĔî÷čคขĂงǰPost quantum cryptography ìĊę
ēé÷ìĆęüĕðĒúšüกčญĒจÿćíćøèąîĆĚîöĊขîćéĔĀญŠǰ (ĔĀญŠกüŠćøćüǰ5-10 đìŠćĀćกđìĊ÷ïēðøēêคĂúìĊęĔชšĔîðŦจจčïĆî
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đชŠîǰECDH, RSA ĔîกøèĊĂ÷ŠćงéĊìĊęÿčéǰĒúąĔîïćงēðøēêคĂúĂćจĔĀญŠöćกกüŠćđéĉöëċงǰ50 - 70 đìŠć)ǰéšü÷đĀêč
îĊĚđĂงจċงöĊกćøüĉจĆ÷đกĉéขċĚîìĊęจąđðúĊę÷îúĆกþèąขĂงกčญĒจÿćíćøèąĔĀšöĊขîćéúéúงǰìĈĔĀšöĊขîćéđĀúČĂđóĊ÷ง

ðøąöćèคøċęงĀîċęงขĂงøĎðĒïïกčญĒจÿćíćøèąìĆęüĕðǰêĆüĂ÷ŠćงÿĈĀøĆïĔîÿŠüîîĊĚจąĂíĉïć÷ñŠćîöčööĂงกćøïĊï

ĂĆéกčญĒจÿćíćøèąขĂง 𝐴𝑙𝑖𝑐𝑒 𝑝𝑘஺ 
đéĉöìĊĒúšüกčญĒจÿćíćøèąขĂงǰ𝐴𝑙𝑖𝑐𝑒ǰจąðøąกĂïéšü÷คŠćǰ𝑎 ∈ 𝐹௣మǰìĊęĔชšïŠงïĂกǰelliptic curve 

𝐸௔: 𝑦2 ൌ 𝑥3 ൅ 𝑎𝑥2 ൅ 𝑥 Ĕîø ĎðขĂงǰmontgomery form ìĊ ęî ĉ÷ćöđĀîČĂǰ𝐹௣మǰĒúąจčéĂĊกÿĂงจčéคČĂǰ

𝜙஺ሺ𝑃஻ሻ, 𝜙஺ሺ𝑄஻ሻǰìĊęĂ÷ĎŠïîǰcurve 𝐸௔ ĒúąĔชšđฉóćąคŠćĔîÿŠüîขĂงǰx-coordinate ìĊęđðŨîÿöćชĉกĔîǰ𝐹௣మǰ

đชŠîđéĊ÷üกĆî 
ÿĉęงìĊęจąđðúĊę÷îĒðúงĕðคČĂĒìîìĊęจąÿŠงจčéǰ𝜙஺ሺ𝑃஻ሻ, 𝜙஺ሺ𝑄஻ሻǰĔĀšÿŠงǰ𝛼௉, 𝛽௉, 𝛼ொ, 𝛽ொǰìĊęđðŨîÿöćชĉก

ขĂงǰ𝑍/𝑙஻
௘ಳ𝑍ǰĒìîǰĒúąĔชšĔîกćøïŠงïĂกจčéǰ𝜙஺ሺ𝑃஻ሻ, 𝜙஺ሺ𝑄஻ሻǰĕéšǰēé÷คŠćǰ𝛼, 𝛽ǰîĊĚจąêšĂงขċĚîกĆïǰbasis 

point 𝑅1, 𝑅2 ÿĈĀøĆïǰ𝐸ൣ𝑙஻
௘ಳ൧ǰēé÷ìćงòść÷ǰ𝐵𝑜𝑏ǰกĘêšĂงÿćöćøëĀćคŠćǰ𝑅1, 𝑅2ǰîĊ ĚĕéšđชŠîđéĊ÷üกĆîēé÷Ĕชš

ขšĂöĎúìĊęĕéšøĆïจćกǰ𝐴𝑙𝑖𝑐𝑒ǰēé÷ìĊęêĆüจčéǰ𝑅1, 𝑅2ǰîĊĚĔîขèąìĊęđøćÿøšćงกĘêšĂงöĊคüćöǰindependence กĆîéšü÷đøć
ëċงจąđúČĂกîĈöćĔชšǰĒúąกĈĀîéĔĀšǰൣ𝑙஺

௘ಲ൧𝑅1, ൣ𝑙஺
௘ಲ൧𝑅2ǰêšĂงöĊǰorder ขĂงจčéคČĂǰ𝑙஻

௘ಳ 
ĔîÿŠüîขĂงüĉíĊกćøจąìĊęÿøšćงǰbasis 𝑅1, 𝑅2 ĔîÿŠüîîĊĚจąđðŨîêĆüĂ÷ŠćงÿĈĀøĆïǰ𝐸ൣ𝑙஺

௘ಲ൧ǰđøćìĈĕéšēé÷ǰ[6] 
x ÿčŠöจčéǰ𝑃 ∈ 𝐸൫𝐹௣మ൯ 
x คĈîüèǰ𝑃ᇱ ൌ ൣ𝑙஻

௘ಳ൧𝑃ǰĒúąđøćêšĂงกćøĔĀšǰorder ขĂงจčéǰ𝑃ᇱǰĀćøǰ𝑙஻
௘ಳǰúงêĆü 

x êøüจÿĂïǰorder ขĂงจčéǰ𝑃ᇱǰēé÷กćøêøüจÿĂïüŠćǰൣ𝑙஺
௘ಲ൧𝑃ᇱ ൌ 𝑂ǰĀøČĂĕöŠ 

x ëšćêøüจÿĂïĒúšüñŠćîĒðúüŠćđøćĕéšǰ𝑅1ǰìĊęêšĂงกćøĒúšüคČĂ 𝑃ᇱ 
x ìĈĒïïîĊĚđชŠîđéĊ÷üกĆîēé÷đúČĂกจčéĔĀöŠđðŨîǰ𝑄ǰĒúšüĀć 𝑄ᇱ 
x êøüจÿĂïคüćöǰindependence ขĂงǰ𝑅1ǰกĆïǰ𝑄ᇱǰéšü÷กćøĔชšǰWeil pairing ขĂงǰ𝑅1, 𝑄ᇱǰëšćđøć

คĈîüèคŠćǰ𝑒ሺ𝑅1, 𝑄ᇱሻ ് 1ǰĒðúüŠćđøćĀćǰ𝑄ᇱǰìĊęêšĂงกćøđจĂĒúšüกĘĔĀšĔชšǰ𝑅2 ൌ 𝑄ᇱ 
đöČęĂđøćĕéšǰ𝑅1, 𝑅2ǰöćĒúšüÿĉęงìĊęêšĂงìĈëĆéöćคČĂกćøĒกšðŦญĀćǰdiscrete logarithm éšü÷ĂĆúกĂøĉìċö

ขĂงǰPohlig-Hellman đóČĂĀćคŠćǰ𝛼௉, 𝛽௉, 𝛼ொ, 𝛽ொǰēé÷ĔชšǰWeil pairing öćชŠü÷éĆงîĊĚ 
êĆüĂ÷ŠćงกćøคĈîüèคŠćǰ𝛼௉, 𝛽௉ǰขĂงǰ𝑅1, 𝑅2ǰǰÿĈĀøĆïจčéǰ𝑃: 𝜓஺൫𝜙஺ሺ𝑃஻ሻ൯ ൌ 𝛼௉𝑅1 ൅ 𝛽௉𝑅2 

𝑒 ቀ𝑅1, 𝜓஺൫𝜙஺ሺ𝑃஻ሻ൯ቁ  ൌ 𝑒ሺ𝑅1, 𝛼௉𝑅1 ൅ 𝛽௉𝑅2ሻ 
ൌ 𝑒ሺ𝑅1, 𝛼௉𝑅1ሻ 𝑒ሺ𝑅1, 𝛽௉𝑅2ሻ    
ൌ 𝑒ሺ𝑅1, 𝑅1ሻఈು 𝑒ሺ𝑅1, 𝑅2ሻఉು   
ൌ 𝑒ሺ𝑅1, 𝑅2ሻఉು   

ìĈĔĀšđøćĀćคŠćǰ𝛽௉ǰöćĕéšǰจćกîĆĚîđøćกĘîĈĕðĀćǰ𝛼௉ǰêŠĂēé÷กćøĀć 
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𝑒൫𝑅2, 𝜓஺൫𝜙஺ሺ𝑃஻ሻ൯ െ 𝛽௉𝑅2൯ ൌ 𝑒ሺ𝑅2, 𝛼௉𝑅1ሻ ൌ 𝑒ሺ𝑅2, 𝑅1ሻఈು  
 Ă÷ŠćงĕøกĘêćöüĉíĊìĊęĕéšกúŠćüĕüšขšćงêšîîĊĚđðŨîđóĊ÷งĒคŠǰnaive approach ìĊęđÿîĂöćĔîงćîคøĆĚงĒøกÿčé
îĆĚîöĊกćøĔชšđüúćĔîกćøÿøšćงǰbasis ìĊęöćกǰøüöĕðëċงกćøĒกšĕขðŦญĀćǰdiscrete logarithm đóČęĂĀćǰα, βǰกĘìĈ

ĕéšชšćđชŠîđéĊ÷üกĆîǰēé÷ĔîðŦจจčïĆîîĊĚöĊüĉíĊÿøšćงǰbasis 𝑅1, 𝑅2 ÿĈĀøĆïǰ𝐸ሾ2௘ಲሿǰìĊęđøĘüขċĚîöćกǰ(จąĂíĉïć÷ĔîÿŠüî

ëĆéĕð)ǰĔîขèąìĊęǰbasis 𝑅1, 𝑅2 ÿĈĀøĆïǰ𝐸ሾ3௘ಳሿǰ÷ĆงĔชšđìคîĉคðøąöćèîĊĚĂ÷Ď ŠÿĈĀøĆïēðøēêคĂúìĊęüĉจĆ÷

ĔîêĂîîĊĚǰ(öĊกćøóĆçîćขċĚîöćđúĘกîšĂ÷ēé÷กćøđóĉęöขšĂöĎúđóČęĂชĊĚĒîąĒîüìćงกćøĀćǰbasis ĔĀšđøĘüขċĚîĕéš)ǰĒêŠ
đîČęĂงจćกÿĉęงìĊęđøćÿîĔจคČĂúĆกþèąìćงǰalgebraic structure ขĂงǰ𝑅1, 𝑅2ǰ÷ĆงคงđĀöČĂîกĆîĂ÷ĎŠĔîìĆĚงüĉíĊđéĉö

ĒúąüĉíĊĔĀöŠǰđชŠîđéĊ÷üกĆïกćøĒกšĕขðŦญĀćǰdiscrete logarithm ìĊęĔîêĂîîĊĚĔชšǰTate pairing ĒìîǰWeil 
pairing ìĈĔĀšคĈîüèĕéšđøĘü÷ĉęงขċĚîกüŠćđéĉöǰĒêŠ÷ĆงĔชšĀúĆกกćøóČĚîåćîคúšć÷กĆîĔîđøČęĂงขĂงคüćöđกĊę÷üขšĂงขĂง
êĆüǰbasis 𝑅1, 𝑅2 กĆïคŠć α, β 
 ìĈĔĀšêĂîîĊĚđøćจąĕéšüŠćจćกđéĉöĔîกćøÿŠงจčéǰ𝑃, 𝑄ǰđøćจąÿŠงǰ𝛼௉, 𝛽௉, 𝛼ொ, 𝛽ொǰĕðĒìîǰĒúšüđøćจą

ÿćöćøëđขĊ÷îĕéšüŠć 𝑃 ൌ 𝛼௉𝑅1 ൅ 𝛽௉𝑅2, 𝑄 ൌ 𝛼ொ𝑅1 ൅ 𝛽ொ𝑅2 

 
õćóìĊęǰ2.8ǰêĆüĂ÷ŠćงขĂงจčé 𝑃 ൌ 𝛼௉𝑅1 ൅ 𝛽௉𝑅2ǰĔîกćøïĊïĂĆéกčญĒจÿćíćøèą 

ìĊęöć:ǰhttps://graui.de/code/elliptic2/ 
ēé÷ìĊęĔîคøćüîĊĚจąêšĂงÿŠงǰCurve parameter 𝐴 đóĉęöĕðéšü÷đóøćąöĊñúĔîกćøÿøšćงǰbasis đîČęĂงจćก

đøćĕöŠêšĂงกćøคĈîüèǰ𝛼, 𝛽ǰÿĈĀøĆïจčéǰ𝑃 െ 𝑄ǰซċęงđéĉööĊกćøĔชšĔîøĎðĒïïขĂงǰgeneric implementation 
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ĒúกกĆïกćøìĊęĕöŠêšĂงÿŠงคŠćǰ𝐴ǰđóøćąกćøĒúกđðúĊę÷îìćงéšćîðøąÿĉìíĉõćóđìĊ÷ïกĆïđüúćĒúšüĕöŠคčšöคŠćĔî

øĎðĒïïîĊĚ 
 ĂĊกđøČęĂงĀîċęงìĊęจąóĎéëċงคČĂđøćÿćöćøëúéขîćéขĂงกčญĒจÿćíćøèąúงĕðĕéšĂĊกǰ[9] đîČęĂงจćกđéĉö
đðŜćĀöć÷đøćคČĂêšĂงกćøคĈîüèǰ ⟨𝑃 ൅ 𝑙𝑚𝑄⟩ǰÿĈĀøĆïǰ𝑡 ∈ ሼ2,3ሽǰĒúąกčญĒจúĆïคČĂǰ𝑚ǰđøćÿĆงđกêúĆกþèą

đóĉęöขċĚîöćĕéšüŠć 
ÿĈĀøĆïจčéǰ𝑃ǰìĊęöĊǰorder 𝑛 ∈ ሼ2௘ಲ, 3௘ಳሽ éĆงîĆĚîđøćจąĕéšüŠćǰ𝛼௉ ∈ 𝑍௡

∗ ǰĀøČĂǰ𝛽௉ ∈ 𝑍௡
∗ ǰจćกîĆĚîđøć

ĂćýĆ÷ÿöïĆêĉขĂงǰsubgroup ìĊęÿøšćงöćจćกđซêđóĉęöđêĉöĕéšüŠć 
⟨𝑃 ൅ 𝑙𝑚𝑄⟩ ൌ ⟨𝛼௉

ି1𝑃 ൅ 𝑙𝑚𝛼௉
ି1𝑄⟩ 𝑖𝑓 𝛼௉ ∈ 𝑍௡

∗ 
ĀøČĂ 

⟨𝑃 ൅ 𝑙𝑚𝑄⟩ ൌ ⟨𝛽௉
ି1𝑃 ൅ 𝑙𝑚𝛽௉

ି1𝑄⟩ 𝑖𝑓 𝛽௉ ∈ 𝑍௡
∗ 

îĆęîกĘคČĂđøćĕöŠจĈđðŨîêšĂงคĈîüèจčéǰ𝑃, 𝑄ǰกúĆïöćđóČęĂกćøคĈîüèĀćǰ⟨𝑃 ൅ 𝑙𝑚𝑄⟩ǰĒêŠđøćคĈîüèđóĊ÷งĒคŠ 
ሺ𝛼௉

ି1𝑃, 𝛼௉
ି1𝑄ሻ ൌ ൫𝑅1 ൅ 𝛼௉

ି1𝛽௉𝑅2, 𝛼௉
ି1𝛼ொ𝑅1 ൅ 𝛼௉

ି1𝛽ொ𝑅2൯ 
ĀøČĂ 

ሺ𝛽௉
ି1𝑃, 𝛽௉

ି1𝑄ሻ ൌ ൫𝛽௉
ି1𝛼௉𝑅1 ൅ 𝑅2, 𝛽௉

ି1𝛼ொ𝑅1 ൅ 𝛽௉
ି1𝛽ொ𝑅2൯ 

ìĈĔĀšđøćúéกčญĒจÿćíćøèąĔîÿŠüîìĊęĔชšïĂกจčéǰ𝑃, 𝑄ǰจćกđéĉöìĊęđðŨîǰ4 คŠćǰđĀúČĂđóĊ÷งǰ3 คŠćǰĔîǰ𝑍௡ǰคČĂ 
ሺ𝑡1, 𝑡2, 𝑡3ሻ   ൌ ൫𝛼௉

ି1𝛽௉, 𝛼௉
ି1𝛼ொ, 𝛼௉

ି1𝛽ொ൯ 𝑖𝑓 𝛼௉ ∈ 𝑍௡
∗  

      ൌ ൫𝛽௉
ି1𝛼௉, 𝛽௉

ି1𝛼ொ, 𝛽௉
ି1𝛽ொ൯ 𝑖𝑓 𝛽௉ ∈ 𝑍௡

∗  
ĒúšüđøćđóĉęöขšĂöĎúĕðคŠćĀîċęงēé÷Ĕชšǰ𝑏𝑖𝑡 ∈ ሼ0,1ሽǰđóČęĂĔชšĔîกćøïĂกüŠćǰሺ𝑡1, 𝑡2, 𝑡3ሻǰĂ÷ĎŠĔîøĎðĒïï

ĔéđìŠćîĆ ĚîǰìĈĔĀšÿčéìšć÷ĒúšüđøćĔชšคŠćĔîกćøïĂกจčéǰ 𝑃, 𝑄ǰđóĊ÷งǰሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3ሻǰēé÷đøćกĈĀîéĔĀšǰ

𝑏𝑖𝑡 ∈ 𝑍𝟚, ሺ𝑡1, 𝑡2, 𝑡3ሻ ∈ ሺ𝑍௡ሻ3ǰđöČęĂ 𝑛 ൌ 𝑙௘ 
ĔîÿŠüîëĆéöćîĊĚจąóĎéëċงüĉíĊกćøÿøšćงǰbasis 𝑅1, 𝑅2 ìĊęìĈĕéšđøĘüขċĚîǰēé÷ĒúกกĆïกćøìĊęêšĂงđóĉęöขšĂöĎúĔî

ชčéกčญĒจÿćíćøèąđขšćĕðǰĒúąöĊüĉíĊกćøìĊęĒêกêŠćงกĆîđúĘกîšĂ÷จċงจąĂíĉïć÷Ē÷กจćกกĆîǰ[12] 
- กćøคĈîüèǰbasis 𝑅1, 𝑅2 ขĂงǰ𝐸ሾ2௘ಲሿǰìĊęìĈēé÷ǰ𝐵𝑜𝑏ǰขèąìĊęจąÿŠง 𝑝𝑘஻ 

đøćจąĔชšüĉíĊìĊęđøĊ÷กüŠćǰEntangled basis generation ēé÷กćøđúČĂกêćøćงìĊęđกĘïคŠćǰQNR ĀøČĂǰQR 
(Quadratic non residue, Quadratic residue) ìĊęðøąกćýĕüšđðŨîÿćíćøèąúŠüงĀîšćกŠĂîกćøđøĉęöìĈงćî

ขĂงēðøēêคĂú 

𝑣 ൌ
1

1 ൅ 𝑢𝑟2 , 𝑣 ∈ 𝐹௣మ, 𝑢 ൌ 𝑢0
2, 𝑢, 𝑢0 ∈ 𝐹௣మ ∖ 𝐹௣ 

ēé÷กćøđúČĂกêćøćงîĆĚîขċĚîกĆïüŠćǰ𝐴ǰđðŨîǰQR ĀøČĂǰQNR (đชŠîëšćǰ𝐴ǰđðŨîǰQR ĔĀšđøćđúČĂกคŠćĔîêćøćงǰQNR) 
ĒúąđøćจąöĊคŠćǰ𝑟 ∈ 𝑍256ǰĔชšĔîกćøïĂกêĈĒĀîŠงǰindex õć÷ĔîêćøćงîĆĚîđĂง 
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ēé÷ÿčéìšć÷Ēúšüđøćจąĕéšǰbasis 𝑅1, 𝑅2 ĔîøĎðขĂงǰ𝑅1 ൌ ሺ𝑥, 𝑦ሻ, 𝑅2 ൌ ሺ𝑢0𝑟𝑥, 𝑢𝑟2𝑦ሻǰöćóøšĂöกĆîจćกคŠćǰ

𝑟ǰìĊęđøćจąĔชšÿŠงĕðĔîกčญĒจÿćíćøèąîĆęîđĂง 
- กćøคĈîüèǰbasis 𝑅1, 𝑅2 ขĂงǰ𝐸ሾ3௘ಳሿǰìĊęìĈēé÷ǰ𝐴𝑙𝑖𝑐𝑒ǰขèąìĊęจąÿŠง 𝑝𝑘஺ 

đøćจąĔชšüĉíĊìĊęđøĊ÷กüŠćǰshared elligator ìĊęĔชšĔîกćøÿøšćงจčéïîǰelliptic curve ìĊęǰindependent 
ซċ ęงกĆîĒúąกĆîǰ([12] ĀĆüขšĂìĊęǰ4: On basis generation for 𝐸ሾ33ಳሿ) ēé÷จąöĊêĆüĒðøǰshared elligator 
counter đóČęĂชŠü÷ĔîกćøĔĀšòŦũงñĎšøĆïกčญĒจÿćíćøèąÿćöćøëÿøšćงǰbasis ĕéšđøĘüขċĚîîĆęîđĂงǰìĈĔĀšđøćĕéšคŠćǰ
𝑟1, 𝑟2ǰขċĚîöćǰēé÷òŦũงîĊĚđĂงกĘöĊêćøćงÿćíćøèąđชŠîđéĊ÷üกĆîǰ(êŠćงจćกêćøćงขĂงกćøÿøšćงǰ𝐸ሾ2௘ಲሿ)ǰìĊęöĊกćøđกĘï

คŠć 

𝑣 ൌ
1

1 ൅ 𝑈𝑟2 , 𝑣 ∈ 𝐹௣మ, 𝑈 ൌ 4 ൅ 𝑖 
ÿĈĀøĆïคŠćǰindex 𝑟 ∈ 𝑍256 ìĊęĒêกêŠćงกĆîǰēé÷đøćđกĘïคŠćîĊĚĒ÷กกĆîĕüšÿĈĀøĆïǰbasis 𝑅1, 𝑅2 
ÿčéìšć÷ĒúšüǰกčญĒจÿćíćøèąĔîøĎðĒïïìĊęëĎกïĊïĂĆéĔîðŦจจčïĆîđú÷đขĊ÷îĕéšĔîøĎðขĂง 

𝑝𝑘஻ ൌ ሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3, 𝐴, 𝑠, 𝑟ሻ ÿĈĀøĆïǰ𝐸ሾ2௘ಲሿǰ(ÿĈĀøĆïǰ𝐵𝑜𝑏ǰìĊęจąÿŠงĕðĔĀšǰ𝐴𝑙𝑖𝑐𝑒) ēé÷đøćđóĉęöǰ
𝑠 ∈ ሼ0, 1ሽǰขċĚîöćđóČęĂĔชšïĂกüŠćǰ𝐴ǰđðŨîǰQR ĀøČĂǰQNR ĒúąĔชšคŠćǰ𝑟ǰïĂกêĈĒĀîŠงĔîêćøćงǰĒúą 

𝑝𝑘஺ ൌ ሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3, 𝐴, 𝑟1, 𝑟2ሻ ÿĈĀøĆïǰ𝐸ሾ3௘ಳሿǰ(ÿĈĀøĆïǰ𝐴𝑙𝑖𝑐𝑒ǰìĊęจąÿŠงĕðĔĀšǰ𝐵𝑜𝑏) ēé÷ìĊęǰ
𝑟1, 𝑟2ǰĔชšïĂกǰelligator counter ÿĈĀøĆïǰbasis 𝑅1, 𝑅2 Ē÷กจćกกĆî 

ìĈĔĀšđøćÿøčðĕéšüŠćēé÷øüöĒúšüกčญĒจÿćíćøèąจąêšĂงðøąกĂïéšü÷ขšĂöĎúìĊęöĊชîĉééĆงîĊĚ 
x 𝑍2 ÿĈĀøĆïǰ𝑏𝑖𝑡 
x ሺ𝑍௟೐ሻ3ǰÿĈĀøĆïǰሺ𝑡1, 𝑡2, 𝑡3ሻ 
x 𝐹௣మǰÿĈĀøĆïǰ𝐴 
x ሺ𝑍256ሻ2ǰÿĈĀøĆïǰሺ𝑠, 𝑟ሻ ĀøČĂǰሺ𝑟1, 𝑟2ሻ 

 
ìĆĚงĀöéîĊĚìĈĔĀšđøćÿćöćøëúéขîćéขĂงกčญĒจÿćíćøèąúงĕðĕéšøćüǰ41% ëšćđìĊ÷ïกĆïøĎðĒïïìĆęüĕð

ìĊęÿŠงจčéĔîøĎðǰx-coordinate ขĂงจčéǰ𝑃, 𝑄, 𝑃 െ 𝑄ǰĀøČĂกĘคČĂǰ𝑥௉, 𝑥ொ, 𝑥௉ିொǰìĊęøüöĒúšüĔชšǰ൫𝐹௣మ൯3
ǰĒúąđðŨî

øĎðĒïïขĂงกčญĒจÿćíćøèąìĊęđøćÿîĔจĔîงćîîĊĚđĂง 
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บททĊęǰ3 
üĉธĊกćøýċกþćคšนคüšć 

 
 ĔîïìîĊĚจąกúŠćüëċงขĆĚîêĂîกćøêøüจÿĂïกčญĒจÿćíćøèąîĆĚîคüøจąđกĉéขċĚîĔîจĆงĀüąĔéขĂงกćø

ĒúกđðúĊę÷îขšĂöĎúǰüĉíĊกćøýċกþćกćøìĈงćîขĂงêĆüēðøēêคĂúจøĉงìĊęĔขšงćîĂ÷ĎŠจøĉงĒúąìùþãĊêŠćงĀúć÷Ă÷ŠćงìĊę

ÿćöćøëîĈöćĔชš÷Čî÷ĆîĕéšüŠćêĆüกčญĒจÿćíćøèąîĆĚîëĎกÿŠงöćĂ÷ŠćงëĎกêšĂงǰ øüöĕðëċงüĉíĊกćøêĆĚงคŠćðøąđöĉî

ñúúĆóíŤขĂงĂĆúกĂøĉìċöìĊęđúČĂกĔชšĔîกćøêøüจÿĂïกčญĒจÿćíćøèąîĆĚî 
 ĔîÿŠüîǰcode ขĂงìĆĚงêĆüēðøēêคĂúǰSIKE îĆĚîจąîĈöćóĆçîćêŠĂจćกǰ[19] ĔîÿŠüîขĂงǰoptimized 
implementation ÿĈĀøĆïชčéขĂงจĈîüîđฉóćąǰp751 ሺ𝑝 ൌ 23723239 െ 1ሻ Ĕîø ĎðĒïïขĂงกčญĒจ

ÿćíćøèąìĊęëĎกïĊïĂĆéǰ(SIKEp751_compressed) ซċ ęงĔîêĂîĒøกจąöĊìĆĚงกøąïüîกćøìĈงćîขĂงǰSIDH, 
SIKE đขĊ÷îĕüš ĕéšĒกŠกøąïüîกćøìĈǰkey generation, shared secret computation, encapsulation, 
decapsulation (sidh.c Ēúąǰsike.c) øüöĕðëċงกøąïüîกćøìćงคèĉêýćÿêøŤïîǰelliptic curve Ēúąกćø
กĈĀîéēคøงÿøšćงขĂงขšĂöĎúǰelliptic curve Āúć÷ÿŠüîìĊ ęĔชšǰlibrary GMP ขĂงõćþćǰC öćชŠü÷Ĕîกćø
คĈîüèǰ(fpx.c) îĂกจćกîĊĚđĂงจąöĊÿŠüîขĂงกćøðøąđöĉîñúøĂïกćøĔชšǰCPU ขĂงกøąïüîกćøõć÷Ĕî
ēðø ēêคĂú ǰSIKE ĕé š Ēก Š ǰkey generation, encapsulation, decapsulation ĕü š Ēú š ü đ ช Š î đé Ċ ÷üกĆîǰ
(test_sike.c) 
 ĔîÿŠüîขĂงÿĉęงìĊęจąđóĉęöĕðĔîงćîîĊĚจąðøąกĂïĕðéšü÷กøąïüîกćøêøüจÿĂïกčญĒจÿćíćøèąǰìĊę

đขĊ÷îĂ÷Ď ŠĔîĕôúŤǰvalidation.c ĒúąêĆüǰAPI Ă÷Ď ŠĔîǰheader file validation.h ÿĈĀøĆïกćøđø Ċ÷กĔชšงćî
กøąïüîกćøđĀúŠćîĆ ĚîđĂงǰēé÷Ĕîǰvalidation กĘจąĔชšÿŠüîขĂงกøąïüîกćøìćงคèĉêýćÿêøŤïîǰelliptic 
curve ìĊęĕéšöĊกćøđขĊ÷îĂ÷ĎŠกŠĂîĒúšüöćชŠü÷ĔîกćøìĈงćîéšü÷đชŠîกĆîǰîĂกจćกîĆĚîจąđðŨîกćøđóĉęöกøąïüîกćø
ìéÿĂïēðøēêคĂúĒ÷กöćĔîÿŠüîขĂงǰ test_sidh.c øüöĕðëċงกćøđóĉęöกćøìéúĂงขĂงìĆĚงøąïïǰ SIKE ĔĀš
øĂงøĆïกćøüĆéñúđöČęĂกčญĒจÿćíćøèąëĎกĒกšĕขéšü÷đóČęĂðøąđöĉîñúกćøìĈงćîüŠćคüøìĊęจąđóĉęöกćøêøüจÿĂï

กčญĒจÿćíćøèąĀøČĂĕöŠǰซċęงêĆüüĆéøĂïǰCPU ĔîกćøìéÿĂïìĆęüĕðจąĔชšĒïïđéĊ÷üกĆïìĊęĕéšöĊกćøđขĊ÷îĂ÷ĎŠกŠĂî
ĀîšćĔîÿŠüîขĂงǰtest_sike.c đóĊ÷งĒêŠðøĆïĔĀšđĀúČĂĒคŠกøąïüîกćøõć÷ĔîǰSIDH đìŠćîĆĚîǰĒêŠÿĈĀøĆïÿŠüîขĂงǰ
กćøìéÿĂïกčญĒจÿćíćøèąìĊęñĉéøĎðĒïïïîǰSIKE กćøüĆéøĂïǰCPU îĆĚîจąĔชšđðŨîจĈîüîøĂïìĆĚงĀöéìĊęĔชš
ĒìîǰซċęงêŠćงจćกđéĉöìĊęđค÷öĊĂ÷ĎŠกŠĂîĀîšćĔîกćøìéÿĂïĂČęî 
 ÿčéìšć÷ĀúĆงจćกđøćöĊĒîüคĉéĒúšüüŠćĔîงćîîĊĚจąêšĂงĔชšǰ code จćกÿŠüîĔéïšćงǰøüöĕðëċงกćøüćงĒñî
ĒîüìćงกćøìĈงćîüŠćจąêšĂงđขĊ÷îǰcode đĂงìĊęÿŠüîĔéïšćงǰđøćกĘĕéšđøĉęöกøąïüîกćøýċกþćìćงìùþãĊกŠĂîüŠć
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จćกขĆĚîêĂîกćøìĈงćîขĂงēðøēêคĂúîĆĚîคüøจąđóĉęöÿŠüîขĂงกćøêøüจÿĂïกčญĒจÿćíćøèąĕüšìĊęขĆĚîêĂîĔé

îĆĚîđĂงǰóøšĂöกĆïýċกþćคüïคĎŠĕðกĆïêĆüǰcode จøĉงìĊęöĊĂ÷ĎŠüŠćêĆüìùþãĊǰîĆĚîđìĊ÷ïđìŠćกĆïÿŠüîĔéõć÷ĔîêĆüǰcode 
ĒúšüĂćýĆ÷ÿöïĆêĉìćงคèĉêýćÿêøŤขĂงêĆüǰsupersingular elliptic curve, isogeny จćกìĊęĕéšกúŠćüĕüšĔîïìǰ2 
øüöĕðëċงจćกǰ[5] ìĊęđÿîĂกćøêøüจÿĂïกčญĒจÿćíćøèąกŠĂîëĎกïĊïĂĆéĕüšđðŨîĒîüìćงéšü÷üŠćจąÿćöćøëðøĆï
กøąïüîกćøĒúąÿöïĆêĉđĀúŠćîĆĚîöćĔชšกĆïกčญĒจìĊęëĎกïĊïĂĆéĕéšĂ÷Šćงĕøǰกúć÷đðŨîขĆĚîêĂîกćøéĈđîĉîงćîĔîïì

ìĊęǰ3 îĊĚđĂง 
 
3.1 กćøüĉđคøćąĀŤขĆĚนตĂนกćøทĈงćนขĂงตĆüēปøēตคĂú 
 ÿĉęงìĊęđøćêšĂงกćøìĈคČĂǰกćøêøüจÿĂïกčญĒจÿćíćøèąìĊęĒúกđðúĊę÷îกĆîüŠćöĊคčèÿöïĆêĉëĎกêšĂงêćöìĊę

ĕéšกúŠćüĕüšĔîïììĊęǰ2 ìĊęëšćĀćกđøćóĉจćøèćกćøìĈงćîขĂงêĆüēðøēêคĂúĒúšüจąóïüŠćจĆงĀüąìĊęêšĂงêøüจÿĂï
îĆĚîĕöŠêøงกĆîÿĈĀøĆïขĂงǰ𝐴𝑙𝑖𝑐𝑒ǰĒúąǰ𝐵𝑜𝑏ǰēé÷đøćđøĉęööĂงจćกøąïïēé÷øüöขîćéĔĀญŠÿčéคČĂÿŠüîขĂงǰ

public key encapsulation đøćจąÿćöćøëÿøčðกćøìĈงćîĂ÷ŠćงคøŠćüǰėǰĕéšéĆงîĊĚ 
x 𝐾𝑒𝑦𝐺𝑒𝑛: ÿøšćงǰ𝑠𝑘஺, 𝑝𝑘஺ǰÿĈĀøĆïǰ𝐴𝑙𝑖𝑐𝑒ǰĒúąǰ𝑠ǰđóČ ęĂđêøĊ÷öêĆüĔĀšǰ𝐴𝑙𝑖𝑐𝑒ǰìĈǰindirect key 

validation 
x 𝐸𝑛𝑐𝑎𝑝𝑠: 𝐵𝑜𝑏 ø Ćïǰ𝑝𝑘஺ǰĒú šüîĈĕðÿøšćงǰ𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡ǰóø šĂöđêøĊ÷öกćøÿĈĀøĆïกćøìĈǰ

indirect key validation đóČęĂĔĀšöĆęîĔจĕéšüŠćǰ𝐴𝑙𝑖𝑐𝑒ǰĒúąǰ𝐵𝑜𝑏ǰจąêšĂงĕéšǰ𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡ǰĂĆî

đéĊ÷üกĆîจćกîĆĚîÿŠงǰ𝑐0, 𝑐1ǰĔĀš 𝐴𝑙𝑖𝑐𝑒 
x 𝐷𝑒𝑐𝑎𝑝𝑠: 𝐴𝑙𝑖𝑐𝑒 Ĕชšǰ𝑠𝑘஺, 𝑝𝑘஺ǰĒúąขšĂöĎúÿ ŠüîĂČ ęîìĊ ęĕéšø Ćïöćจćกǰ𝐵𝑜𝑏ǰîĈöćคĈîüèĔĀšĕéšǰ

𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡ǰĂĆîđéĊ÷üกĆîกĆïìĊęǰ𝐵𝑜𝑏ǰคĈîüèĕéš 
 

đöČęĂđøćöĂงúċกúงĕðĂĊกจąđĀĘîüŠćÿŠüîìĊęđกĊę÷üขĂงกĆïกčญĒจÿćíćøèąขĂงòść÷êøงขšćöจąđกĉéขċĚîìĊęǰ

𝐸𝑛𝑐𝑎𝑝𝑠ሺ ሻǰìĊęǰ𝐵𝑜𝑏ǰêšĂงêøüจÿĂïüŠćǰ𝐴𝑙𝑖𝑐𝑒 𝑝𝑘஺ǰìĊęÿŠงöćĔĀšîĆĚîđðŨîĕðĂ÷ŠćงëĎกêšĂงĀøČĂĕöŠǰĒúąĂĊกÿŠüî

ĀîċęงคČĂขĆĚîêĂîǰ𝐷𝑒𝑐𝑎𝑝𝑠ሺ ሻǰìĊ ęǰ𝐴𝑙𝑖𝑐𝑒ǰกĘêšĂงêøüจÿĂïüŠćǰ𝑐0ǰìĊ ęǰ𝐵𝑜𝑏ǰÿŠงöćĔĀšîĆ ĚîđðŨîĕðĂ÷ŠćงëĎกêšĂง

ĀøČĂĕöŠđชŠîđéĊ÷üกĆî 
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õćóìĊęǰ3.1ǰกøąïüîกćøǰKey encapsulation ขĂงēðøēêคĂúǰSIKE 
ìĊęöć:ǰ[17] ĀĆüขšĂǰ1.3.10 - Key encapsulation mechanism 

  
đøćจąđĀĘîĕéšüŠćĔîกøąïüîกćø÷ŠĂ÷ขĂงôŦงกŤชĆîîĆĚîÿŠüîขĂงǰ𝐸𝑛𝑐𝑎𝑝𝑠ሺ ሻǰจąöĊกćøกøąìĈìĊęđกĊę÷üกĆïǰ

𝑝𝑘஺ǰĂ÷Ď ŠÿĂงคøĆ ĚงคČĂกćøĀćคŠćǰ𝑟ǰēé÷ǰhash function 𝐺 กĆïกćøîĈĕðđขšćÿŠüîขĂงǰencryption ìĊęđðŨî
ôŦงกŤชĆîĔîÿŠüîขĂงǰpublic key encryption ēé÷đøćÿîĔจĔîÿŠüîĀúĆงöćกกüŠć 

ĔîขèąìĊęôŦงกŤชĆîǰ𝐷𝑒𝑐𝑎𝑝𝑠ሺ ሻǰîĆĚîĕöŠĕéšöĊกćøîĈคŠćǰ𝑐0ǰĕðìĈĂąĕøกŠĂîđú÷ǰĒêŠîĈĕðđขšćĔîÿŠüîขĂง

ôŦงกŤชĆîǰdecryption Ĕîกøąïüîกćøǰpublic key encryption đชŠîđéĊ÷üกĆîǰđøćจċงđïîคüćöÿîĔจจćก
øąïïìĆĚงøąïïǰSIKE ĔĀšđĀúČĂĒคŠÿŠüîìĊęđðŨîǰpublic key encryption ĕéšǰđóøćąÿŠüîìĊęöĊคüćöđกĊę÷üขšĂงกĆï
กčญĒจÿćíćøèąîĆĚîĂ÷ĎŠĒคŠĔîÿŠüîขĂงǰpublic key encryption 
đøćÿćöćøëÿøčðกøąïüîกćøìĈงćîขĂงôŦงกŤชĆîõć÷ĔîÿŠüîขĂงǰpublic key encryption ĕéšéĆงîĊĚ 

x 𝐺𝑒𝑛: ÿøšćงǰ𝑠𝑘஺, 𝑝𝑘஺ǰÿĈĀøĆï 𝐴𝑙𝑖𝑐𝑒 
x 𝐸𝑛𝑐: 𝐵𝑜𝑏 øĆïǰ𝑝𝑘஺ǰĒúšüîĈöćÿøšćงǰ𝑠𝑘஻, 𝑐0 ൌ 𝑝𝑘஻ǰĒúąคĈîüèĀćǰj-invariant จćกǰ𝑠𝑘஻, 𝑝𝑘஺ǰ

óøšĂöกĆïđêøĊ÷öคŠćǰ𝑐1ǰจćกǰmessage 𝑚 ìĊęÿŠงöćĔĀš 
x 𝐷𝑒𝑐: 𝐴𝑙𝑖𝑐𝑒 øĆïคŠćǰ𝑐0, 𝑐1ǰคĈîüèĀćǰ j-invariant จćกคŠćǰ𝑠𝑘஺, 𝑐0ǰĒúąจćกîĆĚîîĈĕðñŠćîǰhash 

function 𝐹 ĒúšüđกĘïđðŨîคŠćǰℎǰĒúšüคČîคŠćขšĂคüćöǰ𝑚ǰกúĆïöćจćกคŠćǰℎ ⊕ 𝑐1 
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õćóìĊęǰ3.2ǰกøąïüîกćøǰPublic key encryption ขĂงēðøēêคĂúǰSIKE 

ìĊęöć:ǰ[17] ĀĆüขšĂǰ1.3.9 - Public-key encryption 
(isoex ĔîÿŠüîîĊĚคČĂôŦงกŤชĆîìĊęĔชšĔîกćøคĈîüèǰshared secret) 

 
đøćจąđĀĘîĕéšüŠćÿĉęงìĊęđกĉéขċĚîĒúąđกĊę÷üขšĂงกĆïกćøêøüจÿĂïกčญĒจÿćíćøèąîĆĚîĕöŠĕéšđกĊę÷üกĆïÿŠüîǰ

public key encryption đชŠîđéĊ÷üกĆîǰđóøćąêĆüกčญĒจÿćíćøèąǰ𝑝𝑘஺, 𝑝𝑘஻ǰĕöŠĕéšđค÷ëĎกðøĆïĒêŠงđóČęĂĔĀš

îĈöćĔชšĕéšđขšćกĆïกøąïüîกćøขĂงǰpublic key encryption ĀøČĂǰkey encapsulation mechanism đú÷
ìĈĔĀšđøćÿîĒคŠÿŠüîìĊęđðŨîǰSIDH ìĊęêšĂงöĊôŦงกŤชĆîìĈĀîšćìĊęคĈîüèĀćคŠćǰj-invariant 

éĆงîĆĚîÿĉęงìĊęêšĂงóĉจćøèćÿčéìšć÷ĒúšüกĘคČĂǰ ĔîชŠüงขĂงกćøđขšćĕðìĈงćîĔîôŦงกŤชĆîǰ isoexǰîĆĚîǰจąêšĂง
đกĉéĂąĕøขċĚîïšćงกĆïกčญĒจÿćíćøèąìĊęĒúกđðúĊę÷îกĆîǰ đóøćąüŠćđøćêšĂงกćøðäĉđÿíกčญĒจÿćíćøèąìĊ ęĕöŠ

ëĎกêšĂงกŠĂîìĊęจąĕðđøĉęöคĈîüèกøąïüîกćøĔîขĆĚîêĂîëĆéöćǰ đชŠîกćøĀćǰisogeny, กćøÿøšćงǰbasis 𝑅1, 𝑅2 
ĀøČĂĒöšกøąìĆęงจčéìĊęĕöŠĕéšĂ÷ĎŠïîǰcurve 𝐸ǰìĊęđกĉéขċĚîõć÷ĔîêĆüôŦงกŤชĆîîĆĚî 

đøćจąđøĉęöจćกÿŠüîขĂงôŦงกŤชĆîǰ𝐸𝑛𝑐𝑎𝑝𝑠ሺ ሻǰĀøČĂกĘคČĂǰ𝐵𝑜𝑏ǰìĊęĕéšøĆïǰ𝑝𝑘஺ǰจćกǰ𝐴𝑙𝑖𝑐𝑒ǰēé÷éĎĕéšจćก

õćóìĊęǰ3.3 
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õćóìĊęǰ3.3 Code ขĂงÿŠüîǰEncapsulation ĔîēðøēêคĂú 

đĀĘîĕéšüŠćôŦงกŤชĆîìĊęđøćÿîĔจคČĂǰEphemeralSecretAgreement_Compressed_B ìĊęøĆïǰ𝑠𝑘஻ǰกĆïǰ

𝑝𝑘஺ǰđขšćĕðǰēé÷êĆüôŦงกŤชĆîîĆĚîจąÿćöćøëéĎĕéšจćกõćóìĊęǰ3.4 



33 
 

 
õćóìĊęǰ3.4 Code ขĂงÿŠüîǰSecret agreement ĔîēðøēêคĂúÿĈĀøĆï 𝐵𝑜𝑏 

đøćจąóïĂĊกôŦงกŤชĆîĀîċęงìĊęชČęĂǰPublicKeyADecompression_B ìĊęÿćöćøëéĎĕéšจćกõćóìĊęǰ3.5 Ēúą
ÿĆงđกêĕéšüŠćêĆüǰ code ĀúĆงจćกïøøìĆéîĆĚîĕðจąđðŨîđøĉęöđðŨîกćøคĈîüèĀćǰ isogeny ÿĈĀøĆïǰ𝐵𝑜𝑏ǰĒúšüǰ

éĆงîĆĚîĀćกจąöĊกćøêøüจÿĂïǰ𝑝𝑘஺ǰกĘจąêšĂงđกĉéขċĚîêĆĚงĒêŠกŠĂîจąđขšćôŦงกŤชĆîîĆĚîĀøČĂĕöŠกĘõć÷ĔîôŦงกŤชĆîîĆĚî 
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õćóìĊęǰ3.5 Code ขĂงÿŠüîǰKey decompression ĔîēðøēêคĂúÿĈĀøĆï 𝐵𝑜𝑏 

 
ēé÷จćกกćøýċกþćĔîìšć÷ìĊęÿčéǰđøćóïüŠćëšćจąêšĂงöĊกćøêøüจÿĂïกčญĒจÿćíćøèąกĘคüøจąêšĂง

êøüจÿĂïìĊęôŦงกŤชĆîǰPublicKeyADecompression_B îĊĚđĂงǰđóøćąìĊęจøĉงĒúšüêĆüēðøēêคĂúĕöŠĕéšÿŠงขšĂöĎú
Ă÷ŠćงìĊęĕéšกúŠćüĕüšĔîขšćงêšîđÿĊ÷ìĊđéĊ÷üĔîïììĊęǰ2 ĒêŠจąđóĉęöÿŠüîขĂงกćøǰencode ĔĀšĂ÷ĎŠĔîøĎðขĂงǰoctet 
string éšü÷ǰĒúąđøćöĊôŦงกŤชĆîîĊĚđĂงìĊęöĊÿŠüîĔîกćøǰdecode îĆĚîกŠĂîìĊęจąîĈđขšćĕðĔîÿŠüîขĂงกćøÿøšćงǰbasis 
ÿĈĀøĆïǰ𝐸ሾ3௘ಳሿǰซ ċ ęงö ĊกćøĔชšขšĂöĎúคČĂคŠćǰcurve parameter 𝐴, คŠćìĊ ęĔชšĔîกćøïĂกจčé 𝑃, 𝑄 ĕéšĒกŠ

𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3, 𝑟1, 𝑟2ǰêćöìĊęđค÷กúŠćüĕüšǰéĆงîĆĚîëšćจąöĊกćøêøüจกčญĒจÿćíćøèąìĊęĕéšøĆïöćจćกǰ𝐴𝑙𝑖𝑐𝑒 𝑝𝑘஺ǰ

กĘêšĂงđøĉęöêøüจêĆĚงĒêŠÿŠüîîĊĚกŠĂîìĊęจąĕðđขšćôŦงกŤชĆîìĊęชČęĂǰ 
BuildOrdinaryE3nBasis_decompression ĔîøĎðĒïïขĂง  

Walidǰ=ǰPVblickeZ_ValidaUion(ĳaĴ,ǰA,ǰCompressedPKA,ǰbiU,ǰrs[0],ǰrs[1]); 
đðŨîĂĆîจïÿŠüîกćøóĉจćøèćÿĈĀøĆïǰ𝐵𝑜𝑏ǰìĊęêšĂงกćøêøüจ 𝑝𝑘஺ 
 ĂĊกÿŠüîĀîċęงìĊ ęจąóĉจćøèćคČĂĔîôŦงกŤชĆîǰ 𝐷𝑒𝑐𝑎𝑝𝑠ሺ ሻǰìĊ ęǰ𝐴𝑙𝑖𝑐𝑒ǰĕéšøĆïǰ𝑐0 ሺ𝑝𝑘஻ሻǰēé÷Ĕîกćø

óĉจćøèćÿčéìšć÷ĒúšüกĘจąĕéšขšĂÿøčðìĊęคúšć÷กĆïขĂงǰ𝐵𝑜𝑏ǰđøćđøĉęöจćกÿŠüîôŦงกŤชĆîĀúĆกìĊęéĎĕéšจćกõćóìĊęǰ3.6 
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õćóìĊęǰ3.6 Code ขĂงÿŠüîǰDecapsulation ĔîēðøēêคĂú 

ôŦงกŤชĆîìĊęđøćจąÿîĔจกĘคČĂกćøìĊęǰ𝐴𝑙𝑖𝑐𝑒ǰĕéšøĆïǰ𝑐0ǰĀøČĂกĘคČĂǰ𝑝𝑘஻ǰขĂงǰ𝐵𝑜𝑏ǰĔîÿŠüîขĂงôŦงกŤชĆîǰǰ

EphemeralSecretAgreement_Compressed_A ìĊęจąĔชšĔîกćøคĈîüèǰj-invariant éĆงõćóìĊęǰ3.7 
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õćóìĊęǰ3.7 Code ขĂงÿŠüîǰSecret agreement ĔîēðøēêคĂúÿĈĀøĆï 𝐴𝑙𝑖𝑐𝑒 

đøćกĘจąóïøĎðĒïïขĂงôŦงกŤชĆîìĊęคúšć÷กĆîกĆïกøèĊìĊęĒúšüคČĂöĊǰPublicKeyBDecompression_A Ĕî
õćóìĊęǰ3.8 ìĊęøĆïǰ𝑠𝑘஺ǰĒúąǰ𝑝𝑘஻ǰēé÷êĆüǰcode ĀúĆงจćกôŦงกŤชĆîîĆĚîกĘจąđðŨîกćøคĈîüèĀćǰisogeny ÿĈĀøĆïǰ
𝐴𝑙𝑖𝑐𝑒ǰĒúšüǰéĆงîĆĚîëšćจąêšĂงöĊกćøêøüจÿĂïกčญĒจÿćíćøèąกĘจąêšĂงđกĉéìĊęõć÷ĔîôŦงกŤชĆîîĆĚî 
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õćóìĊęǰ3.8 Code ขĂงÿŠüîǰKey decompression ĔîēðøēêคĂúÿĈĀøĆï 𝐴𝑙𝑖𝑐𝑒 

ĔîôŦงกŤชĆîîĊĚđøćกĘóïขĆĚîêĂîกćøìĈงćîìĊęคúšć÷กĆîกĆïขĂงกøèĊìĊęĒúšüǰคČĂöĊกćøǰdecode คŠćกúĆïöć
กŠĂîĔĀšĂ÷ĎŠĔîøĎðขĂงกčญĒจÿćíćøèąìĆęüĕðǰกŠĂîìĊęจąîĈĕðÿøšćงǰbasis 𝑅1, 𝑅2 éšü÷đĀêčîĊĚđĂงđøćจċงêšĂงöĊกćø
êøüจÿĂïกčญĒจÿÿćíćøèąđกĉéขċĚîìĊęขĆĚîêĂîîĊĚกŠĂîìĊęจąĕðđขšćôŦงกŤชĆîìĊęชČęĂüŠćǰ 
get_2_torsion_entangled_basis_decompression ĔîøĎðĒïïขĂงǰ 

Walidǰ=ǰPVblicKeZ_ValidaUion(ĳbĴ,ǰA,ǰCompressedPKB,ǰbiU,ǰisASqr_r[0],ǰisASqr_r[1]); 
đðŨîĂĆîจïÿŠüîกćøóĉจćøèćÿĈĀøĆïǰ𝐴𝑙𝑖𝑐𝑒ǰìĊęêšĂงêøüจǰ𝑝𝑘஻ǰĒúąđðŨîĂĆîจïกćøóĉจćøèćĔîÿŠüîขĂงกćø

üĉđคøćąĀŤกćøìĈงćîขĂงêĆüēðøēêคĂú 
 
3.2 กćøĂĂกĒบบüĉธĊกćøทดÿĂบ 

êĆüซĂôêŤĒüøŤéĆĚงđéĉöîĆĚîöĊÿŠüîìĊęชŠü÷ĔîกćøêøüจÿĂïìĆĚงøąïïกćøìĈǰkey encapsulation öćĔĀšĔî
øĎðĒïïขĂงǰtest_sike ìĊęüĆéüŠćǰ𝐾𝑒𝑦𝐺𝑒𝑛ሺ ሻ, 𝐸𝑛𝑐𝑎𝑝𝑠ሺ ሻ, 𝐷𝑒𝑐𝑎𝑝𝑠ሺ ሻǰîĆĚîĔชšจĈîüîøĂïǰCPU ĕðđìŠćĕĀøŠ
ĔîĒêŠúąôŦงกŤชĆîǰøüöëċงกćøêøüจÿĂïüŠćēðøēêคĂúìĈงćîĕéšĂ÷ŠćงëĎกêšĂงéšü÷đชŠîđéĊ÷üกĆîǰĒêŠđîČęĂงจćกงćî

ขĂงđøćîĆĚîĒìïจąĕöŠĕéšöĊÿŠüîđกĊę÷üขšĂงกĆïÿŠüîǰ key encapsulation, public key encryption đú÷ǰĒêŠĂ÷ĎŠ
ĔîÿŠüîขĂงกøąïüîกćøïîǰSIDH ĂĆîĕéšĒกŠกćøคĈîüèคŠćǰ j-invariant ĀøČĂìĊ ęđøĊ÷กüŠćǰshared secret 
computation éĆงîĆĚîจċงđúČĂกìĊęจąðøąđöĉîñúกćøìĈงćîĔîÿŠüîîĆĚîđÿĊ÷öćกกüŠćìĊęจąðøąđöĉîñúēé÷øüöìĆĚง
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øąïïǰđóČęĂกćøîĊĚđĂงđú÷ĕéšöĊกćøđขĊ÷îüĉíĊกćøðøąđöĉîñúกćøìĈงćîขĂงÿŠüîǰSIDH ēé÷đฉóćąéĆงîĊĚǰēé÷îĈĕð
ÿøšćงđðŨîĕôúŤĔĀöŠìĊęชČęĂüŠćǰtest_sidh éĆงõćóìĊęǰ3.9 ĒúąõćóìĊęǰ3.10 
cryptotest_kex() 

 
õćóìĊęǰ3.9 Code ขĂงกćøêøüจÿĂïกćøìĈงćîขĂงēðøēêคĂúĔîÿŠüîǰSIDH 

đóČęĂĔชšĔîกćøêøüจÿĂïคüćöëĎกêšĂงขĂงøąïïǰSIDH ēé÷êøüจÿĂïüŠćǰ𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡ǰìĊęÿøšćง

öćจćกขĂงǰ𝐴𝑙𝑖𝑐𝑒, 𝐵𝑜𝑏ǰöĊคüćöêøงกĆî 
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cryptorun_kex() 

 

 
õćóìĊęǰ3.10 Code ขĂงกćøêøüจÿĂïðøąÿĉìíĉõćóขĂงēðøēêคĂúĔîÿŠüîǰSIDH 
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đóČęĂĔชšĔîกćøüĆéøĂïǰCPU ìĊęĔชšĔîกćøìĈǰkey generation ĒúąǰกćøคĈîüèǰ𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡 
ÿŠüîĂČęîîĂกจćกîĊĚคČĂกćøđêøĊ÷öĕôúŤĔĀšÿćöćøëǰcompile ĕðĕéšกĆïìĆĚงēðøĒกøöǰìĆĚงĔîÿŠüîขĂงĕôúŤ

ìĊ ęđøćđóĉęööćคČĂǰvalidation Ēúąǰtest_sidh đøćìĈĕéšēé÷กćøĒกšĕขĔîÿŠüîขĂงǰMakefile ìĊĔชšÿøšćงìĆĚง
ēðøēêคĂúîĊĚขċĚîöćǰéĆงõćóìĊęǰ3.11 

 

 
õćóìĊęǰ3.11 Code ÿŠüîǰMakefile ìĊęĔชšĔîกćøÿøšćงēðøēêคĂú 
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Ēúąÿčéìšć÷คČĂñúúĆóíŤจćกกćøøĆîēðøēêคĂúîĊĚĒïïéĆĚงđéĉöìĊęĕöŠĕéšöĊกćøêøüจÿĂïกčญĒจÿćíćøèą

îĆĚîÿćöćøëüĆéøĂïǰCPU ĕéšêćöõćóìĊęǰ3.12 

 
õćóìĊęǰ3.12 ñúúĆóíŤจćกกćøðøąđöĉîñúøĂïกćøìĈงćîขĂงขèąìĊęĕöŠöĊกćøêøüจÿĂïกčญĒจÿćíćøèą 

 
ìĆĚงĀöéîĊĚđðŨîĂĆîจïÿŠüîกćøóĉจćøèćกćøđêøĊ÷öðøąđöĉîñúกćøìĈงćîขĂงēðøēêคĂúĀćกüŠćêšĂงöĊ

กćøđóĉęöกøąïüîกćøêøüจÿĂïกčญĒจÿćíćøèąđขšćĕð 
 

3.3 đคøČęĂงมČĂทĊęĔชšĔนกćøทดÿĂบēปøēตคĂú 
3.3.1 ĂčðกøèŤìĊęĔชšĔîกćøìĈงćî 

x MacBook Pro (Retina, 13-inch, Early 2015) 
øąïïðäĉïĆêĉกćøǰmacOS High Sierra 10.13.6 
Processor 2.7 GHz Intel Core i5 
Memory 8 GB 1867 MHz DDR3 
Graphics Intel Iris Graphic 6100 1536 MB 



42 
 

x Personal Computer 
øąïïðäĉïĆêĉกćøǰWindows 10 Pro 
Processor 2.9 GHz Intel Core i5 
Memory 16GB 2400 MHz DDR4 
Graphics NVIDIA GeForce GTX 1070 Ti 8GB 

3.3.2 ซĂôêŤĒüøŤìĊęĔชšĔîกćøìĈงćî 
x Visual studio code version 1.43.0 

Extension: C/C++, Live Share, Vim 
x SageMath version 8.7 
x Cmake version 3.12.4 
x Clang compiler version 10.0.0 
x GMP version 6.1.2 

 

3.4 กćøตøüจกčญĒจÿćธćøณąขĂง 𝑩𝒐𝒃ǰทĊęตøüจēด÷ǰ𝑨𝒍𝒊𝒄𝒆 
ĔîÿŠüîîĊĚจąóĎéëċงüĉíĊกćøóĉจćøèćกčญĒจÿćíćøèąขĂงǰ𝐵𝑜𝑏 𝑝𝑘஻ǰìĊęÿŠงĔĀšǰ𝐴𝑙𝑖𝑐𝑒ǰĔîขĆĚîêĂîขĂงǰ

decapsulation ēé÷đøćจąìïìüîđîČĚĂĀćกĆîกŠĂîüŠćǰ𝑝𝑘஻ǰîĆĚîðøąกĂïéšü÷ĂąĕøïšćงǰĒúąöĊÿŠüîĔéìĊęìĈĔĀšǰ

𝐴𝑙𝑖𝑐𝑒ǰÿćöćøëêøüจÿĂïĕéšüŠćǰ𝐵𝑜𝑏ǰîĆĚîìĈêćöขšĂกĈĀîéขĂงēðøēêคĂúĂ÷ŠćงëĎกêšĂง 
đøĉęöจćกúĆกþèąขĂงǰ𝑝𝑘஻ǰจąđขĊ÷îĕéšđðŨî 

x 𝑝𝑘஻ ൌ ሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3, 𝐴, 𝑠, 𝑟ሻ 
x 𝑏𝑖𝑡 ĔชšïĂกúĆกþèąขĂงǰ𝑡1, 𝑡2, 𝑡3ǰĀøČĂกĘคČĂกćøïĂกüŠćǰ𝛼௉ǰĀøČĂǰ𝛽௉ǰìĊęđðŨîÿöćชĉกĔîǰ𝑍௡

∗ ǰēé÷ǰ𝑏𝑖𝑡ǰ

öĊคŠćđóĊ÷งǰ0 ĀøČĂǰ1 (đðŨîÿöćชĉกขĂงǰ𝑍2) 
x 𝑡1, 𝑡2, 𝑡3 คČĂøĎðĒïïขĂงคŠćǰ𝛼௉, 𝛽௉, 𝛼ொ, 𝛽ொǰĔîúĆกþèąขĂง 
x 𝑡1 ൌ 𝛼௉

ି1𝛽௉ ĀøČĂǰ𝛽௉
ି1𝛼௉ 

x 𝑡2 ൌ 𝛼௉
ି1𝛼ொ ĀøČĂǰ𝛽௉

ି1𝛼ொ 
x 𝑡3 ൌ 𝛼௉

ି1𝛽ொ ĀøČĂǰ𝛽௉
ି1𝛽ொ 

x ēé÷ìĊęǰ𝑡1, 𝑡2, 𝑡3 ǰđðŨîÿöćชĉกĔîǰ𝑍௡ǰđöČęĂ 𝑛 ൌ 2௘ಲ 
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x 𝐴 đðŨîǰcurve parameter ÿĈĀøĆïǰelliptic curve 𝐸: 𝑦2 ൌ 𝑥3 ൅ 𝐴𝑥2 ൅ 𝑥 ìĊęđðŨîǰsupersin-
gular curve ĒúąöĊคŠćǰj-invariant Ă÷ĎŠĔîǰ𝐹௣మ 

x 𝑠 đðŨîǰentangle bit ìĊęชŠü÷ĔîกćøคĈîüèǰbasis 𝑅1, 𝑅2 ÿĈĀøĆï 𝐸ሾ2௘ಲሿ 
x 𝑟 đðŨîǰcounter index ĔîêćøćงǰQNR, QR ìĊęđกĘïคŠćǰ𝑣 ൌ 1

ሺ1+௨௥మሻ
ǰēé÷ìĊęđøćจąöĊêćøćงขĂงคŠćǰ

𝑢 ൌ 𝑢0
2ǰĒúąคŠćǰ𝑢0ǰìĊęđðŨîÿöćชĉกĔîǰ𝐹௣మ ∖ 𝐹௣ǰĒúąĔชšชŠü÷ĔîกćøคĈîüèǰbasis 𝑅1, 𝑅2 ÿĈĀøĆï 

𝐸ሾ2௘ಲሿ 
đøćจąđøĉęöกćøêøüจÿĂïกčญĒจÿćíćøèąขĂงǰ𝐵𝑜𝑏ǰêćöขĆĚîêĂîéĆงîĊĚ 

1. êøüจÿĂïǰcurve parameter 𝐴 
2. êøüจÿĂïǰ𝑠, 𝑟ǰìĊęจąîĈĕðÿøšćงǰbasis 𝑅1, 𝑅2 
3. êøüจÿĂïǰ𝑡1, 𝑡2, 𝑡3ǰüŠćđกĊ ę÷üขšĂงกĆïจčéǰ𝑃, 𝑄 ൌ 𝜙஻ሺ𝑃஺ሻ, 𝜙஻ሺ𝑄஺ሻǰซċ ęงจąêšĂงđðŨîÿöćชĉกขĂงǰ

𝐸ሾ2௘ಲሿǰēé÷ĔชšÿöïĆêĉขĂงǰ𝑅1, 𝑅2ǰìĊę÷Čî÷ĆîĒúšüüŠćÿøšćงĕéšëĎกêšĂงöćชŠü÷ĔîกćøêøüจÿĂï 
3.4.1 êøüจÿĂï 𝐴 
êćöìĊęĕéšđค÷ïĂกĕðüŠćđøćจąÿîĔจđóĊ÷งǰsupersingular elliptic curve ìĊęöĊคŠćǰj-invariant Ă÷ĎŠĔîǰ

𝐹௣మǰđìŠćîĆĚîǰēé÷đøćจąÿćöćøëêøüจÿĂïกŠĂîĕéšđú÷üŠćÿĈĀøĆïǰCurveǰ𝐴 ൌ  𝑎 ൅  𝑏𝑖 ìĊęǰ𝑎, 𝑏 ∈ 𝐹௣ǰöĊคŠćǰ

j-invariant Ă÷ĎŠĔî 𝐹௣మ ĀøČĂĕöŠéĆงîĊĚ 
x đขĊ÷îǰ𝐴 ൌ  𝑎 ൅ 𝑏𝑖 
x คĈîüèǰ256ሺ𝐴2 െ 3ሻ3ǰĒúšüđขĊ÷îĔîøĎðขĂง 𝑐 ൅ 𝑑𝑖 
x คĈîüè 𝐴2 െ 4ǰĒúšüđขĊ÷îĔîøĎðขĂงǰ𝑒 ൅ 𝑓𝑖ǰēé÷ìĊęǰ𝑎, 𝑏, 𝑐, 𝑑, 𝑒, 𝑓 ∈ 𝐹௣ 

ēé÷ìĊęǰcurve  îĆĚîĂ÷ĎŠĔîøĎðขĂงǰmontgomery form ìĊęöĊđงČęĂîĕขéšü÷üŠćǰ𝐴2 െ 4 ് 0ǰéĆงîĆĚîǰ𝑒ǰ

Ēúąǰ𝑓ǰêšĂงĕöŠđðŨîǰ0 óøšĂöกĆîǰĒúąจćกïìóĉÿĎจîŤขĂงǰFrobenius automorphism đøćจąïĂกĕéšüŠćǰ j-
invariant ขĂงǰ𝐸஺ǰจąđðŨîÿöćชĉกĔîǰ𝐹௣ǰกĘêŠĂđöČęĂǰ𝑐𝑓 ൌ 𝑑𝑒ǰđìŠćîĆĚî 

đøćจċงÿøčðกćøêøüจÿĂïĕéšēé÷êøüจÿĂïüŠćëšćǰ𝑐𝑓 ് 𝑑𝑒ǰĒúšüǰj-invariant ขĂงǰ𝐸஺ǰจąĂ÷ĎŠĔîǰ𝐹௣మǰ

øüöĕðëċงจąêøüจÿĂïĕéšéšü÷üŠćǰ𝐴 ∈ 𝐹௣ǰîĆĚîëĎกÿŠงöćĀøČĂĕöŠǰ(กćøêøüจÿĂïǰsubfield curve) đóøćąëšć
đðŨîกøèĊîĆĚîđøćจąĕéšüŠćǰ𝑏 ൌ 0ǰìĊęÿŠงñúĔĀšǰ𝑑 ൌ 𝑓 ൌ 0ǰéšü÷đชŠîđéĊ÷üกĆî 

ÿŠüîëĆéöćìĊęêšĂงêøüจÿĂïคČĂกćøêøüจÿĂïüŠćǰ𝐸஺ǰîĆĚîđðŨîǰsupersingular elliptic curve ēé÷êĆü
îĉ÷ćöขĂงǰsupersingular elliptic curve îĆĚîöĊĕéšĀúć÷ĒïïǰĒêŠđøćจąđúČĂกîĉ÷ćöìĊęÿćöćøëĔชšĔîกćø
êøüจÿĂïงŠć÷ìĊęÿčéคČĂǰกćøêøüจÿĂïüŠćǰ𝐸஺ǰĕöŠĕéšđðŨîǰordinary curve 
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(กćøêøüจÿĂïéšü÷üĉíĊîĊĚĕöŠĕéšÿĈđøĘจǰ100%ǰĒêŠëšćêøüจÿĂïÿĈđøĘจĒúšüēĂกćÿìĊęจąóúćéüŠćǰCurve 
îĆĚîđðŨîǰordinary curve öĊđóĊ÷งøćüǰ1/𝑝 ൎ 1/2751ǰđìŠćîĆĚîǰēé÷đøćëČĂüŠćēĂกćýđกĉéขċĚîöĊîšĂ÷öćก) Ēúšü
đøćจąđøĉęöจćกîĉ÷ćöขĂงǰsupersingular elliptic curve éĆงîĊĚ 

ëšćǰ𝐸஺ǰđð Ũîǰsupersingular elliptic curve Ă÷Ď Šïîǰfield ìĊ ęö Ċ ǰcharacteristic 𝑝 ൐ 3 Ēúąǰ𝐸ǰ

îĉ÷ćöĂ÷ĎŠïîǰ𝐹௤ǰìĊęǰ𝑞 ൌ 𝑝2ǰกøèĊĔéกøèĊĀîċęงêŠĂĕðîĊĚêšĂงđðŨîจøĉง 
x 𝐸൫𝐹௣మ൯ ≅ ሺ𝑍/ሺ𝑝 െ 1ሻ𝑍ሻ2 
x 𝐸൫𝐹௣మ൯ ≅ ሺ𝑍/ሺ𝑝 ൅ 1ሻ𝑍ሻ2 

ìĈĔĀšđøćÿćöćøëĂĂกĒïïĂĆúกĂøĉìċöĔîกćøêøüจÿĂïüŠćǰcurve 𝐸஺ îĆĚîĕöŠđðŨîǰordinary curve ĕéšคČĂ 
x ÿčŠöจčéǰ𝑃ǰìĊęđðŨîÿöćชĉกขĂง 𝐸൫𝐹௣మ൯ 
x คĈîüèĀćǰሾ𝑝 െ 1ሿ𝑃ǰêøüจÿĂïüŠćĕéšจčéìĊęǰinfinity ሺ𝑂ሻ ĀøČĂĕöŠ 
x คĈîüèĀćǰሾ𝑝 ൅ 1ሿ𝑃ǰêøüจÿĂïüŠćĕéšจčéìĊęǰinfinity ሺ𝑂ሻ ĀøČĂĕöŠ 

ซċęงëšćìĆĚงÿĂงกćøêøüจÿĂïîĊĚïĂกüŠćǰሾ𝑝 െ 1ሿ𝑃 ് 𝑂ǰĒúąǰሾ𝑝 ൅ 1ሿ𝑃 ് 𝑂ǰđøćจąïĂกüŠćǰcurve 
𝐸஺ îĆĚîđðŨîǰordinary curve ĒêŠëšćđคÿĔéđคÿĀîċęงđðŨîจøĉงǰሾ𝑝 െ 1ሿ𝑃 ൌ 𝑂ǰĀøČĂǰሾ𝑝 ൅ 1ሿ𝑃 ൌ 𝑂ǰđøćจą

ïĂกüŠćǰcurve 𝐸஺ îĆĚîđðŨîǰsupersingular curve 
ēé÷ÿøčðĒúšüǰìĆĚงÿĂงÿŠüîîĊĚคČĂกćøêøüจÿĂïìĆĚงĀöéขĂงǰ curve parameter 𝐴 ìĊęÿćöćøëìĈĕéšĔî

ขèąîĊĚǰēé÷จąขĂจïกćøêøüจÿĂïĔîÿŠüîขĂงǰcurve ìĊęÿŠüîîĊĚđĂง 
3.4.2 êøüจÿĂïǰ𝑠, 𝑟 
ÿĉęงĒøกìĊęđøćêøüจĕéšđú÷คČĂคŠćǰ𝑠ǰìĊęĔชšïĂกüŠćêšĂงĔชšคŠćจćกêćøćงǰQNR ĀøČĂǰQR ēé÷đøćจąĔชšǰQR 

ëšćǰ𝑠 ൌ 0ǰĒúąจąĔชšǰQNR ëšćǰ𝑠 ൌ 1ǰซċęงกćøđúČĂกĔชšêćøćงîĊĚขċĚîĂ÷ĎŠกĆïüŠćǰcurve parameter 𝐴 îĆĚîđðŨîǰ
QR ĀøČĂǰQNR ìĊęđøćĒïŠงđðŨîกøèĊĕüšéĆงîĊĚ 

x ëšćǰ𝐴ǰđðŨîǰQR êšĂงĔชšคŠćĔîêćøćงǰQNR ĀøČĂกĘคČĂǰ𝑠 ൌ 1ǰëšćǰ𝐴 đðŨîǰQR 
x ëšćǰ𝐴ǰđðŨîǰQNR êšĂงĔชšคŠćĔîêćøćงǰQR ĀøČĂกĘคČĂǰ𝑠 ൌ 0ǰëšćǰ𝐴 đðŨîǰQNR 

éĆงîĆĚîกćøจąêøüจÿĂïคŠćǰ𝑠ǰจąêšĂงëĆéöćจćกกćøêøüจÿĂïüŠćǰ𝐴ǰîĆĚîëĎกêšĂงĒúšüđìŠćîĆĚîēé÷đøćìĈĕéšéĆงîĊĚ 
x đขĊ÷îǰ𝐴 ൌ 𝑎 ൅ 𝑏𝑖ǰĒúąđøćöĊ 𝑎, 𝑏 ∈ 𝐹௣ 
x คĈîüèคŠć 𝑧 ൌ 𝑎2 ൅ 𝑏2 
x คĈîüèคŠć 𝑆 ൌ 𝑧ሺ௣+1ሻ/4 
x ëšćǰ𝑆2 ൌ 𝑧ǰĒðúüŠćǰ𝐴ǰđðŨîǰQR ĀøČĂกĘคČĂǰ𝑠ǰêšĂงđìŠćกĆïǰ1 
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x ëšćǰ𝑆2 ് 𝑧ǰĒðúüŠćǰ𝐴ǰđðŨîǰQNR ĀøČĂกĘคČĂǰ𝑠ǰêšĂงđìŠćกĆïǰ0 
ëšćคŠćǰ𝑠ǰĕöŠêøงกĆïÿĂงกøèĊîĊĚǰĒðúüŠćกčญĒจÿćíćøèąìĊęĕéšøĆïöćîĆĚîĕöŠëĎกêšĂง 

ÿŠüîëĆéöćคČĂกćøêøüจคŠćǰ𝑟ǰìĊęจąคúšć÷กĆîคČĂđðŨîกćøêøüจÿĂïüŠćคŠćìĊęđøćđúČĂกöćĔîêćøćงǰ𝑇௜ሾ𝑟ሿǰ

îĆĚîêšĂงöćจćกǰQNR ĀøČĂǰQR êćöìĊęđøćกĈĀîéēðøēêคĂúĕüšĀøČĂĕöŠǰซċęงìĈĕéšéĆงîĊĚĀúĆงจćกìĊęđøć÷Čî÷ĆîĒúšüüŠć
คŠćǰ𝑠ǰĔîกćøđúČĂกêćøćงöćĔชšîĆĚîëĎกêšĂง 

x đúČĂกêćøćงǰ𝑇1ǰขĂงǰQNR ĀøČĂǰ𝑇2ǰขĂงǰQRǰขċĚîกĆïคŠć 𝑠ǰìĊĕéšøĆï 
x éĎêćøćงคŠćǰ𝑇௜ሾ𝑟ሿǰđกĘïĕüšđðŨîคŠć 𝑣 
x คĈîüè 𝑥 ൌ െ𝐴𝑣 
x คĈîüè 𝑡 ൌ 𝑥ሺ𝑥2 ൅ 𝐴𝑥 ൅ 1ሻ 
x êøüจÿĂïǰquadraticity ขĂงǰ𝑡ǰēé÷ĔชšüĉíĊกĆïìĊęđøćêøüจǰ𝐴ǰคČĂ 
x đขĊ÷î 𝑡 ൌ 𝑎 ൅ 𝑏𝑖 
x คĈîüèคŠć 𝑧 ൌ 𝑎2 ൅ 𝑏2 
x คĈîüèคŠć 𝑆 ൌ 𝑧ሺ௣+1ሻ/4 

ìĊîĊĚĔîÿŠüîขĂงđงČęĂîĕขขĂงǰ𝑆ǰกĆï 𝑧ǰจąêŠćงกĆîคČĂ 
x ëšćǰ𝑆2 ൌ 𝑧ǰĒðúüŠćǰ𝑟ǰìĊęĕéšøĆïöćîĆĚîëĎกêšĂง 
x ëšćǰ𝑆2 ് 𝑧ǰĒðúüŠćǰ𝑟ǰìĊęĕéšøĆïöćîĆĚîĕöŠëĎกêšĂง 

đóøćąจćกêĆüēðøēêคĂúĔîกćøÿøšćงǰ𝑅1, 𝑅2ǰđøćจąêšĂงĕéšǰ𝑡ǰìĊęđðŨîǰQR đÿöĂĔîìčกกøèĊ 
ëšćกćøêøüจîĊĚñŠćîđøćกĘจąðúŠĂ÷ĔĀšÿćöćøëîĈคŠćǰ𝑡, 𝑆, 𝑧ǰìĊęคĈîüèĕüšĒúšüĕðĔชšêŠĂĔîกćøÿøšćงǰbasis 

𝑅1, 𝑅2 ÿĈĀøĆïǰ𝐸ሾ2௘ಲሿǰĕéšǰĒêŠëšćĕöŠñŠćîĒðúüŠćǰ𝑠, 𝑟ǰìĊęĕéšøĆïöćîĆĚîĕöŠëĎกêšĂงêćöēðøēêคĂúǰđðŨîĂĆîจïกćø

êøüจÿĂïĔîÿŠüîขĂงคŠćǰ𝑠, 𝑟ǰìĊęĔชšÿøšćงǰbasis 𝑅1, 𝑅2 îĊĚđĂง 
3.4.3 êøüจÿĂïǰ𝛼௉, 𝛽௉, 𝛼ொ, 𝛽ொ 
ÿŠüîîĊĚđĂงìĊęđðŨîÿŠüîÿčéìšć÷ĔîกćøêøüจÿĂïǰ ēé÷ĔîêĂîĒøกîĆĚîจąขĂđÿîĂĒîüìćงกćøêøüจÿĂï

ĔîøĎðĒïïขĂงǰ𝛼௉, 𝛽௉, 𝛼ொ, 𝛽ொǰíøøöéćกŠĂîìĊęจąëĎก÷čïøüöđĀúČĂǰ3 คŠćǰ𝑡1, 𝑡2, 𝑡3ǰìĊęขċĚîĂ÷ĎŠกĆïคŠćǰ𝑏𝑖𝑡ǰìĊęÿŠง

öćǰēé÷đøćจąóĎéëċงÿŠüîîĆĚîĔîĀĆüขšĂëĆéĕð (3.6) 
ìïìüîกŠĂîüŠćǰ𝐴𝑙𝑖𝑐𝑒ǰöĊจčéÿćíćøèąคČĂǰ𝑃஺, 𝑄஺ǰìĊ ęđðŨîÿöćชĉกขĂงǰ𝐸൫𝐹௣మ൯ǰĒúąđðŨîǰbasis 

ÿĈĀøĆïǰ𝐸ሾ2௘ಲሿǰĀúĆงจćกîĆĚîǰ𝐵𝑜𝑏ǰจąìĈกćøคĈîüèǰ isogeny ïîÿĂงจčéîĊĚǰìĈĔĀšกúć÷đðŨîจčéĔĀöŠคČĂ 
𝜙஻ሺ𝑃஺ሻ, 𝜙஻ሺ𝑄஺ሻ ൌ 𝑃, 𝑄 
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จćกîĆĚîéšü÷üĉíĊกćøĀćǰbasis point 𝑅1, 𝑅2 ìĊęđðŨîÿöćชĉกĔîǰ𝐸ሾ2௘ಲሿǰĒúąöĊÿöïĆêĉǰindependence 
ซċęงกĆîĒúąกĆîǰđøćจąđขĊ÷îĕéšüŠć 𝑃 ൌ 𝛼௉𝑅1 ൅ 𝛽௉𝑅2ǰĒúą 𝑄 ൌ 𝛼ொ𝑅1 ൅ 𝛽ொ𝑅2 

đøćจąđøĉęöจćกกćøêøüจüŠćจčéǰ𝑃, 𝑄ǰìĊęĕéšøĆïĔîøĎðĒïïđéĉöกŠĂîìĊęจąëĎกïĊïĂĆéüŠćëĎกêšĂงĀøČĂĕöŠǰ ēé÷

ขšĂกĈĀîéđéĉöขĂงêĆüēðøēêคĂúîĆĚîจčéǰ𝑃, 𝑄ǰจąêšĂงöĊǰorder đìŠćกĆîคČĂǰ𝑙௘ǰïîǰelliptic curve 𝐸஺ Ĕî
øĎðĒïïǰmontgomery form ĒúąđðŨîǰisogenous กĆïǰcurve đøĉęöêšîǰ𝐸0ǰĕöŠĂ÷ŠćงîĆĚîจąöĊกćøēจöêĊìĊęชČęĂüŠćǰ

small subgroup attack จćกกćøìĊęจčéǰ𝑃, 𝑄ǰöĊǰorder ìĊęĕöŠöćก 
ĂĊกกćøêøüจÿĂïĀîċęงคČĂÿĈĀøĆïจčéǰ𝑃, 𝑄ǰìĊęĕéšøĆïǰđøćêšĂงêøüจÿĂïüŠćǰ𝑄 ് ሾ𝜆1ሿ𝑃 ∧ 𝑃 ് ሾ𝜆2ሿ𝑄ǰ

ÿĈĀøĆïìčกคŠćǰ𝜆௜ ∈ 𝑍ǰđóøćąëšćจčéĔéจčéĀîċęงîĆĚîđðŨîñúúĆóíŤöćจćกกćøคĎèéšü÷จĈîüîđêĘöกĆïĂĊกจčéĀîċęงจą

ìĈĔĀšǰ𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡ǰìĊęคĈîüèĕéšîĆĚîĕöŠขċĚîกĆïกčญĒจúĆïขĂงĂĊกòŦũงìĊęìĈêćöđงČęĂîĕขขĂงēðøēêคĂúǰĔî

ÿŠüîîĊĚđøćëČĂüŠćÿćöćøëêøüจÿĂïĕéšงŠć÷ǰđóøćąüŠćÿĈĀøĆïǰ𝑃1, 𝑃2ǰìĊęǰ𝑃1 ൌ ሾ𝑎ሿ𝑃ǰĒúąǰ𝑃2 ൌ ሾ𝑏ሿ𝑃ǰđøćจąĕéš

üŠćคŠćขĂงǰWeil pairingǰจąđðŨîøĎðĒïï trivialǰคČĂ 𝑒ሺ𝑃1, 𝑃2ሻ ൌ 𝑒ሺሾ𝑎ሿ𝑃, ሾ𝑏ሿ𝑃ሻ ൌ 𝑒ሺ𝑃, 𝑃ሻ௔௕ ൌ 1௔௕ ൌ
1 

ìĆĚงÿĂงกćøêøüจÿĂïîĊĚÿćöćøëìĈĕéšēé÷กćøĔชšÿöïĆêĉขĂงǰWeil pairing öćชŠü÷ĔîกćøคĈîüèĒúą

êøüจÿĂïĕéšǰēé÷กćøêøüจǰorder ขĂงจčéǰ𝑃, 𝑄ǰìĊęĕéšøĆïüŠćêšĂงöĊคŠćǰ𝑙஺
௘ಲǰกĘคČĂกćøคĈîüèคŠćǰWeil pairing 

𝑒௟ಲ
೐ಲ ሺ𝑃, 𝑄ሻ ìĊęêšĂงöĊคŠćđéĊ÷üกĆïขĂงจčéđøĉęöêšîÿćíćøèąǰ𝑒௟ಲ

೐ಲ ሺ𝑃஺, 𝑄஺ሻǰìĊęจćกกćøกĈĀîéจčéđøĉęöêšîîĆĚîöĊคŠć

𝑒ሺ𝑃஺, 𝑄஺ሻ ൌ 𝑙஺
௘ಲି1ǰìĈĔĀ šจ čéǰ𝑃, 𝑄ǰì Ċ ęöćจćกกćøĔช šǰ isogeny  ก Ęê šĂงöĊ ǰWeil pairing ìĊ ę đì ŠćกĆîคČĂǰ

𝑒ሺ𝑃, 𝑄ሻ ൌ 𝑙஺
௘ಲି1ǰĒúąจćกÿöïĆêĉขĂงǰWeil pairing ìĊęöĊîĉ÷ćöüŠć 

ë šćจ čéǰ𝑃, 𝑄ǰĂ÷ Ď Š Ĕîǰ𝐸ሾ𝑚𝑛ሿǰค Š ć ǰn-th power ขĂงǰWeil pairing 𝑒௠௡ሺ𝑃, 𝑄ሻ จąĀćĕé šจćก 
𝑒௠௡ሺ𝑃, 𝑄ሻ௡ ൌ 𝑒௠ሺሾ𝑛ሿ𝑃, ሾ𝑛ሿ𝑄ሻ 
จćกđงČęĂîĕขîĊĚđĂงđøćกĈĀîéĔĀšǰ𝑚𝑛 ൌ 𝑙௘ಲ ൌ 2372ǰđชŠîǰ𝑚 ൌ 22ǰĒúąǰ𝑛 ൌ 2370ǰจąĕéšüŠć 

𝑒2యళమ ሺ𝑃, 𝑄ሻ2యళబ ൌ 𝑒2మ2యళబ ሺ𝑃, 𝑄ሻ2యళబ  ൌ 𝑒2మ ሺሾ2370ሿ𝑃, ሾ2370ሿ𝑄ሻ 
ìĈĔĀšđøćÿøčðĕéšüŠćëšćǰ𝑃, 𝑄ǰîĆĚîöĊǰorder 2372 คŠćขĂงจčéǰ𝑃ᇱ ൌ ሾ2370ሿ𝑃ǰĒúąǰ𝑄ᇱ ൌ ሾ2370ሿ𝑄ǰกĘ

êšĂงöĊǰorder 22 ൌ 4  ìĈĔĀšคŠćขĂงǰWeil pairing 𝑒4ሺ𝑃ᇱ, 𝑄ᇱሻ ് 1 
ĒúąđøćจąöĊĂĊกÿöïĆêĉĀîċęงขĂงǰWeil pairing กĘคČĂǰ𝑒ሺ𝑃, 𝑃ሻ ൌ 1ǰđÿöĂǰêĆüđงČęĂîĕขîĊĚđĂงìĊęìĈĔĀšđøć

ÿćöćøëêøüจกčญĒจÿćíćøèąìĆĚงÿĂงÿöïĆêĉìĊęกúŠćüĕüšĔîêĂîĒøกคČĂǰorder öĊคŠćǰ𝑙௘ǰĒúąจčéǰ𝑃′, 𝑄′ǰîĆĚîĕöŠĕéš

đกĊę÷üขšĂงกĆî 
กćøêøüจÿĂïìĆĚงĀöéìĊęกúŠćüöćîĊĚǰđìĊ÷ïđìŠćกĆïกćøêøüจüŠćจčéǰ𝑃ᇱǰêšĂงĕöŠđìŠćกĆïจčéǰ𝑄ᇱǰđøćëċงจą

ïĂกĕéšüŠćจčéǰ𝑃, 𝑄ǰìĊęǰ𝐵𝑜𝑏ǰÿŠงöćîĆĚîëĎกêšĂงǰđðŨîĂĆîจïÿŠüîกćøóĉจćøèćกćøêøüจÿĂïกčญĒจÿćíćøèąĔî

øĎðĒïïđéĉöกŠĂîëĎกïĊïĂĆé 
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ĔîÿŠüîëĆéöćđøćกĘจąĂćýĆ÷üĉíĊêøüจÿĂïĒïïđéĉöîĊĚđĂงĔîกćøêøüจÿĂïกčญĒจÿćíćøèąǰđóĊ÷งĒêŠđøć

ĒìîคŠćêćöøĎðĒïïขĂงกčญĒจÿćíćøèąìĊęëĎกïĊïĂĆéคČĂǰ𝑃 ൌ 𝛼௉𝑅1 ൅ 𝛽௉𝑅2ǰĒúą 𝑄 ൌ 𝛼ொ𝑅1 ൅ 𝛽ொ𝑅2 
จąĕéšüŠć 

𝑃ᇱ ൌ ሾ2370ሿ𝑃 ൌ ሾ𝛼௉2370ሿ𝑅1 ൅ ሾ𝛽௉2370ሿ𝑅2 
𝑄ᇱ ൌ ሾ2370ሿ𝑄 ൌ ൣ𝛼ொ2370൧𝑅1 ൅ ൣ𝛽ொ2370൧𝑅2 

ĒúšüđøćîĈöćคĈîüèǰWeil pairing ĔîøĎðĒïïđéĊ÷üกĆîǰēé÷ĔîคøćüîĊĚđøćจąĂćýĆ÷ÿöïĆêĉขĂงǰWeil 
pairing ĔîđøČęĂงขĂงǰbilinearity, non-degenerate öćชŠü÷ĔîกćøจĆéøĎðñúúĆóíŤ 

       𝑒4ሺ𝑃ᇱ, 𝑄ᇱሻ  ൌ 𝑒4൫ሾ𝛼௉2370ሿ𝑅1 ൅ ሾ𝛽௉2370ሿ𝑅2, ൣ𝛼ொ2370൧𝑅1 ൅ ൣ𝛽ொ2370൧𝑅2൯  
ൌ 𝑒4൫ሾ𝛼௉2370ሿ𝑅1, ൣ𝛼ொ2370൧𝑅1 ൅ ൣ𝛽ொ2370൧𝑅2൯  
     𝑒4൫ሾ𝛽௉2370ሿ𝑅2, ൣ𝛼ொ2370൧𝑅1 ൅ ൣ𝛽ொ2370൧𝑅2൯  
ൌ 𝑒4൫ሾ𝛼௉2370ሿ𝑅1, ൣ𝛼ொ2370൧𝑅1൯ 𝑒4൫ሾ𝛼௉2370ሿ𝑅1, ൣ𝛽ொ2370൧𝑅2൯  
     𝑒4൫ሾ𝛽௉2370ሿ𝑅2, ൣ𝛼ொ2370൧𝑅1൯ 𝑒4൫ሾ𝛽௉2370ሿ𝑅2, ൣ𝛽ொ2370൧𝑅2൯  

ìĈĔĀšđøćöĊìĆĚงĀöéǰ4 đìĂöìĊęคĎèกĆîĂ÷ĎŠĕéšĒกŠ 
1. 𝑒4൫ሾ𝛼௉2370ሿ𝑅1, ൣ𝛼ொ2370൧𝑅1൯ 
2. 𝑒4൫ሾ𝛼௉2370ሿ𝑅1, ൣ𝛽ொ2370൧𝑅2൯ 
3. 𝑒4൫ሾ𝛽௉2370ሿ𝑅2, ൣ𝛼ொ2370൧𝑅1൯ 
4. 𝑒4൫ሾ𝛽௉2370ሿ𝑅2, ൣ𝛽ொ2370൧𝑅2൯ 

ซċęงđøćĕöŠêšĂงกćøĔĀšñúคĎèขĂงìĆĚงǰ4 óจîŤîĊĚคĎèกĆîĒúšüđðŨî 1 đóČęĂĔĀšǰ𝑒4ሺ𝑃ᇱ, 𝑄ᇱሻ  ് 1ǰìĈĔĀšđøćÿøčðĕéšüŠć 
x 𝛼௉ ് 𝛼ொĒúąǰβ௉ ് βொ 
x 𝛼௉2370ǰorder ขĂงǰ𝑅1 
x 𝛽ொ2370ǰorder ขĂงǰ𝑅2 
x 𝛽௉2370ǰorder ขĂงǰ𝑅2 
x 𝛼ொ2370ǰorder ขĂงǰ𝑅1 

ìĈĔĀšกćøêøüจÿĂïđĀúČĂđóĊ÷งĒคŠ 
x 𝛼௉ ് 𝛼ொ 
x 𝛽௉ ് 𝛽ொ 
x 𝛼௉2370, 𝛽௉2370, 𝛼ொ2370, 𝛽ொ2370 ് 2372ǰõć÷Ĕêšǰ𝑚𝑜𝑑 2372 

đðŨîĂĆîจïÿŠüîขĂงกćøêøüจÿĂïคŠćǰ𝛼, 𝛽ǰขĂงจčéǰ𝑃, 𝑄ǰÿĈĀøĆïกčญĒจÿćíćøèąขĂงǰ𝐵𝑜𝑏ǰìĊęÿŠüîîĊĚ 
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3.5 กćøตøüจกčญĒจÿćธćøณąขĂงǰ𝑨𝒍𝒊𝒄𝒆 ทĊęตøüจēด÷ 𝑩𝒐𝒃 
ĔîÿŠüîîĊĚจąóĎéëċงüĉíĊกćøóĉจćøèćกčญĒจÿćíćøèąขĂงǰ𝐴𝑙𝑖𝑐𝑒 𝑝𝑘஺ǰìĊęÿŠงĔĀšǰ𝐵𝑜𝑏ǰĔîขĆĚîêĂîขĂงǰ

encapsulation ēé÷đøćจąìïìüîđîČĚĂĀćกĆîกŠĂîüŠćǰ𝑝𝑘஺ǰîĆĚîðøąกĂïéšü÷ĂąĕøïšćงǰĒúąöĊÿŠüîĔéìĊęìĈĔĀšǰ

𝐵𝑜𝑏ǰÿćöćøëêøüจÿĂïĕéšüŠćǰ𝐴𝑙𝑖𝑐𝑒ǰîĆĚîìĈêćöขšĂกĈĀîéขĂงēðøēêคĂúĂ÷ŠćงëĎกêšĂง 
đøĉęöจćกúĆกþèąขĂงǰ𝑝𝑘஺ǰจąđขĊ÷îĕéšđðŨî 

x 𝑝𝑘஺ ൌ ሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3, 𝐴, 𝑟1, 𝑟2ሻ 
x 𝑏𝑖𝑡 ĔชšïĂกúĆกþèąขĂงǰ𝑡1, 𝑡2, 𝑡3ǰĀøČĂกĘคČĂกćøïĂกüŠćǰ𝛼௉ǰĀøČĂǰ𝛽௉ǰìĊęđðŨîÿöćชĉกĔîǰ𝑍௡

∗ ǰēé÷ǰ𝑏𝑖𝑡ǰ

öĊคŠćđóĊ÷งǰ0 ĀøČĂǰ1 (đðŨîÿöćชĉกขĂงǰ𝑍2) 
x 𝑡1, 𝑡2, 𝑡3 คČĂøĎðĒïïขĂงคŠćǰ𝛼௉, 𝛽௉, 𝛼ொ, 𝛽ொǰĔîúĆกþèąขĂง 
x 𝑡1 ൌ 𝛼௉

ି1𝛽௉ ĀøČĂǰ𝛽௉
ି1𝛼௉ 

x 𝑡2 ൌ 𝛼௉
ି1𝛼ொ ĀøČĂǰ𝛽௉

ି1𝛼ொ 
x 𝑡3 ൌ 𝛼௉

ି1𝛽ொ ĀøČĂǰ𝛽௉
ି1𝛽ொ 

x ēé÷ìĊęǰ𝑡1, 𝑡2, 𝑡3 ǰđðŨîÿöćชĉกĔîǰ𝑍௡ǰđöČęĂ 𝑛 ൌ 2௘ಲ  
x 𝐴 đðŨîǰcurve parameter ÿĈĀøĆïǰelliptic curve 𝐸: 𝑦2 ൌ 𝑥3 ൅ 𝐴𝑥2 ൅ 𝑥 ìĊęđðŨîǰsupersin-

gular curve ĒúąöĊคŠćǰj-invariant Ă÷ĎŠĔîǰ𝐹௣మ 
x 𝑟1 đðŨîǰelligator counter ìĊęชŠü÷ĔîกćøคĈîüèǰbasis 𝑅1 ÿĈĀøĆï 𝐸ሾ3௘ಳሿ 
x 𝑟2 đðŨîǰelligator counter ìĊęชŠü÷ĔîกćøคĈîüèǰbasis 𝑅2 ÿĈĀøĆï 𝐸ሾ3௘ಳሿ 

đøćจąđøĉęöกćøêøüจÿĂïกčญĒจÿćíćøèąขĂงǰ𝐴𝑙𝑖𝑐𝑒ǰêćöขĆĚîêĂîéĆงîĊĚ 
1. êøüจÿĂïǰcurve parameter 𝐴 
2. êøüจÿĂïǰ𝑟1, 𝑟2ǰìĊęจąîĈĕðÿøšćงǰbasis 𝑅1, 𝑅2 
3. êøüจÿĂïǰ𝑡1, 𝑡2, 𝑡3ǰüŠćđกĊ ę÷üขšĂงกĆïจčé 𝑃, 𝑄 ൌ 𝜙஺ሺ𝑃஻ሻ, 𝜙஺ሺ𝑄஻ሻǰซċ ęงจąêšĂงđðŨîÿöćชĉกขĂงǰ

𝐸ሾ3௘ಳሿǰēé÷ĔชšÿöïĆêĉขĂงǰ𝑅1, 𝑅2ǰìĊę÷Čî÷ĆîĒúšüüŠćÿøšćงĕéšëĎกêšĂงöćชŠü÷ĔîกćøêøüจÿĂï 
3.5.1 êøüจÿĂï 𝐴 

ĔîÿŠüîîĊĚîĆĚîจąĔชšüĉíĊđéĊ÷üกĆïìĊęǰ𝐴𝑙𝑖𝑐𝑒ǰêøüจÿĂïǰcurve parameter 𝐴 ขĂงǰ𝑝𝑘஻ǰéĆงîĆĚîจąขĂúą

กćøĂíĉïć÷ĕüšĔîÿŠüîîĊĚǰ ĒêŠñúúĆóíŤìĊęĕéšจąđĀöČĂîกĆîคČĂđøćจą÷Čî÷ĆîĕéšüŠćǰ 𝐴ǰîĆĚîđðŨîǰparameter ìĊęđðŨîǰ
supersingular elliptic curve ĒúąคŠćǰj-invariant ขĂงǰ𝐸஺ǰîĆĚîĂ÷ĎŠĔî 𝐹௣మ 
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3.5.2 êøüจÿĂïǰ𝑟1, 𝑟2 
đøćจąđøĉęöจćกüŠćกćøจąÿøšćงǰbasis 𝑅1, 𝑅2 ìĊęëĎกêšĂงĔîǰ𝐸ሾ3௘ಳሿǰîĆĚîจąöćจćกกćøéĎคŠćĔîêćøćง

ÿćíćøèąǰ𝑇ǰ(ĔชšêćøćงđéĊ÷üกĆîÿĈĀøĆïìĆĚงǰ𝑅1, 𝑅2)ǰขĂงคŠćǰ𝑣 ൌ 1
1+௎௥మǰđöČęĂĔĀšǰ𝑈 ൌ 4 ൅ 𝑖ǰēé÷ìĆĚงÿĂงคŠć

จąêøüจÿĂïĒïïđéĊ÷üกĆîǰĒêŠđøćจąđøĉęöóĉจćøèćêĆĚงĒêŠüĉíĊกćøÿøšćงǰbasis 𝑅 ìĆęüĕðกŠĂîÿĈĀøĆïǰ𝐸ሾ3௘ಳሿǰìĊę

ÿćöćøëìĈéĆงîĊĚ 
x øĆïคŠćǰcurve parameter 𝐴 ĒúąคŠć 𝑟 
x éĎคŠćĔîêćøćงǰđกĘïĕüšđðŨî 𝑣 ൌ 𝑇ሾ𝑟ሿ 
x คĈîüè 𝑥 ൌ െ𝐴𝑣 
x คĈîüèǰ𝑦 ൌ 𝑥ሺ𝑥2 ൅ 𝐴𝑥 ൅ 1ሻǰđขĊ÷îĔîøĎð 𝑎 ൅ 𝑏𝑖 
x คĈîüè 𝑁 ൌ 𝑎2 ൅ 𝑏2 
x คĈîüè 𝑧 ൌ 𝑁ሺ௣+1ሻ/4 
x êøüจÿĂïüŠćǰ𝑧2 ൌ 𝑁ǰĀøČĂĕöŠ 
x ëšćđìŠćกĆîǰĒðúüŠćÿøšćงǰ𝑅ǰÿĈđøĘจ 
x ĒêŠëšćĕöŠđìŠćกĆîĔĀšðøĆïคŠćǰ𝑥ǰđðŨîǰ𝑥 ൌ െ𝑥 െ 𝐴ǰĒúšüคĈîüèêŠĂêćöขĆĚîêĂîกćøÿøšćงǰbasis 
x ÿčéìšć÷จąĕéšǰbasis 𝑅 คČĂ ሺ𝑥, 𝑧ሻ ൌ ሾ2372ሿሺ𝑥, 𝑧ሻ 

จąđĀĘîĕéšüŠćđøćêøüจÿĂïคüćöđðŨîǰQR ขĂงคŠćǰ𝑦ǰìĊęđกĊę÷üขšĂงกĆïคŠćǰ𝐴, 𝑥ǰēé÷ìĊęคŠćǰ𝑥ǰîĆĚîขċĚîĂ÷ĎŠกĆï

คŠćǰ𝑟ǰĂĊกìĊ ซċęงëšćĀćกกćøêøüจÿĂïĕöŠÿĈđøĘจđøćกĘจąðøĆïคŠćǰ𝑥ǰîĆĚîĒúšüìĈêŠĂđú÷ǰìĆĚงìĊęöĊคüćöđðŨîĕðĕéšüŠćëšć
คŠćǰ𝑟ǰìĊęĕéšøĆïîĆĚîĕöŠëĎกêšĂงêŠĂĔĀšđøćðøĆïคŠćǰ𝑥ǰĒúšüกćøêøüจÿĂïîĆĚîจąĕöŠÿĈđøĘจĂĊกøĂïกĘĕéšǰÿŠงñúìĈĔĀšđøć

ĕéšêĆüǰbasis 𝑅 ìĊęĕöŠëĎกêšĂงǰéĆงîĆĚîëšćจąìĈกćøêøüจÿĂïđøćจąêšĂงđøĉęöจćก 
x êøüจÿĂïĕéšüŠćǰ𝑧2 ് 𝑁 
x ðøĆïคŠćǰ𝑥ǰđðŨîǰ𝑥 ൌ െ𝑥 െ 𝐴 
x คĈîüèǰ𝑦2 ൌ 𝑥ሺ𝑥2 ൅ 𝐴𝑥 ൅ 1ሻǰđขĊ÷îĔîøĎð 𝑐 ൅ 𝑑𝑖 
x คĈîüèǰ𝑚 ൌ 𝑐2 ൅ 𝑑2 
x คĈîüè 𝑧2 ൌ 𝑚ሺ௣+1ሻ/4 

ĒúšüìĈกćøêøüจüŠćÿĂïǰ𝑧2
2 ൌ 𝑚ǰĀøČĂĕöŠǰซċęงëšćกćøêøüจÿĂïøĂïîĊĚîĆĚîĕöŠÿĈđøĘจĒðúüŠćคŠćǰ𝑟ǰìĊę

ĕéšøĆïîĆĚîĕöŠëĎกêšĂงǰēé÷đøćìĈĒïïîĊĚกĆïìĆĚงǰ𝑟1ǰĒúąǰ𝑟2ǰđðŨîĂĆîจïÿŠüîกćøêøüจÿĂïคŠćǰ𝑟1, 𝑟2ǰìĊęĔชšÿøšćงǰ

basis 𝑅1, 𝑅2 
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3.5.3 êøüจÿĂïǰ𝛼௉, 𝛽௉, 𝛼ொ, 𝛽ொ 
ÿŠüîîĊĚđðŨîÿŠüîÿčéìšć÷ìĊęêšĂงêøüจÿĂïđชŠîđéĊ÷üกĆîÿĈĀøĆïǰ𝐵𝑜𝑏ǰēé÷ĔîêĂîĒøกîĆĚîจąขĂđÿîĂĒîü

ìćงกćøêøüจÿĂïĔîøĎðĒïïขĂงǰ𝛼௉, 𝛽௉, 𝛼ொ, 𝛽ொǰíøøöéćกŠĂîìĊęจąëĎก÷čïøüöđĀúČĂǰ3 คŠćǰ𝑡1, 𝑡2, 𝑡3ǰìĊę

ขċĚîĂ÷ĎŠกĆïคŠćǰ𝑏𝑖𝑡ǰìĊęÿŠงöć 
ìïìüîกŠĂîüŠćǰ𝐵𝑜𝑏ǰöĊจčéÿćíćøèąคČĂǰ𝑃஻, 𝑄஻ǰìĊ ęđðŨîÿöćชĉกขĂงǰ𝐸൫𝐹௣మ൯, 𝐸ሺ𝐹௉ሻǰĒúąđðŨîǰ

basis ÿĈĀøĆïǰ𝐸ሾ3௘ಳሿǰĀúĆงจćกîĆĚîǰ𝐴𝑙𝑖𝑐𝑒ǰจąêšĂงìĈกćøคĈîüèǰisogeny ïîÿĂงจčéîĊĚĔĀšกúć÷đðŨîจčéĔĀöŠ
คČĂ 𝜙஺ሺ𝑃஻ሻ, 𝜙஺ሺ𝑄஻ሻ ൌ 𝑃, 𝑄 

จćกîĆĚîéšü÷üĉíĊกćøĀćǰbasis point 𝑅1, 𝑅2 ìĊęđðŨîÿöćชĉกĔîǰ𝐸ሾ3௘ಳሿǰĒúąöĊÿöïĆêĉǰindependence 
ซċęงกĆîĒúąกĆîǰđøćจąđขĊ÷îĕéšüŠć 𝑃 ൌ 𝛼௉𝑅1 ൅ 𝛽௉𝑅2ǰĒúą 𝑄 ൌ 𝛼ொ𝑅1 ൅ 𝛽ொ𝑅2 

กćøêøüจÿĂïขĂงǰ𝐵𝑜𝑏ǰจąìĈđĀöČĂîกĆïขĂงǰ𝐴𝑙𝑖𝑐𝑒ǰēé÷จąđøĉęöจćกøĎðĒïïíøøöéćกŠĂîìĊęĕöŠöĊกćø

ïĊïĂĆéกčญĒจÿćíćøèąซċęงÿöïĆêĉìĊęêšĂงกćøêøüจÿĂïîĆĚîจąđĀöČĂîกĆîǰēé÷ÿŠüîìĊęêŠćงกĆîĂ÷ĎŠกćøคĈîüèǰWeil 
pairing đøĉęöêšîขĂงจčéǰ𝑃஻, 𝑄஻ ǰđéĉöìĊęจąöĊคŠćǰ𝑒ሺ𝑃஻, 𝑄஻ሻ ൌ 𝑙஻

௘ಳǰĒìîǰĒúąÿŠüîìĊęđĀúČĂจąđðŨîกćøđðúĊę÷îǰ

parameter đðŨîǰ𝑙஻ǰĒúąǰ𝑒஻ǰøüöëċงกćøđúČĂกคŠćǰ𝑚, 𝑛ǰìĊ ęêŠćงกĆîēé÷ĔîìĊęîĊ ĚจąĔชšǰ𝑚𝑛 ൌ 𝑙஻
௘ಳ ൌ 3239, 

𝑚 ൌ 3 Ēúąǰ𝑛 ൌ 3238ǰĒúšüđขĊ÷îĔîøĎðขĂง 
𝑒3మయవ ሺ𝑃, 𝑄ሻ3మయఴ ൌ 𝑒3భ3మయఴ ሺ𝑃, 𝑄ሻ3మయఴ ൌ 𝑒3ሺሾ3238ሿ𝑃, ሾ3238ሿ𝑄ሻ 

ĒúąĕéšขšĂÿø čðüŠćëšćĔĀ šǰ𝑃ᇱ ൌ ሾ3238ሿ𝑃ǰĒúąǰ𝑄ᇱ ൌ ሾ3238ሿ𝑄ǰจąĕéšüŠćคŠćขĂงǰWeil pairing 
𝑒3ሺ𝑃ᇱ, 𝑄ᇱሻ ് 1 ÿĈĀøĆïøĎðĒïïขĂงกčญĒจÿćíćøèąĒïïđéĉöกŠĂîìĊęจąëĎกìĈกćøïĊïĂĆé 

ÿčéìšć÷đøćกĘĔชšกćøĒìîคŠćǰ𝑃 ൌ α௉𝑅1 ൅ β௉𝑅2ǰĒúąǰ𝑄 ൌ αொ𝑅1 ൅ βொ𝑅2ǰđóČęĂìĈĔĀšđðŨîกćø

êøüจÿĂïกčญĒจÿćíćøèąĔîøĎðĒïïìĊęëĎกïĊïĂĆéǰìĈĔĀšĕéšüŠć 
𝑃ᇱ ൌ ሾ3238ሿ𝑃 ൌ ሾ𝛼௉3238ሿ𝑅1 ൅ ሾ𝛽௉3238ሿ𝑅2 
𝑄ᇱ ൌ ሾ3238ሿ𝑄 ൌ ൣ𝛼ொ3238൧𝑅1 ൅ ൣ𝛽ொ3238൧𝑅2 

ĒúšüจĆéøĎðñúúĆóíŤขĂงกćøĀćǰWeil pairing 
        𝑒3ሺ𝑃ᇱ, 𝑄ᇱሻ ൌ 𝑒3൫ሾ𝛼௉3238ሿ𝑅1 ൅ ሾ𝛽௉3238ሿ𝑅2, ൣ𝛼ொ3238൧𝑅1 ൅ ൣ𝛽ொ3238൧𝑅2൯  

ൌ 𝑒3൫ሾ𝛼௉3238ሿ𝑅1, ൣ𝛼ொ3238൧𝑅1 ൅ ൣ𝛽ொ3238൧𝑅2൯  
     𝑒3൫ሾ𝛽௉3238ሿ𝑅2, ൣ𝛼ொ3238൧𝑅1 ൅ ൣ𝛽ொ3238൧𝑅2൯  
ൌ 𝑒3൫ሾ𝛼௉3238ሿ𝑅1, ൣ𝛼ொ3238൧𝑅1൯ 𝑒3൫ሾ𝛼௉3238ሿ𝑅1, ൣ𝛽ொ3238൧𝑅2൯  
     𝑒3൫ሾ𝛽௉3238ሿ𝑅2, ൣ𝛼ொ3238൧𝑅1൯ 𝑒3൫ሾ𝛽௉3238ሿ𝑅2, ൣ𝛽ொ3238൧𝑅2൯  

ìĊęđøćĕéšขšĂÿøčðคúšć÷ìĊęคúšć÷กĆïกćøêøüจÿĂïขĂงǰ𝐴𝑙𝑖𝑐𝑒ǰคČĂ 
x 𝛼௉ ് 𝛼ொĒúąǰ𝛽௉ ് 𝛽ொ 
x 𝛼௉3238ǰorder ขĂงǰ𝑅1 
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x 𝛽ொ3238ǰorder ขĂงǰ𝑅2 
x 𝛽௉3238ǰorder ขĂงǰ𝑅2 
x 𝛼ொ3238ǰorder ขĂงǰ𝑅1 

ìĈĔĀšกćøêøüจÿĂïđĀúČĂđóĊ÷งĒคŠ 
x 𝛼௉ ് 𝛼ொ 
x 𝛽௉ ് 𝛽ொ 
x 𝛼௉3238, 𝛽௉3238, 𝛼ொ3238, 𝛽ொ3238 ് 3239ǰõć÷Ĕêšǰ𝑚𝑜𝑑 3239 

đðŨîĂĆîจïÿŠüîขĂงกćøêøüจÿĂïคŠćǰ𝛼, 𝛽ǰขĂงจčéǰ𝑃, 𝑄ǰÿĈĀøĆïกčญĒจÿćíćøèąขĂงǰ𝐴𝑙𝑖𝑐𝑒ǰìĊęÿŠüîîĊĚ 
 
3.6 กćøตøüจÿĂบคŠćǰሺ𝒃𝒊𝒕, 𝒕𝟏, 𝒕𝟐, 𝒕𝟑ሻ 

ìïìüîกŠĂîüŠćüŠćกčญĒจÿćíćøèąǰ𝑝𝑘ǰìĊęöćĔîøĎðขĂงǰሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3ሻǰจćกñúúĆóíŤขĂงกćøïĊïĂĆé

กčญĒจÿćíćøèąîĆĚîöĊĕéšÿĂงĒïïคČĂ 
൫0, 𝛼௉

ି1𝛽௉, 𝛼௉
ି1𝛼ொ, 𝛼௉

ି1𝛽ொ൯ǰĀøČĂǰ൫1, 𝛽௉
ି1𝛼௉, 𝛽௉

ି1𝛼ொ, 𝛽௉
ି1𝛽ொ൯ 

ìĊęđøćđúČĂกöćจćกกćøêøüจÿĂïüŠćëšćǰ𝛼௉ ∈ 𝑍௡
∗ ǰĔĀšĔชšĒïïìĊęǰ1ǰĒêŠëšćǰ𝛽௉ ∈ 𝑍௡

∗ ǰĔĀšĔชšĒïïìĊęǰ2ǰēé÷กćøĒîï

คŠćǰ𝑏𝑖𝑡ǰöćéšü÷îĊĚđĂงĔîกćøÿŠงกčญĒจÿćíćøèą 
 กćøìĊ ęǰ𝑎 ∈ 𝑍௡

∗ ǰǰĔîìĊ ęîĊ ĚîĆ ĚîĀöć÷คüćöüŠćǰคŠćǰ𝑎ǰîĆ ĚîöĊǰinverse õć÷Ĕêšǰ𝑚𝑜𝑑 𝑛ǰđขĊ÷îĒìîéšü÷ǰ

𝑎ି1, 𝑎ି1 ∈ 𝑍௡, 𝑎𝑎ି1 ≡ 1 𝑚𝑜𝑑 𝑛  
 đøćจąđøĉęöจćกกćøêøüจÿĂïüŠćǰ𝑏𝑖𝑡ǰîĆĚîïĂกĕéšëĎกêšĂงüŠćǰα௉ǰĀøČĂǰβ௉ǰîĆĚîöĊǰinverse Ĕîǰ𝑚𝑜𝑑 𝑛ǰ

ìĊęđøćêøüจÿĂïĕéšจćกกćøìĊęคŠćǰ𝛼௉, 𝛼௉
ି1ǰĀøČĂǰ𝛽௉, 𝛽௉

ି1ǰจąêšĂงđðŨîǰcoprime กĆïǰ𝑛ǰđìŠćîĆĚîëċงจąÿćöćøëöĊǰ
inverse ĕéšĔîǰ𝑚𝑜𝑑 𝑛ǰ(ĕöŠöĊêĆüðøąกĂïđฉóćąøŠüöกĆî)ǰ ซċęงüĉíĊกćøêøüจÿĂïǰ coprime ขĂงจĈîüîđêĘöǰ
ሺ𝑎, 𝑏ሻǰēé÷ìĆęüĕðîĆĚîöĊĕéšĀúć÷üĉíĊđชŠî 

x 𝑔𝑐𝑑ሺ𝑎, 𝑏ሻ ൌ 1 
x 𝑙𝑐𝑚ሺ𝑎, 𝑏ሻ ൌ 𝑎𝑏 
x ÿćöćøëĀćคŠć 𝑥, 𝑦 ∈ 𝑍ǰìĊęìĈĔĀšǰ𝑎𝑥 ൅ 𝑏𝑦 ൌ 0 

ซċęงüĉíĊìĊęกúŠćüöćîĊĚÿćöćøëìĈĕéšǰ đชŠîđøćÿćöćøëĔชšǰeuclidean algorithm ĔîกćøคĈîüèĀćคŠćǰ

𝑔𝑐𝑑ሺ𝑎, 𝑏ሻ ൌ 1ǰĀøČĂกćøคĈîüèคŠćǰ𝑙𝑐𝑚ሺ𝑎, 𝑏ሻ ൌ 𝑎𝑏ǰēé÷êøงǰĀøČĂĂĊกüĉíĊคČĂกćøĒกšÿöกćøĀćคŠćǰ𝑥, 𝑦ǰ

îĆĚîกĘđðŨîĕðĕéšđชŠîđéĊ÷üกĆîǰĒêŠüĉíĊìĊęกúŠćüöć÷ŠĂöìĈĔĀšđกĉéกćøคĈîüèจĈîüîöćกĂ÷ŠćงĒîŠîĂîǰđóøćąจĈîüî
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ìĊęđøćóĎéëċงĔîēðøēêคĂúîĆĚîöĊขîćéĔĀญŠöćกǰĒúąĂ÷ŠćúČöüŠćđøćĕöŠĕéšÿŠงคŠćǰ𝑎, 𝑏ǰîĆĚîöćēé÷êøงǰĒêŠöćĔîøĎð

ขĂงǰ𝑡1, 𝑡2, 𝑡3ǰซċęงìĈĔĀšüĉíĊìĊęกúŠćüöćขšćงêšîéĎ÷čŠง÷ćกขċĚîĕðĂĊก 
กúĆïกĆîđøćĂćýĆ÷ขšĂÿĆงđกêüŠćคŠćǰ𝑛ǰĔîēðøēêคĂúîĊĚจąĂ÷ĎŠĔîøĎðขĂงǰ𝑙௘ǰĀøČĂกĘคČĂจĈîüîđฉóćąìĊęđðŨî

êĆüðøąกĂïขĂงǰ𝑛ǰîĆĚîöĊđóĊ÷งĒคŠǰ𝑙ǰđìŠćîĆĚîǰìĈĔĀšกćøêøüจÿĂïÿöïĆêĉขĂงǰcoprime îĊĚđĀúČĂđóĊ÷งĒคŠüŠć 
x 𝑎 ĕöŠĕéšöĊǰ𝑙ǰđðŨîêĆüðøąกĂïìĊęđðŨîจĈîüîđฉóćąǰĀøČĂกĘคČĂǰ𝑙 ∤ 𝑎ǰîĆęîđĂง 

3.6.1 กćøêøüจ 𝑏𝑖𝑡 กøèĊขĂง 𝑏𝑖𝑡 ൌ  0 
đøćจąêøüจÿĂïüŠćǰ𝑙 ∤ 𝛼௉ǰìĊęđìĊ÷ïđìŠćกĆïกćøêøüจÿĂïüŠć 𝑙 ∤ 𝛼௉

ି1ǰĒêŠđîČęĂงจćกคŠćìĊęđøćöĊîĆĚîĂ÷ĎŠĔî

øĎðĒïïขĂงǰ𝑡1 ൌ 𝛼௉
ି1𝛽௉, 𝑡2 ൌ 𝛼௉

ି1𝛼ொ, 𝑡3 ൌ 𝛼௉
ି1𝛽ொ đøćจċงêšĂงêøüจéĆงîĊĚ 

กøèĊĂ÷ŠćงงŠć÷ÿčéคČĂǰ∃𝑖 ∈ ሼ1,2,3ሽ, 𝑙 ∤ 𝑡௜ǰìĊęđøćจąÿćöćøëÿøčðĕéšđú÷üŠć 𝑙 ∤ 𝛼௉
ି1ǰĒîŠîĂî 

ĒêŠĂĊกกøèĊĀîċงคČĂǰ∀𝑖 ∈ ሼ1,2,3ሽ, 𝑙 ∣ 𝑡௜ǰđøćêšĂงêøüจÿĂïêŠĂēé÷ 
 đøćêšĂงกćøĔĀšሺ 𝑙 ∣∣ 𝛽௉ ሻ ∧ ൫ 𝑙 ∣∣ 𝛼ொ ൯ ∧ ൫ 𝑙 ∣∣ 𝛽ொ ൯ǰǰ(จćกìùþãĊüŠćëšćǰ 𝑙 ∣ 𝑎𝑏ǰĒúšüǰ𝑙 ∣ 𝑎 ∨ 𝑙 ∣ 𝑏ǰ

ĒúšüđøćĕöŠêšĂงกćøĔĀšĂ÷ĎŠĔîกøèĊขĂงǰ𝑙 ∣ 𝛼௉
ି1)ǰìĊęđìĊ÷ïđìŠćกĆïกćøêøüจÿĂïüŠć 

𝑙 ∣ 𝛽௉ ൅ 𝛼ொ ൅ 𝛽ொ 
ซċęงëšćđøćคĎèǰ𝛼௉

ି1ǰĕðêúĂéìĆĚงคŠćîĆĚîจąกúć÷đðŨî 
𝑙 ∣ 𝛼௉

ି1൫𝛽௉ ൅ 𝛼ொ ൅ 𝛽ொ൯ 
𝑙 ∣ ሺ𝑡1 ൅ 𝑡2 ൅ 𝑡3ሻ 

îĆęîกĘคČĂǰëšćǰ∀𝑖 ∈ ሼ1,2,3ሽ, 𝑙 ∣ 𝑡௜ǰĒúąǰ𝑙 ∣ ሺ𝑡1 ൅ 𝑡2 ൅ 𝑡3ሻǰĒúšü 𝑙 ∤ 𝛼௉
ି1 

ĔîกøèĊขĂงǰ𝐴𝑙𝑖𝑐𝑒ǰìĊęêøüจǰ𝐵𝑜𝑏 𝑝𝑘஻ǰđøćกĘจąĔชšǰ𝑙 ൌ 2ǰÿŠüîĔîกøèĊขĂงǰ𝐵𝑜𝑏ǰìĊęêøüจǰ𝐴𝑙𝑖𝑐𝑒 𝑝𝑘஺ǰ

đøćกĘจąĔชšǰ𝑙 ൌ 3ǰđðŨîĂĆîจïกćøêøüจÿĂïกøèĊขĂงǰ𝑏𝑖𝑡 ൌ 0ǰîĊęđĂง 
3.6.2 กćøêøüจ 𝑏𝑖𝑡 กøèĊขĂง 𝑏𝑖𝑡 ൌ  1 
đøćจąêøüจÿĂïüŠćǰ𝑙 ∤ 𝛽௉ǰìĊęđìĊ÷ïđìŠćกĆïกćøêøüจÿĂïüŠćǰ𝑙 ∤ 𝛽௉

ି1ǰĒêŠđîČęĂงจćกคŠćìĊęđøćöĊîĆĚîĂ÷ĎŠĔî

øĎðĒïïขĂงǰ𝑡1 ൌ 𝛽௉
ି1𝛼௉, 𝑡2 ൌ 𝛽௉

ି1𝛼ொ, 𝑡3 ൌ 𝛽௉
ି1𝛽ொ đøćจċงêšĂงêøüจéĆงîĊĚ 

กøèĊĂ÷ŠćงงŠć÷ÿčéคČĂǰ∃𝑖 ∈ ሼ1,2,3ሽ, 𝑙 ∤ 𝑡௜ǰìĊęđøćจąÿćöćøëÿøčðĕéšđú÷üŠćǰ𝑙 ∤ 𝛽௉
ି1ǰĒîŠîĂî 

ĒêŠĂĊกกøèĊĀîċงคČĂǰ∀𝑖 ∈ ሼ1,2,3ሽ, 𝑙 ∣ 𝑡௜ǰđøćêšĂงêøüจÿĂïêŠĂēé÷ 
 đøćêšĂงกćøĔĀšǰሺ 𝑙 ∣∣ 𝛼௉ ሻ ∧ ൫ 𝑙 ∣∣ 𝛼ொ ൯ ∧ ൫ 𝑙 ∣∣ 𝛽ொ ൯ǰìĊęđìĊ÷ïđìŠćกĆïกćøêøüจÿĂïüŠć 

𝑙 ∣ 𝛼௉ ൅ 𝛼ொ ൅ 𝛽ொ 
ซċęงëšćđøćคĎèǰ𝛽௉

ି1ǰĕðêúĂéìĆĚงคŠćîĆĚîจąกúć÷đðŨî 
𝑙 ∣ 𝛽௉

ି1൫𝛽௉ ൅ 𝛼ொ ൅ 𝛽ொ൯ 
𝑙 ∣ ሺ𝑡1 ൅ 𝑡2 ൅ 𝑡3ሻ 

îĆęîกĘคČĂǰëšćǰ∀𝑖 ∈ ሼ1,2,3ሽ, 𝑙 ∣ 𝑡௜ǰĒúąǰ𝑙 ∣ ሺ𝑡1 ൅ 𝑡2 ൅ 𝑡3ሻǰĒúšü 𝑙 ∤ 𝛽௉
ି1 
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ĔîกøèĊขĂงǰ𝐴𝑙𝑖𝑐𝑒ǰì Ċ ęêøüจǰ𝐵𝑜𝑏 𝑝𝑘஻ǰđøćก ĘจąĔช š ǰ𝑙 ൌ 2ǰÿ ŠüîĔîกøèĊขĂงǰ𝐵𝑜𝑏ǰì Ċ ęêøüจǰ

𝐴𝑙𝑖𝑐𝑒 𝑝𝑘஺ǰđøćกĘจąĔชšǰ𝑙 ൌ 3ǰđðŨîĂĆîจïกćøêøüจÿĂïกøèĊขĂงǰ𝑏𝑖𝑡 ൌ 1ǰîĊęđĂง 
ĀúĆงจćกđøćêøüจÿĂïĒúšüüŠćคŠćขĂงǰ𝑏𝑖𝑡ǰìĊęĕéšøĆïîĆĚîÿŠงöćĂ÷ŠćงëĎกêšĂงǰÿŠüîÿčéìšć÷คČĂกćøêøüจüŠć

คŠćǰ𝑡1, 𝑡2, 𝑡3ǰîĆĚîคงÿöïĆêĉđชŠîđéĊ÷üกĆïขšĂÿøčðìĊęĕéšจćกĔîĀĆüขšĂǰ3.4.3 Ēúąǰ3.5.3 กĘคČĂ 
x 𝛼௉ ് 𝛼ொ  Ēúąǰ𝛽௉ ് 𝛽ொ 
x 𝛼௉2370, 𝛽௉2370, 𝛼ொ2370, 𝛽ொ2370 ് 2372ǰõć÷Ĕêšǰ𝑚𝑜𝑑 2372 ÿĈĀøĆïǰ𝐴𝑙𝑖𝑐𝑒ǰìĊêšĂงกćøêøüจǰ

𝑝𝑘஻ 
x 𝛼௉3238, 𝛽௉3238, 𝛼ொ3238, 𝛽ொ3238 ് 3239ǰõć÷Ĕêšǰ𝑚𝑜𝑑 3239ǰÿĈĀøĆïǰ𝐵𝑜𝑏ǰìĊêšĂงกćøêøüจǰ

𝑝𝑘஺ 
3.6.3 กćøêøüจ ሺ𝑡1, 𝑡2, 𝑡3ሻ กøèĊขĂงǰ𝑏𝑖𝑡 ൌ  0 
จćกกčญĒจÿćíćøèąìĊęđøćĕéšøĆïคČĂǰ൫0, 𝛼௉

ି1𝛽௉, 𝛼௉
ି1𝛼ொ, 𝛼௉

ି1𝛽ொ൯ǰđøćจąđøĉęöจćกđงČęĂîĕขĂ÷ŠćงĒøก

คČĂǰ𝛼௉ ് 𝛼ொǰìĊęëšćĀćกüŠć 𝛼௉ ൌ 𝛼ொǰǰĒðúüŠćคŠćǰ𝑡2 ≡ α௉
ି1αொ ≡ α௉

ି1α௉ ≡ 1 𝑚𝑜𝑑 𝑛 
đงČęĂîĕขëĆéöćìĊęêøüจĕéšคČĂǰ𝛽௉ ് 𝛽ொǰēé÷đøćöĊคŠćǰ𝛼௉

ି1𝛽௉, 𝛼௉
ି1𝛽ொǰĒìîéšü÷ǰ𝑡1, 𝑡3ǰîĆĚîจąöĊคŠć

đìŠćกĆîëšćđงČęĂîĕขîĆĚîđðŨîđìĘจ ìĈĔĀšกćøêøüจîĊĚđìĊ÷ïđìŠćกĆïกćøêøüจÿĂïüŠć 𝑡1 ് 𝑡3 
ÿŠüîëĆéöćคČĂกćøêøüจđงČęĂîĕขขĂงคŠćǰ𝛼௉, 𝛽௉, 𝛼ொ, 𝛽ொǰüŠćđöČęĂคĎèกĆïคŠćìĊęđøćđúČĂกĕüšĔîêĂîĒøกคČĂǰ

2370, 3238ǰĒúšüĕöŠĕéšöĊคŠćêøงกĆïǰorder ขĂงจčéǰ𝑅1, 𝑅2ǰìĊöĊคŠćǰ2372, 3239ǰขĂงกčญĒจÿćíćøèąĔîĒêŠúą

òść÷ǰēé÷đøćจąđøĉęöจćกกćøìĊę÷Čî÷ĆîĕéšĒúšüจćกกćøìĊęǰ𝛼௉, 𝛼௉
ି1ǰìĊęĕéšøĆïöćîĆĚîöĊǰinverse Ĕîǰ𝑚𝑜𝑑 𝑛, 𝑛 ∈

ሼ2372, 3239ሽǰจćกกćøêøüจĔîÿŠüîĒøก 
จćกǰα௉2370 ≢ 2372 ≢ 0 𝑚𝑜𝑑 2372ǰđøćđขĊ÷îĕéšüŠćǰ𝛼௉ ≢ 0 𝑚𝑜𝑑 22, 𝛼௉

ି1 ≢ 0 𝑚𝑜𝑑 4ǰĔî

กøèĊขĂงǰ𝑝𝑘஻ǰĀøČĂĂĊกกøèĊĀîċęงคČĂ 
𝛼௉3238 ≢ 3239 ≢ 0 𝑚𝑜𝑑 3239 đøćกĘÿćöćøëđขĊ÷îĕéšüŠćǰ𝛼௉ ≢ 0 𝑚𝑜𝑑 31, 𝛼௉

ି1 ≢ 0 𝑚𝑜𝑑 3ǰĔîกøèĊ

ขĂงǰ𝑝𝑘஺ǰđชŠîđéĊ÷üกĆîǰìĈĔĀšđøćÿćöćøëÿøčðĕéšüŠć 
x 𝑡1 ൌ 𝛼௉

ି1𝛽௉ ≡ 0 𝑚𝑜𝑑 𝑚 กĘêŠĂđöČęĂǰ𝛽௉ ≡ 0 𝑚𝑜𝑑 𝑚 
x 𝑡2 ൌ 𝛼௉

ି1𝛼ொ ≡ 0 𝑚𝑜𝑑 𝑚 กĘêŠĂđöČęĂǰ𝛼ொ ≡ 0 𝑚𝑜𝑑 𝑚 
x 𝑡3 ൌ 𝛼௉

ି1𝛽ொ ≡ 0 𝑚𝑜𝑑 𝑚 กĘêŠĂđöČęĂǰ𝛽ொ ≡ 0 𝑚𝑜𝑑 𝑚 
đöČęĂĔĀšǰ𝑚 ∈ ሼ3,4ሽǰÿĈĀøĆïกćøêøüจǰ𝑝𝑘஺, 𝑝𝑘஻ǰêćöúĈéĆï 

ìĈĔĀšÿčéìšć÷กćøêøüจÿĂïüŠćêĆüǰ 𝑡1, 𝑡2, 𝑡3ǰüŠćÿŠงöćĂ÷ŠćงëĎกêšĂงĀøČĂĕöŠîĆĚîคČĂกćøêøüจüŠćǰ 𝑡௜ǰêšĂง

ĕöŠǰcongruence กĆïǰ0 Ĕîǰ𝑚𝑜𝑑 𝑚 
ሺ𝑡1 ≢ 0 𝑚𝑜𝑑 𝑚ሻ ∧ ሺ𝑡2 ≢ 0 𝑚𝑜𝑑 𝑚ሻ ∧ ሺ𝑡3 ≢ 0 𝑚𝑜𝑑 𝑚ሻ 
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đøćëċงจą÷ĂöøĆïüŠćคŠćǰሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3ሻǰîĆĚîëĎกÿŠงöćĂ÷ŠćงëĎกêšĂง 
3.6.4 กćøêøüจ ሺt1, t2, t3ሻ กøèĊขĂง bit ൌ  1 
จćกกčญĒจÿćíćøèąìĊęđøćĕéšøĆïคČĂǰ൫1, 𝛽௉

ି1𝛼௉, 𝛽௉
ି1𝛼ொ, 𝛽௉

ି1𝛽ொ൯ǰđøćจąđøĉęöจćกđงČęĂîĕขĂ÷ŠćงĒøก

ìĊęêøüจคČĂǰ𝛼௉ ് 𝛼ொǰìĊęëšćĀćกüŠćǰ𝛼௉ ൌ 𝛼ொǰĒðúüŠćคŠćǰ𝛽௉
ି1𝛼௉, 𝛽௉

ି1𝛼ொǰซċęงĒìîéšü÷ǰ𝑡1, 𝑡2ǰîĆĚîจąöĊคŠć

đìŠćกĆîēé÷กćøêøüจîĊĚđìĊ÷ïđìŠćกĆïกćøêøüจÿĂïüŠćǰ𝑡1 ് 𝑡2 
đงČ ęĂîĕขëĆéöćìĊ ęêøüจĕéšĔîøĎðĒïïîĊ Ěค ČĂǰ 𝛽௉ ് 𝛽ொǰซċ ęงëšćĀćกüŠćǰ𝛽௉ ൌ 𝛽ொǰđøćจąÿøčðĕéšüŠć 

𝑡3 ≡ 𝛽௉
ି1𝛽ொ ≡ 𝛽௉

ି1𝛽௉ ≡ 1 𝑚𝑜𝑑 𝑛 
ÿŠüîëĆéöćคČĂกćøêøüจđงČęĂîĕขขĂงคŠćǰ𝛼௉, 𝛽௉, 𝛼ொ, 𝛽ொǰüŠćđöČęĂคĎèกĆïคŠćìĊęđøćđúČĂกĕüšĔîêĂîĒøกคČĂǰ

2370, 3238ǰĒúšüĕöŠĕéšöĊคŠćêøงกĆïǰorder ขĂงจčéǰ𝑅1, 𝑅2ǰìĊöĊคŠćǰ2372, 3239ǰขĂงกčญĒจÿćíćøèąĔîĒêŠúą

òść÷ǰēé÷đøćจąđøĉęöจćกกćøìĊę÷Čî÷ĆîĕéšĒúšüจćกกćøìĊęǰ𝛽௉, 𝛽௉
ି1ǰìĊęĕéšøĆïöćîĆĚîöĊǰinverse Ĕîǰ𝑚𝑜𝑑 𝑛, 𝑛 ∈

ሼ2372, 3239ሽǰจćกกćøêøüจĔîÿŠüîĒøก 
จćกǰ𝛽௉2370 ≢ 2372 ≢ 0 𝑚𝑜𝑑 2372ǰđøćđขĊ÷îĕéšüŠćǰ𝛽௉ ≢ 0 𝑚𝑜𝑑 22, 𝛽௉

ି1 ≢ 0 𝑚𝑜𝑑 4ǰĔî

กøèĊขĂงǰ𝑝𝑘஻ǰĀøČĂĂĊกกøèĊĀîċęงคČĂ 
𝛽௉3238 ≢ 3239 ≢ 0 𝑚𝑜𝑑 3239 đøćกĘÿćöćøëđขĊ÷îĕéšüŠćǰ𝛽௉ ≢ 0 𝑚𝑜𝑑 31, 𝛽௉

ି1 ≢ 0 𝑚𝑜𝑑 3ǰĔîกøèĊ

ขĂงǰ𝑝𝑘஺ǰđชŠîđéĊ÷üกĆîǰìĈĔĀšđøćÿćöćøëÿøčðĕéšüŠć 
x 𝑡1 ൌ 𝛽௉

ି1𝛼௉ ≡ 0 𝑚𝑜𝑑 𝑚 กĘêŠĂđöČęĂǰ𝛽௉ ≡ 0 𝑚𝑜𝑑 𝑚 
x 𝑡2 ൌ 𝛽௉

ି1𝛼ொ ≡ 0 𝑚𝑜𝑑 𝑚 กĘêŠĂđöČęĂǰ𝛼ொ ≡ 0 𝑚𝑜𝑑 𝑚 
x 𝑡3 ൌ 𝛽௉

ି1𝛽ொ ≡ 0 𝑚𝑜𝑑 𝑚 กĘêŠĂđöČęĂǰ𝛽ொ ≡ 0 𝑚𝑜𝑑 𝑚 
đöČęĂĔĀšǰ𝑚 ∈ ሼ3,4ሽǰÿĈĀøĆïกćøêøüจǰ𝑝𝑘஺, 𝑝𝑘஻ǰêćöúĈéĆï 

ìĈĔĀšÿčéìšć÷กćøêøüจÿĂïüŠćêĆüǰ 𝑡1, 𝑡2, 𝑡3ǰüŠćÿŠงöćĂ÷ŠćงëĎกêšĂงĀøČĂĕöŠîĆĚîคČĂกćøêøüจüŠćǰ 𝑡௜ǰêšĂง

ĕöŠǰcongruence กĆïǰ0 Ĕîǰ𝑚𝑜𝑑 𝑚 
ሺ𝑡1 ≢ 0 𝑚𝑜𝑑 𝑚ሻ ∧ ሺ𝑡2 ≢ 0 𝑚𝑜𝑑 𝑚ሻ ∧ ሺ𝑡3 ≢ 0 𝑚𝑜𝑑 𝑚ሻ 

đøćëċงจą÷ĂöøĆïüŠćคŠćǰሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3ሻǰîĆĚîëĎกÿŠงöćĂ÷ŠćงëĎกêšĂง 
 

ìĆĚงĀöéìĊęกúŠćüöćîĊĚđĂงđðŨîกćøêøüจÿĂïüŠćกčญĒจÿćíćøèąǰ𝑝𝑘஺, 𝑝𝑘஻ǰìĊęĕéšøĆïöćîĆĚîëĎกêšĂงêćö

øĎðĒïïìĊęēðøēêคĂúกĈĀîéǰēé÷đøćจąðúŠĂ÷ĔĀšคĈîüèêŠĂĕðëšćñŠćîกćøêøüจÿĂïìĆĚงĀöéǰĒúąจąïĆงคĆïĔĀš

Ā÷čéกćøìĈงćîëšćöĊđงČęĂîĕขĔéìĊęĕöŠñŠćîǰĒêŠĂ÷ŠćงĕøกĘêćöǰกćøêøüจÿĂïĔîøĎðĒïïîĊĚîĆĚîïĂกĕéšđóĊ÷งĒคŠüŠćǰ

กčญĒจÿćíćøèąìĊęÿŠงöćîĆĚîǰĶéĎĒúšüîŠćจąëĎกêšĂงǰĀøČĂǰĕöŠÿŠงñúกøąìïêŠĂēðøēêคĂúĀćกêšĂงéĈđîĉîกćø

คĈîüèêŠĂķǰĒêŠïĂกĕöŠĕéšüŠćĕöŠĕéšëĎกéĆéĒðúงöćจćกǰ𝐸𝑣𝑒ǰñĎšĕöŠóċงðøąÿงคŤǰĀøČĂìĊęจøĉงĒúšüĂćจจąöĊชčéขĂง
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กúčŠöจčéìĊęĕöŠðúĂéõĆ÷ïîêĆüǰcurve îĂกจćกìĊęกúŠćüöćกĘđðŨîĕðĕéšǰ(đชŠîǰ𝐸𝑣𝑒ǰÿćöćøëĀćüĉíĊìĊęìĈĔĀšคŠćขĂงǰj-
invariant üîกúĆïöćđìŠćกĆïǰcurve đøĉęöêšîǰ𝐸0ǰĀøČĂĕöŠขċĚîกĆïกčญĒจúĆïéšü÷üĉíĊĂČęîĕéš)ǰซċęงìĆĚงĀöéìĊęกúŠćüöć

îĆĚîĂ÷ĎŠîĂกđĀîČĂĕðจćกขĂïđขêìĊęกĈĀîéĕüšขĂงงćîîĊĚǰēé÷êĆüđðŜćĀöć÷ĀúĆกĔîงćîîĊĚคČĂ÷Čî÷ĆîĔĀšĕéšüŠćìĆĚงÿĂง

òść÷ìĈêćöđงČęĂîĕขĂ÷ŠćงëĎกêšĂงìĊęĕéšกĈĀîéĕüšĔîēðøēêคĂúēé÷ĂĉงจćกÿöïĆêĉĒïïđéĉöǰđóĊ÷งĒêŠđðŨîกćø

êøüจÿĂïïîกčญĒจÿćíćøèąĂĊกøĎðĒïïĀîċęงìĊęëĎกïĊïĂĆéǰĒúąĕöŠđÿĊ÷đüúćĔîกćøคĈîüèđóČęĂêøüจÿĂïöćก

đกĉîĕðđìŠćîĆĚî 
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บททĊę 4 
ผúกćøýċกþćคšนคüšć 

 
ĔîïìîĊĚจąóĎéëċงñúúĆóíŤìĊęđกĉéขċĚîïîêĆüēðøēêคĂúĀúĆงจćกìĊęĕéšđóĉęöกøąïüîกćøêøüจÿĂïกčญĒจ

ÿćíćøèąđขšćĕðǰēé÷đøćจąöĊกćøĂõĉðøć÷ñúกćøýċกþćĕéšéĆงîĊĚ 
 
4.1 ผúúĆพธŤกćøคšนคüšć 

จćกกćøýċกþćđøćóïüŠćกćøêøüจÿĂïกčญĒจÿćíćøèąĔîøĎðĒïïìĊęëĎกïĊïĂĆéจîđĀúČĂđóĊ÷งคŠć  
𝑝𝑘஺ ൌ ሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3, 𝐴, 𝑟1, 𝑟2ሻǰĒúąǰ𝑝𝑘஻ ൌ ሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3, 𝐴, 𝑠, 𝑟ሻ ÿćöćøëìĈĕéšจøĉงǰēé÷ÿŠüîกćø
êøüจÿĂïขĂงคŠć 𝐴 îĆĚî÷ĆงคงĔชšđüúćîćîǰđóøćąđðŨîกćøêøüจÿĂïïî 𝐹௣మǰĒúąêšĂงĔชšกćøÿčŠöจčé 𝑃 ขċĚîöćǰ
øüöëċงกøąïüîกćøจĈîüîöćกïîǰelliptic curve ìĊęคĎèéšü÷จĈîüîđúขขîćéĔĀญŠ 𝑙௘ ซċęงëČĂđðŨîǰbottle-
neck ขĂงกøąïüîกćøêøüจÿĂïĔîขèąîĊĚǰĒúąĕöŠĕéšöĊกćøóĆçîćจćกกøąïüîกćøđéĉööćกîĆกǰđóĊ÷งĒêŠêšĂง
đóĉęöกćøêøüจÿĂïöćกขċĚîĔĀšøĂงøĆïกĆïøĎðĒïïขĂงกčญĒจÿćíćøèąĔîðŦจจčïĆîคČĂĔîđøČęĂงขĂงǰQR, QNR 

ĔîขèąìĊęÿŠüîขĂงกćøêøüจÿĂï 𝑠, 𝑟 ĀøČĂǰ𝑟1, 𝑟2 îĆĚîĔชšđüúćđóĊ÷งđúĘกîšĂ÷ǰđóøćąĒöšจąđðŨîกćø
คĈîüèìĊęđกĊę÷üขšĂงกĆïêĆüđúขขîćéĔĀญŠǰĒêŠđðŨîđóĊ÷งกøąïüîกćøïîจĈîüîđêĘöĂ÷ĎŠǰēé÷đøćĕöŠĕéšđÿĊ÷đüúćĔî

กćøคĈîüèöćกîĆกǰĒúąกøąïüîกćøêøüจÿĂïกĘđðŨîđóĊ÷งĒคŠกćøêøüจÿĂïคŠćขĂงคüćöđðŨîǰQR, QNR üŠć
ëĎกêšĂงĀøČĂĕöŠēé÷ĔชšกćøคĎèĒúąกćøĀćøđóĊ÷งĕöŠกĊęคøĆĚง 

ÿŠüîÿčéìšć÷กĘคČĂกćøêøüจÿĂïคŠć 𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3 ìĊęđðŨîกćøêøüจÿĂïÿöïĆêĉขĂงจčéìĊęđéĉöđøćจąêšĂง
ĔชšกćøคĎèéšü÷ 𝑙௘ กĆïจčéÿĂงจčéĔîกćøêøüจÿĂïǰซċęงóĂđøćðøĆïคŠćöćĒúšüĒöšüŠćจąöĊคŠćìĊęêšĂงêøüจÿĂïöćก
ขċĚîǰĒêŠกøąïüîกćøêøüจÿĂïđกĉéขċĚîđóĊ÷งกćøêøüจÿĂïคüćöÿćöćøëขĂงกćøĀćøúงêĆüǰกćøêøüจÿĂïüŠć

คŠćĕöŠđìŠćกĆîǰĒúąÿöïĆêĉขĂงคüćöǰcongruence ขĂงคŠć 𝑡௜ ĔéǰėǰđìŠćîĆĚîǰìĈĔĀšÿćöćøëคĈîüèĕéšĂ÷Šćง

øüéđøĘüđöČęĂคŠćđĀúŠćîĆĚîđðŨîÿöćชĉกขĂง 𝑍௡ ซċęงëČĂđðŨîÿĉęงìĊęđøćóĆçîćöćĕéšéĊกüŠćüĉíĊêøüจÿĂïĒïïéĆĚงđéĉöĂ÷Šćง
öćกđìĊ÷ïกĆïกćøêøüจÿöïĆêĉđĀúŠćîĆĚîïîจčé 𝑃, 𝑄 

 
4.2 đทĊ÷บจĈนüนøĂบǰCPU ทĊęĔชšกĆบตĆüซĂฟตŤĒüøŤđดĉมทĊęĕมŠมĊกćøตøüจกčญĒจÿćธćøณą 
 đøćìĈกćøîĈđÿîĂจĈîüîøĂïǰCPU đðøĊ÷ïđìĊ÷ïøąĀüŠćงกøąïüîกćøõć÷ĔîēðøēêคĂúìĊęđกĉéขċĚî
đìĊ÷ïกĆïกćøìĊęĕöŠöĊกćøêøüจÿĂïĔéǰėǰđú÷ĔîêĂîĒøกǰēé÷ĀîŠü÷ìĊęĔชšĔîêćøćงจąĂ÷ĎŠĔîĀúĆกúšćîøĂïขĂงǰ
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CPU (Million CPU clock cycles đชŠîǰ1.3M = 1,300,000 øĂïขĂงǰCPU) ซċ ęงñúúĆóíŤจćกกćøìéÿĂï
ÿćöćøëéĎĕéšĔîêćøćงìĊ ęǰ4.1 đðŨîñúöćจćกกćøđฉúĊ ę÷จĈîüîøĂïขĂงǰCPU ìĊęĔชšจćกกøąïüîกćøขĂง
ēðøēêคĂúจĈîüîǰ100 øĂï 
 

Protocol Operation No 
validation 

Have validation on 

Curve Basis 
parameter 

Point All 

SIKE Key Generation 683.8 M 667.0 M 668.8 M 676.0 M 667.6 M 

Encapsulation 871.7 M 939.6 M 856.8 M 849.7 M 945.2 M 

Decapsulation 801.9 M 874.7 M 799.3 M 785.0 M 881.0 M 

Total 2357.4 M 2481.3 M 2324.9 M 2310.7 M 2493.8 M 

SIDH Alice¶s ke\ generation 656.0 M 641.8 M 641.3 M 693.4 M 690.7 M 

Bob¶s ke\ generation 555.7 M 550.8 M 567.1 M 549.2 M 554.4 M 

Alice¶s shared secret 
computation 

235.3 M 288.1 M 241.1 M 235.0 M 334.3 M 

Bob¶s shared secret 
computation 

295.7 M 349.4 M 302.0 M 295.7 M 399.0 M 

Total 1742.7 M 1830.1 M 1751.5 M 1773.3 M 1978.4 M 

êćøćงìĊęǰ4.1 ñúกćøđðøĊ÷ïđìĊ÷ïøĂïǰCPU đöČęĂđóĉęöüĉíĊêøüจÿĂïกčญĒจÿćíćøèą 
ñúúĆóíŤìĊęคćéกćøèŤĕüšคČĂÿŠüîขĂงกćøìĈǰkey generation ìĆĚงขĂงēðøēêคĂúǰSIDH, SIKE ĕöŠคüø

จąöĊกćøđðúĊę÷îĒðúงöćกîĆกǰขċĚîกĆïคŠćคüćöĒðøðøüîĔîøĂïกćøคĈîüèขĂงēðøēêคĂúđìŠćîĆĚîǰìĊęđðŨîĕð

êćöìĊęคćéกćøèŤĕüšǰēé÷ìĊęĔîǰSIKE จąĂ÷ĎŠìĊęðøąöćèǰǰ660 ëċงǰ680 úšćîøĂïǰĔîขèąìĊęÿŠüîขĂงǰSIDH 𝐴𝑙𝑖𝑐𝑒 
Ĕชšðøąöćèǰ640 ëċงǰ690 úšćîøĂïǰĔîขèąìĊę 𝐵𝑜𝑏 Ĕชšðøąöćèǰ540 ëċงǰ560 úšćîøĂï 

ÿŠüîëĆéöćคČĂกćøคĈîüèĀćคüćöúĆïøŠüöกĆîǰìĊęđøćóïüŠćĀćกöĊกćøêøüจđóĊ÷งคŠćìĊęĔชšĔîกćøÿøšćงǰ

basis 𝑅1, 𝑅2 ĀøČĂêøüจđóĊ÷งĒคŠ 𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3 ìĊęđøćîĈöćĔชšÿøšćงจčéîĆ ĚîĒìïจąĕöŠđกĉéñúกøąìïêŠĂ
จĈîüîøĂïกćøìĈงćîđéĉöǰēé÷Ă÷Ď ŠĔîชŠüงขĂงคüćöĒðøðøüîขĂงøĂïǰCPU ìĊęĔชšǰĒêŠĀćกđøćđóĉ ęöกćø
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êøüจÿĂïǰCurve parameter 𝐴 đขšćĕðǰจąÿŠงñúêŠĂøĂïกćøìĈงćîĂ÷Šćงöćกǰēé÷ìĊęĔîกøąïüîกćøǰ
encapsulation îĆĚîđóĉ ęööćðøąöćèǰ60-70 úšćîøĂïǰĔîขèąìĊęÿŠüîขĂงǰdecapsulation îĆĚîđóĉęööćìĊę
ðøąöćèǰ60-70 úšćîøĂïđชŠîđéĊ÷üกĆîǰĔîขèąìĊęëšćđøćöĂงĔîÿŠüîขĂงēðøēêคĂúǰSIDH จĈóïüŠćกćø
คĈîüèขĂง 𝐴𝑙𝑖𝑐𝑒 Ēúąǰ𝐵𝑜𝑏 îĆĚîđóĉęööćðøąöćèǰ50 úšćîøĂïđชŠîđéĊ÷üกĆî 

ÿčéìšć÷คČĂđöČęĂøüöìčกกøąïüîกćøđขšćéšü÷กĆîǰđøćóïüŠćñúกøąìïขĂงēðøēêคĂúǰSIDH îĆĚîđóĉęööćǰ
ëċงǰ230 úšćîøĂïǰคĉéđðŨîðøąöćèǰ15% ขĂงøĂïกćøìĈงćîǰCPU ĒïïđéĉöǰĔîขèąìĊęëšćöĂงìĆĚงēðøēêคĂúǰ
SIKE îĆĚîđóĉęööćìĊęðøąöćèǰ150 úšćîøĂïđìŠćîĆĚîǰĀøČĂðøąöćèǰ6% ขĂงøĂïกćøìĈงćîǰCPU ĔîĒïïđéĉöǰ
ēé÷đøćคćéüŠćĂćจจąđกĉéจćกคüćöĒðøðøüîĔîđøČęĂงขĂงกøąïüîกćøĔîÿŠüîขĂงǰpublic key encryption 
ĒúąĔîÿŠüîขĂงǰkey encapsulation îĆĚîđĂงìĊęìĈĔĀšöĊคüćöคúćéđคúČęĂîëċงøąéĆïîĊĚ 
 
4.3 จĈนüนøĂบǰCPU ĔนกćøÿøšćงคüćมúĆบøŠüมกĆนǰ100ǰøĂบǰđมČęĂกčญĒจÿćธćøณąผĉดจćก

ขšĂกĈĀนด 
ĔîÿŠüîìĊęĒúšüđøćĕéšüĆéñúüŠćกćøđóĉęöêĆüÿŠüîขĂงกćøêøüจÿĂïกčญĒจÿćíćøèąîĆĚîÿŠงñúêŠĂøĂïǰ

CPU đฉúĊę÷ĔîกćøĔชšēðøēêคĂúĒêŠúąคøĆĚงĂ÷ŠćงĕøïšćงđöČęĂกčญĒจÿćíćøèąîĆĚî÷ĆงëĎกêšĂงđĀöČĂîกøèĊìĆęüĕðĂ÷ĎŠǰ
ĒêŠĔîÿŠüîîĊĚđøćจąóĎéëċงüŠćĔîกøèĊìĊęกčญĒจÿćíćøèąìĊęĕéšøĆïîĆĚîñĉéĕðจćกøĎðĒïïìĊęĕéšกĈĀîéĕüšǰìĈĔĀšđøć

ÿćöćøëĀ÷čéēðøēêคĂúúŠüงĀîšćĒìîìĊęจąêšĂงìĈงćîêŠĂĕðìĆĚงøĂïĕéšจąชŠü÷ đóĉęöคüćöđøĘüĔîกćøìĈงćî

ÿĈĀøĆïกćøÿøšćงคüćöúĆïøŠüöกĆîĀúć÷คøĆ ĚงĀøČĂĕöŠǰĀøČĂกĘคČĂĔชšðøąđöĉîñúüŠćđøćคüøคćéกćøèŤüŠćêĆü

ēðøēêคĂúจąđñชĉญĀîšćกĆïñĎ šĕöŠðøąÿงคŤéĊคĉéđðŨîđðĂøŤđซĘîêŤđìŠćĔéĒúšüจċงคč šöìĊ ęจąĔชšêĆüกøąïüîกćø

êøüจÿĂïกčญĒจÿćíćøèą 
ĔîÿŠüîขĂงđðĂøŤđซĘîêŤกčญĒจÿćíćøèąìĊęñĉéøĎðĒïïîĆĚîǰ ĔîêĆüìéÿĂïđøćĔชšกćøêøüจÿĂïĂ÷ŠćงงŠć÷

คČĂǰÿĈĀøĆïøĂïกćøìĈงćîìĊęǰ𝑖 đøćìĈกćøđชĘคüŠć 0 ≡ 𝑖 𝑚𝑜𝑑 𝑛 ēé÷ìĊę 𝑛 ∈ ሼ20, 10, 5, 4, 3, 2ሽ ÿĈĀøĆï
กćøìéÿĂïขĂงøĎðĒïïǰ5, 10, 20, 25, 33, 50% êćöúĈéĆï đชŠîÿĈĀøĆïĒëüขĂงǰ10% ìčกøĂïกćøìĈงćî
ìéÿĂïคøĆĚงìĊęǰ0,ǰ10,ǰ20,ǰļ,ǰ90ǰจąđðŨîøĂïìĊęêĆüกčญĒจÿćíćøèąëĎกðøĆïĒêŠงîĆęîđĂง 
 đøćจąĒïŠงđðŨîÿĂงกøèĊคČĂǰกøèĊìĊę 𝐴𝑙𝑖𝑐𝑒 ÿŠงกčญĒจÿćíćøèąìĊęñĉéöćĔĀšǰìĈĔĀšêøüจđจĂĕéšêĆĚงĒêŠ

ÿŠüîขĂงกøąïüîกćøǰencapsulation กĆïĂĊกกøèĊคČĂ 𝐵𝑜𝑏 ÿŠงกčญĒจÿćíćøèąìĊęñĉéöćĔĀšǰìĈĔĀšêøüจđจĂĕéš
ĔîÿŠüîขĂงกøąïüîกćøǰdecapsulation ซċęงìĆĚงÿĂงกøèĊîĊĚìĈĔĀšðøąē÷ชîŤìĊęĕéšจćกกćøêøüจÿĂïกčญĒจ

ÿćíćøèąĔîđøČ ęĂงขĂงคüćöđøĘüìĊ ęöćกขċ ĚîîĆ ĚîĒêกêŠćงกĆîđúĘกîšĂ÷ǰ ēé÷ìĊęกćøêøüจđจĂêĆ ĚงĒêŠขĆ ĚîêĂîǰ

encapsulation จąìĈĔĀšĕéšñúúĆóíŤìĊęéĊกüŠć 
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4.3.1 จĈîüîøĂïǰCPU กøèĊìĊęกčญĒจÿćíćøèąขĂงǰ𝐴𝑙𝑖𝑐𝑒ǰëĎกĒกšĕข 
ĔîĀĆüขšĂîĊĚคČĂกćøêøüจđจĂขšĂñĉéóúćéìĊęขĆĚîêĂîǰencapsulation ÿĈĀøĆïǰSIKE ēé÷ñúúĆóíŤขĂง

จĈîüîøĂïǰCPU ÿćöćøëéĎĕéšĔîêćøćงìĊęǰ4.2 
 

Protocol Percentage of invalid public key No validation With Validation 

 
 
 
 

SIKE 

0%  
 
 
 

235,109 M 

246,124 M 

5% 241,766 M 

10% 234,876 M 

20% 221,516 M 

25% 219,590 M 

33% 206,311 M 

50% 190,065 M 

êćøćงìĊęǰ4.2 ñúúĆóíŤกćøđðøĊ÷ïđìĊ÷ïøĂïǰCPU đöČęĂกčญĒจÿćíćøèąขĂงǰ𝐴𝑙𝑖𝑐𝑒 ĕöŠëĎกêšĂง 
4.3.2 จĈîüîøĂïǰCPUǰกøèĊìĊęกčญĒจÿćíćøèąขĂงǰ𝐵𝑜𝑏 ëĎกĒกšĕข 
ĔîĀĆüขšĂîĊĚคČĂกćøêøüจđจĂขšĂñĉéóúćéìĊęขĆĚîêĂîǰdecapsulation ÿĈĀøĆïǰSIKE ēé÷ñúúĆóíŤขĂง

จĈîüîøĂïǰCPU ÿćöćøëéĎĕéšĔîêćøćงìĊęǰ4.3 
 

Protocol Percentage of invalid public key No validation With Validation 

 
 
 
 

SIKE 

0%  
 
 
 

235,109 M 

246,124 M 

5% 245,119 M 

10% 240,298 M 

20% 231,930 M 

25% 228,122 M 

33% 219,798 M 

50% 208,889 M 

êćøćงìĊęǰ4.3 ñúúĆóíŤกćøđðøĊ÷ïđìĊ÷ïøĂïǰCPU đöČęĂกčญĒจÿćíćøèąขĂงǰ𝐵𝑜𝑏 ĕöŠëĎกêšĂง 
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ÿčéìšć÷đøćđú÷ÿćöćøëÿøčðĕéšüŠćĔîกøèĊìĆęüĕðìĊęกčญĒจÿćíćøèąîĆĚîëĎกðøĆïĒêŠงöćĔĀšñĉéจćกøĎðĒïï

ìĊęกĈĀîéĕüšǰëšćđøćคćéกćøèŤüŠćêĆüøąïïขĂงđøćöĊēĂกćÿöćกกüŠćǰ20% ìĊęจąđจĂñĎšĕöŠðøąÿงคŤéĊöćēจöêĊøąïïǰ
กĘคüøìĊęจąđøĉęöĔชšกøąïüîกćøêøüจÿĂïกčญĒจÿćíćøèąĒúšüǰ đóøćąìĈĔĀšêĆüøąïïÿćöćøëìĈงćîĕéšđøĘüขċĚî

ĔîìĆĚงÿĂงกøèĊìĊęêøüจóïĔîขĆĚîêĂîìĊęêŠćงกĆîǰĀøČĂĔîกøèĊìĊęēé÷öćกĒúšüđøćöĆกจąìĈêĆüđðŨîǰ server ĀúĆกǰìĊę
ÿŠüîĔĀญŠจąกĈĀîéĔĀšêĆüđøćđĂงîĆĚîđðŨî 𝐴𝑙𝑖𝑐𝑒 ĒúąñĎšìĊęöćêĉéêŠĂกĆïđøćđðŨî 𝐵𝑜𝑏 ìĈĔĀšกćøêøüจÿĂïüŠćñĎš
ì Ċ ęöćêĉéêŠĂกĆïǰserver đøćîĆ ĚîöĊกćøĒกšĕขกčญĒจÿćíćøèąĀøČĂĕöŠจąêøüจóïĔîÿŠüîขĂงขĆ ĚîêĂîǰ

decapsulation ìĊęñúúĆóíŤจąđøĉęöéĊกüŠćøĎðĒïïìĊęĕöŠöĊกćøêøüจÿĂïđú÷đöČ ęĂđøćóïกčญĒจÿćíćøèąìĊęñĉé

øĎðĒïïöćกกüŠćǰ20% ขċĚîĕðđìŠćîĆĚîǰëšćđøćĂ÷ćกóĆçîćĔĀšđøĘüขċĚîกüŠćîĊĚกĘÿćöćøëêĆĚงคŠćĔĀšêĆüđøćîĆĚîđðŨî 𝐵𝑜𝑏 
đĂงกĘĕéšđชŠîกĆîǰซċęงĔîกøèĊîĊĚจąêøüจóïĔîขĆĚîêĂîǰencapsulation ìĈĔĀšĔชšðøąē÷ชîŤขĂงกćøêøüจÿĂï
กčญĒจÿćíćøèąĔîกøèĊìĊęêĆüกčญĒจÿćíćøèąëĎกĒกšĕขêĆĚงĒêŠǰ10% ขċĚîĕðîĆęîđĂง 
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บททĊęǰ5 
ขšĂÿøčปĒúąขšĂđÿนĂĒนą 

ĔîïìîĊĚจąóĎéëċงขšĂÿøčðìĊęĕéšจćกกćøìĈกćøýċกþćคšîคüšćĒúąüĉจĆ÷ĔîĀĆüขšĂîĊĚǰøüöëċงĂõĉðøć÷ðŦญĀć

ìĊęóïđจĂøąĀüŠćงกćøýċกþćคšîคüšćǰøüöĕðëċงขšĂđÿîĂĒîąìĊęñĎšüĉจĆ÷คćéüŠćîŠćจąöĊðøąē÷ชîŤĔîกćøýċกþćคøĆĚง

êŠĂĕðĔîĀĆüขšĂîĊĚÿĈĀøĆïñĎšüĉจĆ÷ìŠćîĂČęîìĊęêšĂงกćøóĆçîćêĆüēðøēêคĂúĔĀšéĊ÷ĉęงขċĚî 
 
5.1 ขšĂÿøčปจćกกćøýċกþć 

กćøêøüจÿĂïกčญĒจÿćíćøèąîĆĚîēé÷øüöĒúšüĕöŠĕéšìĈĔĀšēðøēêคĂúìĈงćîชšćúงöćกîĆกǰ đîČęĂงจćก

ÿŠüîìĊęđกĊę÷üขĂงจąöĊđóĊ÷งĒคŠกćøคĈîüèคüćöúĆïøŠüöกĆîđìŠćîĆĚîǰìĊจąđกĉéขċĚîĔîÿŠüîขĂงǰencapsulation, 
decapsulation đøćüĆéĒúšüóïüŠćđóĉęööćðøąöćèǰ70-80 úšćîøĂïǰCPU đìŠćîĆĚîǰĒêŠóĂđìĊ÷ïúงĕðĒคŠÿŠüî
ขĂงกćøคĈîüèǰshared secret กúĆïóïüŠćđóĉęööćëċงðøąöćèǰ100 úšćîøĂïǰซċęงđðŨîĕðĕéšÿĂงĂ÷ŠćงคČĂǰ
ĂćจจąđกĉéจćกคüćöĒðøñĆîขĂงêĆüēðøēêคĂúîĊĚđĂงǰซċęงĂćจจąêšĂงìéÿĂïüĆéøĂïöćกขċĚîǰ đชŠîǰ1,000 ĀøČĂǰ
10,000 คøĆĚงǰ(ĔîêĆüøć÷งćîîĆĚîđðŨîñúúĆóíŤđฉúĊę÷จćกกćøĔชšงćîǰ500 øĂï)ǰđóČęĂĔĀšĕéšคŠćđฉúĊę÷ìĊęĒöŠî÷ĈขċĚîǰ
ĀøČĂöĂงĕéšĂĊกĂ÷ŠćงคČĂกøąïüîกćøîĊĚîĆĚîđðŨîđóĊ÷งÿŠüîđúĘกîšĂ÷ขĂงõćóøüöēðøēêคĂúซċęงöĊกćøคĈîüèĂČęî

ĂĊกöćกǰđชŠîกćøĒกšðŦญĀćǰdiscrete logarithm ìĊęöĂงüŠćđðŨîÿŠüîìĊęđÿĊ÷đüúćîćîÿčéǰìĈĔĀšĒöšđøćจąđóĉęöÿŠüî
îĊĚđขšćöćกĘĕöŠĕéšöĊñúêŠĂคüćöชšćúงขĂงēðøēêคĂúöćกîĆก 

ĂĊกขšĂÿøčðĀîċęงìĊęĕéšóïคČĂจćกกćøĒ÷กêøüจìĊúąĀĆüขšĂǰđøćóïüŠćกćøêøüจÿĂïǰcurve parameter 
𝐴 îĆĚîđóĉęöจĈîüîøĂïǰCPU öćöćกìĊęÿčéǰĔîขèąìĊęกćøêøüจÿĂïĂČęîîĆĚîĒìïจąĕöŠđóĉęööćจćกđéĉöìĊęĕöŠöĊกćø
êøüจÿĂïđú÷đÿĊ÷éšü÷ซĚĈǰ đóøćąกćøêøüจคŠćǰ𝐴ǰđðŨîกøąïüîกćøêøüจÿĂïđéĊ÷üĔîîĊĚìĊęêšĂง÷č ŠงđกĊę÷üกĆï

ÿöćชĉกìĊęđðŨîจčéĂ÷ĎŠïîǰelliptic curve ĒúąกøąïüîกćøìćงคèĉêýćÿêøŤจĈîüîöćกïîîĆĚîǰซċęงđðŨîÿĉęงìĊęđøć
คćéđéćĕéšüŠćîŠćจąđðŨîÿŠüîĀúĆกìĊęìĈĔĀšกćøêøüจÿĂïกčญĒจÿćíćøèąîĊĚìĈĕéšชšćǰéĆงîĆĚîëšćĀćกöĊคüćöกĆงüú

đøČęĂงðøąÿĉìíĉõćóคüćöđøĘüĔîกćøìĈงćîขĂงēðøēêคĂúìĊęđóĉęöüĉíĊกćøêøüจÿĂïกčญĒจÿćíćøèąîĊĚǰđøćĂćจจą

êøüจđóĊ÷งĒคŠÿŠüîìĊęđĂćöćÿøšćงǰbasis ĒúąคŠćìĊđกĊę÷üขšĂงกĆïจčéกĘđóĊ÷งóĂกĘĕéšǰ ēé÷ĂćจจąúąกćøêøüจคŠćǰA 
ĕðēé÷ĒúกกĆïกćøúéคüćöðúĂéõĆ÷úงøąéĆïĀîċęงǰ ĒêŠĕéšคüćöđøĘüĔîกćøìĈงćîìĊęđìĊ÷ïđìŠćกĆïøĎðĒïïđéĉöìĊę

ĕöŠöĊกćøêøüจÿĂïกčญĒจÿćíćøèą 
ĒúąขšĂÿøčðÿčéìšć÷คČĂǰÿĈĀøĆïกćøจąîĈüĉíĊกćøîĊĚöćĔชšจøĉงîĆĚîÿćöćøëîĈöćĔชšĕéšđú÷ĔîกøèĊìĊęđøć

คćéđéćĕüšúŠüงĀîšćĒúšüüŠćêĆüøąïïìĊęđøćจąîĈēðøēêคĂúǰ SIKE/SIDH  ĕðĔชšîĆ ĚîöĊēĂกćÿĀćกคĉéđðŨî
đðĂøŤđซĘîêŤĒúšüจąēéîกćøēจöêĊìĊęñŠćîìćงกčญĒจÿćíćøèąìĊęñĉéøĎðĒïïđðŨîđìŠćĔéïšćงǰซċęงĔîกøèĊìĆęüĕðคČĂ
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กćøìĊęêĆüøąïïđøćđúČĂกđðŨîǰ𝐴𝑙𝑖𝑐𝑒ǰจąÿćöćøëĔชšüĉíĊกćøêøüจÿĂïîĊĚĕéšĂ÷ŠćงöĊðøąÿĉìíĉõćóđú÷ĒöšēĂกćÿìĊę

ëĎกēจöêĊจąöĊđóĊ÷งðøąöćèǰ10% ซċęงđðŨîñúúĆóíŤìĊęĕéšöćจćกĔîĀĆüขšĂìĊęǰ4.3 îĊĚđĂงǰēé÷÷ĉęงēĂกćÿëĎกēจöêĊöćก
กĘ÷ĉęงìĈĔĀšกøąïüîกćøîĊĚöĊðøąÿĉìíĉõćóöćกขċĚîéšü÷ǰéĆงìĊęđĀĘîĕéšüŠćÿĈĀøĆïǰSIKE îĆĚîĒúšüจĈîüîøĂïǰCPU 
úéúงöćĕéšđĀúČĂđóĊ÷งǰ70% ĀćกđìĊ÷ïกĆïøąïïìĊęĕöŠöĊกćøêøüจÿĂïกčญĒจÿćíćøèąÿĈĀøĆïกøèĊìĊęēĂกćÿëĎก
ēจöêĊñŠćîìćงกčญĒจÿćíćøèąคČĂǰ50% ĀøČĂĂĊกêĆüĂ÷ŠćงĀîċęงคČĂจĈîüîøĂïǰCPU úéúงđĀúČĂđóĊ÷งǰ85% Ĕî
กøèĊìĊęēĂกćÿëĎกēจöêĊคČĂǰ25% îĆęîđĂง 
 
5.2 ปŦญĀćĒúąĂčปÿøøคทĊęพบ 

ðŦญĀćĀúĆกìĊęóïคČĂǰกüŠćจąđøĉęöđขšćĔจกøąïüîกćøขĆĚîêĂîกćøìĈงćîขĂงēðøēêคĂúǰ øüöĕðëċง

üĉíĊกćøêøüจÿĂïĒïïđéĉöüŠćÿöïĆêĉìĊęêšĂงöĊกćøêøüจÿĂïคČĂĂąĕøïšćงîĆĚîêšĂงñŠćîกćøĂŠćîงćîüĉจĆ÷Ēúą

ĀîĆงÿČĂđóČęĂðĎóČĚîåćîĂ÷ŠćงöćกǰìĈĔĀšกüŠćจąĕéšđøĉęöúงöČĂìĈüŠćคüøจąđøĉęöจćกêøงĕĀîîĆĚîđÿĊ÷đüúćĕðöćก

óĂĒúšüǰĒúąĒöšüŠćจąđêøĊ÷öคüćöøĎšóČĚîåćîöćöćกกĘ÷ĆงđจĂคĈýĆóìŤĒúąìùþãĊìĊęคŠĂîขšćงìĈคüćöđขšćĔจĕéš÷ćกǰ

จîกøąìĆĚงĕéšđĀĘîêĆüĂ÷ŠćงจøĉงüŠćÿćöćøëîĈïììùþãĊđĀúŠćîĆĚîöćðøą÷čกêŤĔชšĂ÷Šćงĕøĕéšïšćง 
ĂĊกðŦญĀćìĊęóïคČĂǰêĆüēðøēêคĂúĔîÿŠüîขĂงǰcode îĆĚîìĈคüćöđขšćĔจĕéš÷ćกöćกǰ đóøćąđêĘöĕðéšü÷

กćøđóĉęöðøąÿĉìíĉõćóĔîĀúć÷ÿŠüîǰđชŠîǰกćøïĊïĂĆéขšĂöĎúìĊęÿŠงĔĀšĂ÷ĎŠĔîøĎðขĂงǰoctet string ìĈĔĀšêĂîĒøก
กćøจąĂŠćîคŠćĀúć÷ÿŠüîĔîēðøēêคĂúîĆĚîìĈĕéš÷ćกǰĒúąêĆüขšĂöĎúđĀúŠćîĊĚîĆĚîĕöŠĕéšöĊøąïčĔîêĆüงćîüĉจĆ÷êŠćงĂČęîǰ

ĒêŠĂ÷ĎŠđóĊ÷งĔîøć÷งćîฉïĆïđéĊ÷üคČĂǰSIDH-spec [19] ìĊęïĂกüŠćöĊกćøìĈĂąĕøïšćงǰซċęงêĆüøć÷งćîîĆĚîกĘĕöŠĕéšúง
úąđĂĊ÷éĔîøąéĆïìĊęจąđขšćĔจìčกĂ÷ŠćงĔîǰcode ĕéšǰĒêŠกĘชŠü÷đðŨîĒîüìćงĔĀšÿćöćøëđøĉęöéĈđîĉîกćøðøĆïĒêŠงǰ
ĒกšĕขēðøēêคĂúĔĀšÿćöćøëìĈงćîĕéšêćöìĊęêšĂงกćøĔîïćงÿŠüî 

ðŦญĀćÿčéìšć÷คČĂǰĕöŠÿćöćøëìĈกćøìéÿĂïĕéšêćöìčกĂ÷ŠćงìĊęคćéกćøèŤĕüšǰ ēé÷êĂîĒøกêĆĚงĔจĕüšüŠć

จąìéÿĂïกĆïกčญĒจÿćíćøèąìĊęñĉéøĎðĒïïïćงđฉóćąĕéšǰ đชŠîกćøĒกšคŠćǰ curve parameterǰēé÷êøงĔĀš
กúć÷đðŨîǰordinary curve ĀøČĂกćøðøĆïĔĀšคŠćìĊęöćจćกêćøćงĕöŠĕéšđðŨîĕðêćöขšĂกĈĀîéĔîÿŠüîขĂงǰQR, 
QNR ÿĈĀøĆïǰbasis parameter ĒúąÿöïĆêĉขĂงคŠćǰ𝑡௜ ÿĈĀøĆïจčéìĊęđøćĔชšêøüจÿĂïîĆĚîđĂงǰĒêŠกøąïüîกćøìĊę
ĔชšĔîกćøĒกšĕขกčญĒจÿćíćøèąĔĀšñĉéøĎðĒïïคČĂĒคŠúĂงÿčŠöคŠćđชŠîǰđúČęĂîǰbit, shift bit ìĊęëĎกǰencode ĔîøĎð
ขĂงêĆüǰoctet string ĔîêĆüēðøēêคĂúîĆĚîđĂงǰซċęงìĈĔĀšกúć÷đðŨîกčญĒจÿćíćøèąìĊęĕöŠëĎกøĎðĒïïĕéšđชŠîกĆîǰ

đóĊ÷งĒêŠüŠćêŠćงกĆïìĊęคćéกćøèŤĕüšĔîêĂîĒøกüŠćêšĂงกćøĒกšìĊúąÿŠüîēé÷êøงđú÷ 
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5.3 ขšĂđÿนĂĒนą 
คüøđêøĊ÷öêĆüĔĀšöĆęîĔจกŠĂîüŠćจąÿćöćøëìĈงćîüĉจĆ÷ชĉĚîîĊĚĕéšจøĉงǰđóøćąêĂîĒøกìĊęคĉéüŠćจąìĈîĆĚî

ĕöŠĕéšคćéกćøèŤüŠćจąöĊคüćö÷ćกĔîøąéĆïîĊĚǰกćøกĈĀîéขĂïđขêงćîüĉจĆ÷ĔĀšชĆéđจîêĆĚงĒêŠĒøกđøĉęöüŠćจąìĈ

ĂąĕøïšćงǰĀøČĂĂąĕøìĊęÿćöćøëìĈĕéšïšćงîĆĚîđðŨîÿĉęงìĊęÿĈคĆญ 
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———————————————————————————————————— 

Background and Rationale 

 Public key exchange (also known as key establishment) is a way for both parties 

(named Alice and Bob) to exchange their own public key ሺ𝑝𝑘஺, 𝑝𝑘஻ሻ constructed from each 

parties secret key ሺ𝑠𝑘஺, 𝑠𝑘஻ሻ  which is then used to generate their shared secret for 

establishing a secure communication channel that no other eavesdropper (named Eve) can 

obtain a copy of shared secret. This shared secret is then used to generate secret key for 

symmetric-key cryptography system such as block ciphers which utilize single key to encrypt 

and decrypt messages. Such protocol has been invented long ago called Diffie-Hellman key 

exchange. However, there is a problem when public key of each parties was modified by 
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malicious users. This modified key might led to Eve able to obtain Alice and Bob shared 

secret or one of their secret keys. It could also potentially slow down the server because it 

has to perform lots of arithmetic operations on invalid inputs. Furthermore, either Alice or 

Bob public key could break the security of key exchange scheme. If their secret keys is not 

generated properly or generated from weak parameters (says, prime ሺ𝑝, 𝑞ሻ must be large in 

order for Integer factorization to be hard problem, Bob decided to use (2, 3)). This is why 

there must be a way for Alice and Bob to validate key whenever they are receiving a key 

from another party. 

 The protocol we are interested in is called Supersingular isogeny Diffie-Hellman key 

exchange (SIDH). It is based on the supersingular isogeny walk problem, given 

Supersingular Elliptic Curves 𝐸1 and 𝐸2 with the same number of points. Finding the map 

that takes 𝐸1  to 𝐸2  is suggested to take 𝑂൫𝑝1/4൯ for Classical computer and 𝑂൫𝑝1/6൯for 

Quantum computers [8]. This means that choosing prime p with 768-bit for SIDH will have 

a security for Quantum computers comparable to 128-bit security system. 

 The first proposal of how SIDH protocol would work started in 2011 with [8], then 

in 2016 Microsoft Researcher improved its performance with various techniques and 

suggested a way to validate public key of SIDH in [9](Section 9). This process of validation 

consists of validate the curve parameter A, point ൫𝑥௉, 𝑥ொ൯ test for full order 𝑙௘  and Weil 

Pairing check of points 𝑃 and 𝑄. The following papers during 2016 - 2017 focused more on 

compression of public key which changed the public key in the form of ൫𝑥௉, 𝑥ொ, 𝑥ோ൯ into 

ሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3, 𝐴, 𝑠, 𝑟ሻ ([4], [5] and [6]). The compressed key can be decompressed back and 

then used the same validation techniques as normal public key. But this method requires 

ሺ𝐴, 𝑠, 𝑟ሻ to be ephemerally generated from Alice and Bob in the first place before they 

retrieve uncompressed key back. This suffered the same problem that Eve could intercept 

and modified ሺ𝐴, 𝑠, 𝑟ሻ  to be malicious input for Public key decompression 

Algorithm[3](Section 1.5.2). 

 The public key validation that we have talked in previous section however, has seen 

no used since 2017 with the introduction of Supersingular Isogeny Key Encapsulation (SIKE) 

[2]. This is the transformation of SIDH with indirect key validation[12] by Dennis Hofheinz, 
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Kathrin Hövelmanns, Eike Kiltz in [10]. The main purpose of this scheme is to ensure that 

the shared secret that is generated at the end will be the same when public key were honestly 

generated as specified by the protocols. Otherwise Alice and Bob will end up with different 

shared secret and requires to generate new shared secret. This scheme also provides resistant 

against some attacks that were once a threat to SIDH scheme [11]. 

 It makes sense that direct public key validation is not needed anymore with the 

introduction of SIKE. Since the purpose of SIDH at first is to establish shared secret and we 

can just re-establish shared secret one more time if there were a detection of malicious users 

trying to attack SIKE. Also the cost of validation techniques is non-negligible in the first 

place, convincing that we should only do indirect public key validation. 

 However, we observe that this view only work with non-compressed public key 

counterpart of the SIDH/SIKE. Since the cost of public key decompression is one of the 

bottlenecks in compressed SIKE scheme. If we were to compute all of the arithmetic 

operations under the key encapsulation mechanism on an invalid public key, this could 

potentially slow down a server since it only knows that shared secret is not the same for Alice 

and Bob at the end of SIKE scheme. 

 With this observation, we concluded that direct public key validation is still needed 

for the compressed public key counterpart, and the validation also need to work with just 

ሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3, 𝐴, 𝑠, 𝑟ሻ  received from public key and does not have to go through key 

decompression algorithm. We also need to check that the runtime of the algorithm we 

proposed is better than leaving the invalid input go through key encapsulation mechanism 

and how the proposed technique slow down the protocol compares to no direct public key 

validation. 

Objectives 

 To design an algorithm for both parties to validate whether or not their compressed 

public key received from another party is valid, then implement this algorithm to existed 

SIDH/SIKE protocol in order to monitor performance impact from this algorithm and 

compare to a full run of key encapsulation mechanism. 
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Scope 

 The proposed algorithm aims to validate a public key in the compressed form: 

whether ሺ𝑏𝑖𝑡, 𝑡1, 𝑡2, 𝑡3, 𝐴, 𝑠, 𝑟ሻ is valid or not. This procedure happens twice: first during 

encapsXlation mechanism Zhere Bob receiYes Alice¶s pXblic key ሺ𝑝𝑘஺ሻ  before the 

encryption algorithm and second during decapsulation mechanism where Alice receives 

Bob¶s pXblic ke\ ሺ𝑝𝑘஻ሻ before the decryption algorithm with this following restriction to 

keep in mind. 

1. The baseline code is from [2] Optimized implementation, this consist of parameter 

setting, field operation, key encapsulation mechanism and key exchange procedure. 

The proposed algorithm will be compatible with this implementation. 

2. The proposed algorithm runs and tests on UNIX based Operating System (Linux, 

macOS). 

3. The protocol requires CMake version 3.5 or later and GMP version 6.1.2 or later with 

any C99-compatible compiler (Test on Clang and GCC). 

4. The impact to performance metric (CPU clocks count) by this algorithm should not 

increase more than a factor of 2 against no validation variance. 

5. The accuracy of validation on public key in compressed form with proposed 

algorithm should be similar to validate on public key in normal form with algorithm 

in [9]. 

Project Activities 

Activity 2019 2020 

Aug Sep Oct Nov Dec Jan Feb Mar April 

1. Study related work. 
         

2. Study math related to isogeny 

graphs and elliptic curves 

         

3. Test original validation. 
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4. Analyze algebraic structure 

and  

design new validation algorithm. 

         

5. Implement new algorithm. 
         

6. Monitor new algorithm 

impact. 

         

7. Prepare document. 
         

 

Benefits 

 Benefits for the student 

1. Learn more about computational algebra. 

2. Learn more about arithmetic computation on C language. 

3. Gain experience on implementing something on cryptographic protocol. 

4. Gain experience on having to work with multiple people in fields of 

cryptography. 

 Benefits of the project 

1. Proposed an algorithm for direct public key validation for Compressed SIDH 

Key exchange. 

2. Might introduce a new scheme which does not rely on key encapsulation to 

remain safe against active attack while also able to validate the key as we 

proposed. 

Equipment 

1. Personal Notebook: Apple MacBook Pro 13´ Earl\ 2015 

a. Intel® CoreTM i5-5257U 2.70 GHz 

b. 8 GB 1866 MHz LPDDR3 RAM 

c. 256 GB PCIe Solid State Drive 

d. Integrated Intel Iris Graphics 6100 
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2. Personal Computer 

 . Intel® CoreTM i5-9400F 2.90 GHz 6 Core 6 Thread 

a. 16 GB 2400 MHz DDR4 RAM 

b. 250 GB PCIe NVMe M.2 Solid State Drive 

c. NVIDIA GeForce GTX 1070 Ti 8GB GDDR5 

 

Budget 

1. MacBook Pro 2015 Battery replacement     4700᪛ 

          Total 4700᪛ 
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ภćคผนüกǰข 
ตĆüĂ÷ŠćงกćøĔชšงćนēปøēตคĂúǰSIDH/SIKE 

 
õćóìĊęǰข.1 ñúúĆóíŤกćøĔชšĔîøąïïìĊęĕöŠöĊกćøêøüจÿĂïกčญĒจÿćíćøèą 
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õćóìĊęǰข.2 ñúúĆóíŤกćøĔชšĔîøąïïìĊęöĊกćøêøüจÿĂïกčญĒจÿćíćøèąìčกðøąđõì 

 
õćóìĊęǰข.3 êøüจÿĂïคüćöëĎกêšĂงขĂงēðøēêคĂúéšü÷ǰKnown answer test (KAT) 
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õćóìĊęǰข.4 êĆüĂ÷ŠćงñúúĆóíŤกćøìéÿĂïกčญĒจÿćíćøèąìĊęñĉéðøąđõìǰ(20 øĂï)  
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