G o A oa o o o = o o
anuivAalunsazdiafudnivesd IMuTnsdunesida

a o Y a7
HTEJWU‘Q?EE?’]?J HAULA

= = o ym’ [l = @ - oo @ =Y
InniwusihilugumiisvesnmsanmaundngasdSaanifenaa sumdudia

a

= o 4
MUTIBIURFITAT
L) o -4 - o
AMTUAMaRT PHRINTUNHTINGIRY
=2

n1sfnmn 2550

a a2 o o a
a‘UﬁVI'ﬁ‘llﬂ\‘J@W’lﬁﬁﬂimﬁﬁ’]'ﬂﬂﬂ‘]ﬁﬂ



LIABILITY OF INTERNET SERVICE PROVIDER FOR COPYRIGHT INFRINGEMENT

Mr. Phansayam Huaykaew

A Thesis Submitted in Partial Fulfillment of the Requirements
for the Degree of Master of Laws Program in Laws
Faculty of Law
Chulalongkorn University
Academic Year 2007

Copyright of Chulalongkorn University



- - - - =3 - -
vdeinentinug pnFuRalunrazdinfe@ngresd iuinnsdumefila

ot wpuganIu vianufa
4197917 uRArans
ﬂ'mrﬁﬁﬁnm FRIAIARTINNTE BINTTOL WUANRIUN

- - ar o - o a -
pusiRmand 9irsnsniumingnds eyl IniAnerinudaiuiidudoumie

12INTANEIANNANG ALy IV TuAiA

AUARNICTIRAART

(sR9ANAATINNTE BRAVUE I.%'quuﬁ]}l
AENTIUNTRBLANENTINUS

Uszsunssunig

o
193EnUE N

nITHNT

(2. ReGy ymenAtyoy)



woiugaon oud - aawsvAalumsazdadvinivesdhiuimsdumediia.
(LIABILITY OF INTERNET SERVICE PROVIDER FOR COPYRIGHT INFRINGEMENT) ®.

mlsnw: SIFNANTINITODINI TN WA, 125 Ml

- ] L -I:I' = L mﬁ = =) o o W e -
"."HI'.I"IH'H'I-I‘]EH'I.I‘LIHﬁn'ﬂ"lﬂﬂﬂ']'mﬂ.lﬂﬁ'\lﬂﬂ_ UINTOUMBIIUAIRMWIZANIUTUHANINGINU

- e e e - LY o o om sl - o o W
msasdiadving  dleannluilgiuilywimsazdiadvaniuudumesinialdadannudono
" e o ‘{ - ay 'y JI.! ¥ L L] B J =Y
S5 NUTIANTIVEIRVTANS uimsaziiadvindaanadiuIngeziaiunndl¥uing
a ¢ d =g ¥ = - o o " -] W ey o o LY ¥ - [
pumeiiaiilydhiuimstumesinia - edwlsiamiadliuinsdumesiinlinuiwilenn

o w L
l%'-lﬂﬂﬂﬂ“ﬂ“ﬁ ﬂ?"lﬂi“ﬁﬁ@ﬂﬂqnfﬂﬁ'ﬁqnﬂ'ﬁﬂElll'l'lﬂ'ﬁ‘! 'uElﬁ'B‘Ii'l'l.ﬂmJ'IWHHEIH'I.IEIFI‘H'I‘P'I’H!H":‘PHEQ
¥ - ¢ [ ¥ o = o n':I i Ea - ¥ = -
m'rﬂ.ﬁﬂ'“ﬂ'lnllﬂﬂ'5“-IﬁIEQﬂﬂiﬂlﬂﬁﬂTiﬂ:l”ﬂﬂ“ﬁﬂﬁ ﬁﬂn'ﬁ“‘l'ﬁ.wu'['ﬁuﬂpﬂﬂﬂ5ﬂ11|34H15ﬂ11ﬂ‘uﬂ5

- .-r .-i ﬂ .-n:; W -l é [ y o« o
INAYVUIUDININL 'l.-li'l'iﬁ‘l]']!-lﬂ'i“ﬂuﬁﬂl'ﬂﬂTuTﬁﬂﬂ'ﬁ ﬂﬁ?ﬁﬁﬂgﬁﬂ'lﬂ'iﬁﬂﬂﬂ“lﬂﬂﬂuﬁ

Adou Tdfmnanuanassznhanlszmesutangmnonioluveaszmaanigenim

[ ay & W e P " - ¥ o8 ow
Uszmedangy  nazdszmadanlls  wodmsudilgmdmnanduiludesimuadediauazoniu

[ nqqnﬁ PR WV e « o a5 ow mn:d
anusuAalumsazdiaduans Mund IMusmsdumesiia  Tashidednauazondunnuivaaiull
4 ‘:- oy oy o« o " - " - aly =
Jou lvih giiusmsdumesiiades lianuswilennidvesdvans lumsileaiuuas
- oo owy al oy & o .u"- i - LY L]

Usmnlswmsazdiadudniuudumesiia - uennintidalimtmuminasmimsudalidiiuing

a « o - o oa a - - ]
EI‘LIITIEI‘.I'I.UHﬂ'i1']]54\‘"#1'5ﬂtl”ﬁﬁ'ﬁﬁﬂﬁﬂﬂﬂ“lﬂﬁﬂﬂﬁ

L = B el J o L e
TudungmuoIne fie wizsiiydaauing we. 2537 Aousiuihluilsgiiungwino
ao w ¥ - - o o ' ' oo a P o
amnanimuannuivanvesd iuimssumediin PBedu bivmnzey dniu aunsiszlsinly
agvue Tasfmuadesiiauazoniunimiuiaaiundiusns sumesiiaTasdmuaidou luiay
» = ‘. L. -f any « o .:r [ -
whmnalsgmsmetlea)simmsazdindviniuudumediia  uennintiudadinisimumnaimsg

= o o o L . wr -
msuda g biusmsdumediiansufinsozidiadvdns Ylumseswiydaauing we. 2537 &

e

) Ty o
TIUTITIURAMITAS f‘:'lﬂll EH! BN, -

Umisfinu 2550 mwoiioFenrnsdiniinm. C@. .......



# # 4786286134 : MAJOR LAWS

KEY WORD: COPYRIGHT / INFRINGEMENT / INTERNET SERVICE PROVIDER / ISP
PHANSAYAM HUAYKAEW : LIABILITY OF INTERNET SERVICE PROVIDER FRO
COPYRIGHT INFRINGEMENT. THESIS ADVISOR : ASSOCIATE PROFESSOR
ORABHUND PANUSPATTHANA 125 pp.

This thesis focuses ils study on liability of Internet Service Provider (ISP) particularly
in liability for copyright infringement. Since, currently, internet copyright infringement
problem has become severely detrimental to many copyright owners. Despite the
observable fact that a greal majority of such infringement was attributable to internet users —
not ISPs, it is highly probable that the severity of the problem will be attenuated if the ISPs
operate in alliance with the copyright owners. Such cooperation shall be even more
justifiable upon reconsidering the other fact that the infringement also occurs, from time to
time, as a result of the ISPs' operations which inevitably and indispensably entail
reproduction of the works of the copyright owners.

The study has likewise embraced a review of relevant international agreements and
domestic laws of the United States of America, the United Kingdom, and Singapore. It is
thus found that the key solution to such problem is to provide ISPs the limitations and
exemptions of copyright infringement liability. The mentioned limitation and exception have
to impose on ISPs duties to cooperate with the copyright owner in preventing an internet
copyright infringement. Moreover stipulation on Notice and Takedown (NTD) is required.

Concerning the Thai Copyright Act B.E. 2537, in my point of view, its insufficient and
inappropriate provisions regarding the liability of an ISP, it is recommended that the Act be
improved and amended as follows: stipulating the limitations and exemptions of copyright
infringement liability to 1SP; imposing the duties of ISP as conditions of such limitations and
exemptions to help prevent an internet copyright infringement; and, lastly, stipulating the

NTD measure.

Fieldof study Laws Student’s signaiure% ___ ==
Academic year . 2007 . Advisor's signalture C@Cﬁw g
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Title 17 USC § 512 (k) DEFINITIONS

(1) SERVICE PROVIDER

(A) As used in subsection (a), the term ‘service provider’ means an entity offering
the transmission, routing, or providing of connections for digital online communications, betwesn or
among points specified by a user, of material of the users choosing, without modification to the

content of the material as sent or received.
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2.4.1 anuidnueadliuimiBunadida

{B) As used in this section, other than subsection (a), the term ‘service provider'
means a provider of online services or network access, or the operator of facilities therefore, and

includes an entity described in subparagraph (A).

The Electronic Commerce (EC Directive} Regulations 2002, Article 2
Interpretation - (1) In these Regulations and in the Schedule - "service provider" means any person

providing an information society service;

27
Copyright Act of Singapore, Article 193A -— (1) In this Part, unless the context

ctherwise requires —
"network service provider" —

(a) for the purposes of section 183B, means a person who provides services

refating to, or provides connections for, the transmission or routing of data; and

(b) for the purposes of this Part {other than section 193B), means a person who
provides, or operates facilities for, online services or network access and includes a person referred

to in paragraph {(a),
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1. Members shall comply with Articles 1 through 21 of the Berne
Convention (1971) and the Appendix thereto. However, Members shall not have rights or
obligations under this Agresment in respect of the rights conferred under Article 6bis of

that Convention or of the rights derived therefrom.
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: Preamble of WCT

“Desiring to develop and maintain the protection of the rights of authors in their
literary and artistic works in a manner as effective and uniform as possible,

Recognizing the need to introduce new international rules and claiify the
interpretation of certain existing rules in order to provide adequate solutions to the questions raised
by new economic, social, cultural and technological developments,

Recognizing the profound impact of the development and convergence of

information and communication technelogies on the creation and use of literary and artistic works,
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“Article 1 Relation to the Berne Convention

Emphasizing the outstanding significance of copyright protection as an incentive for
literary and artistic creation,

Recognizing the need to maintain a balance between the rights of authors and the
larger public interest, particularly education, research and access to information, as reflected in the

Berne Convention,”
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(1) This Treaty is a special agreement within the meaning of Article 20 of
the Berne Convention for the Profection of Literary and Arfistic Works, as regards
Contracting Parties that are countries of the Union established by that Convention. This
Treaty shall not have any connection with treaties other than the Berne Convention, nor

shall it prejudice any rights and obligations under any other treafies,”
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“(2) Nothing in this Treaty shall derogate from existing obligations that
Contracting Parties have to each other under the Berne Convention for the Protection of

Literary and Artistic Works.,"”
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“(4) Contracting Parties shall comply with Articles 1 to 21 and the

Appendix of the Berne Convention.”
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The reproduction right, as sef out in Article 9 of the Berne Convention,
and the exceptions permitted thereunder, fully apply in the digital environment, in
particular to the use of works in digital form. It is understood that the storage of a
protected work in digital form in an electronic medium constitutes a reproduction within

the meaning of Article 9 of the Berne Convention.”
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° Preamble of WPPT

“Desiring to develop and maintain the protection of the rights of performers and
producers of phonograms in a manner as effective and uniform as possible,

Recognizing the need to introduce new international rules in order to provide
adequate solutions to the questions raised by economic, social, cultural and technological
developments,

Recognizing the profound impact of the development and convergence of
information and communication technologies on the production and use of performances and
phonograms,

Recognizing the need to maintain a balance between the rights of performers and
producers of phonograms and the larger public interest, particularly education, research and access

to information,”
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A service provider shall not be fiable for monetary relief, or, except
as provided in subsection (j), for injunctive or other equitable relief, for
infringement of copyright by reason of the provider's transmitting, routing, or
providing connections for, material through a system or network controlfed or
operated by or for the service provider, or by reason of the intermediate and
fransient storage of that material in the course of such transmitiing, routing, or

providing connections, if—

(1) the transmission of the material was initiated by or at the

direction of a person other than the service provider;

(2) the transmission, routing, provision of connections, or storage
is carried out through an automatic technical process without selection of the

material by the service provider;

(3) the service provider does not select the recipients of the

material except as an automatic response to the request of another person;

-

frimsTudetoyatanm? (Transient Communications) lutanansanatlszineund

avuataiendn sl wiperiassdaya (Mere conduit)
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{4) no copy of the material made by the service provider in the

course of such intermediate or transient storage is maintained on the system or

network in a manner ordinarily accessible to anyone other than anficipated

recipients, and no such copy is maintained on the system or network in a manner

ordinarily accessible fo such anticipated recipients for a longer period than is

reasonably necessary for the transmission, routing, or provision of connections;

and

(5) the material is transmitted through the system or network

without modification of its confent.
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412 deimaenuivAsdmivszuumsdundeyafiaSend, (System
Caching) #NN16171 512 (b)

S

DMCA ACT a1@11 512 (b) (1) Idtiysi@esdh

(1) LIMITATION ON LIABILITY.—A service provider shall not be
fiable for monetary relief, or, except as provided in subsection (j}, for injunctive or
other equitable relief, for infringement of copyright by reason of the intermediate
and temporary storage of malerial on a system or network controfled or operated

by or for the service provider in a case in which—

(A) the material is made available online by a person other than

the service provider,

(B) the material is transmitted from the person described in
subparagraph (A) through the system or network to a person other than the

person described in subparagraph (A) at the direction of that other person, and

(C) the storage is carried out through an automatic technical
process for the purpose of making the material available to users of the system or
network who, after the material is transmitted as described in subparagraph (B),
request access to the material from the person described in subparagraph (A}, if

the conditions sef forth in paragraph (2) are met.

ﬂ’a%"wﬁ'@mm%’uﬁ(ﬂE%m%'m:uum'séwLmﬁagmﬁaﬁsﬂaﬁmwm@m 512
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) (1) Wanuduasesuinisnizianfedudnuidlivindunefifladleénssins

\udnasdsrudays (intermediary) Ltaﬂﬁ%’@uﬁﬂ"ﬁﬂgﬂ"ﬁ"&ﬂ‘i’la (Temporary storage) 7
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(2) CONDITIONS.—The conditions referred fo in paragraph (1)

are that—

(A) the material described in paragraph (1) is transmitted to the

subsequent users described in paragraph (1)(C) without modification to its content
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from the manner in which the material was transmitted from the person described

in paragraph (1}{(A);

(B) the service provider described in paragraph (1) complies with
rules concerning the refreshing, reloading, or other updating of the material when
specified by the person making the material available online in accordance with a
generally accepted industry standard data communications protocol for the
system or network through which that person makes the material available,
except that this subparagraph applies only if those rules are not used by the
person described in paragraph (1)(A) to prevent or unreasonably impair the

intermediate storage to which this subsection applies;

(C) the service provider does not interfere with the ability of
technology associated with the material to return to the person described in
paragraph (1)(A) the information that would have been available to that person if
the material had been obtained by the subsequent users described in paragraph
(1)(C) directly from that person, except that this subparagraph applies only if that
technology—

(i) does not significantly interfere with the performance of
the provider's system or network or with the intermediate storage of the

material;

(ii) is consistent with generally accepted industry standard

communications protocols; and

(iii) does not extract information from the provider’s system
or network other than the information that would have been available to
the person described in paragraph (1)(A) if the subsequent users had

gained access fo the material directly from that person;

(D) if the person described in paragraph (1)(A) has in effect a
condition that a person must meet prior to having access to the material, such as
a condifion based on payment of a fee or provision of a password or other
information, the service provider permits access fo the stored material in
significant part only fo users of its system or network that have met those

conditions and only in accordance with those conditions; and
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(E) if the person described in paragraph (1)(A) makes that
material available onfine without the authorization of the copyright owner of the
material, the service provider responds expeditiously to remove, or disable access
to, the material that is claimed to be infringing upon notification of claimed
infringement as described in subsection (c)(3), except that this subparagraph

applies only if—

(i) the material has previously been removed from the
originating site or access fo it has been disabled, or a court has ordered
that the material be removed from the originating site or that access to the

material on the originating site be disabled; and

(i) the party giving the nofification inciudes in the
notification a statement confirming that the material has been removed
from the originating site or access fo it has been disabled or that a court
has ordered that the material be removed from the originating site or that

access fo the material on the originating site be disabled.
Wawlafianan 512 (b) (2) fmue laun

1, blajﬁmiﬂ%'uﬂ'gqLLﬁ”LmﬁﬂLﬂﬁﬂTﬂ;&ﬂlumm:ﬁQ’Lﬁu‘%mi‘lﬁﬁﬁ%’um

Toyaliin ;“%’lﬁu"‘imi

L L

2. gWiimsesdoslfifionungens g fAddemamlideyslng

&,

o ar

nugNBatisua  (Refresh) Iﬂﬁﬂﬂ?ﬁﬁﬁaaﬂalﬂﬁﬂﬁﬂLmﬂ'dﬁ"uﬁ@]
Togadumadunuiidndayafuiuf ﬁ’qﬁ'lﬁl,ﬂu“l,ﬂmuﬁi:g
lwszfsninmiunsfemsdoyaffisnesyulugasmnisud

gansulatdunnimall

3. ;‘?Lﬁ'u%msa:ﬁ’aahésumumﬂTuIaﬁﬁl‘ﬁ‘lu%'umﬁagmzwm
k23 & Lo - A [ A7 34 [} = =]
Wsstayaussfliinsduiludlidoys (su malulainmiy
fwwasiilddoyn - Hits rating) wininalulafwminllanu

WasgIniimnue

e % A e, ow ' o & w o
4, ‘Luﬂ?mﬂL%qmaﬂﬂaﬂﬂsﬁﬂlﬂ%ﬁﬁdﬁﬂQRQ5ZUUBuLﬂB§§u@]\1@]ﬂ7ﬁ%ﬂ

mmmsmsa’nﬁ'@amﬂﬁaﬁamuuﬁaga VR NNATASTRAENY



54

(Password)  g{l¥vinfidasdniiunmslinnasmnsiians
ihiisadsndnduanudnwdoyafigliuinaiulfiguiu

alafignasgrzunBwmaiidalaslaldSuongrasmidrues

U

k]
4
P L

b4
4
a o & & e = [ o a e & ¥ a2 o
RURNT ﬂﬂwmm'ﬁauma‘imm:maoaumaﬂuasmnmmm&.m
& o aady v o o s o =]
Qﬂ%%ﬂ%‘{mq@liﬂtﬁ]\‘]’l'}‘ﬂa%Jﬁ%uvl,ﬂgﬂﬂU%SQUBBJﬂT‘SL’U’Eﬂé

o [ & =] i & |

wWianneaRIlaUnie ﬂ’umnm%mﬁaa&aﬁfuﬁﬁsamm

U U

Lméimi’a;gaﬁ'uma

ﬂ'a'ﬁﬂﬁﬂﬂ'mM:ffl,lﬁﬂﬁaﬁﬁvﬁlﬁa'{ﬁ‘ﬂ”ﬂmﬁuﬂﬁmLLﬁﬂ’ﬁﬁﬂ&zLﬁ@]ﬁﬂJ%‘{]gﬁI@ﬂ
glismsBwnefiladsannlivimaiedigdunefifia (Access Provider) fildh
fdayafiasonmsldrzuumsdundoyaiiaSunga (Caching System)

4.1.3 ﬂ’aaﬁwﬁ@zmm%‘nﬁmﬁmﬁhLﬁuﬁaga@nwﬁﬁwaaQ’Lcﬁ’u’%n’ﬁ“ﬁumwmﬁa
mf‘smhwaapﬂﬁ’u"‘smiﬁumaﬁﬁ@ (Information Residing on Systems or
Networks at the Direction of Users) @n)y1931 512 (c)

3

o

DMCA ACT 116131 512 (c) (1) letiejfaail

@

(1) IN GENERAL—A service provider shall not be liable for
monetary relief, or, except as provided in subsection (j), for injunctive or other
equitable relief, for infringement of copyright by reason of the storage at the
direction of a user of material that resides on a system or network controlfed or

operated by or for the service provider, If the service provider—

(A) (i) does not have actual knowledge that the material or an activity

using the material on the system or network is infringing,

(i) in the absence of such actual knowledge, is not aware of facts

or circumstances from which infringing activity is apparent; or

(i) upon obtaining such knowledge or awareness, acts

expeditiously fo remove, or disable access to, the material;

(B) does not receive a financial benefit directly attributable to the infringing
activity, in a case in which the service provider has the right and ability to control such

activity; and
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(C) upon notification of claimed infringement as described in paragraph
(3), responds expeditiously to remove, or disable access to, the material that is claimed to

be infringing or to be the subject of infringing activity.
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A service provider shall not be liable for monetary relief, or, except

as provided in subsection (j), for injunctive or other equitable relief, for
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infringement of copyright by reason of the provider referring or linking users fo an
online location containing infringing material or infringing activity, by using
information location tools, including a directory, index, reference, pointer, or

hypertext link, if the service provider—

(1) (A) does not have actual knowledge that the material or

activity is infringing;

(B} in the absence of such actual knowledge, is not aware
of facts or circumstances from which infringing activity is

apparent; or

(C} upon obtaining such knowledge or awareness, acts

expeditiously to remove, or disable access to, the material;

(2) does nof receive a financial benefit directly attributable to the
infringing activity, in a case in which the service provider has the right and ability

to controf such activity; and

(3) upon notification of claimed infringement as described in
subsection (c)(3), responds expeditiously to remove, or disable access to, the
material that is claimed to be infringing or to be the subject of infringing activity,
except that, for purposes of this paragraph, the information described in
subsection (c)(3)(A)(iii} shall be identification of the reference or link, to material or
activity claimed to be infringing, that is to be removed or access to which is to be
disabled, and information reasonably sufficient to permit the service provider to

locate that reference or link.
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DMCA ACT #1871 512 (c) (2) letiyajanail

(2) DESIGNATED AGENT.—The limitations on liability established
in this subsection apply to a service provider only if the service provider has
designated an agent to receive notifications of claimed infringement described in
paragraph (3), by making available through its service, including on its website in
a focation accessible to the public, and by providing to the Copyright Office,

substantially the folfowing information:

(A) the name, address, phone number, and electronic mail

address of the agent.

(B) other contact information which the Register of Copyrights

may deem appropriafe.
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(3) ELEMENTS OF NOTIFICATION.—

(A} To be effective under this subsection, a notification of
claimed infringement must be a written communication provided fo the

designated agent of a service provider that includes substantially the following:

(i) A physical or electronic signature of a person authorized
to act on behalf of the owner of an exclusive right that is

ailegedly infringed.

(i} Identification of the copyrighted work claimed to have
been infringed, or, if multiple copyrighted works at a singie
online site are covered by a single notification, a

representative list of such works at that site.

(i) Identification of the material that is claimed to be
infringing or to be the subject of infringing activity and that is
to be removed or access to which is to be disabled, and
information reasonably sufficient to permit the service

provider to locate the material.

(iv) Information reasonably sufficient to permit the service
provider to contact the complaining party, such as an
address, telephone number, and, if available, an electronic
mail address at which the complaining party may be

contacted.

(v) A statement that the complaining party has a good faith
belief that use of the material in the manner complained of is

not authorized by the copyright owner, its agent, or the law.
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(vi) A statement that the information in the notification is
accurate, and under penalty of perjury, that the complaining
party is authorized to act on behalf of the owner of an

exclusive right that is allegedly infringed.

(B) (i) Subject to clause (i), a notification from a copyright owner
or from a person authorized fo act on behalf of the copyright
owner that faiis to comply substantially with the provisions of
subparagraph (A} shall not be considered under paragraph
(1)(A) in determining whether a service provider has actual
knowledge or is aware of facts or circumstances from which

infringing activity is apparent.

(i) In a case in which the notification that is provided to the
service provider's designated agent fails to comply
substantially with all the provisions of subparagraph (A) but
substantially complies with clauses (ii), (i), and (iv) of
subparagraph (A), clause (i) of this subparagraph applies
only if the service provider promptly attempts to contact the
person making the notification or takes other reasonable
steps to assist in the receipt of nofification that substantially

complies with all the provisions of subparagraph (A).
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(1) SERVICE PROVIDER

(A) As used in subsection (a), the term ‘service provider means an
entity offering the transmission, routing, or providing of connections for digital
online communications, between or among points specified by a user, of material
of the user’s choosing, without modification to the content of the material as sent

or received.

(B) As used in this section, other than subsection (a), the term
‘service provider’ means a provider of online services or nefwork access, or the

operator of facilities therefore, and includes an entity described in subparagraph

(A}
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(1) ACCOMMODATION OF TECHNOLOGY.—The limitations on
liability established by this section shall apply to a service provider only if the

service provider—

(A) has adopted and reasonably implemented, and informs
subscribers and account holders of the service provider’'s system or network of, a
policy that provides for the termination in appropriate circumstances of
subscribers and account holders of the service provider's system or network who

are repeat infringers; and

[ 7Y Py § kY s (7] @ | e L7
7y dlidmsiunaiifiewdasivanldmaendoouss Lidaudiy
namsnrmaiafiduwanasgin eusae 512 () (1) (8)

(1) ACCOMMODATION OF TECHNOLOGY.—The limitations on
liability established by this section shall apply to a service provider only if the

service provider—
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(B) accommodates and does not interfere with standard technical

measures.
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a

"service provider” means any person providing an information society

service;

“information society services” (which is summarised in recital 17 of the
Directive as covering "any service normally provided for remuneration, at a distance, by
means of electronic equipment for the processing (including digital compression) and

storage of data, and at the individual request of a recipient of a service")

MALUUBIATIN "Service provider" Lz ‘information society

services” Mlvnsud Al¥uims wuefls yarailivimsednela q lugtusaiaiasiis

3

Directive 2000/31/EC of the European Parliament and of the Council of 8 June

2000 on certain legal aspects of information society services, in particular electronic commerce, in
the Internal Market (Directive on electronic commerce)

4
The Electronic Commerce (EC Directive) Regulations 2002, S| 2000/2013
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(1) Where an information sociely service is provided which
consists of the transmission in a communication network of information provided
by a recipient of the service or the provision of access fo a communication
network, the service provider (if he otherwise would) shall not be liable for
damages or for any other pecuniary remedy or for any criminal sanction as a

result of that transmission where the service provider —
(a) did not initiate the transmission;
(b) did not select the receiver of the transmission; and

(c) did not select or modify the information contained in the

transmission.

(2) The acts of transmission and of provision of access referred to
in paragraph (1) include the automatic, intermediate and transient storage of the

information transmitted where:

(a) this takes place for the sole purpose of carrying out the

fransmission in the communication network, and

(b} the information is not stored for any period longer than

is reasonably necessary for the fransmission.
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Where an information society service is provided which consists of
the transmission in a communication network of information provided by a
recipient of the service, the service provider (if he otherwise would) shall not be
liable for damages or for any other pecuniary remedy or for any criminal sanction

as a resuit of that transmission where —

{a) the information is the subject of automalic, intermediate and
temporary storage where that storage is for the sole purpose of making more
efficient onward transmission of the information to other recipients of the service

upon their request, and
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(b) the service provider —
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(¥} does not modify the information;
(i) complies with conditions on access to the information;

(i} complies with any rules regarding the updating of the
information, specified in a manner widely recognized and used by

industry;

(fiv) does not interfere with the lawful use of technology,
widely recognized and used by industry, to obtain data on the use of the

information; and

(v) acts expeditiously to remove or to disable access to the
information he has stored upon obtfaining actual knowledge of the fact that
the information at the initial source of the transmission has been removed
from the network, or access to it has been disabled, or that a court or an

administrative authority has ordered such removal or disablement.
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Where an information society service is provided which consists of
the storage of information provided by a recipient of the service, the service
provider (if he otherwise would) shall not be liable for damages or for any other

pecuniary remedy or for any criminal sanction as a result of that storage where —
(a) the service provider —

(i} does not have actual knowledge of unfawful activity or
information and, where a claim for damages is made, is not aware
of facts or circumstances from which it would have been apparent
to the service provider that the activity or informafion was

unfawful; or

(i) upon obtaining such knowledge or awareness, acis
expeditiously to remove or fo disable access to the information,

and

(b) the recipient of the service was not acting under the authority

or the control of the service provider.
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In determining whether a service provider has actual knowledge
for the purposes of regulations 18(b)(v) and 19(a)(i), a court shall take into
account all matters which appear to it in the particular circumstances fo be

relevant and, among other things, shall have regard to —

(a) whether a service provider has received a notice through a

means of contact made available in accordance with regulation 6(1)(c), and
(b) the extent to which any notice includes —
(i} the full name and address of the sender of the notice;

(i) details of the location of the information in question;

and

(iii) details of the unlawful nature of the activity or

information in guestion.
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Copyright in a literary work, other than a computer program or a
database, or in a dramatic, musical or artistic work, the typographical
arrangement of a published edition, a sound recording or a film, is not infringed by
the making of a temporary copy which is transient or incidental, which is an
integral and essential part of a technological process and the sole purpose of

which is fo enable —

(a) a transmission of the work in a network between third

parties by an intermediary; or
(b) a lawful use of the work;
and which has no independent economic significance.
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A network service provider shall not be subject to any civil or criminal
liability under any rule of law in respect of third-party material in the form of electronic

records to which he merely provides access if such liability is founded on —

(a) the making, publication, dissemination or distribution of such materials

or any statement made in such material: or

(b) the infringement of any rights subsisting in or in relation to such

material.
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Nothing in this section shall affect —

{d) any liability of a network service provider under the Copyright

Act (Cap. 63) in respect of —
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(i) the infringement of copyright in any work or other subject-

matter in which copyright subsists; or

{ii) the unauthorised use of any performance, the protection period

of which has not expired,
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"network service provider’ —

(a) for the purposes of section 193B, means a person who provides

services refating to, or provides connections for, the transmission or routing of data; and

{b) for the purposes of this Part (other than section 193B), means a
person who provides, or operates facifities for, online services or network access and

inciudes a person referred to in paragraph (a),
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(1) The court shall not grant any monetary relief or, except as
provided for in section 193DB, make any order against a network service provider

for any infringement of copyright in any material that occurs by reason of —

(a) the transmission or routing by the network service provider of,
or the provision of connections by the network service provider for, an electronic

copy of the material through the network service provider’s primary network; or

(b) any transient storage by the network service provider of an
electronic copy of the material in the course of such transmission, routing or

provision of connections,
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{2) The conditions referred fo in subsection (1) are that —

(a) the transmission of the electronic copy of the material was

initiated by or at the direction of a person other than the network service provider;

(b) the transmission, routing, provision of connections or storage
is carried out through an aufomatic technical process without any selection of the

electronic copy of the material by the network service provider;

(c) the network service provider does not select the recipients of
the electronic copy of the material except as an automatic response to the request

of another person; and

(d) the network service provider does not make any substantive
modification (other than any modification made as part of a technical process) fo
the content of the electronic copy of the material during the transmission of the

electronic copy of the material through the primary network,
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(1) The court shall not grant any monetary refief or, except as

provided for in section 193DB, make any order against a network service provider

for any infringement of copyright in any material that occurs by reason of the

making by the network service provider of an electronic copy of the material

(referred fo in this section as the cached copy) on the network service provider's

primary network —

(a) from another electronic copy of the material made available on

a network (referred to in this section as the originating network),
(b) through an aufomatic process;
{c) in response fo an action by a user of the primary network; and

(d) in order fo facilitate efficient access to the material by that user

or other users,
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(2) The conditions referred fo in subsection (1) are that —

(a) the network service provider does not make any substantive

modification (other than any modification made as part of a technical process) to

the content of the cached copy of the material during the transmission of the

cached copy of the material to users of the primary network or another network;

(b) if the network service provider is furnished in the prescribed

manner with a notice in, or substantially in accordance with, the prescribed form

relating to

the cached copy of the material —

(i) purportedly made by the owner of the copyright in the

material or under the owner’s authority; and
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(ii} stating the prescribed matters,

the network service provider expeditiously takes reasonable steps
to remove or disable access to the cached copy of the material on the primary

network; and

(c) the network service provider satisfies such other conditions as

the Minister may prescribe in relation to —

(i) access fo the cached copy of the material by users of

the primary network or another network;

(i) the refreshing, reloading or updating of the cached

copy of the material; and

(i) non-interference with fechnology used at the
originating network to obtain information about the use of any matetial on
the originating network, being technology that is consistent with industry

standards in Singapore.
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(1) The court shall not grant any monetary relief or, except as
provided for in section 193DB, make any order against a network service provider

for any infringement of copyright in any material that occurs by reason of —
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(a) the storage, at the direction of a user of the network service
provider’s primary network, of an elecironic copy of the material on the primary
nefwork, if the network service provider salisfies the conditions referred to in

subsection (2);
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{2) The conditions referred to in subsection (1) (a) are that —

(a) the network service provider does not receive any financiaf
benefit directly attributable fo the infringement of the copyright in the material that
oceurs in, or in the course of, making available the electronic copy of the material
on the primary network, provided that the network service provider has the right

and ability to control the infringing activity;
(b} if the network service provider —

(i) acquires actual knowledge that the copyright in the
material has been infringed in, or in the course of, making available the

electronic copy of the material on the primary network;

(i} acquires knowledge of such facts or circumstances
which would lead inevitably to the conclusion that the copyright in the
material has been infringed in, or in the course of, making available the

electronic copy of the material on the primary network; or

(iii) is furnished in the prescribed manner with a notice in,
or substantially in accordance with, the prescribed form refating to the

electronic copy of the material on the primary network —

(A) purportedly made by the owner of the copyright

in the material or under the owner's authority; and

(B) stating the prescribed matters,
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the network service provider expeditiously takes
reasonable steps to remove or disable access to the copy of the material

on the primary network; and

(c) the network service provider has designated a representative
fo receive any notice referred to in paragraph (b} (iii) and published the prescribed

information on the designated representative in the prescribed manner.
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(3) For the purposes of subsection (2), a notice purportedly made
by the owner of the copyright in the material or under the owner’s authority which
is not a notice referred to in subsection (2) (b) (iii) shall not be considered in
determining whether the network service provider has acquired any knowledge

referred to in subsection (2} (b) (i) or (ii).
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(6} For the purposes of subsections (2) (a) and (4) (a), in
determining whether a financial benefit is directly attributable to the infringement

of copyright in the material, the court shall have regard to —

(a) industry practice in refation to the charging of services by

network service providers;

(b) whether the financial benefit was greater than the benefit that
would usually result from charging in accordance with accepted industry

practices, and
(¢) aif other matters that the court considers refevant.
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1) The court shall not grant any monetary relief or, except as
provided for in section 193DB, make any order against a network service provider

for any infringement of copyright in any material that occurs by reason of —

(b} the network service provider referring or linking a user of any
network to an onfine location on a network (referred to in this section as the
originating network), being a location at which an electronic copy of the material is

made available, by the use of —

(i) an information location tool such as a hyperiink or

directory; or

(i) an information location service such as a search

engine,

if the network service provider satisfies the conditions referred to

in subsection (4)
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4) The conditions referred to in subsection (1) (b) are that —

(a) the network service provider does not receive any financial

benefit directly attributable to the infringement of the copyright in the material that
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occurs in, or in the course of, making available the electronic copy of the material
on the originating network, provided that the network service provider has the

right and ability to control the infringing activity;
(b) if the network service provider —

(i} acquires actual knowledge that the copyright in the
material has been infringed in, or in the course of, making available the

electronic copy of the material on the originating network;

(il acquires knowledge of such facts or circumstances
which would lead inevitably to the conclusion that the copyright in the
material has been infringed in, or in the course of, making available the

electronic copy of the material on the originating network; or

(iii) is furnished in the prescribed manner with a nofice in,
or substantially in accordance with, the prescribed form relating to the

electronic copy of the material on the originating network —

(A) purportedly made by the owner of the
copyright in the material or under the owner's

authority; and
(B) stating the prescribed matters,

the network service provider expeditiously takes
reasonable steps fto disable access to the electronic copy of the material
on the originating network, and fo remove or disable access to any
electronic copy of the material (being a copy made from the electronic
copy of the malerial on the originating network and of which the network

service provider has actual knowledge) on the primary network; and

{c) the network service provider has designated a representative
to receive any notice referred to in paragraph (b) (iii) and published the prescribed

information on the designated representative in the prescribed manner.
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(6) For the purposes of subsection (4), a notice purportedly made
by the owner of the copyright in the material or under the owner’s authority which
is not a notice referred to in subsection (4) (b} (iii) shall not be considered in
determining whether the network service provider has acquired any knowledge

referred to in subsection (4) (b) (i} or {ii).
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(6) For the purposes of subsections (2) (a) and (4) (a), in
determining whether a financial benefit is directly attributable to the infringement

of copyright in the material, the court shall have regard fo —
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