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# # 6085963034 : MAJOR LAWS

KEYWORD: Electronic Evidence, Obtained Electronic Evidence, Cybersecurity
Chittapon Pongvachiraporn : PROBLEM OF DISCLOSE AND PROVIDE DATA UNDER
SECTION 70 PARAGRAPH TWO OF CYBERSECURITY ACT B.E. 2562 (2019). Advisor: Asst.
Prof. NATCHAPOL JITTIRAT, Ph.D.

This thesis aims to study the problems and doctrines of measures for cybersecurity,
which is relate to measures for obtaining electronic evidence. The thesis also studies the
concepts, measures for cybersecurity and measures for obtaining electronic evidence in
Thailand and foreign countries and propose the appropriate of measures for obtaining

electronic evidence under Cybersecurity Act B.E. 2562 (2019)

According to the research, Cybersecurity Act B.E. 2562 (2019) stipulates exceptions
for the benefit litigation against an offender under other laws. It empowered state official to
obtaining evidence. Most of the data obtained under this Act are electronic evidence.
Therefore, it can be regards as one of the measures for obtaining electronic evidence. Since
the evidence obtaining measure is a measure that affects the rights and the liberty of the
people, it is necessary to have appropriate criteria for exercising the power of state officials. At
present, there is no provision of the law prescribing the rules for the exercise of such power, it

may cause problems in practice.

As a consequence, the author of this thesis suggests measures for cybersecurity,
which is relate to measures for obtaining electronic evidence should be revised by appropriate
criteria for the disclose or send data for the benefit litication against an offender under other
laws. The proposed to be criterion for state officials to use as a guideline in practice and to

protect rights and liberties of the people.

Field of Study: Laws Student's Signature ......ccccoeveniriennee,

Academic Year: 2022 Advisor's Signature ........ccoccevernienne.
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4.1 Uszwmeanigaisni

Aevduvanisal 9/11 anifiuanusiuAILaEANENTTINNTYesF AT sTUNS
ﬁzinﬂ'ﬁaaﬁuaqﬂszmﬂaw%’gam%m (Senate Select Committee on Intelligence waz House
Permanent Select Committee on Intelligence) lA7MN15MS19@0UTLUUVIINTDIVB
Usemertszun vilissmaavsgowinildimungrsmansiunnusiuasasndelowes
Fugnlmel® Inglatinisussmaldnguunsainulasnselsiues a.e. 2015 (Cybersecurity Act
2015) Ingllsiimuanalnifeafunsudsiiuteyasevinanaiguas maenvududdn®™ wis

[ 1 14 % v ! N 1 v (% s
ol 2 %N'J@I‘Miy § AIEnNU Toun wgandl 1 ﬂ{]ﬁ/ill’]ﬂﬂ?iLLUQ{juﬂJﬂyjaﬂ’NNUa@ﬂﬂEJlGUL‘UE)ﬁ

% Msugnan uzddassu, "Cybersecurity §nvlngidansdu FaurdnwnduuniSew,” [Online] Accessed: 10/11/65.
Available from: https://www.beartai.com/article/beartai-ict/66506

°¢ Sullivan & Cromwell LLP, "The Cybersecurity Act of 2015 : Congress Passes and President Signs Long-Anticipated
Measure Setting Framework for Sharing Cyber Threat Information with Federal Government and Private

Sector,"(2558). ¥t 1
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A.A. 2015 (Cybersecurity Information Sharing Act of 2015) LaTNLIAg 2 A1uA1INTn

AuauUasnduleiuasuier@ (National Cybersecurity Advancement)
4.1.1 4M35n15UN1SShEIANUUaennY lwLUas

Tudud a.¢. 2013 Uses1ursuileununledamds Executive Order (EO)

79 NI AL NI TWAUILINTAIT I

13636, “Improving Critical Infrastructure Cybersecurity
nM3snumaasafounlassadiesifugumsasaumaiidrfauossana 9ldinsns
nguuenisuusdudeyanitudasndelaiues a.a. 2015 (Cybersecurity Information
Sharing Act of 2015) #u Tnefi¥nquazasdifioainisinsnnusiunsaondsleuesuiy
msuaniasy wazudsdudeyarnasmalavessninsssuianaauasmiisnudu q Wy

[y

ATy 09Ans uisulusziunasy udodisaulasadisiugiuddy Wudu ned
N3EN539AMUTUAMKINIA T (Department of Homeland Security) Wuniagaudl
Sutinvaulunisuszaruau’® lnslignuialunisesnuinsnislunisasvsaeudesiulagds
£ A a £ [ 1 M = Aa 1 v £ [ [ va 1

Toyaiigrtesludmhenudu q Feszuuninuvsdudeyadonduszuudnlula uazds
Toyanuutagiuuazsioilios (Real Time) WloNazaunsaudoyadinaniluldusslevily

nsfuile Jesiu wasusamarudemeaindeanauleues’ lngaunsodidayanaingnn

TUdmsanusisnsaunngauenivuale’

ngvngmsuUsdudeyanuvasnngleiues 9 leliteivuaieiiuteyai

launannunsnsmdngniteatulisenylsnu 8eAns vseuaralasudeyalagianizly

> The White House, "Executive Order -- Improving Critical Infrastructure Cybersecurity," [Online] Accessed:
11/11/56. Available from: https://obamawhitehouse.archives.cov/the-press-office/2013/02/12/executive-order-
improving-critical-infrastructure-cybersecurity#

% pilgyns anawan, "msm’;ﬁmauLLast@aé’mmLé’ﬂwﬁmmmuwisiwﬁzyiﬁam'i%ﬂmmmﬁumﬂaamﬁamua% ..
2562," i 38.

T Cybersecurity Information Sharing Act 2015, Section 105 (a) (3)

% gilgyns anawan, "ﬂﬁmnaauLLazmMaéwuwﬁwwﬁ'ﬂmumuwizmﬂiﬁzyfijanﬁ%’m-ﬂmmﬁumﬂaaﬂﬁalmua% ..

2562," ¥ 39.
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(4) Wanouauesd duaiy Andued Jesiu vseussimanudenislunis
wanaUselevilunane wazdeanaudennulasnieniesiniele g AinanauiEe
mudseyliludenaumini'®

o

wananidslativenmunieItun1sAuATesyARaALduN1IAIUNY MUY

o & = v v ) = 1 Yo 1 &/101
LUUU i')lliﬂﬂ\?ﬂ’]iﬂﬂﬂi@ﬁsﬂ@%aﬂ'ﬂuuﬂﬂa %QaquqiﬂLLUQ@@ﬂlﬂﬁﬂmaiﬂu

(%

(1) mMswvstdunIesudeyanunaniunisaungvungatuil viensuusluy

[ YY)

Tayatuigurianatinglinszuiunisvesnsensieauiuag 9 dedlifiniusuiiala 1

<9

Tunnawng

o

(2) msuvsiuteyaiefuduanaulevesiusguianansazlidfodndunis
daviendvnvisedavanuAuasadla o i vualagnguuie ufn1sUeeiuANauUNIaNIg
A1 waznskusdutdeyanusvaniadeanaulaves uwazuinsnistunistesiu aglasunis

gNLININNITONUANEAUNVLNBLETNNAUTEYaYIE1S (Freedom of Information Act)

%% Sullivan & Cromwell LLP, "The Cybersecurity Act of 2015 : Congress Passes and President Signs Long-Anticipated
Measure Setting Framework for Sharing Cyber Threat Information with Federal Government and Private Sector,"
i 5.

100 Cybersecurity Information Sharing Act 2015, Section 105 (5)

01 gyllivan & Cromwell LLP, "The Cybersecurity Act of 2015 : Congress Passes and President Signs Long-
Anticipated Measure Setting Framework for Sharing Cyber Threat Information with Federal Government and

Private Sector," ¥t 8.
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Unenselaiues vsenthiilunisdieu viiadnliunisla 4 anmislasudeyadana1n waglile

mvuanusuRadevienule 9 Alivssasdasidnilumsuuslutoya
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ansaszumnuls shinerteddagnssiunmsshmanuduaslasadeleiues azdesgnil

a
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<9

104

(5) MNUANIATNITANYAMTURMTNTT NINNUNTOFAIUNUYDINUIBIUY
yeefgurananslunsaliifeatesnunishanuanuInseyinisnelanuinilaglila sy

ounn 7105
4.1.2 anasnmstumsuarsmnwenuvang udiannseling

Uszinaanigawiniladnisinamaninaeiineaduuinsnisluniswaimn

LY

weumdngudiannseiindlilasaniz Fsusingedludmininwveseawaruniyafaud

o

'
a

Aetes aunsautseentiidu 2 Usenissaeiu Taun winsnislunmsuarsmmeiunangiu

a a

didnnsetindlasiivune wazuinsnistunisuarminneundng udiannselindlagldfivune

r-il‘ IS a -'-NI o W . 1 z-:’{l
FedlswazideandrAnseoluil

102 Cybersecurity Information Sharing Act 2015, Section 105 (d)
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106 Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring).
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108 Federal Rules of Criminal Procedure, Rule 41. (c) Persons or Property Subject to Search or Seizure. A warrant
may be issued for any of the following:

(1) evidence of a crime;

(2) contraband, fruits of crime, or other items illegally possessed;

(3) property designed for use, intended for use, or used in committing a crime; or

(4) a person to be arrested or a person who is unlawfully restrained.
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111 United States v. Ventresca, 380 U.S. 102, 108 (1965)

112 Jnited States v. Logan, 250 F.3d 350, 365 (6th Cir. 2001)

113 United States v. Lacy, 119 F.3d 742, 746-47 (9th Cir. 1997)
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116 Criminal Division Computer Crime and Intellectual Property Section, U.S. Department of Justice, "Searching and
Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations." i1 76 - 79

17 United States v. Santarelli, 778 F.2d 609, 615-16 (11™ Cir. 1985)

18 United States v. Hargus, 128 F.3d 1358, 1363 (10" Cir. 1997)

119 United States v. Upham, 168 F.3d 532, 535 (1°! Cir. 1999)

120 Jnited States v. Hay, 231 F.3d 630, 637 (9th Cir. 2000)

121 Guest v. Leis, 255 F.3d 325, 335 (6th Cir. 2001)
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122 United States v. Giberson, 527 F.3d 882, 886 (9th Cir. 2008)

123 Criminal Division Computer Crime and Intellectual Property Section, U.S. Department of Justice, "Searching and
Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations." i1 76 - 79

128 Federal Rules of Criminal Procedure, Rule 41. (b)

125 Federal Rules of Criminal Procedure, Rule 41. (a) (2) (A) “Property” includes documents, books, papers, any
other tangible objects, and information.

126 United States v. New York Tel. Co., 434 U.S. 159, 170 (1977)

127 United States v. Walters, 558 F. Supp. 726, 730 (D.Md. 1980) (namdsrarialunsaiiiedestutufinmansdng)
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128 Criminal Division Computer Crime and Intellectual Property Section, U.S. Department of Justice, "Searching and
Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations.” %11 90
129 Jnited States v. Carey, 172 F.3d 1268 (10th Cir. 1999)
130 Criminal Division Computer Crime and Intellectual Property Section, U.S. Department of Justice, "Searching and
Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations.” i1 90
31 Federal Rules of Criminal Procedure, Rule 41. (e) (2) (A) Warrant to Search for and Seize a Person or
Property. Except for a tracking-device warrant, the warrant must identify the person or property to be searched,
identify any person or property to be seized, and designate the magistrate judge to whom it must be returned.
The warrant must command the officer to:

(i) execute the warrant within a specified time no longer than 14 days;

(i) execute the warrant during the daytime, unless the judge for good cause expressly authorizes

execution at another time; and
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(iii) return the warrant to the magistrate judge designated in the warrant.
132 Federal Rules of Criminal Procedure, Rule 41. (f) (1) (A) Noting the Time. The officer executing the warrant must

enter on it the exact date and time it was executed.
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2d 48,55 n.5 (D.D.C. 2004)
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57 Ibid., i 15 - 27.
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